BECKHOFF

IPC Security Guideline

for Windows 10

CAT Project - TeXaeshe
File  Edit  vig,

o8-
Build 40244 (Loaded) -

Project  Builg

Solution Explorer v x

alal
plorer (Ctrl+i) 0O~
&1 Solution "TwinCAT Project’ (1 project)
4 o TwinCAT Project
4 @ SYSTEm
¥ License
b @ Real-Time

TcCOM Objects
] MoTIoN
PLC
| SAFETY
E Ce+
& ANALYTICS
@vo

Team ExpIOTE"

2026-03-24 | hkA<: 1.8

Debug

TOUM |y

TWinCAT  Tuinsare PLC Team  scope 7o ls
ol

~ | TwinCATRT (x5

B | Twincal Project

Window  Help

" b Attach., +

| Release

v <Local>

New Project
b Re
ecent Sortby: [Default

4 Installed
1 TwinCAT XAE Project (ML format) TinCAT Pjects
TWinCAT Controller
b TwinCAT Measurement
TwinCAT CAD Interface Beta Version
TwinCAT Projects
TwinCATPLC
TeXaeShell Solution

Not finding what you arelooking for
Open Visual tudio nstale |
TwinCAT Project '

|

2

TwinCAT Project

Name:
Location:
Solution:

Solution n2me:

Type: TinCATProjcs

THinCATXAE Sstem Merager
Configuation

Bowe

(7] Crste direconyfor 0"
Addtosource Conel

n Aidtosee 9 S







BECKHOFF BR

1 STRIEBH . ..eeeeeeeeeeteeeeeeeererreeeteeeeteeeessesssssssseaseesessssssssssssssasaesesesessssssssssssasassesesesssssssssssasasaseees 5
B == OO 5
1.2 BEBRBEEEIIEIEIBA coovevoreeieieeeeeeeeeeeeceee ettt ettt es et s et et ese s s es s sesetesessasasesesesetens 6
13 (BB EIRE oottt ettt ettt ettt a ettt et et ennas 6
B v = SOOI 6

I =% 1] g PR 7
2.1 R ettt ettt e ettt et ettt et s s s s sanas 7
2.2 BEEEZERL oottt ettt a sttt a et ettt et s s s ssanas 7
2.3 BRBIBUEIAIIZIER ..ottt sttt ettt s s s s nanas 8

B BB . eee e e reeeeee et e e e e e et eeeerae e et e e e sr e et e e e s s aa e e e e e e e a s e e e e e s e aa e e e e e e aaeeeeee s aaaaeeseeraraeeeesennnne 12
Bil BATEEI oottt ettt ettt ettt st as ettt eaesesesansesananas 12
3.2 HEBEETE oottt ettt ettt ettt ettt et s et s s sananans 12
33 R BRI .ottt ettt ettt ettt ettt s et s sasaranas 12
34 PR B LB R R EIDR ettt ettt anas 12

O -] (0135 - PR 14

LR 1 =28 SRR PUPPPRRRIN 15
Bl BEIDTIIEIE vttt ettt sttt ettt ettt a ettt e et et s s sasasanas 15
5.2 BT ettt a ettt et ettt s st a et ettt et et s s sararanas 15
5.3 SUIEINER oottt ettt ettt et ettt ettt et a et sttt ettt anan st e 18
54 FBPFIRREEIR ....ooovieceeeeeceeeeeeceet ettt sttt et n et et s et et s e senaes 19

541 REBIEED ..ottt ettt ettt ettt et ettt s sttt aeaeaens 19
542 BABHIBH oottt sttt ettt en s 24
543 BT oottt ettt s ettt a ettt et s en e 25
DD BB E ettt ettt a et ettt ettt s et a et ettt et et et as s saranas 31
B.5. 1 BB EARRER oottt ettt ettt ettt 31
B.5.2 BB AR T vttt ettt ettt ettt ettt ettt aeanaens 35
553 BB E TRV ..ottt ettt sttt 35
5.5.4  AULOSEArt (BTN  wovveevieeeieeeeeeeeeeeeee et eetesteesesaessessessesesseestentssestessessessessessessessessens 36
D 5.5 BB R ettt ettt ettt ettt aeaeaens 38
5.6 BNITIERR oottt ettt ettt ettt ettt a et et et et et et s s sararanas 38
BT BEIITIERR oottt ettt ettt ettt ettt ettt an s saranas 43
5.8 USB A ERR ..ottt ettt ettt ettt et st a et ettt ettt es s sananas 45

B BB S . eeeeerreeeeeeeerrnneeeesesrsneeeeessssseeeesssssaseeesssssssseesssssnseeeesssssaseeesssnsaseesssssaasesessssnnesessssnaaees 48
Bl TTAREEIF .ottt ettt ettt a et et ettt a s e ettt es et s nes 48
8.2 T A ettt ettt ettt ettt ettt a ettt et st esnas 48
8.3 PUEBEETR oottt ettt ettt et s et a ettt et st snes 50

6.3.1 1Y oY | oYU TSRO 50
6.3.2  ADS ettt ettt ettt a ettt a et st s s ae st s saetenaes 51
6.3.3  OPC UA oottt sttt ettt a ettt s s asae s s aetanans 51
.34 VPN ottt sttt ettt sttt a et se et et s et s s asaetenaes 51
B8.3.5  RDP ettt ettt ettt ettt a et et s s naetes s saeteraes 51

IPC Security Guideline hRas: 1.8 3



zE; BECKHOFF

6.3.6 CRIHOSE ettt ettt et e s bt e st e s et e s s b e e e be e e s be e e e neeesraeesnenenans 51
8.4 TR oottt ettt ettt et e b et et b e s et e b e Rt ehe et e Rt e b et e Rt et et eRe et et eseeteneeseeaeneens 51
6.5 EEEE TCP/UDP T cureuieriieeisieietesteeeteste e ste e e te st e e ste st e s ssesaesessessesessessesessese et assesessensesassensesessaneans 51
8.6 IS TZEARIEER . oveveereeeresreeeresteee e st et e te st e e s te st e e et et e s e et et e s e b ena et e b e st ebe b e R e eh et e st et et ene et e e ereeteneeneeaeneens 53
8.7 HT T P S HET ettt ettt ettt et e b et e s et e e e b e b e seebe b esees e s eseebesseneesenseseeseneeseseneens 56

6.7.1  BFBBIEUERIET coo oottt ettt a e b b aeneas 56

6.7.2 BRI HT TP S TET ittt ettt ettt ettt se s e s s e s b e e esesaeseesesaenens 57

B.7.3 B AIE D ettt et b et se et et ae b e e sesbe e eseteneas 59
TWINC AT ceeiiiniiiiiiiienieienietaeiersnsessnssesssssssnssssnsssssnssssnssssnsssssnssssnssssssssssnssssnsssssnssssnssssnssssnnsnan 62
7.1 eXtended Automation ENGINEEring (XAE) .....ccevuererrererenienesenieseseseeeeseeensessessensessessessessensens 62
7.2  eXtended Automation RUNTIME (XAR)....ccuiiouiieiiietieciecetee ettt eesee vt e eeeeeveesaveesseeesneesseeenseennns 62
FOC TS 55 X = OO 63
=2 64
8.1 FEMHIRIIZ ..ottt ettt ettt ettt eae et e bt be bt e e b et ebe b eabeaeebenseseebeneetebeneeteteneas 64
8. A ettt b et eae b et ae bt t e b et et e b e et eae et ensese et eaeebe b eneeteteneas 64
8.3 FEARTZIFHIRDS ottt ettt bbb ettt b b s s anas 65

hRas: 1.8 IPC Security Guideline



BECKHOFF SCRYIHBR
1 J#iiee

AR BRE A FAEE RN E B LS5 pizE B s TIEE R
EREMERA AT, MBS LT B R AR
REARNASEXER, HRAERARMIENRE.

BXRATARCIHRFTAR RN ANERTEFAEREER, SEMBEXER. EM. ENMRE

REEH
IXHEEIROER. M, FRFmEEREA A H,

FAN VR BRERHMECRA B LR ASLBIF, BARSZITER,
PREIERSERHEIE. BRI EMEE~mpuEtiR hEE.

[l

Beckhoff’. ATRO". EtherCAT. EtherCAT G'. EtherCAT G10'. EtherCAT P'. MX-System’. Safety over
EtherCAT'. TC/BSD’. TwinCAT. TwinCAT/BSD’. TwinSAFE'. XFC'. XPlanar #1XTS 2 Beckhoff
Automation GmbH
BEMEIRAREENER, NERYTFRERNECZFTERENEN, EAE=rHTEESBNER
AT RERRICEIRFIE & BINF.

—
EtherCAT.

EtherCAT ¥R EF)iE AR, H Beckhoff Automation GmbH 1Z#EA,

i)

© Beckhoff Automation GmbH,
KREPHIVN, FREEH. 9k, FERMNEEEXXERS,
FEEBWERMEER{E, Beckhoff Automation GmbH F&FRE &BH. SLRFHAMINNIZITEFIN.

B=F R
AXHEPIREER T E =81, BXBRMES, AR _https://www.beckhoff.com/trademarks.

1.1  #HERE

BINRIBL2DMMELRRERAZA, LI EBRINERFIERRLR. HRKETHERETAREEX
LeFMAREENRMES, HFRERMUNTETIEPAIRITBENE. EEFRAFRIPIBERT, X
FREFBHAFFTICRHE B TFENMT I HEE = mA AR %o

MRERERMUEFETLERENT M@, PBARERANLZMSMINESNELR product-
securityincident@beckhoff.com, HRH#FKEARS, RFBETEHBERS. SURE. KEMEHENTS
B o

BRUNEBTRBREPRUAELENKRES, UEEH. T2, ERRIRSHLEZETER. HRER
AREFANER, UEENERL, MRAMEVELGX—LI, FEIZHE 30 RAMAL—1&E/)
TERGE. TATERAZA, XAUMESRSNABIBRALGE, FREIFERATIEXAS. ERIKEI%L
MENRRITY (BEFRERM CVE WER) ) » AERBERZRXHEE. EX—X, SRBAGRINEN
REABTMERIEXAS, MRAMEARBHET LRRE, WEESIREPRIZE, RBREANE
NERAR, MREEY, ESREEXEZRATHNER.

IPC Security Guideline hRas: 1.8 5


https://www.beckhoff.com/trademarks
https://technet.microsoft.com/en-us/security/dn467923.aspx

R4 BECKHOFF

1.2  BRR{EES4HEAEBA

ik

Beckhoff Automation GmbH & Co. KG
FmEEE (ZR)

Hulshorstweg 20

33415 Verl

Germany

B R
<product-securityincident@beckhoff.com>

RIXERMI BB F IS RIX AL EREHINEBI AR

o

NHZHA
BREMHMNENER N BRI HRILERKR

- ®EIDB4 F4 15 onFFELL C9 6F 56 5C 39 49 43 58 AE B5 07 93 80 95 E1 2D B4 F4
15 9A By PGP %8

- B ID0a Oe 85 68 56 18 Of 5c 8a 5¢c 4de 83 FFEBIL 4c b4 40 99 d4 a0l 6¢c fO af
69 ee 7a 8f 81 al c3 42 eb 17 da By S/MIMEEH

Z$ATE:: https://download.beckhoff.com/download/document/product-security/Keys

T4ERtA

SN FAATEACRE-BE A MBI TR @E N EF O BETF 5 8, AHERBERRS X HEMR
AERSTE) (RGM/HEAE) o

13 FEERLHH

Beckhoff Automation GmbH & Co.KG ({&#R Beckhoff) /=5, RERILELAIR, HEETLZ2I8E, X
BI . &%, NSHIMENRLIET. RERETR2IEE, BATHFEPENNI . R45. VSIMER
SERED, ORI, SSHEM AR EFRE ML SIS, Beckhoff FAHEMNFRREEENLZ 2SN —
. BRAREMIEE=ARFBIGHREHIZE. R VSMNE, SIREERNTEYNRIPEERN
BRT, HaSATRMENEEEMEE,

e4h, ERESF Beckhoff X FREUE HRIFHEENEN, X TFEEZENTIRZREMNELZER, BihRER
SIMuG https://www.beckhoff.com/secguide,

Beckhoff B9/~ Al RS =FFLHTTIOE. XWER TR EINEE. £TFHFEHAITINE, Beckhoff BBHAEINA
KFERFF MRS, HETRERTRED EHITRE, EAIRNSHAFN~ miRA AR E ML
LRI KBS

WMNFET R Beckhoff = RIEELLMEE, FITH https://www.beckhoff.com/secinfo EHJ RSS &,

1.4 ZRLRITEHF

ERSHEXIL
EZ TCP/UDP %M [+ 51]

6 hRas: 1.8 IPC Security Guideline


https://download.beckhoff.com/download/document/product-security/Keys
https://www.beckhoff.com/secguide
https://www.beckhoff.com/secinfo

BECKHOFF fEE RN
2 EENRE T

ATNET BRI RGN EMNLIT G, #A T ARNREE NG RE UK AR RARP R,

21 WEHE

BERGENESD X
RIEREEN RSB, AJLOEHED A

F5 iR
NEREE SEEEMURS LHITRERENRGE, HENERITRIRZNERIFET . It
b, REREERLIGRFERITRIGRENLAGSE, HINEE,

B HE AL BRI B ARARHRNRGE, WRRGELSER BT ZORZ TR
AR BT E MM EANS R AT E,

NEBELZPNRE | ERINBHZIRENREE, XERLEBRETEEANERL, ReeERMNEFRRII
& BHRSS.

KESMIMENK  |BIi0, BEERfeESERD EEMAEORIITERE XEREEEMIIREREE

HE fria, AIUALRNARESHNEREE.
Bz

MFFERLE, LARK:
- EATRILURIRARIE R, BI90k B BB E0E:d Ak Ss E B IRUREISCHF;
- AREB R AH T LBEAm, FEIDTXE~mEEEH R E;
- IABERAXETERNES, flilBdRaRtBERTEREN.

RIER G ENBAREN D ZEESF RN, RAANCHRIFS RSN,

XD REPTHTLEDH, EEENE, EENKEEESTETREEMEN.

2.2 WEHRHA

A LURIER GBI RIT A NHIT O WGP REVERIEE XBIER:

351 i

[ZBRERE XERHFAEREFEHNRE, HEERFHANESIRE. XM “TEFRE” §

ERFRSHMBERTMALSR, UERLERTD. WHEAISEIFEREHEM
BHIE ( “BERUM ) ERREREENER ( “BFMEK" ), HEikE, XEXE
BEMBREHBFRNE LAARERE, HhiNs5®iE.

HXENEMEREYN | XEREAARLE” @R, XERRTEAKER, XERHAILAMERE, B8
W& ENsNNEEARENEH-mEEE (G0, FENERERE/ R (W&
) ) o WEHBIFEAREH W EITIL, NsGREERASE,
HWMHERPHNRE | EBREHNE—NRRAE, FRFATHERE, ENRERLIN, AXHE
B0, UHNENRAREERLARE BN, KEERSMHSHE, BEREN
Mo

[
1 XL eiErmPRENER R A THE ZERSNHNHNEENERE. AP NRERERF
1T REN AT HE

IPC Security Guideline hRas: 1.8 7



M RIITE BECKHOFF

2.3 HENRMZR

ARSI HEBNER. BT EFREEMTIZS,

BRAMNB TR

WkeB MEE RE 73 RERE P
[TiZBmS NS T EiE T EIE TesE NS
HIEMNBNERENRE |825F 125 TetE NS

B— M ESIFNSIEFEREERE — M EG L, AfF@ETizigERch. MR UEFI/BIOS RHEMIFIRE
AMINBHEEERRR, HEREEERBEREHINF, N EREREATEEN,

\BEZBE, REE T UNAH ENMEIEHITIEE RN, FIREEMEERA, ZEIEhNE, BD
AHWINABRT LM,
BRAEE

- BIOS Z1g (BIOS i%E [» 14])

- RE5|STR (BIOS I E [» 14])

- PIEIEHIE [» 12]

KRB PXE B3h RS 25

W [ WEE RE Zsith R iztE
[TZHRERE T EIE T EiE 125 e
HMNEMERENRE TeE TEE 125 TEHE

MABBMLERARIFINE PXE BapikS 8RB, WL EERITHREERTHIRAE.

WS EWE, W& AN ERFESEEHITIRE R, fFrlREEMETERA. ZEEHRE, BT
HHBINN BRI RERT,

BAEN+ERE
- M PXE 55 (BIOS I8 E [» 14])

BHW USB ®E

WS [ WEE RE I3ty ] eI
[TZHmEWE TEE 125 TEE TEsE
P EMERENRE S 125 e TEE

NRER T BARMBY USB 188, WEEMAIUERZIMRIRE LHITERSNNE, i, ZRMBY USB &
ARG TERA, i, EEREEH BT ESEENBBHRATT. ETEYEFNRNIRE,
A PITRERNBVHATH ISR

LI EFREE BN AESIRERFEXNEUBHTIRS AR, FRREMERERA. ZEWEHGE,
BNMABRINARER RS,
BHEMERE

- ZEBTEE (AutoStart (BEhEE) [ 36])

- B8 USB &% (USB idiESS [» 45])

- PIEEHIE [» 12]

- 7£BIOS HE MO (BIOS IR E [ 14])

- BFERE[p31]

8 hRas: 1.8 IPC Security Guideline



BECKHOFF RIS
B ANEORNERE

KRR KhE Rz ity AR e

MR ERE FEIE FEIE FEIE FEIE

IR EERENRE |0 o FEiE FEIE

5% (LR ERRNAZREINERE) ARSWAMKEENR, XEETUGRRERNOAMAR —1F
ERARERNRIANBRER.

R EREE BN AESRFRGEXNBIRRTREHR, FREEMTERA. KERXTHRE,
EMAGRIANER LR 28,
ARty

© REFE v 19]

- REMARRP, TEEKRA

© NAFPRHKENR ( “RENR" ) , TERELKBLENER TAREEESNR

iR B

Wk [ WEE REp Zsith REEE gri
[TiZBmS WS T EiE T EIE TEsE e
HAENBNERENRE |825F 125 T EE e

WHE P LU KRR IR BIERIE, RNASPRSHBXEBMIHRIER.

BEXFNRE, HEE A LURIAESRERSHEXAEE, LHEHREE. K&, MIRMEMEKITA

N 6

WHELAIREREFENTRFER, &

baRrilEiYiin
 X{HNE [» 18]
- BEESIE [> 12]
© REHSIIE v 12]

WA EFENTFAE ST B IR BN LR

MEF MR EEARE

WK BEHE RE Zsith R ERE eI
[TiZBmS NS T EiE T EIE TesE NS
HENBNERENRE |825F (25 TeE NS

W& P AR E T B L B S SR IEREF M
BN E, HEE R LURIAESRERSHEXIVEE, LHEHREE. K&, MIRMEMEKTA

ANz,
ARty

 X{HHNE [» 18]
- REHRHE [ 12]

LB ZEER B FERH

WEHRB/MEE R Zsith RIER RIS iniz2

[ ZHmESRE FEIE FEIE 2] 2]
FHEEBNERENRE | FaiE FEIE 2] 2]

IPC Security Guideline hRas: 1.8 9




M RIITE BECKHOFF

AREENBFHESEFTRNGNHEE S, [FiE, WREEFAEEEYN W8 B FEpCHMHRITFF
B, A, BFEIFNRALAEERERFEN.

— DRI E AT IR T R RN B IRIE, MXEREEREEIXEAF IS HITH.
B -

- FEEREH B IEBFERF

- EHS BB ENIRM (B [ 15])

- BEFERE[p31]

R AL B AP Y B AR

WS [ WEE RE I3ty ] e
[TiZHmEWRE 125 125 125 (25
P EMERENRE S (25 BE 123

FLIEE A MG ERA LB ERBRRE. NRAEFAERNIRYE, NARERHFSHE AR,
— NI E R AT REIRANAVIRME, XEARERTEARRIIM R R =20,
BAENHE T -

« Windows E#7 (851 [» 15])

- TEHISNBohEHIG (B > 15])
- BETFRILHHMANE (IDS/IPS)

- BRAFRENRS

- BIBTBEERAM [» 35]
BRABNME
WK [ EE RE I3ty ] izts
[TZHREWE T EiE EE e BE
HAMMEMERENRE TeE EE e BE

APERImERE— N AZEENNLG, NEHEPRREAEATRITESERNNE, REMNERIRITHESR
PHBNEES, NERWE.

— DRI E AT IR T R RN B IR(E, MXEREEREEI X EAF IS HRITA.
B -

- EHS BB ENIRM (B > 15])
- BAAREEN EMITR.

A AR

WS [ WEE RE I3ty REEES] eI
[TZHREWRE 125 TEtE e T EHE
P EMERENRE S (25 (25 (255

HERATREHNMENINET, BHETURERMEPZEEMTIZE, XEFEIIZDIKERIE SHRIRHN
=B

— PR E R LS B RSP LIS IMIARSS 12 1F

BT -
-« MEDE
- AR

10 hRas: 1.8 IPC Security Guideline



BECKHOFF R RITE

RERNERAME RS

WS [ WEE RE I3ty REEE] pri
[TZHREWE TEtE TEHE 125 12k
ST EMERENRE e T EtE BtE (255

RFERGE RS IHRININSEARSS, NEJRESBERERINATIRF,
— RN E R USB BN R SR HIREINIARS 181,
B EEhE

-« MEDE

- ERBNIIEMLEARSS

- BRAFRENRS

- BT ERERAN [» 35]

IPC Security Guideline hRas: 1.8 11



— e BECKHOFF
3 —iRkieHE

3.1 RAIH

NHEBEENARBRGNEERRE, EMKENRTZAMENRIEZRS. HPEEZENEERHEM
USB EREIEHAF—MRHEN. SR THN 7B TRAS SRR,

3.2 YEERE

REHE, RXRENKERBEZ—MEVERP. BRIGEERMEAAGA EIHRIRE. BIXMHE A UL
A USB INTFEMEMEBIEHEFYIRNRNSENKE, XERTERANNLZ — &EHIERF
Al B E RIERIEF 5 TUSE .

BHEEBIE

Tk HIZRAIAR MR N IZ 9 HIE LBl B R AV AIZOMIZRIESNBHITIER, WHEBAKNRD,
SR ERONFEFIMAE (AILH) . RAEFHRITESHART REERIZHIE. WAILERBFIUERS,
FINEEE+. SFAANEREERRS—F, YTBTEEN, NBUEXHZHIAERAE.

WM

TS A TRILTE, 2 ABEHSHRRISHIENE ESHRRNSBIHES, B2, WALER
BEIOMIKE, MRGEMALEE, Fl, XSl RS AEE & .

3.3 ZREEHBR¥E

T REREROEAL, YATHOEENE. SREEMERRR—HEEMI RIS,

SRR OB R UBS RIS TR MR S, R, MRS IEE R R
MFEE—RASR, FEASEER THRBT.

Windows MERTE “18%° MAUIETATEZENDK, NRZEAEE (<80GB) , MANBEHIET
Ro MAEE AR ATA- “WERREBER <, EBRT, EEPSBH— M HENERIFI1TIZ
F, ZONTIEFRLEREANER, SEAMRMBIIAERXRE, ZINFE SSD 8¢ SSHD EERXMIRIRSGE. %
N5 LRBERERE S, BEHAEBEERAIERER.

MERERHNE L~ RE I URIT ERBE S %E, XETERSSRERENESS E. RITENERTM
BIEap B (40 CD. USBAFE) BoINEFKRBRER, HEBSEMERNG .

]

VIR
MRA OB SRR AERREMTEES, NIRRT SRR,

34 FmEFLBREHF

M 2021 Figie, RERATITIEMMERA BRI~ meRBSER R EEE R 2 FHERESF!

100 mm \
1

BECKHOFF

i Security Seal
! https://www.beckhoff.com/seal

12 hRas: 1.8 IPC Security Guideline



BECKHOFF — ARt HE

HENUBENRIERETY, MEEFREERNREZSBEENHZ EHRAERIRINEWN, HILATEL
A REE B MR ERES mER ST T

T -3

HEAPTRELEEEFRINIFERE, RAKEENNELE, FMUHFNERNXRTUTNA: RI1F
BiREENEEFERATE LR, TBEMELYE, MAMTAEE, NRHFHEERKE, Ba
WEE AR HTE TR S fE R B Ml AR EFRS. MRERETATHIT REMEEEREXHNA,
BAGIMNTEHFREENRS ER LA B MEIReRIBRY, WEARBILURE, EEArMEHEHREKE
o

Wb N\ A SRAEUR R B AR TE 8 Beckhoff ™= @Al it FLRE SIRAYRAZAA N,

o HFRWITH

Beckhoff i@ E @8 — N SR DECHEEAREAL HEFIREESMMINEITF. FrERIF
BFTF MR HRIERE,

IPC Security Guideline hRas: 1.8 13



BIOS )% & BECKHOFF

4 BIOS XE

BN BIOS IRE— RN, DMERXEIRE (WBEsiF. CPUNHHERIRE) TAERERNOIENR
TEN. REBMIRFMFRELINEEREAIEER, BIOS RIRERERBBEALHIIT. HERNSEK
X RGNREFTEAF R,

14 hRas: 1.8 IPC Security Guideline



BECKHOFF BIERS
5 BRERS
5.1 ZARERE

NAEeIREREEDIERRES, FHPLELIMTER:
- B2EMH,
- HEFENTERESEEIERX,
© HEXHA S SBEERIT.
AR ENER _ EREIEZNED, MMEREIMTENESET. RTIEREN, BELRIEBLRE
28
BEHMNERATE2RR LR, EEPTFELELREEMHIERREME ISV EL
MHE 2R 2RI ANRIZEURERLZ 2RI RIRZ. XM, BVEEER2EH,

MREATEEMUNENBRALR, ENRARFRZAILUENEFIE, RthEZRERE; XBE&RIT
ERFH ( "B ) &, FH&ED, BERMBIREENED, ENBEAMERELRMA=IENF, BIVESE
RERZZMNERT, BALERED,

Ett, FIAEZSMSEFRISCHES A HERNERR.

BT TwinCAT BEp5 B P E B EE BB H A FHEEENRERANX A RS, RLETFXHNR
EMMEB T

fEREasLl BRIk IR (BST)” W URHEMNIERARS R, BXBSTHWESER, 520! Infosys
*F BST 9% H,

MRENT PCEH WARKSIXBRAT BitLocker %, AATETXABETRBHHIETHRESXNEHAR
RENGFEERLAEF SRR (TPM) B9fRIF. REEFHEIERENITEEREE, BEINARENEER
TR EENRN, HFEZNRE. EEMNT—IERNRG (BIRZR) HREERBBERT, TPMERA &

[ Windows AR H A T AR B E Ho

TEEHUNEEBHDEMARI K, MREENBHRIEANRIBIGEESD, SHPHSEESNBRRD
X, BR&HI, ERRSHERTR. EREMBEG LERMERER, THREEERER. BRZERER
HERE, LI, FRINBIARMEETHERZEH, UBRERIARBohE R MR E HTE AR
o B0, HWIRINARXMEH (BIOS) M RIREH#HITERX 7R,

SNRSA BitLocker &, MFRTWOK (BEMERANX) #ITTBENZIN, EES—MAE: EAILL
HNERRFAOKNNE, ARGEE—HFEIEBLAEN. ZEFFETICERBAME.

52 E#

BEMG AR LIL SRR E RGN F REF SRR |
- BEREANER
- BMRMERF
- ERRERAERR

BRBUEER
HITENR, BRENHHIE. Bk, BB BST (B8RSR, https://www.beckhoff.de/default.asp?

industrial_pc/bst.htm) ¢l PC MEDER.
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Windows 7/10/11 1R ZAE B SEFHHEI, Bl Windows B#RS. AMLETERERARL, SEEHEMN
BEPEET Windows FFARSS. Windows EFARIM Microsoft FEHFrhRLE, MNRBAT Windows
BHRS, WEERREZEM Microsoft Windows BHIRS 8B FXINEH . SRESBEEDEIMNENE
ZIEEHITI, PFISEMEHRERE Microsoft EAIFBMESE, LUEREHEL M,

TEHBHNES EMREG&RNMR. XX TWIFERITERGATEEMEME, FW, WRERTSRIPT
iEa%, NWESMBNSEFARBE—TIERMRENER, NT7EEXMER, BNRABUTIE:
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BRIFRY

./ Mew updates \"-.
\ available -’1
b

" Write Filter .

T-._  active? 7

yes

Deactivate
Write Filter

'

Reboot o

l

Apply updates

Activate
Write Filter

Reboot

h J

il ™
: Finished }-l
& y

no

h J

Apply updates

Reboot

EPEZE, FERERHATEENVR, UHRRRERSET. SREESFERE—REIERNI

BiRG, HAEEHREH Windows Eif.

IPC Security Guideline heZs: 1.8
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XEESE G ALET (Z1EIRSGZIREY, EATF Windows 7/10/11, AtEEBRHEIGENETIS,
HBiEEW:

+ https://www.beckhoff.de/default.asp?industrial_pc/bst.htm

53 X#mn#E

WP
FEMEZBBNZRLEIX. Windows RS TwinCAT XK, XATRES | K,

—figRiR, BRIUMIGRESEURIPBBXHNEREERERNNILE. B2, NRMIEHEER, X&
SIENRIPRABAERE, AtBLENBENXHMERH#ITINE, LUREESMIRE,

@ EFS (MEXHZRY) , Windows RIETMNETNEE, AIWENXHHENBERHITMNE. Eit, IR
HESMIR 2R FIFIINZE R
MEEREN—EELEEEERAME B TE:

© EMNIZIRIFIHRIN?

- BAMLESHIIBER? (USB B8l PIN. ZiE. AR IMEEE)

- WA EERA?

Tieanfa, BIEERENERNEERRIRIPH.

HEEEZ T, BitLocker STHRIENEIREHMAHITINE, LLSh, BitLocker 5 TPM (RIfEFAIRIR) —iECfEMAR
AR MHRAREERERIT, ¥ TPM X,

#7E EFS

1. BRBE—NXHEAXYE, AREMTHN ETXERERITEREE,
2. FIFAEMETRH R EER.

3. EMEXMHFEM, THERMBRASUEFRPHIESIEE,

= NRXZBE—MUAXFHANINZRIEIE, A4 Windows & BEAHIEBFMEX P EIRE EFS IEH, S
FREILES, SNELEREYE (BEREEILES [ 18]) -

REFUEH
1. [B5h certmgr.msc,
2. RERM, EERNARKP, ARRE4ER,
3. B PN XHFH LTS
= BNIZER—MU “MEBEXHERS” Fh “TUEAEN” BEH.
 BERFIULS, ARREIERHEEMREES > .
. EES AR,
BN AGERMR. FEFRFIES: ... U RERERP.
. BBEATRIPIEBIERE, HIEBHEERERSAN.
. BERFIEBNEZ. BIIBREES—1TL2ME,

0 N o b
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54 RAFARRER

5.4.1 TEHE
ZEREERIIRATENEERNIR. SESNBGRIRHREAFNINERF BMINERRE, AP RIS
PEMZTE, BN, ENEEERSSEIMNEREREZENARIFIEL
=283 I AR UEFI/BIOS 13, EHEEIN AL EBEE— R,
AFPERTREAS, XEEARMISOHEEHSEREEZEBRIN, ZASERBFREXRZR, 7AiM, e
LSRR RS T AEAERZE,
LUFFLER :
- B)APARSHZIENIZ 2 —,
- BREXE. FBEBNESAEFEE. NEFH. HFE. TR SHERERN,.
- BRKE: FHEEDH 10 MNFER,

- 57— LENER, EHBINABCHENRZER, MREZBHAZXBNHOAIEZEFAER. 3
iEZ& I https://arstechnica.com/information-technology/2016/08/frequent-password-changes-
are-the-enemy-of-security-ftc-technologist-says/

- BERZRNANZ FIRERFIFHFHEZER.

ERREHH

BZMAREELLEE, TRERTERFBN—FMEE. XMEEEEEFIEIZERED:
EF AN

1. A= RN FF 8. EXATHERSE

2. MBRE= A& Complexpasswordsaremoresecure

3. FEE R RAIHE IR, Complxpasswordsarmorescure

4 NS FEHRF U BEE, Complxpasswordsarmorescure#529954#
BRBENEG

MEILFE D FERAEFNTRAEBNEEHITEMNKE. FAlt, RiFEL:
. FHPRYEIT
- RABEEE. BUHERIRNES
- EEFY, 9012345678 5% abcdefgh
- PAER, NEH. SHIESHE. BIESHY
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54.1.1

ERHD

1. fTFgE, <P,

2. 3%

Settings
System
Display, notifications, apps,
power

(AI3$
Time & language
Speech, region, date

Windows Settings

| ‘:\-*d a setting

Devices
Bluetooth, printers, mouse

-~
A

Ease of Access
Marrator, magnifier, high
contrast

P AN
{ )
N

Network & Internet
Wi-Fi, airplane mode, VPN

)

Privacy
Location, camera

r

Personalization
Background, lock screen,
colors

|
R/
Update & security

Windows Update, recovery,
backup

2

Accounts
Your accounts, email, sync,
work, other people

EEFRET, KRbBBEXEPRENR,

Settings

Windows Settings

| \:\“d a setting

% Home

~ Windows Hello

| Find a setting

Accounts

= Your info

E Email & app accounts
I €, Sign-in options

Access work or school

R, Other people

Sign in to Windows, apps and services by teaching Windows to recognize you.

Windows Hello isn't available on this device.

See how it works and find compatible devices.

@, Password

Change your account password

hR7zs: 1.8
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3. IANEEMEN, RET—%

Change your password

First, confirm your current password.

M Administrator

4. MNHER, s =%,

(®© Change your password

New password
Reenter password

Password hint

e

IPC Security Guideline hRas: 1.8 21
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> ZNEEE,

(®© Change your password

Next time you sign in, use your new password.

Administrator

Local account

e

5.4.1.2 RS RAE

15 AL SRS 5] LUSR &I FR P K P IR EHE , JBER PR R B0, BIhmBD SR eI L RS 555
B, SEFERARFBENKENS RE,

1. FTFFESIEIR SRR T A > SR 2 $g,

. TEFTFFENE O PR e P S Rg > BRED SR

. I EEEEEIEE,

 RBEEENE, TAERERENPERE— TR URARM) , ABRASIRTHFERZD,

T Local Security Policy - O %

oW N

File  Action View Help
=5 HHEXE = HE
h Security Settings Policy Security Setting

v |4 Account Policies

Enforce password history 0 passwords remembered

g' S Ly . Maximum password age
4 Account Lockout Policy

i 12 Minimum password age 0 days

s Local Policies 5

B Wit el vt Aasung SN VEreseRss papprcniiEngth Ohefaeier
-_'.. Network List Manager Policies =4 Minimum password length audit Mot Defined
= Public Key Policies iy, Password must meet complexity requirements Disabled
Software Restriction Policies lzia| Store passwords using reversible encryption Disabled

| Application Control Policies
,g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

22 hRas: 1.8 IPC Security Guideline
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5. ATERTIBHERN, ALUKEBBYTAESREERRE, BRAZRKRE, RENBHHLAED
BEXREFE. NEFH. BFNRHHEFT.

 Local Security Palicy - O *
Eile Action Wiew Help
e n@ XE = HE
i Security Settings Policy Security Setting
v ig ﬁ:.cc;»unt Pogc;esl_ \2i Enforce password history 0 passwords remembered
'ﬁ il i 12z Maximum password age 42 days
_a Account Lockout Policy o
B Local Policies 125 Minimum password age 0 days
| Windows Defender Firewall with Advz WM?nfmum ol el ; Gchara#ers
Minirmum password length audit Mot Defined

Enabled
Disabled

| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
» || Application Control Policies
» g IP Security Pelicies on Local Compute
| Advanced Audit Policy Configuration

Password must meet complexity requirements

|2 Store passwerds using reversible encryption

IPC Security Guideline heZs: 1.8
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6. ARLEIENAF SMIESIENKRE, AIEKP ERBTHTIRE, REVWEAFAKFPNERKBOR
o 1ERILAF BB P BIERHC SRBS IR B BIEK P /£ B h 2SR REFFBERRHK (U3 s 8D o

Sa Local Security Policy _ O w

File Action View Help
= 2@ Xi= | H5E

i Security Settings Policy Security Setting
v [d Account Policies
4 Password Policy
4 Account Lockout Policy
‘4, Local Policies
"~ Windows Defender Firewall with Adve
| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
,g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

1) Account lockout duration 1 minutes
12y Account lockout threshold Sinvalid logon attempts

|2;) Reset account lockout counter after 1 minutes

= FHIERIRBIE X

5.4.1.3 IPC R£m@&
AEE IPCiZMrM TR B R P &8, mh@idimE 443 L https A4
TEHERET, HAEFET https EERERE LHTEAMIELE, IPCREASHEBD.
IPC Z&MSRIRRAF BNRIAEE,
HIESN:
SR RFHPEX IPCIZHIRISHY

5.4.2 BzR H

ATHIEEEERNABRE—RNERERBRSIZRARY, JLURERF Eﬁbl_tljo Ak, FILE “BREE
PiEF" IREFHE—TIE. BE—E, KMEANASMIIE, AREERRHITE NI,
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& Screen Saver Settings =

Screen Saver

& K
-
Screen saver
(Mone) w Settings... Preview
Wait: 5 = minutes 4] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

Concel | [ 00l

5.4.3 WiTR M

RS EEMEINEZTNL 2B EN—HD, TAEMB—RLeHITESRNEEN RS, REHITEN
B, —BERESKENRE, Tl PCRIZASIBEMAEITES. FW0, BRERIGREER X4 HFE
B, EBETLAXS AN RAY I REITIE R,

XEQSARATHE, MBEBNERBRUAIMEENSRTG, BTIUE, UEBEXKEHHAT, AILE
R#HITIRE, WaiEdBmtilERATERHIT. ETHERERAXE, XEURTIMEMNA, Flt,
B AT R R EPLEIRERERICR.

Am, BEIZMNZSHEXOTN. BEIESREXFERRF, BXFERBZHRANBE, HERE
WEEENHRELE, B, BESHARFRUEHTTENEEN/HFEFRE, BHEERERE
SREBHIRIFHE.

Microsoft %75 7 —f) Windows R 8#itige, HPESEXREMNRERE. EAHITRBOENTE
B, KERIETLEA, BANRA:

. EIABREL b 26]

. Bt ERARSHE [ 27]

. EHBRER

.+ EHRIHI

. B ERTE

. ETRRERER

. EitTRRE

- RO
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1BIERL: BECKHOFF
-
5.4.3.1 HitK R RES
EEELEEERTHRIUTEREN, NREBHT MBS IP ULERTNLREE, WaERBERAERRE,
BEPRNT:
1. EdRIERE [Windows 8] + [R] B “B17” *EHE, A secpol.msc,
HIA R S RIEE .
5 Local Security Palicy — O X
File Action View Help
o= 2@ XE = HE
i Security Settings Policy 3 Security Setting
? -5 RLCDunE !JLT»“CIES udit account logon events No auditing
v L& _I:?C:I P(;sil;l&ﬁ 2o Audit account management Mo auditing
'5 " ,mq . 12y Audit directory service access Mo auditing
|_g User Rights Assignment : i
o i & 2z Audit logon events Mo auditing
& Security Options : S o
| Windows Defender Firewall with Adve| - ~udit object access i g
[ Metwork List Manager Policies "4/ Audit policy change Mo auditing
» [ Public Key Policies |2 Audit privilege use Mo auditing
\ Ll Software Restriction Policies 12y Audit process tracking Mo auditing
» || Application Control Policies L Audit system events Mo auditing

» g IP Security Policies on Local Compute
~ || Advanced Audit Policy Configuration
5 18 System Audit Policies - Local Grou

2. mEEMEHPRZAhRE > BHitHRE, AREFREHEITKPERES

26
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BRIERS

3. MRRABMERAMIINEE, HEFRRMEEE, MREBIERMINZE, HEFMINERE,

Audit account logon events Properties ?

Local Securty Setting  Explain

i' Audit account logon events
SN

Audit these attempts:
Success
Failure

. This setting might not be enforced if other policy is configured to
é ovemide category level audit policy.
For more information, see Audit account logon events. (3521468)

Cancel | oy

X

= MEAUGEESHEERTEEERNEE, &3 [Windows §#] + [R] F1%H eventvwr ENEEH. ARG

A LI7E Windows BE > R TEAXEXH,

5.4.3.2 Wit B RESHR

[
1 Windows BERX/)\HEEEFBEFRBRANMER. EEABER T8,

XM 4 RIFRHE(ER] LATE Windows F#ITIER. SHAFIHRNEERIX A XY, Windows B

PRMAICRFTBNVEZEM
BUEESTHFRISC I FE iR B it SRS«

IPC Security Guideline hRas: 1.8
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1. @i RER [Windows $#] + [R] A “Z177 FHEHE, I secpol.msc,
At R 2RI E Lo
F Local Security Policy — O *
File Action View Help
e AR XE= HE
i Security Setfings Policy Security Setting
? -5 Prepuint PF’IICIES l Audit account logon events Mo auditing
v ia _L:}cal Pt?llcnes. i Audit account management Mo auditing
& Audt Policy l2s) Audit directory service access Mo auditin
» [[@ User Rights Assignment P : i ;5 g
. : d 125 Audit logen events Mo auditing
> g Security Options < T
[] Windows Defender Firewall with Advz|| = e Al tng
|| Metwork List Manager Policies iy Audit pelicy change Mo auditing
» [ Public Key Policies g At prlege e R
s ] Software Restriction Policies 2| Audit process tracking Mo auditing
|| Application Control Policies 24 Audit system events Mo auditing

» g IP Security Pelicies on Local Compute
» || Advanced Audit Policy Configuration

2. BHAMSHM R AERE > BiHERER, AGEEEEITRIFRIRE.
3. MR RBIERARAMINATIAIR, FEFRRMEEE, MREBICRATNIAIE, HEEMINEEE,

Local Security Setting  Explain

-

Audit account logon events

Il"
L

Audit these attempts:
Success
Failure

Audit account logon events Properties

h This setting might not be enforced i other policy is configured to
R85 pyemide category level audit policy.
For more information, see Audit account logon events. (G921468)

7 >

Cancel Apphy

28
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4. ARBEEXIXMAEXHEE, AEREEME.
5. ERREET+, AErREREK.

tc_proj Properties =

General Sharng] Securty Previous Versions Customize

Object name:  C:A\Users\Administrator’.Desktoptc_proj

GI’GIIJD ar user names:

SYSTEM
2 Administrator {CX-3BB93A \ Administrator)
S Administrators (CX-3BB93A" Administrators)

To change pemissions, click Edit. Edit

Permissions for SYSTEM Allow Dery

Full contral 7
Modify

Read & execute

Ligt folder conterts

Read

Write bl

For special pemissions or advanced settings, I [ R
click Advanced. i T

[ ok J1 concl | [ desh

IPC Security Guideline heZs: 1.8 29
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6. EEEIDET &, KRN, SIRFNEITRE,

Advanced Security Settings for tc_proj O et
Marne: Ch\Users\Administrator\Desktopitc_proj
Chwner: Administrators (CX-3BB%3AVAdministrators) E; Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry, To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to
8% Succ..  Administrators (CX{-3BB93AVA.. Read & execute Mone This folder, subfolders and files
Add Remove View

Disable inheritance

[ Replace all child ohject auditing entries with inheritable auditing entries from this object

[ ok || Cancel | | Apply

7. BENBARAIRERIT, BRAMERFSANZT, ARERRE.

O
/

Principal:

Type: Success

Applies to: | This folder, subfolders and files

Basic permissions: Show advanced permissions
Full control Select User or Group X
Maodify
| Read & execute Select this object type:
| List folder contents |U5er. Group, or Built-in security principal | Object Types...
Read From this location:
Write [cx-aBB32A || Locations... |

Special permissions =
IEnterthe object name to select (examples):

Only apply these auditing settings to objects and/or| J|Pdministrator Check Names Clear all

Advanced... . Cancel

| Ok Cancel

8. MEAUEEHEERTEEIIRNEE, & [Windows §#] + [R] 15X H eventvwr BIEIAR. AE
A LI7E Windows BE > R TEEXELXH,

30 heZs: 1.8 IPC Security Guideline
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55 EF

5.5.1 BEFHEE

NAEFBERABLERITRERZASHUENER, BIEER, SEATIE—MRATFRAFRITHERE
NAREFIIR. SRAFRETRNE, THER/EEMNTEESFNRERE. JEEMIFBNXBER
B, AFBEY KPR, ATIKEA, ZINRFEUERSRHERZ 4P, Windows RETHEER A
AppLocker,

WY AR, R UAREEMLERF I UERS LT, XEERAITEARREERE.

Windows 2 EFmfHEZ EHIEST:

- BHBRHIREE (SRP)
+ AppLocker

M IRGIRERIRM—SEE, PAMEEMERF I UERS LT, FIEEMWEFHABIERIT. XLEREKEA
B MR EREE RS,

Windows 7 121 AppLocker, BB BHINEESEE,. AppLocker # SRP HEZIZ LA,

5.5.1.1 BRUBR4EIKEE (SRP)

A LUE RSB E NBINE, BT LU BRIARRITE X FIIME

RLEF R

ARG RRETENIT,

AR T2 R AT LB FI BRI PR B9 A PRIE T

PR 5 P BB R LIRS IR S TAZ R .

Al AN SLEAR R R N T HUBINAN, AR MR FR I B AN -

HeR R

B ZEHN TSR AR ERIER X, BEXXHS.,
By NEEH, YAEHKLIEN,

SEBEM AFEREENDIREE R ITEIFBIER X,

B2 AFESERENNER X, BEFEUES SAFIETE (0
%PROGRAMFILES%),

BX o XK B Internet Explorer & X B XIHHHIFER

TS E L EE BN B Windows B kiosk 183, TEZER TRl LUET S M AR

https://learn.microsoft.com/en-us/windows/security/application-security/application-control/app-
control-for-business/applocker/applocker-overview

Microsoft FY—RREREfem A TE LM R F)

https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-
application-control/applocker/applocker-policies-deployment-guide

HiEEN:

+ Applocker[» 31]

5.5.1.2 AppLocker
AppLocker B] LARRHIFZFEBIETTo

IPC Security Guideline hRas: 1.8 31
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RIERS BECKHOFF

1. i517 secpol.msc 3T AL EHKER, TEFMAEFIEHIEREE, THT/51%EE AppLocker, #NITHHEZ L
AR

Eﬁ Local Security Policy
File Acton View Help
| nm Hm

Fh Security Settings
» 5 Account Policies

» [ & Local Policies

5 | Windows Firewall wath Advanced Seci
7| Metwark List Manager Policies

5 [ Public Key Policies
| Software Restriction Policies

w || Application Control Policies

~ 74 Applocker

/= Ex.e cutable Rules +EXE‘J" LCom

er-'ud-:nvs Installer Rules — J'I'IS'U‘ J'I'ISFU" .mst

(5[ Script Rules T f‘ b } dj‘ b ;J
B Packaged app Fules == +F.51 -oat/.cmd/. vbs

» .g IP Security Policies on Local Compute
» [ Advanced Audit Policy Configuration

2. BRI ARBEHP—FMAN, wF IR,
3. EERITIHELE, UKMNNERIAFEA:

Create Executable Rules x

I T Parmissions

Before You Begin Select the sction to use snd the user of group that this rule should apphy to. An
m allow acticn permits affected files to run, while a deny action prevents affected

files from nenning.

Caonditions
Publisher
Exceptions
Marne
) Allow
) Deny
User ar group:
T .
\Everyone [ Select...

More about rule permissions

32 heZs: 1.8 IPC Security Guideline
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BRIERS
4. PFHPNEZREEBEHKMILEE:
Create Executable Rules x

Conditions

Before You Begin
Permissions.

l_::r.n-:llhn-n':

Publisher
Exceptions

Mame

Select the type of primary condition that you would like to create.

(® Pyhhisher

Select this option if the application you want to create the rule for is signed by the
software publisher.

O Path
Create a rule for a specific file or folder path. If you select a folder, all files in the
flder will be affected by the rule.

() File hash
Select this option if you want to create a rule for an application that is not signed.

Mare about rule conditions

< Previous _ Crenle Cancq_

IPC Security Guideline
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5. BAILUBEISE “RWME” . BE 3 XY BEEEEWUEEAN. i, RHE . OB
2" M X e EERR UKL R HR

Create Executable Rules

x

Er

| | Exceptions
Before You Begin : : A

—3 To add an exception, select the type of exception and then click Add. Exceptions are

Permissicns optional and sllow you to exclude files that would normally be included in the rule. To
Conditions continue configuring this rule without adding an exception, click Next.

Path

T Primary condition:

SOSDRIVE\Users\ Administraton Desktop\*

Name

Add exception:

Publisher e

Exceptions:
Exception Type Add...

< Previous Create Cance]

= Elt, EBEITFEMTER T

ABED
* AppLocker BRIAMEA “AIFFTIR" BT,
o ApplLocker RSB R LB EFELIZIENFN,
o IELEIRIERVRINEL SRR ER RN SR E S,
- MAFFERFRE Windows 24X 14,
- BILABIEAMBR “FRERIN”  (Windows RGEXXHFN)
- &I LUEE AppLocker B E2BIEEECSHREFKZ I
#hFEifeA:
« AN —ENREN/SHEIS—E128
« MNRTETE HLKM\Software\Policies\Microsoft\Windows\SrpV2 H1,
- MABTIR AR S17IRBIARSS (Appidsvc) A BEIRFIS .
EZEE158 M Microsoft 3X14:

+ https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-
application-control/applocker/using-software-restriction-policies-and-applocker-policies
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5.5.2 fRREF

ATRIFRFLERRBAERAFANYE, BT RIERFHNTIREIEM IS REIX L,
R LUEd B8 PR HIRE R R E T,

FiEEM:

EEFEEZE [»31]

7£ Windows T, BILUEE BelCEM RS TIhEE:

AR

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\System

&7 “DisableRegistryTool” BfEH 1 W& BRI LABGLEAF BohEMRmESS.

WRERF
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\System

#79 “DisableCMD” % BHIRIEEBEBARRRIIER:
« 0: RFSHEL1TIAR, AIURITHAAIES M,
« 11 RAGFGLTIAR, REIBRITHAIES 4,
© 2! RAGFGLTIAR, BRI UHRITHAIES 4,
M EIRE
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\NonEum\

#7 “{FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}” H{&M 1 #J DWORD % B amMRIFiE,

BN BBRF I
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\

27 “NoViewOnDrive” 1 “NoDrives” HJ REG_DWORD % B o] LI B REC & M IZ R HIRIIRshEs = &,
“NoViewOnDrives” PR&IIAIRIIREIZE. “NoDrives” {XPRiEiRkchzs F &, HRMNE#H1T,. BMANER TR
P FRNEZE S

A:l G: 64 M: 4096 S: 262144 Y: 16777216
B: 2 H: 128 N: 8192 T: 524288 Z: 33554432
C: 4 I: 256 O: 16384 U: 1048576 All: 67108863
D: 8 J: 512 P: 32768 V: 2097152
E: 16 K: 1024 Q: 65536 W: 4194304
F: 32 L: 2048 R: 131072 X: 8388608

N, EEMREIIRENEA. B, D AP Byisial, MNEKE 1+2+8+32768=32779, EBEZIE, BIERYS
’\\Zﬁi%ﬁgﬁby Ll@i&%ﬂi&&o

EZIRERTUC ST I,

5.5.3 BERT B REENAN

T RAKEE, EHRRERNRERIRERAA .
REEEEBATHRRGAN, TUARAHISESHEF T LB ERET
FERZRFAIDIAE FAVIERIEIR T, ERILUENE R BEAIZFA Windows A,
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i&1T “control appwiz.cpl” RIEZiHIEZINAE,

5.5.4 AutoStart ( B31/53) )

HERIMNERIREET (7140 USB FEN REER), ITHBRREZBIXEERWER. LEHEHHEN USB T
SRR G ILENIT B B EhiRE.

MRTREXLENS], MZEHEHER, XEX AutoPlay (B&HER) (BHRERERERIEA) M AutoRun
(BahiEfT) (BapiER) #1TT7TESD.

AT BEBIARBTEFERA BTN E BRI, MR TSR,
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1. fTFHASRER (51T “gpeditmsc” ) HSMETENEE > BIERIR > Windows A >AEHER KR, 7
X8, EEREXEEMERNIZEBDETHRINTA, TR

c = [m] x
File Action View Help
ol AN Nlecs (NERN 7|
L[ Local Computer Policy * || Setting State Comment
v i C__nmputar Configurstion & Turn off Autoplay Enabled Mo
% \S;_ﬁ:'am Sseettttmgs \iz| Prevent AutoPlay from remembering user choices. Not configured No
’ j Adm .o\./:: " m-?s st Disallow Autoplay for non-volume devices Not configured Mo
v ministrative Templates
B | Control Panel e |iz| Set the default behavior for AutoRun Enabled No
» [ Network
[ Printers & Tumn off Autoplay O x
[ Server
| Start Menu and Taskbar = Turn off Autopla = 7
y [ System E‘ Py e Mext Setting
~ ] Windows Components & o
(7] ActiveX Installer Service O Not Configured ~ ~CMMent
|| Add features to Windows 10 @® Enabled
| App Package Deployment
| App Privacy (O Disabled
L] App runtime Supported on: [ At jeast Windows 2000
| Application Compatibility
| AutoPlay Policies
> [ Biometrics Options: Help:
» [ 7] BitLocker Drive Encryption
=l Camera -
j T — Turn off Autoplay on: This policy setting allows you te turn off the Autoplay feature. ~
| Connect All drives v Autoplay begins reading from a drive as soon as you insert
| Credential User Interface media in the drive. As a result, the setup file of programs and the
=] Data Collection and Preview music on audio media start immediately.
[ Delivery Optimization et Prior to Windows XP 5P2, Autoplay is disabled by default
< > Extended )\Standard on removable drives, such as the floppy disk drive (but not the
4setting(s) CD-ROM drive], and on network drives.

Starting with Windows XP 5P2, Autoplay is enabled for
removable drives as well, including Zip drives and some USB
mass storage devices,

If you enable this policy setting, Autoplay is disabled on
CD-ROM and removable media drives, or disabled on all drives,

This policy setting disables Autoplay on additional types of
drives. You cannot use this setting to enable Autoplay en drives
on which it is disabled by default,

v

= O x

File Action View Help
Lo AN RESE 7 Rool i 4
L5/ Local Computer Palicy * || Setting State Comment
v _g?r;p;:r (osnflguratmn =| Turn off Autoplay Enabled Mo
'_—_I ‘.': dara :::;ngs Prevent AutoPlay from remembering user choices. Mot configured Mo
i j A;n m.n: " m?; i Disallow Autoplay for nen-volume devices Mot configured Neo
v ministrative Templates
| Control Panel 4 i Set the default behavior for AutoRun Enabled No
s [7] Network
] Printers
[ Server A Set the default behavior for AutoRun O ®
[ Start Menu and Taskbar
» [] System
- e S E} Set the default behavior for AutcRun e ST e
|| ActiveX Installer Service
] Add features to Windows 10 ) Not Configured ~ Comment:
| App Package Deployment @ Ensbled
7 App Privacy
| App runtime (O Disabled
7 Application Compatibility Supported on: [ At |east Windows Vista
~ AutoPlay Policies
> [ Biometrics
> g BitLocker Drive Encryption Options: Help:
|| Camera
j Eluonu:e;ontent Dafaile AiitoRiin Behaven This. policav setting sets the default behavior for Autorun ~
- commands,
" Credential User Interface Do not execute any autorun commands ~
] Data Collection and Preview Autorun commands are generally stored in autorun.inf
| Delivery Optimization o files. They often launch the installation pregram or other
routines.
< > Extended }, Standard
4 setting(s) Prior to Windows Vista, when media containing an autorun
command is inserted, the system will automatically execute the
program without user intervention.

This creates a major security concern as code may be
executed without user's knowledge. The default behavior starting
with Windows Vista is to prompt the user whether autorun
command is to be run. The autorun command is represented as
a handler in the Autoplay dialog.

If you enable this policy setting, an Administrator can
change the default Windows Vista or later behavior for autorun
to:

v
Cancel Anp
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= BEFRGE, KRETTM.

5.5.5 REREF

RENMERIPRAS, LSRR EIHIEHFINERARS, cARNEEMNTERHNERZE, 1T
MR ITIE AR RIFRIRT, UWEIRFIEENRGE XMt E i,

RFESEFRIRANENNEERY ( “BRE” ) , FAEBERITERRERE,
M, FEAHNZERE ( “BERRMARN" ) #17EH, XRMABENRSEFNRANEE.

MRE—ANSELERIETR— 2R, WNERNENMANBRESE EEMERT, &BFuHTRE:
GREEFPEXARZEFEMNEMGLEERSEN. 22, VBAREHZRENEELFE, SFEERE
EREEFI TEEHTNE,

I ERISEERIERE, Windows Defender @rRJ5ERY, F B S TwinCAT A, A, BATIRAREHEIRHR
X, DiEEYFINZ LRI

15325 TwinCAT £5 AN, WANASEFNERHITEERNTE, RAXERFSERIERFRHT
REIRE, MMM TwinCAT BISCBTEMEETT,

TwinCAT BB 5XFEFHNERBTE B CHER:
AEEFHREN

B %5 Bi520% Microsoft X#4: https://support.microsoft.com/en-us/windows/stay-protected-with-
the-windows-security-app-2ae0363d-0ada-c064-8b56-6a39afb6a963

56 BATIE:R

Windows 5 N\idJE282E Microsoft Windows ZIT AT R, AFRIFSXEZENIGE. ENBRISEE
mZE| RAM, FAtDXEFERERS FTREFEERP. TEHBIGE, RAEDNEENRIEXHIRS,

ARIEERRREES ANRIPTIESR. XiF, RAEFARIBINENILREM. HFREXTNATFEAN
IRIBYS o

HEBBRZEHEK

MIRERHAERE, MREEHMBHE, SERAFAERECUREE, HERTUMERE, X2EEN. 8
X MNERZE, ROBHREIIXTRAIKENGES, REMETEBRRE,

Mme, FIANXASTIERHERLRESRIE. AREELLXENERT, MRAFRESNTIERIRE, BAK
HE AR,

20 RAM BENHMEES

EREFEEITAEFERMMASTERENERT, UWF REAELETT (&8XB) . AFEANIAR (BMfE
EHIRXEL) , RAM BESHMEBE N AFSERKIIRATIRE, HEISANARRK,. XiF, BRERRE
TEBIETT.

UWF (#5i—B5 NidiE28) =M Windows 10 LA ERRAZEMTES NidiE2s, AR LLUBEER B R EER
“BEA—BNTIERTIER” ITH UWF, ZEHHRE T — S REEED, £IPIHEERITE Windows @
TH{ER, Microsoft XA EIFANE:

https://docs.microsoft.com/de-de/windows-hardware/customize/enterprise/unified-write-filter

UWF EEa8R
AIUEEIIED £ EIEE UWF IR, REMBEA/N. FLtEAHZRAE NITIESE.
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BECKHOFF

BRIERS

E_ﬂ Beckhoff UWF Manager (2.0.0.1) IEHE‘

.} General File Exclusions Registry Exclusions BEcKHn FF

Current Session Next Session

UWE-Mode RAM RAM _ |
.} Status . .

Overlay (MB) 1024 1024 - {5

C:
.} Protected Volumes .l

MIE 1: UNF B3R TF RAM IR, X C: K2R,

x® 1: UWF BZEEEF ),

HmS R
1 BT IZFRH ] UFRIPE TN P Ko
2 et B RHFEIHY UWF 2. IREMBEZ K,
3 Al TEXEEETN-R _ETE MO AR AR,
4 MREETN, HARETR UWFBIRRRE. FRBBUZET RAM MBEEET Z BT,
5 L@ IEIREBE A/
Current Session Next Session
UWF-Mode DISK DISK _
2] Status . @ 3
Overlay (MB) 10240 Mﬂx:li?:gg v
[o5 P:
.} Protected Volumes v .

MIE 2: UWF EIES3 FHEIRET, T—AREBRFRIFOXC: ©
rR2: UWF EESE EREH,

HS R

1 It =XxH, TRP
Be=7F8R, ZRFF

3 BEE=-FB, TREREZ®RF.

SRR

£ SHRBRIT EmR L, ATUBREFISMER, HAFNENXEEXHEEHITENIA.
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LH Beckhoff UWF Manager (2.0.0.5) [&][][X]
General File Exclusions  Registry Exclusions BEcKHn FF
» =

Exlcuded files will still cccupy space in the overlay. Pay attention to the size of the data being written to a protected volume.

C:\Data (Target does not exist)

a8
| C:\ProgramData\Beckhoff\TwinCAT\3.1\Boot\, 7]
8]

C:\Program Files (xsﬁ)\BeckhoffT winCAT\3.1\Target\
C:\Program Files (x86)\Beckhoff\TwinCAT\3.1\Driver\Autolnstall (Target does not exist)

A restart is required to activate settings! -

MIEl 3: UWF EIRZRAY S HERRIT
R 3 UWF EEZEE ( XHHBRT )

HS R

1 AR HEHETEHEBRT A AN XX A 3o
2 AR R T TR S K I HEFR I
AR R YEBRT

AILUE EMRHBRIU EBF EREGISMESR, HAFNBENEMRBERITENILR,

L) Beckhoff UWF Manager (2.0.0.1) @ @

General File Exclusions BEcKHn FF

HKLM\SOFTWARE\Beckhoff a
| HKLM\SOFTWARE Wow6432Node\Beckhoff a ll &

A restart is required to activate settings! -

MIE 4: UWF BEIE23A0E AR HEBRIN,
R4 UWF EEZESEB ( EHRBEBRIT ) o

HwS R
1 A AR AR B E RN ZHFRT .
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ws R
2 B R T FF S K H A HIFR I

£ UWF e FE2spRSHERT, HEHF (RAM BX) HHEBSMFAES NGRSO, SENAT
. ERGE, Windows IFEMHLUTRIE XAPRERR.

Read data (Partition)
Application software —> Write data (Overlay)
Read data (Overlay)

MIE 5: Windows 5 N:ZiE28, WAXMAHE RAM RV TFRIEITRT.

Ite5h, ERTEAGER UWF BEGISMES, MMATFR BN XAERIEMRBEHITEANLE. BEE,
FISMERASHEEREBEBANDK, FEILZAEE RAM BERHEBERE .

MRRZABERSAAEHIE, WNE UWF RRXESIEE X OFISMER. FILERER UWF E1EE0
MBENEFEREBENXHE, LURAIEAEFSH. Alt, SHER[E UWF EERNKETIRE "BRESR
=Bt

CB Beckhoff UWF Manager (2.0.0.4) EI
el " File Exclusions  Registry Exclusions BEcKHn FF
Current Session Next Session

8 a

- wan o

Overlay (MB) 1024 1024 -

Protected Volumes .

MiE 6: UWF BIESEIGE
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Cfj Options X

Start with Windows (|

Add Beckhoff exclusions

| Enable Overlay tracing

[{<

MIE 7: UWF €38 “ERBRRE SikE

B UWF [FEJE Windows, &8 UWF BIESEARSHIM—MINEDR=, HPFHTBSZEPHIXEMEX
RN,

G Beckhoff UWF Manager (2.0.0.4) % [o][x]
General File Exclusions  Registry Exclusions M onsumption BEBKH“FF
Violumne File Size
c \SBitMap:SDATA 274432
c \$Extend\SRmMetadata\$Repair SCormupt SDATA 8192
= \SExtend\SRmMetadata\STxfLog\3TxfLog.bif -SDATA 65536
c \SExtend\SRmMetadata\STxfLog\STxfLogContainerD0000000000000000001: SDATA. 12288
[ \$Extend\SUsnJrml:5.J:SDATA 331776
¢ \SLogFile-SDATA 7036928
c \SMIL-SBITMAP 12288
c \SMIL:SDATA 1638400
[ \$Secure-SSOH:SINDEX ALLOCATION 8192

MIE 8: UWF EIESRBETHAE
ERAIZET, UWF RESERIETT

ERINRE T, UWF REEELET (8X1&E) - BFEANIAR (BMEERRXE) , RAM BESHEES
INFFFEEREIRATIRE, HEISNBRERK. REEERES B RERESEE.

Tt RAM BEFMEBENREBZ K, RAMAREFAERNER TEH. RAMBELHERRAE, BN
ERZALEFEEN 50 %, (IR RAM RHEBBEEH, #—IHNEAZRSKW. AXMRET, E9%
BAIRETABARN, HARREFRE, MEBEIRE—MRRAAE, RAEEBNTNAEMAEEMENEY
AEH.

&2 0 Microsoft X414 :
https://docs.microsoft.com/en-us/windows-hardware/customize/enterprise/uwfoverlay

EREENES
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BERNETARFHRIN. #H UWF EERSMALTIRERS, UMER UWF, BEXEHRFARESXELTHES
17, T—Hl5h. EBEEFIAENS50% M 70% 8, NAFRERER, BSUIEXLEES,

£/ UWF #{T&{HHER

TRIBRREMZAT, DIFEXKAUWF, SN, BRALFH UWF SHEREE. MEENE, IBXNH
BRI EF A UWF,

—RRERIN
1. BENEESGET (2XREE1T) BERTHE RAM BEH UWF,
2. ERGHIESFE UWF 28I, METHHEHITIEEND .

M FRE RH RN
- iR RAM BB, MAEAATEN) — RAM IR
- HEFTEEBNAIATE, HIEEREERA - BEEN
- BUBREX - FMEIECIEEZE, {ER UWFRIPC:

57 ®REYESR

RELERE—TRIPRARR TEIHIEHE’J_J““’I?LO fgn, AILARRLE SR AR IR HAVIRER. (NERNA
EFREFTENRERN. I, EILUEEEARETERNVRER, EEITEATIERETHRE
Ao

BEDIESMEM TS —MAER, TURMAFLERERS, NMRKERENAEEERFEIRR.

BERT, [ECE “kiosk #BI\” , a0, RIHERNAF REERDH HMI NARER. AR TEREMIZ
F" WIER IPC RIEXAFH L,

Windows 10 AItbRH T —TARSS. 7ELL, BAPEMAMAECEURMNEHITRE,

BT ARE Windows 10 Thae, BIRIEAIZARSS. 7k, BFTHXIEEST A KA Windows IhEE, Hik#
FETLEHME TR ISR/, ARER PC

-
i Windows Features = [m] X

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

0

.NET Framework 3.5 (includes .NET 2.0 and 3.0)
# @ .NET Framework 4.8 Advanced Services

()7 Active Directory Lightweight Directory Services
()7 Container Server

()" Containers

()7 Data Center Bridging

B  Device Lockdown

()" Unbranded Boot
(C)" = Unified Write Filter
O Guarded Host

e o

OK Cancel
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= Run X
=) Typethe name of a program, folder, document, or Internet
&= resource, and Windows will open it for you.
open: | [senicesmse | <
& This task will be created with administrative privileges.
Cancel Browse...
4 Services e [m] X
File Action View Help
e mEc= Hm »Enw
£ Services (Local) Name ’ Description Status StartupType  Log On As
) Microsoft Edge Update Servi.. Keeps your Microsoft software up to dat... Manual (Trigg..  Local System
- i ™ YT o= 7
€} Microsoft Passport Container  Manages local user identity keys used t.. Manual (Trigg.. ~ Local Service
&) Microsoft Software Shadow .. - Manages software-based volume shado.. Manual Local System
18 Microsoft Storage Spaces S.. _Host service for the Microsoft Storage S... Manual Network Se..
o Extended )\ Standard
— . S 3
1. 35 Microsoft fB&iFiE2EARSS
SEEARRE N E:
2. BEhERIRENRN :
Microsoft Keyboard Filter Properties (Local Computer) X
General |ogOn Recovery Dependencies
Service name: [MsKeyboardFilter]
Display name: Microsoft Keyboard Filter
Description: Controls keystroke filtering and mapping a
v
Path to executable:
C:\Windows\system32\svchost.exe - netsvcs -p
Startup type: Automatic I v
Service status: Stopped
Start Stop Pause Resume
You can specify the start parameters that apply when you start the service
from here.
Start parameters:
| ok Cancel Apply
N =
<
3. {IF MR IR 2
= Run X
=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.
v

Open: I|_LEQEdi'I I

Cancel

& This task will be created with administrative privileges.

Browse...

4. Sfin=E KeyboardFilter: HKEY_LOCAL_MACHINE>SOFTWARE>Microsoft>Windows Embedded

[ Registry Editor s a X
File Edit View Favorites Help
Windows Desktop Search A || Name Type Data
v W'":°";:’:'F’Fk‘"’°d aB) Alt+Space REG_SZ Allowed
4 - ;7 N: ‘|' = Alt+Tab REG S7 Blocked
indows Mail :

) b -

> Windows Media Device Manager ,7;]Ak+\{v|n. REGSZ Allowed

> Windows Media Foundation 2] Application REGTSZ Allowed

Windows Media Player NSS BreakoutKeyScanCode ~ REG_DWORD 0x0000005b (91)

5 [T} Windows Messaging Subsystem b BrowserBack REG_SZ Allowed

. Windows NT v !’_!5] BrowserFavorites REG_SZ Allowed
< > < >

I Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Embedded’\KeyboardFilterI

5. MEMEBRESAHIITE RSP,

= REDIEBME R,
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UTFHERRSMRES:

& faig
“RIF” AFREAR
E3E HPREA R
DisableKeyboardFilterForAdministrator |EI2GERNEREEITIELS
E ‘17
BreakoutKeyScanCode & “01” YEIR R ESC 31853
THRERBESRFR:
& ik
CTRL-SHIFT-ESC A ESEREER
CTRL-ALT-DEL ER LA TR T3 8
MERSR
IS EiEes
BCE
KARSR
TR

EZEEIEEIA Microsoft 3X#4: https://docs.microsoft.com/en-us/windows-hardware/customize/
enterprise/keyboardfilter

5.8 USB IiEsR

S5NARFEREEM, USBIREWMAILKIIARERIRSE. BIFRFEBTEITERETIRFHI USB 1L
o [k, ATHIMSE, FAIUENXS—K USB IRSNER, HRRasSHiENNAERER, FAERNE,
Eitt, IFENABEF (WRA) USBAEFEFREMEMAREE. USB TiERRSEIERTAAET USB &
BENRE. B0, TEERAT/EESF HID &&E, UKk USBAFE. BEMRRESFMERBTEFHEIRS.

M, RIERZHE USB T E2s 28 USB AV &A= ID (577 ID [VID]/F=& ID [PID]) , X%:1D
RENMZEZSM, AIURE,

797 BRET USB FIMBIEEN, AILAMEATYIRERP, FlIDETIEGIE. (B2, AEREREETFIESR, B
I ELFERIL AR USB EZORIBI. ATENEEE, FRERFETMHEZONERANIZEEERI
PRHIEY,

PR, USBZIESsLATAVIZERY ID HEEMERF, XEKREFEALSITEIIHNEN USB IREHFHITERRE
B BA%Eid USB 1323,
BEESMIEIRERF SRR LRSI USB K& A%,
- NRIGFEEARRE, TBEIELHFIBAFRMAZAFIARLUT X HRP LR :
o %SystemRoot%\Inf\Usbstor.pnf
o %SystemRoot%\Inf\Usbstor.inf
° %SystemRoot%)\System32\DriverStore\Usbstor.inf*
« ATHLE USB KBEFMHIZENZRBFER, AT
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSer\services\USBSTOR FHUEMZRFIEEE
“ImagePath” &B AT EER.
o LEAMER T NN SRERIR E (5 4ARER) EXEAMIPRS] USB & BIER.
« WAEJLATE BIOS XAl USB . AR, EAXMAINN, BEMBIAFRNGERFA BT XHANE
HI
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[ ]
1 AR, BEEMRKENEFSAHSERBKARENERND . BN TeBIARBRHEITIRE.

B Windows 10 2, AJECE AT IE USB I&&FRIIEDL,

ID R{EA— LECRYIR &

1. £ “&B17° BO0%%A gpedit.msc, FTHAERBRGRIESR. RIBNARER, EEHLE/AITFRESXEIGE

=l Local Group Policy Editor

= O x
Eile  Action View Help
o9 2@z T
5[ Local Computer Policy A || setting State
v i Fpmputer Conﬁguration |i=] Allow administrators te override Device Installation Restriction policies Met configured
‘J_ So.ftware Settlhgs || Allow installation of devices using drivers that match these device setup classes Mot configured
o j f;::i:\i":r:;ztlen'?;mplates |i=] Prevent installation of devices using drivers that match these device setup classes MNet configured
| Control Panel iz Display a custom message when installation is prevented by a policy setting Mot configured
| Metwork || Display a custormn message title when device installation is prevented by a policy setting  Not configured
= Printers Allow installation of devices that match any of these device IDs Mot configured
| Server event installation of devices that match any of these device IDs Net configured
| Start Menu and Taskbar =| Time (in seconds) to force reboot when required for policy changes to take effect Mot configured
v [] System |i=| Prevent installation of removable devices Mot configured
| Access-Denied Assistance |i=] Prevent installation of devices not described by other policy settings MNet configured
1 App-v
| Audit Process Creation
| Credentials Delegation
| Device Guard
~ || Device Installation
| Device Installation Restrictions
| Device Redirection
| Disk NV Cache
| Disk Quetas
| Distributed COM vl < >
< - o E)d:ended)\Standard/
10 setting(s)
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2. BUERARBSFHIMA ARSI R IEAYIRE

ce IDs O *
E} Prevent installaticn of devices that match any of these device IDs Pirssimis Satis Next Setting
() Mot Configured Comment:
(@) Enabled
() Disabled
Supported on: [ At |east Windows Vista
Cpticns: Help:
Prevent installation of devices that match anv of This policy setting allows you to specify a list of Plug and Play
these Device IDs: i hardware IDs and compatible |Ds for devices that Windows is
EseLevice [Ls prevented from installing. This policy setting takes precedence
Show over any other pelicy setting that allows Windows to install a
device,
Show Contents O X

If you enable this policy setting, Windows is prevented from
installing a device whose hardware ID or compatible ID appears

Prevent installation of devices that match any of these Device Ds: in the list you create. If you enable this policy setting on a remote
desktop server, the policy setting affects redirection of the
Value specified devices from a remote desktop client to the remote

desktop server.
L4

If you disable or do not configure this policy setting, devices can
be installed and updated as allowed or prevented by other policy
settings,

oK Cancel Apply

oK Cancel
= USBidiE2s Il BB E R,
5

EXEZER, 520 Microsoft 3X#4: http://msdn.microsoft.com/en-us/library/bb530324.aspx
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6 MFERF
i, FPFEHR—LES5BEE XM, NPRSERR IPC LUSMIER, MMNEDER.
TwinCAT = fERRIHRAFIRA Ritt4k: E2 TCP/UDP ik [» 51]

6.1 EELHF

AP TE TSP EERHER. EfRSEAARNIER REBER EREIHITIZIZER,

HFETHEHNERN, TR4MBEEESKAAN, BEATRBEREHRERERN, Z2EHEBEHR
RBREE, FXEEERE ARG BT,

EXAEEBEESLITNE, LIBHIET IR R AT TN S,
BiEEN:

- VPN [» 51]
- RDP[» 51]

6.2 Bk

P IEIR B RRIPRAARZNEAREN—MFE, NMELERFENENGO, AM, EXEFNDERFAER
SEAT AR EROANRS . BHITUENIRE, MOTNFAERNROETHRR, 585 MEXARETH
o

D AR E] USRS B M R B D ASERARATIE T, IR0, BEXRRS. EERETEFHE
WEMN, Fitt, FAERR ORI TR,

D AR R] LIRS B, WA IR IRER AN — BN N B HIRE. BMEASEFE, i, S5MER
MIEARE, (ERIRERSEAMBIBIHAEN A EERNIZFHITER, BEhERZREEMMHER. BEN
=R,

AR SIREENB AS M AT LU LIRS PN AR YR, B EREMBEZNAS. N TEBLERS
(FIANMEER ) , ERMEFRMERESRAL, HEREFFHREMAITNE. AL, PBHAETUEE
RE, FEIHEIEIIER T,

P AR RENRIRIIRE R —ERAVEE, MMRELEEERRIFRER,
EZ TCP/UDP ir [ [» 51] BB R ECE MG BEFEZ SR TCP/UDP inO5%&,

BEE AN, FILUMBLTEISHS wl.msc 17T MMC i AERAR 4R Windows BiAE, FIEA
FRFRNAZ A AR NN o

PETE B9 L S ARSS RN AT LA R R e @A BTN, °J LRSS MIBRANI R EE Az
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R

]

1. fIABASEIRE

0 Windows Defender Firewall with Advanced Security - X
File Actien View Help
L A Healea (Y
P Windows Defender Firewallwi Actions
g:’;”;u‘::“"':“es Name Group R Profie  Ensbled  Action  Overide  Progrem  Locel Address || Inbound Rules -
By Connection Security Rules || @ 1CMPvd Al Ves Mlow  No Any Any i@ NewRule..
» B, Monitoring @ IcvPve Al Yes Allow Mo Any Any T Filter by Profile =
1 IPC-Diagnostics Al Ves Allow Mo Any Any
IPCDiagUAPort Al Ho Alew Mo PRl Any i¥: Filter by Siate L
NTP Server Al No Allow  No Any Any 7 Filter by Group 4
% OpenSSH SSH Server Preview (sshd) All Yes Allow Mo CA\Progr..  Any View »
@ TwinCAT ADS (TCP) Al Yes Allow No Any Any B e
€ TwinCAT ADS (UDP) Al Ves Miow Mo Any Any G Refres
% TwinCAT ADS Secure (TCP) All Yes Allow Mo Any Any = Export List...
Allsyn Router (TCP-In) Allsyn Router Domai.. No Allow  No CAWind...  Any Help
AllJoyn Router (UDP-In) AllJoyn Router Domai.. Mo Allow Mo CAWind..  Any
BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... All No Allow No SYSTEM Any
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No Allow No SYSTEM Any
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Mo Allow Mo CAWind..  Any
Carb b Pomasimm S1im mbimim e s £l A an TN Cmrb B M simm S1vm i b s [ LY Allmass LU FANG- L &
< > < >
N N W Nf— bor
2. WEMBFN, BIeISBBuZAN, BIAaiFskPalmEiE, FRFMEMMNZEHRI,
e rEA—T = BER= N .
XEBEIAS, 5|FETMZFIED:
i Mew Outbound Rule V *
Protocol and Ports
Specify the protocols and parts to which this rule applies.
Steps:
i 7
@ Rule Type Does this rule apply to TCP or UDP?
& Protocol and Ports ® TCP
@ Action ) upp
@ Profile
@ Name ) .
Does this rule apply to all remote ports or specific remote ports?
() All remote ports
(® Specific remote ports:
Bxample: 80, 443, 5000-5010
< Back MNext = Cancel

IPC Security Guideline

hR7zs: 1.8

49



P4 BECKHOFF

3. XEHM Rt A LIEFEeL:

TwinCAT ADS (TCP) Properties >
Protocols and Ports Scope Advanced Local Principals Remote Users
General Programz and Services Remote Computers

General

% MName:
[TwinCAT ADS (TCP]
Description:
Enabled

Action
ﬁ:';.i (® Allow the connection
r 3
LA () Mlow the connection if it is secure

() Block the connection

Carcel | |50

= B8 RBHAESIE—SFRN,
BEZEBiEZ 0 Microsoft SX#4:

https://docs.microsoft.com/en-us/previous-versions/windows/desktop/ics/windows-firewall-
integration-and-best-practices

6.3 MHEEAR

AU SR LMV R 2B T,

6.3.1 Modbus

Modbus ¥ &#TF 1970 FREHEANBTREDNEA L. HEEBIRE N T NARE—FEE N,
XMBENING TRIUMMER, HAJUELEAAESRENER MMERdE. BTX—E%2E, EBELR
177 30, BE, XTERMES Modbus FIA T T HgELUER, XLET B EHINEEERNE
K, L2 MMEEEE, YK Modbus MR EIEMER S HIIFERLIEHE.

RE {5859 Modbus RTU #1 Modbus TCP 12 #h TwinCAT Thag, FRIMBAEIERELHFMMN, N4
B HEL2HIH OPC UA,
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BECKHOFF P

6.3.2 ADS

BEpfLIRENLE (ADS) 2ERAXKNLTEEENN. HigitEA T REARERIMY TS REENIBEN
(40 TCP 2 ER1T) o ADS FERITRIRZEZ 2, BABENEERSE, BNl tENBEEEnET
Mo

B EZRLIMEHER ADS ERE SN T 2EFREE,

ADS BRIEM TCP i@ E ZF =
+ ADS-over-MQTT
- £ ADS

6.3.3 OPC UA

OPC 4—28#4 (IEC 62541) B OPC B RAUH—AKAK, HENRRE. ARHSHEREXRNAGIVUETHIER
YREURFITMIBE R, BEHMEIEMBFHNEFMXISK ERP R, BT OPC UA, FRERMNHINAMERAG
AJTEEEIEYE. At RRIGPBPERES.

BEXEZELE, 1ES 0 TF6100 TC3 OPC UA X4

6.3.4 VPN

REPAZ A4S (VPN) AT LUBE AHEMBEREIRE ZBRILEMEEMN. TAZHERT, @d QMK L
HUBEHIEEMER. F190, BILGER VPN AL EXRIGIFERLZEMN, BEIRENERNHGERRE
Fo

6.3.5 RDP

2R E Y (RDP) B—M % BT ERIZIZIHR Microsoft TE N

6.3.6 CerHost

CerHost & Microsoft EBHIAENNZENN, BFERIZIZIHRETF Windows CE BIIRIER S,
BT RLIMERER CerHost (i@ R EiimE) .

6.4 ZTEMX

RIFRFAZNEZIN S — L REEAREMK, ZEAFRRSFAIRER IPCRIFHMEHR, Xix, X
LRSS —a PC HBEREIRIP.

BT MILSRIFINAESD, RBEIREBITRENEGFAD, MMmsiEEd AEERCMIX LR, M=
PR SSPRT Hl FE AR A SERT BE 7o

6.5 EZ TCP/UDP i®mQ

RIEFARNNAER, YHEAFL2HNN, EBIRREREMIN QIHELEMEEE VPN) RBRE
S

AEERZ2MNBERT, DIRESmAEH TR 2R,
PRIERRSS
TRERTERMRER, EERRTHREENED
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RLE S BECKHOFF
BRSS WO (fEN)

IPC 32k https: 443 / tcp

iti2EmE - RDP ({XFR 3389 /tcp

Windows 7/10)

TwinCAT ADS R 48899 /udp (HLAIfELE)
ARL: 48898 /tcp (tAIfEH) o TwinCAT/BSD® FimOEXHAN
L4 ADS: 8016 /tcp (HHAIfEH)

EERSE

TRELR T eI ERIMTHRYE RS

BRSS wmO (EN)

SMB 137-139 / tcp
445 [ tcp
OPC-UA: 4852 / tcp

Cerhost (Windows CE) 987 / tcp

FTP 21 /tcp

TwinCAT %

TREEAT TwinCAT P m@ = ERma .

ARS3

wA (RRARE)

TF1810 TwinCAT PLC HMI
Web

80 /tcp (fBEN)
BiES M TF1810 LAY

TF2000 TwinCAT HMI

1010 (has < 1.12) . 2010 (hR7s = 1.14) /tcp (Zsith)
1020 (hads < 1.12) . 2020 (hk7Zs = 1.14) /tcp (fEN)
FHiES M. TF2000 AR

TF6100 OPC UA 4840 /tcp (UAPRSS28, EN) , AIEEEK
48050 /tcp (UAWIX, fEN) , AIERK
BiES 0 TF6100 LAY
TF6100 OPC DA 1024 5 65535 Z[E)sh&simEa (BURF DCOM) (B N)

BiESM: TF6120 RIS

TF6250 Modbus TCP

502 /tcp (fEN) , AJEX
BiEB M TF6250 RIS

TF6310 TCP-IP

BB /tcp (fEA. fEH)
BiESM: TF6310 EAISCHY

TF6311 TCP/UDP Realtime

AJERR /tep (RN f2H)
BEFERENRIERG AIERIFM,
iS50 TF6311 FAIXHY

TF6300 FTP 20 /tcp (f&H)
21 /tcp (fBH)
B8 TF6300 LAISCHY
TF6420 #EERS 25 AIARIEEIERE [ tcp (fBFH) HTEX
BiESM: TF6420 ERISTHY
52 hRas: 1.8 IPC Security Guideline
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https://infosys.beckhoff.com/content/1033/tf6100_tc3_opcua/index.html
https://infosys.beckhoff.com/content/1033/tf6120_tc3_opcda/index.html
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&S5 wa (FRAgE)

TF67xx loT AIRIEAIE [ tep (fRH) #1TEEX

TF35xx 37 BEB 0 TF670x Fl TF35xx L AISTAY

TwinCAT EAP 34980 /udp (fEN) , AIREE:T UDP fEH EAP,

BIEFRERZENRIER SR AIERIFE,
iS50 EAP BIHY

TwinCAT ADS-over-MQTT  |RAIRIEAIE /tcp (ffH) HITER
FiEE0: ADS-over-MQTT ERISHY

6.6 IS MEIRFES

RINBIRT, 11S MRS ERATE Windows FRTFIEEPIRTS, FIMNATEREIREEESM PLCHMI, N7 #
—SHRARLEHRFEIMEIRS [ HITIHE], ERILL:

« R IS WRARSS 23

- SUPRHIMINEBITIEL
ETXAMAGERRP—MESE, BRTENERFN. IR, ExeRANERT, FEIHA IS MER
SRONAREFHSTIFM, TEHESE1T. REMERIERE, REERIEEESEFEBAIAE, FRR
HEESRNAMIGENEER, FrEEtNAREFEARRERRRM,

BH IS MRS R

1. A RER [Windows §8] + [R] HERITIEE, ASH A optionalfeatures,
FTFFWindows IHREE .

2. 2/ Internet {5 BIRS THIIEDN,

(5l Windows Features — O >

Turn Windows features on or off e

To turn a feature on, select its check box, To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Device Lockdown A
Guarded Host
Hyper-Y
Internet Explorer 11
@[] | FTP Server
] | Web Management Tocls
m ] | World Wide Web Services
[ | Internet Information Services Hostable Web Core
m [ | Legacy Components
= Media Features
w1 | Mirrnsnft Messane Ouene (MSMOT Senver sl

Cancel

3. M2 IS MLEARSS 28, 1A18) 1S MEIRSZ BHFFIEN HREFHST EIX—T EMRM,
PREIMIMERIIE] .
1. BERIEMINERIAIR], EERERER [Windows 5] + [R] ABHRITIHENE, ABRA compmgmt.msc,

B |

= ORIOO®

[+

|

L
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2. EAMEMKRPEFRERMESRSFE, HEEE N SRR %<,

3. EAM “BF7 MTFREHE. FHSHERCOSP, http A https WIP k=P 2 BRES (*).

;Ei Computer Management

File Action View Help
= 2w H

(6] » CX-3BBI3A » Sites »

& Computer Management (Local) [ i -
oy
v ﬁ’é System Tools
> @ Task Scheduler Cm.m
» @ Event Viewer P2

> [@| Shared Folders
» & Local Users and Groups
> @ Performance
ﬁ Device Manager
v g Storage
#= Disk Management
v f‘@ Services and Applications
% Internet Information Services
-i,‘;_é; Services

&5 WMI Control

v--aa CX-3BB93A (CX-3BBY:
=} Application Pools
» - @] Sites

qé Sites

Filter: - W Go - ighShow All
MName [[o] Status Binding
0 Default Web Site 1 Started (h... %80 (http), =443

<

Features View |2 Content View

@ This site has multiple
bindings

@ Add Website...
Set Website Defaults...

Edit Site
Bindings...
Basic Settings...

B Explore

Edit Permissions...
x Remove

Rename

View Applications

View Virtual Directories
Manage Website '.é.'
; Restart

P Start v

8 Computer Managerent

(6] » CX-3BBI3A » Sites »

File Action View Help
= zE H
& Computer Management (Local) [ i -
oy |
v ﬁ’é System Tools -
» @ Task Scheduler cm.m
> §2] Event Viewer #

> [@| Shared Folders

v .Hﬂ CX-3BBY93A (CX-3BBY:

G‘i! Sites

5 2 Local Users and Groups Filter: * W Go -~ Show All
& % .3 Application Pools e ° % o
> @ Performance - —
B D Manager &/ Sites Mame D Status Binding
v g E{orage &) Default Web Site 1 Started (h... %80 (http), =443
#= Disk Management
v f‘@ Services and Applications
% Internet Information Services
£k Services S
i 2
& WMI Control Site Bindings *
Type Host Name Port IP Address Binding Add... |
htt a0 *
i Edit...
https 443 *
Remove
Browse
£ >
< > Closze |

@ This site has multiple
bindings

@ Add Website...
Set Website Defaults...

Edit Site
Bindings...

Basic Settings...

Explore

@ "

Edit Permissions...
x Remove

Rename

View Applications

View Virtual Directories
Manage Website '.é.'
3 Restart

P Start v

MIAYFERA KB IMBEYIAE,
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ML&iR(E

4. Yg%E http 3¢ https 5B, HEMA 127.0.0.1 B R iF4tinia,

8 Computer Managerent

- O X
File Action View Help
= 2@ H
& Computer Management (Local) ((:_-:) | E_ » CX-3BB93A » Sites » | o @~
v ﬁ’é System Tools - g
> @ Task Scheduler Connections e Alerts
» Event Viewer . Sites
5 g Shared Folders # é ® This site has multiple
- < % B bindings
> ‘%J Local Users and Groups ™ S EBB‘}_EA (Q( SHE Filter: ~ WGo -~ %I Show All 2
. @ i Application Pools Acti
B Devi Sites MName D Status Binding 5
s Device Manager @ Add Website =
v 22 Storage &) Default Web Site 1 Started (h... %80 (http), %443
. =5 Disk M E Set Website Defaults...
= Disk Managemen
v f@ Services and Applications Edit Site
% Internet Information Services Bindings...
i Services i Basic Settings...
% 2
& WMI Control Site Bindings *
1 Explore
Type  Host Name Port  IP Address Binding | Add. | Edit Permissiniisy
http 0 127.0.0.1 = X Remove
hitps a3 127.0.0.1 it... Rename
i' Remove 2 View Applications
: View Virtual Directories
. .| I Manage Website (al
; Restart
< | Close P Start Y]

= MU, SMERILIEMERISEEIEEZMIRG, HPEE 127.0.0.1/config #1T7Athininl, HEPMEHEMMAERR

FAZ e RIR I,
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6.7 HTTPS iE$

NREFBEAINERE (SEEIER) WNREHMIEPARESEHNNARER, BATZSNBNALIEMNSNE
BRI HTTPS SEE,

IEREEERRATATLRESMIEE, XFEA LGRS AHITNE, REEMEREZT EBRBER
Bo Lo, SMLEREIIEEL HTTPS thilie R U E S FE A X IR AR,

MLEITHESERIDBEERNERRMEMITHENIER, REERUNS—AREEAEXERHTEN
ilﬁ;&?ggﬁl IERAfE, BEEREITEEIRE LUFEIRIP, EERILABALERERANAVIR, Ea] LABLE
ZENNES,

EFATIIERN HTTPS IEH:
WEZB AT PC BEhAERIEBHITHEE,
© AENERMAEMNE (CA) BBIFIEH
- REHBTENHTTPS IEH,

FERNBEREFNLES R,

6.7.1 R a3 0EIER

BRUNZAEMEIRIEREE, WEREEAIER, rIEPERREEESEHTIRE, REESAEI
PC A3t 5z i2 8 Ao

BEPBRNT:

1. SNRET PC E#TAMIETT, RITEXEERAVIEZMEFRIMAN URL http: //localhost/config, /BB
ERIGHEIER, NRFEEAEEERE, BRI https://<IP-Adresse>/confige

2. REEMREWN, AEREIES.

B http://localhost/config £ ~ & | [ Device Manager

L BECKHOFF Device Manager
ln\ Weard

L4
g

Server Certificate
Auto generate new self signed certificate on changes o ostname

.
Enabled

Auto-generate certifica

Certificate

<x

3. EEMEMIEEL, EEER.
4. REA LANERINE, NAEN.

= BoiERGERINEERETR. F—%, RIEIEPMAN (CA) BBIFIES (W: BB HTTPS IEH
[»57]) »
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6.7.2 B HTTPS iE4

Bf@ LA PC FR{EABY HTTPS ARS528:2 Windows $R BV EEXMI(E B ARSS (11S) ARS3528. @HEBR T, HTF IS
ARs3E%, IEBIMANN (CA) SREE R MAREEMAZRNEBHNRERR, IEBMANAEESRMAE X
EIERIFIERERE, BEBEEREIEBMANIEEIREAE, NREEHE K Windows FRERIRASEHIFHTTIA
iE, LHYL, 55, BEESERT A,

B, BROERT PC LAY IS EERFEIERERIER (CSR), HIRRIEBMANADBIRERIERERE
REGIEBMENI, AT, IEBMENERERMRSZZEBMPENES, USBIERERIER

BESERINT:
1. UEERSMHITATIW PC EREEMNEEARSS (1IS) EIEE.
2. MEMIEER B rER MRS, AENERSSHER.

033 Internet Information Services (IIS) Manager

(e 5 83 ) CX-4rA674 » 7 SR

File View Help

Cosmactions | €3 Ox-4FA674 Home

¥ S5 CX-4FA674 ‘CX"‘FAG"\A""‘q‘ Filter: - % Go -G ShowAll |Groupby: Area - EB-
s

L =B 9 o d &

Authentic... Authorizat.. Compression  Default Directory  ErrorPages  Handler

Rules Document  Browsing Mappings
HE =) =Y I <
€ B o 8§ = H
HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Respon...  CGl Restri... Caching
o= B
o= iR @y
Request Server Worker

Filtering |\ Certificates / Processes
Management

B & #

Configurat...  Feature Shared
Editor Delegation Configurat...

< s | [ Festoesiew] 2 Coment View

Ready 93
o 37 s > SE s
3. HiRMER D, EERUEIERIAR, ARREERESTERN.
93 Internet Inf ion Services (IIS) Manag; - m] X
€5 63 cxamem »
File View Help
;! Server Certificates
o = =
v EliEs 4FA6_74 (FX AEABTA\ it Use this feature to request and manage certificates that the Web server can use with websites configured for
) Application Pools SSL.
, .[@] Sites —
Filter: - Go - \s7Show All | Group by: No Grouping .
Name Issued To Issued By Expiri
CX-4FA674 CX-4FA674 3/29/
< >
< > . = Content View
Ready b E
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4. HFRBUER, HIEBABMFEPRAZT R LRI PCHTLEHE DNS &, MNREH
DNS &7, tAILIER IP #lik, —ARK, EXTMREFE URL FIREIARNEENBEFPERANS
RER IP ttik, SNRFEISTER M IP ALK DNS RFR, BERIEBMEN DG EENMRIEBRYT BR

(EFERRB) BN, EXMERT, R BEKRIIRESS CSR FRE,

Request Certificate ?

Distinguished Name Properties

oV

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: ‘cx-4'a674.plant081S.Example‘com |

Organization: [Exampl: Corporation I

QOrganizational unit:

City/locality ‘Seaﬂl: ]
State/province: lWashington! I
Country/region: ‘US e

Cancel

X

5. BNIZE EIRIER SRR KREIB—1RE A, 1024 I8 RSA RERIANEIRH.

Request Certificate ?

Cryptographic Service Provider Properties

gjjj

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider v
Bit length:
2048 v
Previous Cancel

X

= {RTF CSR XEFHRBELKELLIEBMANE, WERERHMANMNEER, T—PMESANILES (B B|A

WEH [P 59]) o
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6.7.3 SALEH

EIEBIANIE (CA) ZIXIEBERIFEK (CSR) &, BNZZWEI—MEIEXM. FNEXAHERIZI T PC,
REBUT I BIREF, MREKRET SN, BRERT, ERE—NMRBIN " pTb XM, EXHES
TEERVIE P,

BESERINT:

1. UEERSMITA T PC EREEME SRS (1IS) B2

2. MEMEER B ERMERSEE, AENERSIHER.

W3 Internet Information Services (IIS) Manager = [m] X
(&5 63 ) CX-4FA6T4 » B e @-

File View Help

| @;l CX-4FA674 Home

Manage Server
’: \ 03 CIRaE (CX-4FA674\Adm* Filter: v W Go ~ E: Show All | Group by: Area - G- € Restart
W "' i — I> tart

[ ~
| s

)\ - Stop
iz S = ey
"]‘)!) 3 \ﬁl ) =0 b 2 View Application Pools
Authentic... Authorizat.. Compression  Default Directory  ErrorPages  Handler View
Rules Document  Browsing Mappings p o NET R eRoh

22l e A = = R =43
BB - = =
Q:E ?« “ Q Jjﬁ @ﬂ #ﬁ o C¢ New Web Platform
HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output Components
Respon..  CGlRestr. % Caching ® Hep
o N\ 2
o= Y | &ty
Request Server | Worker
Filtering 1, Certificates /' Processes
Managemeniv;_l' - -~
-
B &
Configurat...  Feature Shared

Editor Delegation Configurat...

. s | [ Festoesiew] 2 Coment View

;ady ) 93
o | ey s sz s = N ~ M %
3. RS, RERRGEBRIEETHMHEEZSNNIES, B ER7 *.pTb.
&5 Internet Information Services (IIS) Manager = O X
(e 99 CX4FAA3R » o @
File  View Help
Connections L Actions
q;l Server Certificates
= Import...
83 Cx- C - g
v j c,.i: 4m33 (CX I Use this feature to request and manage certificates that the Web server can use with Create Certificate Request...
'é"' Application Pools websites configured for 55L. Complete Certificate Request...
v @ Sites
Filter: * W Go ~ % Show All | Group by: _ Create Domain Certificate...
]
Name lssued To Issued By Create Self-5igned Certificate...
CX-AFAA3S CX-4FAA3S Enable Automatic Rebind of
Renewed Certificate
@ Help
< >
Ready b
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4. HIMEEIEBMANMEEE . MEHnE, WEREFMEINERFHEX, RIFERSETIERERIE
X (CSR) SREFEBABRMFRPEFNERE, FETIEAIERFEEZERNEITE LD,

5.

6.

Complete Certificate Request ? X

Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority's response:

[cUsers\a

D ktop\resp p7b

=

Friendly name:

|cx—4fa674.plant081 5.example.com

lect a certificate store for the new certificate:

iv

o |

SNE, EFRHIEIRRSSFIEBIIRF,

€ Internet Inf Services (IIS) Manag - [m} X
€ 5 (63, cxaraem » & = R @-
File View Help
ﬂ Server Certificates
Z Import...
¥ qg C‘)’( " 4 (CX VAGMIT | Use this feature to request and manage certificates that the Web server can use with websites configured for Create Certificate Request...
L2} Application Pools Complete Certificate R
i plete Certificate Request...
> -[@] Sites e R
Filter: + W Go -G ShowAll | Group by: No Grouping < Create Domain Certificate...
Name Issued To Issued By Expiri Create Self-Signed Certificate...
- - 3/29l View...
ECA-S1G1 mnnr Export...
Renew...
X Remove
Enable Automatic Rebind of
Renewed Certificate
o Help
< >
: s | [ Festures Vi | 2 Content View
Ready 8
> Y o =2 = =
REEMBERIARLS, ARG R ERBEREEPISE,
€ Internet Inf Services (IIS) Manag - [m} X
(€ @) CX4FA6T4 » Sites » Default WebSSite » & = @-
File View Help
-~ @ Default Web Site Home B & A
xplore
€ -4FAG74 (CX-4FAG74) i -
v 83 CX 6 (FX F 674\Admin — - W.Go ~ Gy Show Al | Group by Ares -B- Edit Permissions...
Y Application Poo
> D Default Web Site o2 ) e~
B B d o 2
Authenti Authori: Compressi Default Directory  ErrorPages  Handler View Applications
Rules Document  Browsing Mappings View Virtial Directanes
O 8 » &H » =& SR
HTTP ISAPI Filters  Logging  MIME Types  Modules Output Request @ Restart
Respon... Caching Filtering b Start
& 8 Stop
¢ Browse Website
SSL Settings % [®] Browse *:80 (http)
[@] Browse %443 (https)
< > |2 Content View Advanced Settings... v
Ready 8
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7. | https, AE=T4RIE.

Site Bindings ? X
Type Host Name Port IP Address Binding Informa...
Browse
Close
RS ~ s ~ ey ~
8. 7 SSLIEBHIEFESNNIES, HRERERZIEE,
Edit Site Binding ? X
Type: IP address: Port:
https ~ [AnUnassigned v [4a3 |
Host name:
[J Require Server Name Indication
SSL certificate:
cx-4fa674.plant0815.example.com ‘ \ View...
Not selected
CX-4FA674
cx-4fa674.plant0815.example.com Cancel

9. HIARE B IHIBIE R H E R EIZRIER,

Edit Site Binding

This binding is already being used. If you continue you might overwrite
the existing certificate for this IP Address:Port or Host Name:Port
combination. Do you want to use this binding anyway?

=1

= REFTME, T PCRIUBMERMIER. ERIUEREFE (MMLNKEE) #1708, FEE, &F
REREE BN RSB BREFTT BEER.
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3FF eXtended Automation Engineering (XAE) #1 eXtended Automation Runtime (XAR) 3Rii#, +A7 2
i, BIAMI NRLEIH A, |EC 62433 tREXM MBI D TEHIT T R, HEIRLTLIERIRMTHE
Bio IbSh, ER15%E VDMA TER, UEBIRSIREREN TS MM~ RiREMEIENEES: https://

www.vdma.org/viewer/-/v2article/render/16110956

REFET —L5 XAE M XAR HBXHIEMRG, BHARTE,

7.1 eXtended Automation Engineering (XAE)
& 5 AZENEXRAB.

R Fjpus

RARM © TEMXERFHESEAHRIP AN LASERE

- ERRAER RS, FELEFUERE
« hiRAS{E ] Z e AR SR IR BY 3 1Rl )

ZHE0% - FRITRLEERS (WRKFSE IS0 27001 #106)
- FRRAIEHIRSE (. BRABES)
- fER ‘DR

o BREFRBRABERIERIEN

o fERBM ) RHMWEECE, MABEME alpha. beta. RC#&7hik
EiS

o (VEHERE, FINBEIHBLRTIA, TaRARERBEELRT () Wi
©FE (W: MERTH)

& 6: RERRBHFEAB,

PO iR
BEARM - FRARGFRIPEENZRRE (W REERP)
(RO - R ITZ2BERS (WFE1S0 27001 1) -
- REIHRTFHEGE,
- ERMEEFE.

7.2  eXtended Automation Runtime (XAR)
R T7: B ADS B% % ADS #1TAZBZRBY1G/1H

R Ef:pus

A% fERAREADS (: X2 ADS) :

© N EE X ITZFRUE TR

- PSSR

- ESERR

© RIPZIZERZIRY

HAM - F@Ed L2 ADS BRI E#RE:d OPC UA BYihIRl

R 8: EiX ADS / &2 ADS ENHSEHTRI 18

R R
BEARM fEA%Z£ ADS (I: £ ADS) :
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R
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. BIAIERRE

- BSKR

- RIPITIZUE R IR
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- Fi@Ed L2 ADS Bl i@ OPC UA RYIAIREl,

7.3 EZHERER

FELFHRENTINCE TAX TWInCAT REMNESZ T, RMH T IFEEREX BN ERXAER R,
ERR—M51F. EEFAERERNE U, HTFER.

TwinCAT &id BEZER

TwinCAT 3 i {HRP https://infosys.beckhoff.com/english.php?content=../content/
1033/tc3_security_management/
index.htm!&id=355557539833111233

ADS https://infosys.beckhoff.com/english.php?content=../content/
1033/tc3 ads_intro/index.htm|&id=7262890787652929099

=/ ADS https://infosys.beckhoff.com/english.php?content=../content/
1033/secure_ads/6917981195.html&id=5745105416081707706

=4 ADS https://infosys.beckhoff.com/english.php?content=../content/
1033/secure_ads/index.html&id=2501949194726739202

ADS over MQTT https://infosys.beckhoff.com/english.php?content=../content/
1033/tc3_ads_over_mgtt/index.html&id=120186874503837909

OPC UA BEZER

REiELe https://infosys.beckhoff.com/english.php?content=../content/
1033/tf6100_tc3_opcua/
1448394251.htm|&id=2325029100913163478

10 BEFIREE https://infosys.beckhoff.com/english.php?content=../content/
1033/tf6100 tc3 opcua/1452984075.html&id=

PLCLib BEFifRZ L https://infosys.beckhoff.com/english.php?content=../content/
1033/tf6100_tc3_opcua/
1452984075.htm|&id=7305736008379229744

MxLZE https://infosys.beckhoff.com/english.php?content=../content/
1033/tf6100 tc3_opcua/
1452984075.htm|&id=954414165455750259
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2024-005 i&@id TwinCAT Package Manager JENZSH 1.0 ZH PDF HTML,CSAF
e

2024-004 [TwinCAT/BSD 48 “MDP” FREgZsithiE 1.0 ZH PDF HTML,CSAF
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2024-003 TwinCAT/BSD 34 “IPC-Diagnostics” |1.0 ZH PDF HTML,CSAF
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FITHERER

2022-001 |52 OPC UA i ARBI= AR Y= 18 £ ECHES 1.0 ZH PDF HTML
iR

2021-003 i@t TwinCAT OPC UA BRSS9 B ERER 1.0 ZH PDF HTML
18 77T

2021-002 | &7 OPC UA F=m a9t s Al XXE R (1.0 ZH PDF HTML
¥

2021-001 | TwinCAT OPC UA BR%2s8#0 IPC 12l UABR 1.2 ZH PDF HTML
522589 DoS R

2020-003 3&d TwinCAT R4FEE (TcSysUlLexe) i |1.1 ZH PDF HTML
TR AR

2020-002 TwinCAT RT M£ZIRTHFERE B AR MEIE 1.1 ZH PDF HTML
IR

2020-01 |BK9000 fa& 28 - B4R SZINFHITHEE 1.0 ZH PDF HTML

2019-07 |fEM Profinet 1Y AY TwinCAT ERJIELAR 1.1 ZH PDF HTML
S inlRR

64 hRas: 1.8 IPC Security Guideline


https://webstore.iec.ch/publication/7029
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKompendium/itgrundschutzKompendium_node.html
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKompendium/itgrundschutzKompendium_node.html
https://www.beckhoff.com/en-en/company/news/rss-feeds/rss-ipc-security/beckhoff_ipc_security_rss_feed.xml
https://cert.vde.com/de/advisories/vendor/beckhoff/
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-005.pdf
https://cert.vde.com/en/advisories/VDE-2024-064/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-064.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-004.pdf
https://cert.vde.com/en/advisories/VDE-2024-050/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-050.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-003.pdf
https://cert.vde.com/en/advisories/VDE-2024-049/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-049.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-002.pdf
https://cert.vde.com/en/advisories/VDE-2024-048/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-048.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-001.pdf
https://cert.vde.com/en/advisories/VDE-2024-045/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-045.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2023-001.pdf
https://cert.vde.com/en/advisories/VDE-2023-067/
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2022-001.pdf
https://cert.vde.com/en/advisories/VDE-2024-045/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2021-003.pdf
https://cert.vde.com/en/advisories/VDE-2022-003/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2021-002.pdf
https://cert.vde.com/en/advisories/VDE-2021-008/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2021-001.pdf
https://cert.vde.com/en/advisories/VDE-2020-051/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2020-003.pdf
https://cert.vde.com/en/advisories/VDE-2020-037/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2020-002.pdf
https://cert.vde.com/en/advisories/VDE-2020-019/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2020-001.pdf
https://cert.vde.com/en/advisories/VDE-2020-005/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-007.pdf
https://cert.vde.com/en/advisories/VDE-2019-019/

BECKHOFF S
] ] hiZs Bs T 4pEB CNA
2019-06 CﬁE R TREERBIREINITARE 1.2 ZH PDF
f
2019-05 \EFRRMEARS PHITIEESHIT 1.0 ZH PDF
( “Dejablue” )
2019-04 |ADS &I 1.1 ZH PDF
2019-03 |ZFRRMEARS PHIZIZCEEMIT 1.4 ZH PDF
2019-02 |{HZRAAEIEENAE (MDS) R 1.2 ZH PDF
2019-01 |Spectre-V2 RE N IR EEER 1.4 ZH PDF
TwinCAT FRA MR
2018-02 |OPC-UA A+ E#H (BT FA) 1.0 ZH PDF
2018-01 |TwinCAT 2 #1 3.1 RZIRsHFEFENPRAL  |1.1 ZH PDF
2017-02 (FAETEIEZIAN “MNEZLE” ARMEEH|1.3 ZH PDF
2017-01 |ADS (XEFFHRIFIFERVIEIT 1.4 ZH PDF
2015-001 E‘ﬁ%i%ﬁHIPC PHIIEF RS < 1.8 MfGiRTe (1.1 ZH PDF
¥
2014-003 | ERBRIAZRIBHIIEIN 1.1 ZH PDF
2014-002 ADS @f5im A F B EZS 1.1 ZH PDF
2014-001 ETEIERS AIEEHRIE A 1.1 ZH PDF

8.3 BARZFMERS

BEREARNMAGEAAEH AR MREEEBRASHFNRS, WS5EETmMARSRRT FEXIIPIERR

RAREE MBI,
TRERSE

BN THERRBOSENELTHOREX S, EoIBIERRRNTNNAREL. RAXE, KRB,

FEXHFF.
AR XAERASHZE,

FEI NTMARL

BB ARSI RS, BRAGBES QBHARLL!
BRBMERAZHNS ABRMARLMUFIEFREEM LXE): http://www.beckhoff.com.cn
ZMDUE IR M E LB @ mA HaI XX,

—_

BREERXR

AR IAGRESENRARE), MUBEBENAEMER @, TRHEM ZHRS:

- BRXH
- EREDURSIRIT. FENRER
© URERAREHFNESMIFIIIRE

LRS! +49 5246 963-157
BB FHpFE: support@beckhoff.com
BRERERS
BRSSP OMREFEEERS:
- HARS

IPC Security Guideline hRas: 1.8

65


https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-006.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-005.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-004.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-003.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-002.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-001.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2018-002.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2018-001.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2017-002.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2017-001.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2015-001.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2014-003.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2014-002.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2014-001.pdf
https://www.beckhoff.com/en-gb/support/download-finder/index-2.html
https://www.beckhoff.com/support
https://www.beckhoff.com/

fiR

BECKHOFF

. H#HERRSS

- BHRSE

- HEARSE
MEREIE: +49 5246 963-460
BB FHRAE: service@beckhoff.com
BEARLE

Beckhoff Automation GmbH & Co. KG
Huelshorstweg 20

33415 Verl

Germany

EBiE: +49 5246 963-0

FBFHpFE: info@beckhoff.com

[Tba e www.beckhoff.com
66

hiR7s: 1.8

IPC Security Guideline


https://www.beckhoff.com/

BECKHOFF AR

REE =

x1
x2
&3
x4
&5
&6
=T
x8

UWF BEIBBREIFI, vttt ae ettt ettt et ettt et es s s s e s aetetesesesnes 39
UWF BIRBRETEHIEIT  coveveeeececeeeeeeeeeeee ettt ettt sttt ettt s s sas sttt esesnas 39
UWF BIEESEIG] (STEEHEBRIT) 0 coveveeeeeverereeeeeeee ettt tsssas s st tes s es s s seaessssanes 40
UWF BIEESEG] GEAFRHEBRIT) 6 covvveeeeeeeeeeeeee ettt ettt 40
REBITAVEBIRINED0 oottt ettt ettt s ettt st s s s asaenns 62
B oy Yol 1 DL e TSROSO 62
EIT ADS BREL L ADS FHITRZBIZIETIII s coveeeeeeeeeerereeeeee ettt s senns 62
EIT ADS / R ADS BIMATEATATIE Do woveveeeeeeeeecececeer ettt ese sttt aenns 62

IPC Security Guideline hRas: 1.8 67



EEJ=E BECKHOFF
KEX

MIE 1  UWF BIEZ3TF RAMIETL, 0K Co SRZARIFo ot 39
MIE 2 UWF BIEESTFHEER, TREBRRIPOEK C: o et 39
MBI 3 UWF BIRZRAUSTHFHEBRITIG cvovovieeeieieeeeeeeeetet ettt tess sttt sas s sttt asases s s esesetens 40
MIEl 4 UWF BIRBRADEMRRHEBRIIG oottt sttt sttt s 40
MIE 5 Windows B Ni3IE88, R RAM BRI FAVETTIET . oo, 41
MBI 6 UWF BRI B ..ottt ettt ettt a sttt et ettt s s s sas s s saeaetesetesnas 41
MIEl 7  UWF BIEER “BRABEIRIR IR oottt 42
Bl 8  UWF B R B AT oottt sttt ettt s s s e s st tetetesnas 42

68 hRas: 1.8 IPC Security Guideline



Trademark statements

Beckhoff’, ATRO’, EtherCAT", EtherCAT G', EtherCAT G10, EtherCAT P’, MX-System’, Safety over EtherCAT", TC/BSD’, TwinCAT’, TwinCAT/
BSD’, TwinSAFE’, XFC’, XPlanar” and XTS" are registered and licensed trademarks of Beckhoff Automation GmbH.

Third-party trademark statements

Excel, IntelliSense, Microsoft, Microsoft Azure, Microsoft Edge, PowerShell, Visual Studio, Windows and Xbox are trademarks of the
Microsoft group of companies.

Modbus is a registered trademark of Schneider Electric USA, Inc.



BZER:
www.beckhoff.com

Beckhoff Automation GmbH & Co. KG
Hilshorstweg 20

33415 Verl

Germany

FBIESH: +49 5246 9630
info@beckhoff.com
www.beckhoff.com



mailto:info@beckhoff.com?subject=IPC%20Security%20Guideline
https://www.beckhoff.com
https://www.beckhoff.com

	 目录
	1 文档说明
	1.1 报告漏洞
	1.2 联系倍福事件响应团队
	1.3 信息安全说明
	1.4 安全设计目标

	2 危害和风险评估
	2.1 攻击者
	2.2 攻击类型
	2.3 典型的威胁场景

	3 一般措施
	3.1 员工培训
	3.2 物理措施
	3.3 安全销毁数据
	3.4 产品包装上的安全封条

	4 BIOS 设置
	5 操作系统
	5.1 备份和还原
	5.2 更新
	5.3 文件加密
	5.4 用户和权限管理
	5.4.1 安全密码
	5.4.1.1 更改密码
	5.4.1.2 密码策略
	5.4.1.3 IPC 安全向导

	5.4.2 自动退出
	5.4.3 审计策略
	5.4.3.1 审计账户登录事件
	5.4.3.2 审计目录服务访问


	5.5 程序
	5.5.1 程序白名单
	5.5.1.1 软件限制策略 (SRP)
	5.5.1.2 AppLocker

	5.5.2 隐藏程序
	5.5.3 删除不再需要的组件
	5.5.4 AutoStart（自动启动）
	5.5.5 杀毒程序

	5.6 写入过滤器
	5.7 键盘过滤器
	5.8 USB 过滤器

	6 网络通信
	6.1 远程维护
	6.2 防火墙
	6.3 网络技术
	6.3.1 Modbus
	6.3.2 ADS
	6.3.3 OPC UA
	6.3.4 VPN
	6.3.5 RDP
	6.3.6 CerHost

	6.4 安全网关
	6.5 重要 TCP/UDP 端口
	6.6 IIS 网络服务器
	6.7 HTTPS 证书
	6.7.1 禁用自动创建证书
	6.7.2 申请 HTTPS 证书
	6.7.3 导入证书


	7 TwinCAT
	7.1 eXtended Automation Engineering (XAE)
	7.2 eXtended Automation Runtime (XAR)
	7.3 更多技术信息

	8 附录
	8.1 延伸阅读
	8.2 公告
	8.3 技术支持和服务

	 表格目录
	 图表目录

		documentation@beckhoff.com
	2026-03-24T08:42:24+0100
	Beckhoff Automation, Verl
	Documentation Publishing




