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1 Foreword

1.1 Notes on the documentation

1.1.1 Intended audience

This description is only intended for the use of trained specialists in control and automation engineering
who are familiar with the applicable national standards. It is essential that the following notes and
explanations are followed when installing and commissioning these components.

The responsible staff must ensure that the application or use of the products described satisfy all the
requirements for safety, including all the relevant laws, regulations, guidelines and standards.

1.1.2 Origin of the document

This documentation was originally written in German. All other languages are derived from the German
original.

1.1.3 Currentness

Please check whether you are using the current and valid version of this document. The current version
can be downloaded from the Beckhoff homepage at
http://www.beckhoff.de/english/download/twinsafe.htm. In case of doubt, please contact the technical
Support (see chapter 5.1 Beckhoff Support and Service)

1.1.4 Product features

Only the product features specified in the current user documentation are valid. Further information given
on the product pages of the Beckhoff homepage, in emails or in other publications is not authoritative.

1.1.5 Disclaimer

The documentation has been prepared with care. The products described are, however, constantly under
development. For that reason the documentation is not in every case checked for consistency with
performance data, standards or other characteristics.

In the event that it contains technical or editorial errors, we retain the right to make alterations at any time
and without warning.

No claims for the modification of products that have already been supplied may be made on the basis of
the data, diagrams and descriptions in this documentation.

1.1.6 Trademarks
Beckhoff®, TWInCAT®, EtherCAT®, Safety over EtherCAT®, TWinSAFE®, XFC® and XTS® are registered
trademarks of and licensed by Beckhoff Automation GmbH

Other designations used in this publication may be trademarks whose use by third parties for their own
purposes could violate the rights of the owners.

Application Guide TwinSAFE - version 1.9.1 7


http://www.beckhoff.de/english/download/twinsafe.htm

Foreword BECKHOFF New Automation Technology

1.1.7 Patent Pending

The EtherCAT Technology is covered, including but not limited to the following patent applications and
patents: EP1590927, EP1789857, DE102004044764, DE102007017835
with corresponding applications or registrations in various other countries.

The TwinCAT Technology is covered, including but not limited to the following patent applications and
patents: EP0851348, US6167425 with corresponding applications or registrations in various other
countries.

EtherCAT.

EtherCAT® is registered trademark and patented technology, licensed by Beckhoff Automation GmbH,
Germany

1.1.8 Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The reproduction, distribution and utilization of this document as well as the communication of its contents
to others without express authorization are prohibited. Offenders will be held liable for the payment of
damages. All rights reserved in the event of the grant of a patent, utility model or design.

1.1.9 Delivery conditions

In addition, the general delivery conditions of the company Beckhoff Automation GmbH & Co. KG apply.

1.2 Safety instructions

1.2.1 Delivery state

All the components are supplied in particular hardware and software configurations appropriate for the
application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.

1.2.2 Operator's obligation to exercise diligence

The operator must ensure that

e the TWIinSAFE products are only used as intended

e the TWInSAFE products are only operated in sound condition and in working order.

e the TWInSAFE products are operated only by suitably qualified and authorized personnel.

e the personnel is instructed regularly about relevant occupational safety and environmental
protection aspects, and is familiar with the operating instructions and in particular the safety
instructions contained herein.

¢ the operating instructions are in good condition and complete, and always available for reference
at the location where the TwinSAFE products are used.

e none of the safety and warning notes attached to the TwinSAFE products are removed, and all
notes remain legible.

8 Application Guide TwinSAFE - version 1.9.1
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1.2.3 Purpose and area of application

The Application Guide provides the user with examples for the calculation of safety parameters for safety
functions according to the standards DIN EN ISO 13849-1 and EN 62061 or EN 61508:2010 (if
applicable), such as are typically used on machines.

In the examples an EL1904 is taken as an example for a safe input or an EL2904 for a safe output. This
is to be considered an example; of course other safe inputs or outputs can be used, such as an EP1908
or an EL2902. The appropriate parameters, which can be taken from the respective product
documentation, must then be used in the calculation.

| Application samples
»

These samples provide the user with example calculations. They do not release him
from his duty to carry out a risk and hazard analysis and to apply the directives,
standards and laws that need to be considered for the application.

Attention

1.2.4 Description of safety symbols

The following safety symbols are used in these operating instructions. They are intended to alert the
reader to the associated safety instructions.

. Serious risk of injury!
Failure to follow the safety instructions associated with this symbol directly endangers
DANGER the life and health of persons.

Caution - Risk of injury!

Failure to follow the safety instructions associated with this symbol endangers the life

WARNING | and health of persons.

Personal injuries!

Failure to follow the safety instructions associated with this symbol can lead to injuries
CAUTION | o persons.

' Damage to the environment or devices
L ]
. Failure to follow the instructions associated with this symbol can lead to damage to the
Attention | anyironment or equipment.
. Tip or pointer
E—

Not This symbol indicates information that contributes to better understanding.
ote

Application Guide TwinSAFE - version 1.9.1 9
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1.2.5 Explanation of terms

Designation Explanation

B10p Mean number of cycles after 10% of the components have dangerously failed

CCF Failures with a common cause

dop Mean operating time in days per year

DCavg Average diagnostic coverage

hop Mean operating time in hours per day

MTTFp Mean time to dangerous failure

Nop Mean number of annual actuations

PFH Probability of a dangerous failure per hour

PL Performance Level

PL: Required Performance Level

Tzyius Mean time between two successive cycles of the system (given in minutes in the
following examples, but can also be given in seconds)

T1 Lifetime of the device (for TWInSAFE devices typically 20 years)

Ap Dangerous failure rate given in FIT (failure rate in 10° component hours)

BT Operating time - maximum operating time for e.g. electromechanical components

TwinSAFE SC The TwinSAFE SC technology (SC - Single Channel) enables a signal from a
standard terminal to be packaged in a FSoE telegram and transmitted via the
standard fieldbus to the TWinSAFE logic. As a result, falsifications on the
transmission path can be excluded. Within the TwinSAFE logic, this signal is
checked with a second independent signal. With this comparison result, an analog
value is obtained which has typically a level of category 3 and PL d.
This technology does not support digital input signals and cannot be used in a
single-channel structure (only one TwinSAFE SC channel).

10 Application Guide TwinSAFE - version 1.9.1
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Foreword

1.2.6 Documentation issue status

Version

Comment

19.1

Note in chapter 2.17 and 2.18 added

1.9.0

Chapter 2.18 updated
Chapter 3 Planning a safety project added

1.8.0

TwinSAFE SC examples added

Example for Bosch Rexroth IndraDrive drives family
Name SIL2 Communication replaced by TwWinSAFE SC
Examples 2.25 and 2.26 updated

General revision of all chapters

1.7.0

Chapter "Direct wiring of the TwWinSAFE outputs to TwinSAFE inputs (single
channel)" revised

Preface updated

Chapter "Purpose and area of application" expanded
Structure diagram chapters 2.25 and 2.26 updated
Chapter 2.27 added

Chapters 2.2.3.2, 2.3.3.2, 2.4.3.2, 2.5.3.2, 2.7.3.2 and 2.19.3.2 substantiated
(notes on direct/indirect reading back removed)

Note texts added in chapter 2.19

1.6.2

Letter of conformity updated
Graphics in chapters 2.25 and 2.26 updated
Purpose and area of applications added

161

Chapters 2.25 and 2.26 added

16.0

Chapters 2.17 and 2.18 revised

15.0

Company address amended

1.4.0

Chapter 2.24 added
Documentation versions added
Document origin added
Formatting changed

131

Headers extended with categories and performance levels
Note in Chapter 2.6 moved

1.3.0

Terms of delivery removed

1.2.0

Correction to Chapter 2.6

1.1.0

First released version

Application Guide TwinSAFE - version 1.9.1
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2 Circuit examples

2.1 ESTOP function variant 1 (Category 3, PL d)

The emergency stop button is connected via two normally closed contacts to an EL1904 safe input
terminal. The testing and the monitoring of the discrepancy of the two signals are activated. The restart
and the feedback signal are wired to standard terminals and are transferred to TWinSAFE via the
standard PLC. The contactors K1 and K2 are connected in parallel to the safe output. Current
measurement and testing of the output are active for this circuit.

'
' '
' e
H wow |
o
' — '
(] === (]
' B ' E10 __EmagencySiop |
' HE LEX Redat.. |
' o0 =
: 13°14
L
' 66 o= & =
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| Estopou -al T
ks =
[ tietiestedt Dty Tiesss -"P—J
100 ms o . .
Restart r
esszar ESe0e0e) (1) Logical connection in
:'.J-.J ® the EL6900
o
o
LLJ
K1 Kl
1 - !
L]
Y]
EL6900
BECKHOFF

K2

2.1.1 Parameters of the safe input and output terminals

EL1904
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes

12 Application Guide TwinSAFE - version 1.9.1
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2.1.2 Block formation and safety loops

2.1.2.1 Safety function 1

K1
S1 EL1904 EL6900 EL2904

K2

Functional @
Safety

2.1.3 Calculation

2.1.3.1 PFH/MTTF4/B10gq —values

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

EL6900 — PFH 1.03E-09

S1 - B10qg 100,000

S2 - B10qg 10,000,000

K1 - B10qg 1,300,000

K2 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 10080 (1x per week) (7 days, 24 hours)
Lifetime (T1) 20 years = 175200 hours

2.1.3.2 Diagnostic Coverage DC

Component Value

S1 with testing/plausibility DCavg=99%
K1/K2 with testing and EDM (actuation 1x per week) | DCavg=60%
K1/K2 with testing and EDM (actuation 1x per shift) | DCavg=90%

2.1.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:
__ dop*hop*60

n =
op TZyklus

and:
B10,

MTTFd = m

Application Guide TwinSAFE - version 1.9.1 13
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Inserting the values, this produces:

S1:
230%16x60
op = o = 21,90
MTTF, = =229 — 45662,1y = 399999120h
0,1x21,90
K1/K2:
230%16*x60
Nop = e = 21,90
1300000

and the assumption that S1, K1 and K2 are each single-channel:

1

MTTF; = —
d g
produces for

_01xny,+(1-DC) 1-DC

PFH = B10, ~ MTTFq4
S1:

1-0,99
PFH = = 2,50E — 11

45662,1 * 8760

K1/K2: actuation 1x per week

prH = 17060 o or 14
"~ 593607,3 %8760 '

K1/K2: actuation 1x per shift

prH=— 12090 _Lgp 14
"~ 593607,3 %8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

14 Application Guide TwinSAFE - version 1.9.1
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PFH(K].) + PFH(KZ)

PFHgyes = PFH g1y + PFH(gp1904) + PFHg16000) + PFH(g2904) + B * >

+ (1 = B)? * (PFHky) * PFH ) * T1

Since the portion (1 — B)? = (PFH(Kl) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

7,96E — 11 + 7,96E — 11
2

PFHges = 25E — 11+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
= 3,42E - 09

in the case of actuation 1x per week

or:

192E —11+1,92E — 11
2

PFHyes = 2,5E =11+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
= 3,42E - 09

in the case of actuation 1x per shift

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g
as.

1 1 1 1 1 1
MTTF, gos  MTTF, (S1) T MTTF ,(EL1904) © MTTF, (EL6900) ' MTTF 4(EL2904) & (MTTF, (K1))

with:
B10,4(S1
MTTF,(S1) = 5104(51)
0,1 = Nyp
B10,4(K1
MTTF, (K1) = B104(K1)
0,1 = Nyp

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 _ 10288
d ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - °y
(1 — DC(EL6900)) (1-10,99) 0,01
MTTF,(EL6900) = = = 1108,6y

PFH(EL6900) ~ 1,03E — 09% * 8760" T 9,02E — 062

Application Guide TwinSAFE - version 1.9.1 15
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MITF, (EL2904) (1 - DC(EL2904)) (1-0,99) 0,01 9132
a ~ PFH(EL2904)  1,25E— 091« 87602 CLIE-051 77 y
1
MTTFpges = —5 - T T — = 333,98y
45662,1y = 10288y = 1108,6y = 913,2y  593607,3y
99% 99% 99% 99% 60% 60%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
_ . . ) , , 3 _ 0
DCavg -1 1 1 1 1 1 = 98,96%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
bzw.:
99% 99% 99% 99% 90% 90%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
_ , , , ] ] 3 _ 0
DCavg -1 1 1 1 1 1 = 98,99%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3

c Measures for attaining category 3!
This structure is possible up to category 3 at the most, since an error in the feedback

CAUTION | path of the relays may be undiscovered. In order to attain category 3, all rising and

the feedback expectation!

falling edges must be evaluated together with the time dependence in the controller for

c Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the

CAUTION machine!

MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % =< DC <99 %
high 99 % < DC
Category B 1 2 2 3 3 4
bC none none low medium low medium high
MTTFq
low a - a b b (o -
medium b - c c d -
high - c c d d d e

16
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2.2 ESTOP function variant 2 (Category 3, PL d)

The emergency stop button is connected via two normally closed contacts to an EL1904 safe input
terminal. The testing of the two signals is activated. The signals are not tested for discrepancy. The
restart and the feedback signal are wired to standard terminals and are transferred to TWinSAFE via the
standard PLC. The contactors K1 and K2 are connected in parallel to the safe output. Current
measurement and testing of the output are active for this circuit.
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2.2.1 Parameters of the safe input and output terminals

EL1904
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
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2.2.2

2.2.2.1 Safety function 1

Block formation and safety loops

S1 EL1904 EL6900

EL2904

2.2.3 Calculation

.

Ty

K2

Functional
Safety “

2.2.3.1 PFH/MTTFq/B10g4 — values
Component Value
EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
S1-B10q4 100,000
S2 — B10qg 10,000,000
K1 - B10q¢ 1,300,000
K2 — B10q¢ 1,300,000
Days of operation (dop) 230
Hours of operation / day (hop) 16
Cycle time (minutes) (Tzykius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.2.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing / without plausibility

DCavg:90%

K1/K2 with testing and EDM
(actuation 1x per week)

DCavg:60%

K1/K2 with testing and EDM
(actuation 1x per shift)

DCavg:90%

2.2.3.3 Calculation for block 1

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
_ dop*hop*60
Nop = —Tz
yklus
and:
18
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MTTF, = 210
a= 0,1 *ny,

Inserting the values, this produces:

S1:
230*%16x60
op = e = 21,90
MTTFy = =222 = 45662,1y = 399999120h
K1/K2:
230%x16%60
°P © 10080 21,90
. — 1300000
470,1%21,90

and the assumption that S1, K1 and K2 are each single-channel:

1
MTTF,; = —
d g
produces for
0,1%n,,*(1—-DC) 1-DC

PFH = =
B10, MTTF4
S1:
1-0,90
PFH = =2,50E - 10

45662,1 * 8760

K1/K2: actuation 1x per week

pry—_ 17060 e 11
"~ 593607,3 %8760 '

K1/K2: actuation 1x per shift

prr=— 17990 g 14
"~ 593607,3 %8760

The following assumptions must now be made:

= 593607,3y = 5199997320h

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and

K2 are identical.

Application Guide TwinSAFE - version 1.9.1
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There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for block 1:

PFH(Kl) + PFH(KZ)
2

PFHgyes = PFH g1y + PFH(gp1904) + PFH(gL6000) + PFH(gL2004) + B *
+ (1 — B)? * (PFHyy) * PFH(p)) * T1

Since the portion (1 — B)? * (PFH(,“) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

796E — 11+ 7,96E — 11
2

PFHgee = 2,5E — 10+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
= 3,65E — 09

in the case of actuation 1x per week

or:

192E —11+1,92E - 11
2

PFHyes = 2,5E — 10+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
= 3,65E — 09

in the case of actuation 1x per shift

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g

as:

1 1 1 1 1 1
MTTFy gos MTTF, (S1) T MTTF,(EL1904) T MTTF, (EL6900) T MTTF,(EL2904) T MTTF, (K1)

with:
B10,4(S1)
MTTF,(S1) = — 22
D=1
MTTF, (K1 _ B104(K1)
(K1) =G5
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTE,(EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 L0288
d ~ PFH(EL1904)  1,11E—09i« 87602 " 9,72E — 06+ - oy
MTTE- (ELE900) — (1 - DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E-065 atd
MTTE- (EL2904Y — (1—DC(EL2904)) (1-10,99) 001 9132
a( )= PFH(EL2904)  1,25E — 091 « 87602 CL1E-051 777 y
1
MTTFpges = — - - - —— = 333,98y
45662,1y 1028,8y 1108,6y 913,2y 593607,3y
90% 99% 99% 99% 60% 60%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
—_ ’ ) ) ’ ’ A 0,
DCavg = 1 1 1 1 1 = 98,89%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
bzw.:
90% 99% 99% 99% 90% 90%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
— ’ ) ) ) ) ’ —_ 0,
DCavg = 1 1 1 1 1 = 98,92%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3

Application Guide TwinSAFE - version 1.9.1
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A

CAUTION

Measures for attaining category 3!

This structure is possible only up to category 3 at the most on account of a possible
sleeping error. In order to attain category 3, all rising and falling edges must be
evaluated together with the time dependence in the controller for the feedback

expectation!

A

CAUTION

Implement a restart lock in the machine!

The restart lock is NOT part of the safety chain and must be implemented in the

machine!

MTTFq4
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b C -
medium - c c d -
high - c c d d d e
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2.3 ESTOP function variant 3 (Category 4, PL e)

The emergency stop button is connected via two normally closed contacts to an EL1904 safe input
terminal. The testing of the two signals is activated. These signals are checked for discrepancy. The
restart and the feedback signal are wired to standard terminals and are transferred to TwinSAFE via the
standard PLC. Furthermore, the output of the ESTOP function block and the feedback signal are wired to
an EDM block. This checks that the feedback signal assumes the opposing state of the ESTOP output
within the set time.

The contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing
of the output are active for this circuit.
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2.3.1 Parameters of the safe input and output terminals

EL1904

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes

2.3.2 Block formation and safety loops

2.3.2.1 Block1

S1 EL1904 EL6900

EL2904

2.3.3 Calculation

pi=iiy

K2

Functional @
Safety

2.3.3.1 PFH/MTTF4/B104 — values
Component Value
EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
S1-B10q4 100,000
S2 - B10q4 10,000,000
K1 - B10qg 1,300,000
K2 — B10qg 1,300,000
Days of operation (dop) 230
Hours of operation / day (hop) 16
Cycle time (minutes) (Tzykius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.3.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing/plausibility

DCavg:99%

K1/K2 with testing and EDM
(actuation 1x per week)

DCavg:90%

K1/K2 with testing and EDM
(actuation 1x per shift)

DCavg:99%

24
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2.3.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:

dop*hop*60
Nop = ———
p TZyklus

and:

B10,

MITFy = g

Inserting the values, this produces:

S1:

230*%16x60
Tlop = W = 21,90
MTTF, = 2% — 45662,1y = 399999120h

0,1%21,90

K1/K2:

230%x16%60
nop = W = 21,90

1300000

and the assumption that S1, K1 and K2 are each single-channel:

1
MTTF,; = —
d g
produces for
0,1*ny,*(1—DC) 1-DC

PFH = =
B10, MTTF4
S1:
1-0,99
PFH = = 2,50E — 11

45662,1 * 8760

K1/K2: actuation 1x per week

prr=— 17990 g 14
"~ 593607,3 %8760

K1/K2: actuation 1x per shift

prr=— 1799 g1
"~ 593607,3 %8760

Application Guide TwinSAFE - version 1.9.1
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The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this -factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

2

PFHgyes = PFH(g1y + PFH(gp1904) + PFH(g16000) + PFH(gL2004) + B *
+ (1= B)? * (PFHky) * PFH (i) * T1

Since the portion (1 — B)? * (PFH(,“) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

192E -11+1,92E - 11
2

PFHgee = 2,5E — 11+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
= 3,42E — 09

in the case of actuation 1x per week

or

192E —12+1,92E — 12
2

PFHges = 2,5E — 11+ 1,11E — 09 4+ 1,03E — 09 + 1,25E — 09 + 10% =
= 3,42E - 09

in the case of actuation 1x per shift

26 Application Guide TwinSAFE - version 1.9.1



BECKHOFF New Automation Technology

Circuit examples

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g

as:
1 1 1 1

1 1

MTTFy gos  MTTFy (S1) ¥ MTTF,(EL1904) T MTTF, (EL6900) = MTTF,(EL2904) = MTTF, (K1)

with:
B10,4(S51)
MTTF,;(S1) = ———
a(S1) 01+ny,
B104(K1)
MTTF;(K1) = ——
a(K1) 01+ny,

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a (B LX000) = = L)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 _ 10288
d ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - oy
MTTE- (ELG900) = (1 - DC(EL6900)) (1-0,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E- 063 atd
MITF, (EL2904) = (1 - DC(EL2904)) (1-10,99) 001 9132
a ~ TPFH(EL2904)  125E—093+87605 L1E—o051 = )
1
MTTFpges = — - - - —— = 333,98y
45662,1y 10288y = 1108,6y 913,2y  593607,3y
99% 99% 99% 99% 90% 90%
DCa];g _ 456162,1 10218,8 11(;8,6 9113,2 5936107,3 5936107,3 — 98,99%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
or:
99% 99% 99% 99% 99% 99%
DCa];g — 456162,1 10218,8 11(;8,6 9113,2 5936107,3 5936107,3 — 99'00%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
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c Measures for attaining category 4!
This structure is possible up to category 4 at the most. In order to attain category 4, all
CAUTION | rising and falling edges must be evaluated together with the time dependence in the
controller for the feedback expectation!
A Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the
CAUTION | machine!
MTTFq4
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
MTTE DC none none low medium low medium high
low a - a b b c =
medium - c c d =
high - c c d d d e
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2.4 ESTOP function variant 4 (Category 4, PL e)

The emergency stop button with two normally closed contacts, the restart and the feedback loop are
connected to safe channels of an EL1904 input terminal. The testing of the signals is activated. The two
emergency stop signals are tested for discrepancy. The contactors K1 and K2 are connected in parallel to
the safe output. Current measurement and testing of the output are active for this circuit.
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2.4.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes
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2.4.2 Block formation and safety loops

2.4.2.1 Safety function 1

K1 Functional
unction
Safety “
| sz [ | ELeo4 [T | EL6900 EL2904 s2 EL1904

K2

2.4.3 Calculation

2431 PFH/MTTFq/B10g4 —values

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

EL6900 — PFH 1.03E-09

S1 - B10qg 100,000

S2 - B10qg 10,000,000

K1 - B10qg 1,300,000

K2 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.4.3.2 Diagnostic Coverage DC

Component Value

S1 with testing/plausibility DCavg=99%
S2 with plausibility DCavg=90%
K1/K2 with testing and EDM DCavg=99%
(actuation 1x per shift)

2.4.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B10q values:
From:
_ dop*hop*60

Nop =
p TZyklus

and:

MTTF, = 220
a= 0,1 *ny,
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Inserting the values, this produces:

S1:
230%16*x60
°P © 10080 21,90
MTTFy = =222 = 45662,1y = 399999120h
S2:
230*%16x60
°P T 10080 21,90
MTTFy = =222 = 4566210,0y = 4E10h
K1/K2:
230%x16%60
op = o = 21,90
MTTF, = —200000 _ £53607.3y = 5199997320h
4T 01%21,90 oY=

and the assumption that S1, S2, K1 and K2 are each single-channel:

1
MTTFy = —
d

produces for

0,1*ny,*(1—DC) 1-DC

PFH = B10, ~ MTTF,
S1:
1-0,99
PFH = yeeez1 8760 - >°0E~ 11
S2:
1-0,90
PFH = = 2,50E — 12

4566210,0 x 8760

K1/K2: actuation 1x per shift

pFH=— 999 gk 12
"~ 593607,3 %8760
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The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

2

PFHgyes = PFH(g1y + PFH(gp1904) + PFH(g16000) + PFH(gL2004) + F *
+ (1 - B)Z * (PFH(Kl) * PFH(KZ)) * Tl + PFH(SZ) + PFH(EL1904)

Since the portion (1 — B)? * (PFH(,“) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

192E —12+1,92E — 12
2

PFHgee = 2,5E — 11+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
+ 2,5E —12+1,11E — 09 = 4,53E — 09

in the case of actuation 1x per shift

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy ges £ MTTF g

as.
1 1 . 1 . 1 . 1 . 1
MTTFy 45 MTTF, (S1) ' MTTF4(EL1904) ' MTTF, (EL6900) = MTTF4(EL2904) = MTTF4 (K1)
1 1
+ +
MTTF, (S2) ' MTTF,(EL1904)
with:
B10,4(S1)
MTTF,(S1) = — 22
D=1
B10,(S2)
MTTF,(S2) = — 22
5D =G1s
MTTF, (K1 _ B104(K1)
(K1) =G5
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTE,(EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 1028.8
d ~ PFH(EL1904)  1,11E—09i« 87602 " 9,72E — 06+ - oy
MTTE- (ELE900Y — (1 - DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E-065 atd
MTTE- (EL2904Y — (1—DC(EL2904)) (1-10,99) 001 9132
a( )= PFH(EL2904)  1,25E — 091 « 87602 CL1E-051 777 y
1
MTTFpges = I I I I I I — = 252,1y
45662,1y  1028,8y  1108,6y  913,2y  593607,3y  4566210,0y  1028,8y
99% 99% 99% 99% 90% 90% 90% 99%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
— : : ’ : : : : % — 0
DCCW.Q - 1 1 1 1 1 1 1 1 - 98'99 /0
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
or:
99% 99% 99% 99% 99% 99% 90% 99%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
— ’ ) ) ) ) ’ ) ) — 0,
DCaUg - 1 1 1 1 1 1 1 1 - 99’0/0
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
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j Category
|
This structure is possible up to category 4 at the most.

Note
MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
MTTE DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e

34 Application Guide TwinSAFE - version 1.9.1



BECKHOFF New Automation Technology

Circuit examples

2.5 ESTOP function variant 5 (Category 4, PL e)

The emergency stop button with two normally closed contacts, the restart and the feedback loop are
connected to safe channels of an EL1904 input terminal. The testing of the signals is activated. The two
emergency stop signals are tested for discrepancy. Contactors K1 and K2 are wired to different output
channels. The A2 connections of the two contactors are fed together to ground. The current
measurement of the output channels is deactivated for this circuit. The testing of the outputs is active.
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Logical connection in
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Parameter Value

Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic
EL2904

Parameter Value

Current measurement active No

Output test pulses active Yes
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2.5.2 Block formation and safety loops

2.5.2.1 Safety function 1

K1 Functional
unction
Safety “
| sz [ | ELeo4 [T | EL6900 EL2904 s2 EL1904

K2

2.5.3 Calculation

2531 PFH/MTTFq/B104 — values

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

EL6900 — PFH 1.03E-09

S1 - B10qg 100,000

S2 - B10qg 10,000,000

K1 - B10g 1,300,000

K2 — B10g 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.5.3.2 Diagnostic Coverage DC

Component Value

S1 with testing/plausibility DCavg=99%
S2 with plausibility DCavg=90%
K1/K2 with testing and EDM DCavg=99%
(actuation 1x per shift)

2.5.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
_ dop *hop *60

n =
op TZyklus

and:
B10y,

MITEy = G
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Inserting the values, this produces:

S1:
230%16*x60
°P © 10080 21,90
MTTFy = =222 = 45662,1y = 399999120h
S2:
230*%16x60
°P T 10080 21,90
MTTFy = =222 = 4566210,0y = 4E10h
K1/K2:
230%16%60
°P © 10080 21,90
MTTF, = —200000 _ £53607.3y = 5199997320h
4T 01%21,90 oY=

and the assumption that S1, S2, K1 and K2 are each single-channel:

1
MTTF,; = —
d g
produces for
0,1*n,,*(1—-DC) 1-DC

PFH = B10, ~ MTTF,
S1:
1-10,99
PFH = yege21+8760 >0~ 1
S2:
1-0,90
PFH = = 2,50E — 12

4566210,0 x 8760

K1/K2: actuation 1x per shift

prr=— 1799 g1
"~ 593607,3 %8760

Application Guide TwinSAFE - version 1.9.1
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The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

2

PFngs = PFH(Sl) + PFH(EL1904-) + PFH(EL6900) + PFH(EL2904—) + ﬁ *
+ (1 = B)? x (PFH k1) * PFH(2)) * T1 + PFH(syy + PFHg11004)

Since the portion (1 — B)? * (PFH(,“) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

192E —12+1,92E — 12

PFHgee = 2,5E — 11+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% = >

+ 2,5E —12+1,11E — 09 = 4,53E — 09

in the case of actuation 1x per shift

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy ges £ MTTF g

as:
1 B 1 N 1 N 1 N 1 N 1
MTTngeS_MTTFd (S1)  MTTF;(EL1904) MTTF,; (EL6900) MTTF,;(EL2904) MTTF,; (K1)
1
+ +
MTTF, (§2) = MTTF,(EL1904)
with:
B10,4(S1)
MTTF,;(S1) = ——=
4D =5
B10,4(52)
MTTF,(S2) = ——=
452 =5
B10,4(K1)
MTTF,;(K1) = ———
a(K1) = G
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTE,(EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 L0288
d ~ PFH(EL1904)  1,11E—09i« 87602 " 9,72E — 06+ - oy
MTTE- (ELE900) — (1 - DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E-065 atd
MTTE- (EL2904Y — (1—DC(EL2904)) (1-10,99) 001 9132
a( )= PFH(EL2904)  1,25E — 091 « 87602 CL1E-051 777 y
1
MTTFpges = —7 1 1 1 1 1 T— = 2521y
45662,1y 1028,8y 1108,6y 913,2y 593607,3y 4566210,0y 1028,8y
99% 99% 99% 99% 90% 90% 90% 99%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
DCapg = —3 1 1 1 1 1 1 T = 98,99%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
or:
99% 99% 99% 99% 99% 99% 90% 99%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
DCavg == 1 1 1 1 1 1 = 99.0%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
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j Category
|
This structure is possible up to category 4 at the most.

Note
MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
MTTE DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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2.6 ESTOP function variant 6 (Category 3, PL d)

The emergency stop button with two normally closed contacts, the restart and the feedback loop are
connected to safe channels of an EL1904 input terminal. The testing of the signals is activated. The two
emergency stop signals are tested for discrepancy. Contactors K1 and K2 are wired to different output
channels. The A2 connections of the two contactors are fed together to ground. The current
measurement of the output channels is deactivated for this circuit. The testing of the outputs is not active.
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. Category
|
This structure is possible only up to category 3 at the most on account of a possible
Note sleeping error.
Since the EL2904 terminal has only SIL2 in this application, the entire chain has only
SIL2!

2.6.1 Parameters of the safe input and output terminals (SIL 2)

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904
Parameter Value
Current measurement active No
Output test pulses active No

2.6.2 Block formation and safety loops

2.6.2.1 Safety function 1

S1 EL1904 EL6900 EL2904

K1
S2 EL1904

K2

2.6.3 Calculation

2.6.3.1 PFH/MTTFq/B10g — values

Functional @
Safety

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

EL6900 — PFH 1.03E-09

S1-B10qg 100,000

S2 - B10q 10,000,000

K1 -B104 1,300,000

K2 — B104 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.6.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing/plausibility

DCavg=99%

S2 with plausibility

DCavgzgo%

K1/K2 without testing and with EDM via a safe
input

DCavgzgo%

42
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2.6.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:
Tlop _ do;,*hop*60
Zyklus
and:
B10,
MTTF,; = 01~ oy

Inserting the values, this produces:

S1:
230*%16x60
°P — 10080 21,90
MTTFy = =2 = 45662,1y = 399999120h
S2:
230%x16%60
nop = W = 21,90
MTTF, = 22220 = 4566210,0y = 4E10h
K1/K2:
230*%16x60
Tlop = W = 21,90
MrTE, = —220099 _ £53607.3y = 5199997320h
4T 01%21,90 Y=

and the assumption that S1, S2, K1 and K2 are each single-channel:

1
MTTFy = —
d

produces for

0,1*n,,*(1-DC) 1-DC

PFH = -
B10, MTTF4
S1:
pFH=— 999 11
"~ 45662,1 8760
S2:
1-10,90
PFH = = 2,50E — 12

4566210,0 * 8760

K1/K2: actuation 1x per shift

pFH=— 999 gk 12
"~ 593607,3 %8760

Application Guide TwinSAFE - version 1.9.1
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The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

2

PFHgyes = PFH(g1y + PFH(gp1904) + PFH(g16000) + PFH(gL2004) + B *
+ (1 - B)Z * (PFH(Kl) * PFH(KZ)) * Tl + PFH(SZ) + PFH(EL1904)

Since the portion (1 — B)? * (PFH(,“) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

192E —12+1,92E — 12
2

PFHgee = 2,5E — 11+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
+ 2,5E —12+1,11E — 09 = 4,53E — 09

in the case of actuation 1x per shift

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy ges £ MTTF g

as.
1 1 . 1 . 1 . 1 . 1
MTTFy 45 MTTF, (S1) ' MTTF4(EL1904) ' MTTF, (EL6900) = MTTF4(EL2904) = MTTF4 (K1)
1 1
+ +
MTTF, (S2) ' MTTF,(EL1904)
with:
B10,4(S1)
MTTF,(S1) = — 22
D=1
B10,(S2)
MTTF,(S2) = — 22
5D =1
MTTF, (K1 _ B104(K1)
(K1) =G5
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTE,(EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 1028.8
d ~ PFH(EL1904)  1,11E—09i« 87602 " 9,72E — 06+ - Y
MTTE- (ELE900Y — (1—DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E- 065 atd
MTTE- (EL2904) — (1—DC(EL2904)) (1-10,99) 001 9132
a( )= PFH(EL2904)  1,25E — 091 « 87602 CL1E-051 777 y
1 —
MTTFpges = —7 1 1 1 L1 — = 2521y
45662,1y = 1028,8y = 1108,6y = 913,2y = 593607,3y = 4566210,0y = 1028,8y
99% 99% 99% 99% 90% 90% 90% 99%
_45662,1 1028,8 1108,6 = 913,2 593607,3 593607,3 = 4566210,0 1028,8 __ )
DCavg - 1 1 1 1 1 1 1 1 - 98'99 %o
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
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7]

Note

Category

sleeping error.

This structure is possible only up to category 3 at the most on account of a possible

Since the EL2904 terminal has only SIL2 in this application, the entire chain has only

SIL2!
MTTFq4
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b (o -
medium - c c d -
high - c c d d d e
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2.7 ESTOP function variant 7 (Category 4, PL e)

The emergency stop button with two normally closed contacts, the restart and the feedback loop are
connected to safe channels of an EL1904 input terminal. The testing of the emergency stop button is
deactivated on both channels. The sensor test is activated for the restart button and the feedback loop.
The two emergency stop signals are tested for discrepancy. The contactors K1 and K2 are connected in
parallel to the safe output. Current measurement and testing of the output are active for this circuit.
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2.7.1 Parameters of the safe input and output terminals
1. EL1904
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active not used
Sensor test channel 3 active No
Sensor test channel 4 active No
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
2. EL1904
Parameter Value
Sensor test channel 1 active not used
Sensor test channel 2 active not used
Sensor test channel 3 active Yes
Sensor test channel 4 active not used
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes

2.7.2 Block formation and safety loops

2.7.2.1 Safety function 1

K1

Functional
Safety <

S1 EL1904 EL6900 EL2904

S2 EL1904

.

]_

K2

2.7.3 Calculation

2.7.3.1 PFH/MTTFq/B10q4 — values
Component Value
EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
S1-B10qg 100,000
S2 — B10qg 10,000,000
K1 - B10q¢ 1,300,000
K2 — B10q¢ 1,300,000
Days of operation (dop) 230
Hours of operation / day (hop) 16
Cycle time (minutes) (Tzykius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours

2.7.3.2 Diagnostic Coverage DC

Component

Value

S1 with plausibility

DCavgzgo%

S2 with testing

DCavgzgo%

K1/K2 with testing and EDM
(actuation 1x per shift)

DCavg=99%
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2.7.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:
dop*hop*60

n =
op TZyklus

and:

B10,
MTTF,; = —0,1 < Top
Inserting the values, this produces:

S1:
230+16%60
°P T 10080 = 21,90

100000
MTTF, = 0,1%21,90

= 45662,1y = 399999120h

S2:
230%16+60
°P 7 10080 = 21,90

10000000
MTTF, = 0,1¥21,90

= 4566210,0y = 4E10h

K1/K2:

= 230+16+60
°P 7 10080

1300000
0,1%21,90

= 21,90

MTTF,; = = 593607,3y = 5199997320h

and the assumption that S1, S2, K1 and K2 are each single-channel:

1

MTTF,; = —
d g
produces for

0,1*n,,*(1—DC 1—-DC
PFH = on * ( )_

B10, ~ MTTFq
S1:
1-0,90
PFH = yee6z1 8760 - > 0B~ 10
S2:
pRH = — 990 ocop 12

4566210,0 = 8760

K1/K2: actuation 1x per shift and direct feedback

prr=— 1799 g1
"~ 593607,3 %8760
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The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

2

PFngs = PFH(Sl) + PFH(EL1904-) + PFH(EL6900) + PFH(EL2904—) + ﬁ *
+ (1 = B)? x (PFH k1) * PFH(i2)) * T1 + PFH(syy + PFH g 1004)

Since the portion (1 — B)? * (PFH(,“) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

192E —12+1,92E — 12
2

PFHgee = 2,5E — 10+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
+ 2,5E —12+1,11E — 09 = 4,75E — 09

in the case of actuation 1x per shift

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy ges £ MTTF g

as.
1 1 . 1 . 1 . 1 . 1
MTTFy 45 MTTF, (S1) ' MTTF4(EL1904) ' MTTF, (EL6900) = MTTF4(EL2904) = MTTF, (K1)
1 1
+ +
MTTF, (S2) ' MTTF,(EL1904)
with:
B10,4(S1)
MTTF,(S1) = — 22
D=1
B10,(S2)
MTTF,(S2) = — 22
5D =1
MTTF, (K1 _ B104(K1)
(K1) =G5
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTE,(EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 1028.8
d ~ PFH(EL1904)  1,11E—09i« 87602 " 9,72E — 06+ - Y
MTTE- (ELE900Y — (1—DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E- 065 atd
MTTE- (EL2904) — (1—DC(EL2904)) (1-10,99) 001 9132
a( )= PFH(EL2904)  1,25E — 091 « 87602 CL1E-051 777 y
1 = 25
MTTFpges = L1 1 [ S S S 2521y
45662,1y = 1028,8y = 1108,6y = 913,2y = 593607,3y = 4566210,0y  1028,8y
90% 99% 99% 99% 90% 90% 90% 99%
_45662,1 1028,8 1108,6 = 913,2 593607,3 593607,3 = 4566210,0 1028,8 __ 0
DCavg - 1 1 1 1 1 1 1 1 - 98'94A)
45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8
or:
90% 99% 99% 99% 99% 99% 90% 99%
__45662,1 1028,8 1108,6 913,2 593607,3 593607,3 4566210,0 1028,8 __ 0
DC(WQ - 1 1 1 1 1 1 1 1 - 98’95 %o
45662,1 1028,8 1108,6 = 913,2 593607,3 593607,3 = 4566210,0 1028,8
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j Category

|

N This structure is possible up to category 4 at the most.
ote

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
MTTE DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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2.8 Protective door function variant 1 (Category 3, PL d)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs
of an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms). The
feedback loop is read in via a standard input and transferred to TwWinSAFE via the standard PLC. The
contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of

the output are active for this circuit.

OPEN i‘_—? _#2| Hachine Monoing
T-I‘-;T et Manisl function test
,,,,,,,,, o -
s1 Bleees . Ce=| &
x L} Y% | [ Horint.. |—— ’
T _I.s_zua et MoninZ.., ﬂt‘)) s E
=3 - . m .
17418’ --.' _* N
ffffff | = H & 211 ;
sy '
CLOSED W .
ww 2] I ' i
= » B
= e ren) LT
b )
H oantes |, Y
I () o e R
(1) ] [ Activated ::
E ] o
K1 0 I
0 LI
H K}
tat
LI
K2 sm.
2.8.1 Parameters of the safe input and output terminals
EL1904 (applies to all EL1904 used)
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
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2.8.2 Block formation and safety loops

2.8.2.1 Safety function 1

S2
2.8.3 Calculation

EL1904 EL6900 EL2904

e

Functional
Safety “

K2

2.8.3.1 PFH/MTTFq/B10g4 — values
Component Value
EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
S1-B10q4 1,000,000
S2 — B10qg 2,000,000
K1 - B10q¢ 1,300,000
K2 — B10q¢ 1,300,000
Days of operation (dop) 230
Hours of operation / day (hop) 16
Cycle time (minutes) (Tzykius) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

2.8.3.2 Diagnostic Coverage DC

Component

Value

S1/S2 with testing/plausibility

DCavg:99%

K1/K2 with testing and EDM

DCavg:90%

2.8.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
dop*hop*60

Nop =
p TZyklus

and:

B10,

MTTFd = m

Inserting the values, this produces:

54
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S1:
230*%16x60
Nop = ——— = 14720
MTTF, = =200 _ 79 3y = 5951087h
0,1%14720
S2:
230*%16x60
Nop = ——— = 14720
MTTF, = 22999 _ 13587y = 11902174h
0,1%14720
K1/K2:
230%x16%60
Mop = ———— = 14720
1300000
MTTF, = —————— = 883,2y = 7736413h
4= 01+14720 y = 7736413

and the assumption that S1, S2, K1 and K2 are each single-channel:

1
MTTF,; = —
d g
produces for
0,1*ny,*(1—DC) 1-DC

PFH = B10, ~ MTTF,
S1:
1-0,99
PFH = oo o = L68E — 9
S2:
1-0,99
PFH = 13587 +8760 _ 0E 10
K1/K2
1-0,90
PFH = g —omes = 129E — 8

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the

combination!

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
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K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFH(S]_) + PFH(SZ)
2

+ PFH(g12904) + B *

PFHges = B * +(1=p)x (PFH(Sl) * PFH(SZ)) *T1 4+ PFH(g11904) + PFHgL6900)

> + (1 — B)? * (PFHgy) * PFH(p)) * T1

Since the portions (1 — B)? * (PFHsy) * PFH(s2)) * T1 and (1 — B)? * (PFHxy) * PFH4)) * T1 are smaller
than the rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification

to:
1,68E — 09 + 1,68E — 09
PFHges = 10% * > + 1,11E - 09+ 1,03E — 09 + 1,25E — 09 + 10%
1,29E — 08 + 1,29EF — 08
* > = 4,85E — 09

The MTTFq value for block 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy ges £ MTTF g

as:

1 1 1 1 1 1
MTTF, 3o  MTTF, (S1) T MTTF,(EL1904) * MTTF, (EL6900) * MTTF,(EL2904) © MTTF, (K1)

with:
B10,4(S1)
MTTF,(S1) = — 22
D=7
B10,(S2)
MTTF,(S2) = —2—=2
GO vy
MTTF, (K1 _ B104(K1)
(K1) =G5
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a (BL0o) = = E o)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 1028.8
a ~ PFH(EL1904)  1,11E—09i« 87602 ~972E-063 ad
MTTE- (ELE900Y — (1—DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 "~ 9,02E — 062 h e
MTTE- (EL2904) — (1—DC(EL2904)) (1-10,99) 001 9132
a )= PFH(EL2904)  125E—091%8760% ~ 1L1E—055 y
1
MTTFpges = — - - - —= 1794y
679,3y + 1028,8y + 1108,6y + 913,2y ' 8832y
99% 99% 99% 99% 99% 90% 90%
Dcavg _ 6719,3 13518,7 10218,8 11(;8,6 9113,2 8813,2 88i'3,2 — 96,26%
679,3 + 1358,7 + 1028,8 + 1108,6 + 913,2 883,2 883,2
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A

CAUTION

Measures for attaining category 3!

This structure is possible only up to category 3 at the most on account of a possible
sleeping error. In order to attain category 3, all rising and falling edges must be
evaluated together with the time dependence in the controller for the feedback
expectation!

MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCa\/g
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % = DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c -
medium - c c d -
high - c c d d d e
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2.9 Protective door function variant 2 (Category 4, PL €)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs
of an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms). The
feedback loop is read in via a safe input. The contactors K1 and K2 are connected in parallel to the safe

output. Current measurement and testing of the output are active for this circuit.
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2.9.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

0708
L=l
=-s
25

(1]

[ 1)

&Fa

L]

L L}

=

[ I}

—

L L

L1

2
&

Logical connection in
the EL6900

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes
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2.9.2 Block formation and safety loops

2.9.2.1 Safety function 1

S1 K1
EL1904 EL6900 EL2904 EL1904

S2 K2

Functional
Safety “

2.9.3 Calculation

29.3.1 PFH/MTTFq/B10g4 — values

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09

S1 - B10qg 1,000,000

S2 - B10qg 2,000,000

K1 - B10qg 1,300,000

K2 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

2.9.3.2 Diagnostic Coverage DC

Component Value
S1/S2 with testing/plausibility DCavg=99%
K1/K2 with testing and EDM DCavg=99%

2.9.3.3 Calculation for block 1

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
dop*hop*60

Nop =
p TZyklus

and:

MTTF, = 220
a= 0,1 *ny,
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Inserting the values, this produces:

S1:
nop — 230*%16x60 — 14720
MTTF, = 2299 _ 6793y = 5951087h
0,1%14720
S2:
nop — 230*%16x60 — 14720
MTTF, = 22999 _ 13587y = 11902174h
0,1%14720
K1/K2:
230%x16%60
Nop = 20 = 14720
1300000
MTTF, = —————— = 8832y = 7736413h
4= 0,1+ 14720 y

and the assumption that S1, S2, K1 and K2 are each single-channel:

MTTF,; = —
d A

produces for

0,1*ny,*(1—DC) 1-DC

PFH = B10, ~ MTTF,
S1:
1-0,99
PFH = oo o = L68E — 9
S2:
1-0,99
PFH = 13587 +8760 _ 010
K1/K2
pRH = —— 999 _ 1398 — 09
883,2+ 8760
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The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

" PFH(S]_) + PFH(SZ)
2

+ PFHg12904) + B *

PFHy s = B +(1=p) = (PFH(Sl) * PFH(SZ)) * T1 4+ PFH(g11904) + PFHgL6900)

2

+ (1 — B)? * (PFH(kyy * PFH)) * T1 + PFH (g11004)

Since the portions (1 — B)? * (PFHsy) * PFH(s2)) * T1 and (1 — B)? * (PFH gy * PFH4)) * T1 are smaller
than the rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification

to:

1,68E — 09 + 1,68E — 09
PFHg,s = 10% = > +1,11F — 09 + 1,03E — 09 + 1,25E — 09 + 10%
1,29E — 09 + 1,29E — 09

*

2

+ 1,11E — 09 = 4,80E — 09

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy ges £ MTTF g

as.
1 1 . 1 . 1 .\ 1 .\ 1
MTTFy gos MTTF,; (S1)  MTTF,(EL1904)  MTTF, (EL6900) = MTTF,(EL2904) = MTTF, (K1)
1
+ MTTF,(EL1904)
with:
B10,(51)
MTTF,(S1) = —2""2
D= gre
B10,(52)
MTTF,(S2) = —2"22
6D =gre
MTTF, (K1 _ B104(K1)
(K1) =G5
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTE,(EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 1028.8
d ~ PFH(EL1904)  1,11E—09i« 87602 " 9,72E — 06+ - oy
MTTE- (ELE900Y — (1 - DC(EL6900)) (1-10,99) 001 110856
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E-062 ol
MTTE (EL2904) = (1 - DC(EL2904)) (1-10,99) 001 9132
a( )= PFH(EL2904)  1,25E — 09% 8760% " 1,1E - 055 e
MTTF, 1 152,7y
Dges = = )
1 + 1 + 1 + 1 + 1 1

679,3y ' 10288y ' 1108,6y ' 9132y ' 8832y ' 10288y

99% + 99% + 99% 99% 99% + 99% 99% 99%
679,3 ° 1358,7 = 1028,8 = 1108,6 = 913,2 @ 883,2  883,2 = 10288 __ 99 0%
= , (1)

1 1 1 1 1 1 1 1
679,3 + 1358,7 + 1028,8 + 1108,6 + 913,2 + 883,2 + 883,2 © 1028,8

DCypg =

Application Guide TwinSAFE - version 1.9.1 63



Circuit examples BECKHOFF New Automation Technology

j Category

|

N This structure is possible up to category 4 at the most.
ote

MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % =<DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c =
medium b - b c c d =
high - c c d d d e
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2.10 Protective door function with range monitoring
(Category 4, PL €)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs
of an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms). The
feedback loop is read in via a safe input. The proximity switches S3 and S4 are wired to safe inputs and
detect, for example, when a dangerous machine part is in a safe position so that the protective door may
be opened when the machine is running. The testing of these inputs is deactivated so that the static 24 V
voltage of the sensors can be used.

The contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing
of the output are active for this circuit.
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2.10.1 Parameters of the safe input and output terminals

EL1904 (upper EL1904 on the drawing)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL1904 (lower EL1904 on the drawing)

Parameter Value
Sensor test channel 1 active No

Sensor test channel 2 active No

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL2904 (applies to all EL2904 used)

Parameter Value
Current measurement active Yes
Output test pulses active Yes

2.10.2 Block formation and safety loops

2.10.2.1 Safety function 1

S1 K1
EL1904 EL6900 EL2904

S2 K2

Functional
Safety Y

S3

EL1904

S4
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2.10.3 Calculation

2.10.3.1 PFH/MTTFq4/B10q — values

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09

S1 - B10qg 1,000,000

S2 - B10qg 2,000,000

S3 - B10qg 20,000,000

S4 - B10qg 20,000,000

K1 - B10qg 1,300,000

K2 — B10g 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

2.10.3.2 Diagnostic Coverage DC

Component

Value

S1/S2 with testing/plausibility

DCavg:99%

S3/S4 with without testing / with plausibility

DCavg=90%

K1/K2 with testing and EDM

DCavg=99%

2.10.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:
__ dop*hop*60

n =
op TZyklus

and:
B10,

MTTFy = 5= -~

Inserting the values, this produces:

S1:

_ 230%16%60

Nop = = 14720

1000000

MTTF, = 0,1¥14720

Application Guide TwinSAFE - version 1.9.1

= 679,3y = 5951087h

67




Circuit examples

BECKHOFF New Automation Technology

S2:

230%16%60
nop = T = 14720
MTTF, = =222 = 1358,7y = 11902174h
S3:

230%16%60
nop = T = 14720
MTTF, = 22222 = 13586,9y = 11902173%h
S4:
Ny = 230416560 _ 1 49
MTTF, = =222 = 135869y = 119021739%h
K1/K2:

230%16+60
Nop =~ — 14720

1300000

and the assumption that S1, S2, S3, S4, K1 and K2 are each single-channel:
MTTF,; = !

d — Ad

produces for
0,1*ny, *x(1—DC) 1-DC

PFH = B10, ~ MTTF,
S1:

1-0,99
PFH = oo omes = L6BE — 9
S2:

1-0,99
PFH = 13eg7+8760 - O4E 10
S3/S4:

1-0,90

PFH = 1358698760 O1E— 10
K1/K2

1-0,99
PFH = g = 129E — 9
68
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The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

The proximity switches S3/S4 are monitored for plausibility (temporal/logical) and are type A systems
according to EN61508 (simple components whose behavior under error conditions is fully known). The
safe position is driven to once per shift.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFHs1\s2\£11904) T PFH(s3\s4\EL1904)
) +(1- .3)2 * (PFH(Sl\SZ\EL19O4) * PFH(S3\S4\EL19O4—)) *T1

2

PFHyes = B *

+ PFHg16900) + PFH(g12004) T B * +(1- .3)2 * (PFH(m) * PFH(KZ)) *T1
Slnce the pOftIOﬂS (1 - ﬁ)z * (PFH(51\52\5L1904) * PFH(S3\S4\EL1904)) * Tl aﬂd (1 - ﬁ)z * (PFH(Kl) *
PFH(KZ)) * T1 are smaller than the rest by the power of ten, they are neglected in this and all further
calculations for the purpose of simplification.

to:
PFH g1y + PFH (g, 1,68F — 09 + 8,4E — 10
PFHs1\s2\EL1904) = B * > + PFH(g11904) = 10% * > +1,11E - 09
=1,24E — 09
PFH(s3) + PFH g4y 8,4E — 10 + 8,4E — 10
PFH(s3\sa\EL1904) = B * > + PFH(g11904) = 10% * 5 +1,11E — 09
=1,19E — 09
1,24E — 09 + 1,19E — 09 1,29E — 09 + 1,29E — 09
PFHges = 10% * 5 + 1,03E — 09 + 1,25E — 09 + 10% * 5
=2,53E — 09
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The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g

as:

1 1 1 1 1 1
MTTF, 3o MTTF, (S1) ¥ MTTF,(EL1904) © MTTF, (EL6900) « MTTF,(EL2904) & MTTF, (K1)

with:
B104(S1)
MTTF,(S1) = ——=
(D) =7 o
B10,4(52)
MTTF,(S2) = —2——2
D =G1s
B10,4(S3)
MTTF,(S3) = —+——~
a(83) 01+ny,
B10,4(54)
MTTF,(S4) = —+———~
ACOR
MTTF, (K1) = 5104(K1)
d 0,1*n0p

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 — DC(ELxxx))

MTTF,(EL =
a (BLx000) = = )

Hence:

MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 10283
d ~ PFH(EL1904)  1,11E— 091« 87602 ~ 972E— 063 - el

MTTE (ELE900) — (1 - DC(EL6900)) (1-0,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091« 8760% ~ 9,02E- 061 atd

(1 — DC(EL2904)) (1-0,99) 0,01
MTTF,(EL2904) = = =913,2y

PFH(EL2904)  125E-— 09%+8760%  L1E— 05
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1
MTTFpges = —3 I 1 — = 177,3y
679,3y 10288y 11086y 913,2y 8332y
99% 99% 90% 90% 99% 99% 99% 99% |, 99% , 99%
6793 13587 13586,9 13586,9 1028,8 10288 11086 9132 8332 8332
—_— ) ) )y ) ) ) ) ’ ) ’ —_ 0
DCaUg -1 1 1 1 1 1 1 1 1 1 98’85A)
679,3 1358,7 13586,9 13586,9 1028,8 1028,8 1108,6 913,2 833,2 833,2
i Category
This structure is possible up to category 4 at the most. The monitoring of sensors S3
Note and S4 must be temporally and logically programmed.

MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq < 10 years
medium 10 years < MTTFq < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % < DC
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
— DC none none low medium low medium high
low a - a b b c -
medium b - c c d -
high - C c d d d e
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2.11 Protective door function with guard lock (Category 4, PL
e)

The protective door has two contacts, S1 ‘door closed’ and S2 ‘door closed and locked’, which are wired
to safe inputs of an EL1904. The testing of the inputs is active. Checking of the signals for discrepancy
cannot take place, because there is no temporal relationship between the signals. The feedback loop and
the restart signal are read in via a safe input. The testing of the inputs is active here also. The contactors
K1 and K2 are connected in parallel to the safe output. Current measurement and testing of the output
are active for this circuit.

The guard lock is switched via 2 safe inputs in which testing is active. Testing and current measurement
is active on the safe output for the guard lock.

OPEN

T

0
0
0
0
#2 Machine Manitaring ]
]
;
Manual function test [] 0
]
CLOSED 4
'
— ]
Morinl
& '
ot -2 ;
M 0
0
2|
-3 0
>1 ;
0
' = |
& o =
2| H . = . -
' m— Logical connection in
cee
Vot || ===t Wm the EL6900
(1]
Delay Time R
100 ms 2 m-m
-+
] Activated _i%
Klx
oy
(1]
00
iy
BECKHOFF
Set.. | SR
Reset. |

2.11.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

72 Application Guide TwinSAFE - version 1.9.1



BECKHOFF New Automation Technology

Circuit examples

EL2904 (applies to all EL2904 used)

Parameter Value
Current measurement active Yes
Output test pulses active Yes

2.11.2 Block formation and safety loops

2.11.2.1 Safety function 1

S1

Lock
S2 | EL2904

UnLock

2.11.3 Calculation

2.11.3.1 PFH/MTTFq/B104 —values

EL1904 EL6900

I~ | Guard-Lock

Functional
Safety <

K1
EL2904 EL1904

Restart

K2

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09

S1 - B10qg 2,000,000

S2 - B10qg 2,000,000
Restart - B10qg 10,000,000
Lock — B10g 100,000

Unlock — B10g 100,000

K1 - B10qg 1,300,000

K2 — B10g 1,300,000
Guard lock — B104 2,000,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours
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2.11.3.2 Diagnostic Coverage DC

Component

Value

S1 with testing

DCavg=90%

S2 with testing and expectation

DCavg=99%

Lock/unlock with testing/plausibility

DCavg:99%

Restart DCavg=99%
K1/K2 with testing and EDM DCavg=99%
Guard Lock DCavg=99%

2.11.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
__ dop*hop*60

n =
op TZyklus

and:
B10,

MTTFy = 50 -

Inserting the values, this produces:

S1:
230%16x60
nop = T = 14720
MTTF, = 2220 _ 1358,7y = 11902174h
0,1x14720
S2:
230%16%60
nop = T = 14720
MTTF, = 2220 _ 1358,7y = 11902174h
0,1x14720

Lock/Unlock:
_ 230*16x60

Nop = ———— = 14720
MTTF, = —2%%9 _ 47,9y = 595108h
0,1¥14720
K1/K2:
230%16*%60
nop = T = 14720
1300000
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Restart:
230*%16x60
Nop = o0 = 14720
MTTF, = 2222999 _ £793 5y = 59511060h
0,1%14720
Guard lock:
230*%16x60
Nop = o0 = 14720
MTTF, = 22999 _ 13587y = 11902173h
0,1%14720

and the assumption that S1, S2, S3, S4, K1, K2 and the guard lock are each single-channel:

1
MTTFy = —
d

produces for
0,1*n,,*(1-DC) 1-DC

PFH = B10, ~ MTTF,
S1:
1-0,90
PFH = 13587 = 8760 = 8,40E — 09
S2:
1-0,99
PFH = 13587 = 8760 = 8,40E — 10
Lock/Unlock:
1-0,99
PFH = —67,9 > 8760 = 1,68E — 08
Restart:
1-0,90
PFH = 6793.5 8760 =1,68E — 09
K1/K2
1-0,99
PFH 2—883,2 = 8760 = 1,29E - 09
Guard lock:
1-0,99
PFH = = 8,40E — 10

1358,7 * 8760
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The following assumptions must now be made:

The door switches S1/S2 must both be actuated. Since the switches have different values, but the
complete protective door switch consists of a combination of normally closed and normally open contacts
and both switches must function, the poorer of the two values (S1) can be taken for the combination!

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

The guard lock is mechanically connected to the switch S2 in such a way that a separation of the coupling
is impossible.

The restart is monitored, so that a signal change is only valid once the door is closed.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFH 52\ Lock\Unlock\EL2904\Zuhaltung) T PFH(s1) 5
> +(1-p)

* (PFH(SZ\Lock\Unlock\ELZ904\Zuhaltung) * PFH(s1)) * T1 + PFH(g1004) + PFH(gL6900)
PFH(Kl)‘I'PFH(Kz) 2

+PFH(EL2904)+:B* 2 +1-p5 *(PFH(Kl)*PFH(KZ))*T1+PFH(EL19O4)

+ PFH(Restart)

PFHges = B *

Since the portions (1 — §)? « (PFH(x) * PFH(y)) * T'1 are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:

PFH(Lock) + PFH(Unlock)

PFH 53\ Lock\Unlock\EL2904\Zuhaltung) = PFH(s2) + B * > + PFHg12004) + PFH(zunaitung)
1,68E — 08 + 1,68F — 08
=8,4E — 10 + 10% = > + 1,25E — 09+ 84E — 10 = 4,61E — 09

4,61E — 09 + 84E — 09
PFHg,s = 10% = +1,11E — 09+ 1,03E — 09 + 1,25E — 09 + 10%

2
1,29E — 09 + 1,29E — 09
*
2

+1,11E - 09 + 1,68E — 09 = 6,96E — 09
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The MTTF4 value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g

as:
1 1

1 1

MTTFy gos  MTTF, (S2|Lock|Unlock|EL2904|Guardlock) * MTTF,(EL1904) T MTTF, (EL6900)
1 1

1 1

¥ MTTF,(EL2904) ¥ MTTF, (K1) | MTTF, (EL1904) X MTTF, (Restart)

with:
B104(S1)
MTTF;(81) = ——
5D =y
B104(52)
MTTF;(82) = ———
G
MTTF. (Lock _ B104(Lock)
4 (Lock) = 01 %y,
MTTF. (Unlock _ B104(Unlock)
7 (Unlock) = 01+ny,
B104(Guard lock)
MTTF;(Guard lock) =
0,1 *ngy,
B10,4(K1
MTTF, (K1) = B104(K1)
0,1 *ng,

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a(BLaooc) = = B lvxr)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 10288
d ~ PFH(EL1904)  L11E-09%+8760% 9,72E—06L "
MTTE (L6900, = (L= DC(EL6900)) _ (1-0,99) _ 001 e
al ) = T PFH(EL6900) ~ 1,03 - 09%+ 87601 ~ 9,02E— 065 o
MTTE (L2904, — (L~ DC(EL2904)) _ (1-10,99) __ 001 o,
al ) = TPFH(ELZ904) 1,256 09+ +8760% ~ 1,1E—05; " y
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MTTF;(S2|Lock|Unlock|EL2904|Guard lock)

1
- 1 1 1 1
MTTF4(S2) = MTTFg(Lock) =~ MTTF4(EL2904) = MTTFq(Guard lock)
= 1 I I — = 57,82y
1358,7y 67,9y 9132y = 1358,7y
1
MTTFpges = —3 1 I I 1 T — = 44,41y
57,82y = 1028,8y = 11086y 9132y 8832y 10288y  6793,5y
99% 99% 99% 99% 99% 99% 99% 99% 99% 99% 99% 99% 90%
DC _ 57,82 1358,7 67,9 67,9 913,2 1358,7 1028,8 1108,6 913,2 883,2 883,2 1028,8 6793,5
avg — 1 1+L+L+1+1 1 1 1+1+1+1 1
57,82 1358,7 67,9 67,9 913,2 1358,7 1028,8 1108,6 913,2 883,2 883,2 1028,8 6793,5
= 98,98%
j Category
This structure is possible up to category 4 at the most.
Note
MTTFq
Designation for each channel Range for each channel
low 3 years < MTTF4 < 10 years
medium 10 years £ MTTFq4 < 30 years
high 30 years < MTTF4 < 100 years
Dcavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c =
medium - c c d =
high - c c d d d e
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2.12 Two-hand controller (Category 4, PL e)

The two-hand buttons each consist of a combination of normally closed and normally open contacts on
safe inputs of an EL1904. The testing of the inputs is active and the signals are tested for discrepancy
(200 ms). In addition, the synchronous actuation of the two buttons is activated with a monitoring time of
500 ms.

The feedback loop is read in via a safe input. The contactors K1 and K2 are connected in parallel to the
safe output. Current measurement and testing of the output are active for this circuit.

# 6 Two Hand control m———
4 05L_08! 07..08!
rm
TwoHandl... &
3B > 200 g
TwoHandz, ., [———
Diskrepanz
500 ms
TwoHandCuk
TwoHand3.., S
a» > 200ms |4
TwoHand4,., [———
1
.
.
H 7 EDM control
e L no E
H state —
' "
' P o
: Error ID - .
' .b.’ Logical connection in
reeee | [ —— Epm i e the EL6900
2|
............. o} K L
ol
Swikch On Manitoring L LI
500 ms - _..
af
switch Off Maritoring -m
500 ms 2 ..
£16900
BECKHOFF

2.12.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes
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2.12.2 Block formation and safety loops

2.12.2.1 Safety function 1

s1 K1 o &
EL1904 EL6900 EL2904 EL1904

S2 K2

2.12.3 Calculation

2.12.3.1 PFH/MTTFq/B10q4 — values

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09

S1 - B10q4 20,000,000

S2 - B10qg 20,000,000

K1 -B104 1,300,000

K2 — B10q 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 1 (1x per minute)
Lifetime (T1) 20 years = 175200 hours

2.12.3.2 Diagnostic Coverage DC

Component Value
S1/S2 with testing/plausibility DCavg=99%
K1/K2 with testing and EDM DCavg=99%

2.12.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
dop*hop*60

Nop =
p TZyklus

and:
B10,

MITFy = G
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Inserting the values, this produces:

S1/S2:

Moy = =" = 220800

MTTF, = % = 905,8y = 7934783h

K1/K2:

Moy = 2" = 220800

MTTF, = —S209%9 _ _ 549, — 515760k
47 01+%220800 77

and the assumption that S1, S2, K1 and K2 are each single-channel:

1
MTTF,; = —
d A
produces for
0,1*n,,*(1-DC) 1-DC

PFH = _
B10, MTTF,
S1/S2:
prr= 1799 k09
~ 905,8y 8760
K1/K2
prH=— 9% _ 1935 _¢
"~ 58,9x8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and

K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,

overtemperature in the control cabinet).
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This produces for the calculation of the PFH value for safety function 1:

" PFH(S]_) + PFH(SZ)
2

+ PFH(g12904) + B *

PFHyes = B +(1=p)x (PFH(Sl) * PFH(SZ)) *T1 4+ PFH(g1904) + PFHgL6900)

2

+ (1 — B)? x (PFHky) * PFH(2)) * T1 + PFH(g 1004

Since the portions (1 — B)? * (PFHsy) * PFH(s2)) * T1 and (1 — B)? * (PFH gy * PFH4)) * T1 are smaller
than the rest by the power of ten, they are neglected in this and all further calculations for the purpose of
simplification.

to:
1,26E — 09 + 1,26E — 09
PFHges = 10% * . +1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10%
1,93E — 08 + 1,93E — 08
* . +1,11E — 09 = 6,56E — 09

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy gos £ MTTF g

as:
1 B 1 N 1 N 1 N 1 N 1
MTTngeS_MTTFd (S1)  MTTF;(EL1904) MTTF,; (EL6900) MTTF;(EL2904) MTTF, (K1)
1
+ MTTF4(EL1904)
with:
B10,4(S1)
MTTF,;(S1) = ——
4D =53
B10,4(52)
MTTF,(S2) = ——
a(52) = 53
B104(K1)
MTTF,;(K1) = ———
a(K1) = G

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 — DC(ELxxx))

MTTF,;(ELxxxx) = PFH (ELxxx)
Hence:
MTTF, (EL1904) = (1 - DC(EL1904)) B (1-0,99) B 0,01 _ 10288
d ~ PFH(EL1904)  1,11E-09%+8760F ~ 9,72E—061 y
(1 — DC(EL6900)) (1-0,99) 0,01
MTTF,(EL6900) = = = 1108,6y

PFH(EL6900)  1,03E — 09% « 8760" T 9,02E— 062
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MTTE (EL2904Y — (1 - DC(EL2904)) _ (1-10,99) 001 9139
a( )= PFH(EL2904)  1,25E — 091« 87602 CL1E-051 77 y
1
MTTFpges— 1 1 T 1 1 = 454y
9058y  1028,8y = 1108,6y 9132y 589y 10288y
99% . 99% 99% 99% 99% n 99% n 99% 99%
9058 9058 10288 11086 9132 589 589 10288
DCavg = — 1 1 1 1 1 1 T = 99.0%
+—+—+
9058 9058 10288 11086 913,2 589 589 10288
B Category
This structure is possible up to category 4 at the most.
Note
MTTFq4
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTF4 < 100 years
DCan
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c =
medium b - b c c d =
high - c c d d d e
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2.13 Laser scanner (Category 3, PL d)

The laser scanner has two OSSD outputs (Output Signal Switching Device), which are wired to safe
inputs of a EL1904. The testing of the inputs is not active, since the OSSD outputs carry out their own
test. Furthermore, the signals are checked for discrepancy (200 ms). The feedback loop is read in via a
safe input. Testing is active for this input. The contactors K1 and K2 are connected in parallel to the safe
output. Current measurement and testing of the output are active for this circuit.

#2 Mackine Moritoring
[Iitanuat
Manual function test
°
'
i J—— '
2| 200ms 4
:
H (]
2| '
(]
21 '
]
(]
& '
?| H H—
’ 008!
(] =u
- B
! = 2}
Delay Time _;,.,:[
100 ms 3
[¥] Activated (1] Logical connection in
&g e-- the EL6900
[ Activated L L
o0
O
L L
06
1.5
--
(1]
ey
-3

2.13.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value

Sensor test channel 1 active No

Sensor test channel 2 active No

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 OSSD any pulse repetition

Logic channel 3 and 4 Single Logic
EL2904

Parameter Value

Current measurement active Yes

Output test pulses active Yes
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2.13.2 Block formation and safety loops

2.13.2.1 Safety function 1

K1
Scanner EL1904 EL6900 EL2904

K2

Functional
Safety “

2.13.3 Calculation

2.13.3.1 PFH/MTTF4/B10q — values

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09

Laser scanner — PFHq 7.67E-08

K1 - B10qg 1,300,000

K2 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (T zykius) 10 (6x per hour)
Lifetime (T1) 20 years = 175200 hours

2.13.3.2 Diagnostic Coverage DC

Component Value
0OSSD1/2 with testing (by scanner) / plausibility DCavg=90%
K1/K2 with testing and EDM DCavg=99%

2.13.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:
From:
_ dop*hop*60

Nop =
p TZyklus

and:

MTTF, = 210
a= 0,1 *ny,
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Inserting the values, this produces:

K1/K2:
Tlop — 230%16%60 — 22080
1300000
MTTF, = =588,7y = 5157012h

0,1*22080

and the assumption that K1 and K2 are each single-channel:

1
MTTFy = —
d

produces for
0,1*n,,*(1—-DC) 1-DC

PFH = —
B10, MTTF,
K1/K2:
prH=—2"999 g9
"~ 588,7 %8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFH k1) + PFHkz)
2

PFHyes = PFH(scannery + PFH(gr1904) + PFH(g16000) + PFH(g12004) + B *
+ (1 — B)? * (PFHky) * PFH (k) * T1

Since the portion (1 — )2 x (PFH ) * PFH(y)) = T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

1,94E — 09 + 1,94E — 09
2

PFHyes = 7,67E — 08 + 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
= 8,03E — 08
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The MTTF4 value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g

as:

1 1 1 1

1 1

MTTFy gos  MTTF, (Scanner) * MTTF,(EL1904) * MTTF, (EL6900) © MTTF,(EL2904) | MTTF, (K1)

with:
B10,4(K1)

MTTFy(K1) =
’ op

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a (BLX000) = = L)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-1099) _ 001 e
d ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - atd
MTTE- (EL6900) = (1 — DC(EL6900)) (1-0,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87605 ~ 9,02E-06% oY
MTTE- (EL2904) = (1 - DC(EL2904)) (1-0,99) 001 9132
a( )= PFH(EL2904)  125E—09L+8760% ~ 1,1E—05; y
MITE(S - (1 - DC(Scanner)) (1-0,90) __ 01 e
a\SCalner) = PFH(Scanner) ~ 7,67E — 081 * 87605y "~ 6,72E — 043 Il
1
MTTFpges = — - - - — = 87,8y
148,8y = 10288y  1108,6y 913,2y = 588,7y
90% 99% 99% 99% 99% 99%
148,8 1028,8 1108,6 913,2 588,7 588,7
_ ) 4 4 4 2 2L — 0,
DChyg = — T T T T — = 94,38%
148,8 1028,8 1108,6 913,2 588,7 588,7
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7]

Note

Category

This structure is possible up to category 3 at the most through the use of the type 3
(category 3) laser scanner.

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % < DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c -
medium - c c -
high - c c d d d e
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2.14 Light grid (Category 4, PL e)

The light grid has two OSSD outputs (Output-Signal-Switching-Device), which are wired to safe inputs of
an EL1904. The testing of the inputs is not active, since the OSSD outputs carry out their own test.
Furthermore, the signals are checked for discrepancy (200 ms). The feedback loop is read in via a safe
input. Testing is active for this input. The contactors K1 and K2 are connected in parallel to the safe
output. Current measurement and testing of the output are active for this circuit.

iifg|

]

o
s

=3
en

=

[Jianuat

T‘
f

2|

2|

EDM1 [] Activatad

[ Activated

Machine Honitoring

Manual function test

.-

<

MonDelOut

Logical connection in
the EL6900

2.14.1 Parameters of the safe input and output terminals

EL1904
Parameter Value
Sensor test channel 1 active No
Sensor test channel 2 active No
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes

Logic channel 1 and 2

Asynchronous evaluation OSSD

Logic channel 3 and 4

Single Logic

EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
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2.14.2 Block formation and safety loops

2.14.2.1 Safety function 1

Light-

EL1904 EL6900 EL2904

2.14.3 Calculation

2.14.3.1 PFH/MTTFq/B10q4 — values

K1
grid

Functional
Safety “

K2

Component Value
EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
Light grid — PFHqg 1.50E-08
K1 - B10g 1,300,000
K2 — B10qg 1,300,000
Days of operation (dop) 230
Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius)

5 (12x per hour)

Lifetime (T1)

20 years = 175200 hours

2.14.3.2 Diagnostic Coverage DC

Component

Value

0OSSD1/2 with testing (by light grid) / plausibility

DCavg=99%

K1/K2 with testing and EDM

DCavg:99%

2.14.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
dop*hop*60

Nop =
p TZyklus

and:
B10,

MITFy = G

90
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Inserting the values, this produces:

K1/K2:

nop — 230x16%x60 — 44160

MTTE, = 2500000 o 4y = 2578944
4= 01x44160 - 77

and the assumption that K1 and K2 are each single-channel:

1
MTTFy =~
d

produces for
0,1%n,,*(1—-DC) 1-DC

PFH = _
B10, MTTF,
K1/K2:
pry =299 aoep g
"~ 294,4 %8760 '

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFH(Kl) + PFH(Kz)
2

PFHges = PFH(icht griay + PFH(gL1904) + PFHEL6900) + PFH(gL2004) + B *
+ (1 = B)? * (PFH k1) * PFH2)) * T1

Since the portion (1 — 8)? x (PFH k1) * PFH()) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

3,88E — 09 + 3,88E — 09
2

PFHyes = 1,50E — 08 + 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
=1,88E — 08
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The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g
as:
1 1 1

1 1 1

MTTFy gos  MTTFy (Light grid) * MTTF,(EL1904) T MTTF, (EL6900) T MTTF,(EL2904) \ MTTF, (K1)

with:
B10,4(K1)

MTTFy (K1) =
’ op

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(ELxxxx) =

PFH(ELxxx)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 _ 10288
a ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - e
MTTE- (ELE900) — (1 - DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E- 065 ot
MTTE- (EL2904) = (1 - DC(EL2904)) _ (1-0,99) 001 9132
a( )= PFH(EL2904) ~ 125E — 091+ 8760% ~ 1L1IE—051 " "~ y
(1 — DC(Light grid)) (1-0,99) 0,01
MTTF,(Light grid) = = = =761
a(Light grid) = == ht grid)  ~ L50E — 081 +87608 ~ 1,31E — 042 y
1
MTTFpges = — - . - — = 51,3y
76,1y 1028,8y 1108,6y 913,2y 294,4y
99% 99% 99% 99% 99% 99%
76,1 1028,8 1108,6 913,2 588,7 2944
_ , ’ ’ ’ ’ L— 0,
Dcavg 1 1 1 1 1 1 99,0%
76,1 1028,8 1108,6 913,2 588,7 2944
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. Category
|
This structure is possible up to category 4 at the most through the use of the type 4
Note (category 4) light grid.
MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq4 <10 years
medium 10 years £ MTTFq4 < 30 years
high 30 years < MTTFq4 < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %

high 99 % <DC

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c -
medium - c c d -
high - c c d d d e
Application Guide TwinSAFE - version 1.9.1 93




Circuit examples BECKHOFF New Automation Technology

2.15 Safety switching mat / safety bumper (Category 4, PL e)

Safety switching mats or safety bumpers work according to the cross-circuit principle. The contact
surfaces of the device are wired to safe inputs of an EL1904. The testing of the inputs is active and the
signals are tested for discrepancy (200 ms). As soon as a cross-circuit between the signals is detected
(safety mat is stepped on), a logical 0 is sighaled by the EL1904 input terminal. If the cross-circuit is no
longer present, a logical 1 is signaled. The feedback loop is read in via a safe input. The testing of the
input is active here also. The contactors K1 and K2 are connected in parallel to the safe output. Current
measurement and testing of the output are active for this circuit.

= 0506 07_08]
= ==
E _nz | Machine Manitoring ! T‘ FTOT:;T
S it o6 66
j}'\"z—r Manual function test oo i'.ﬁ f.:‘
E— . ": ‘ X ]
AR e e N ¢ ealesl
'3,. 2 ;= L : _-z.igugﬁ
7 pial] H 00 00
Lo =L P R
Eor '
[}
L}
[}
K2 : e &_ : -
[} ] .ﬁ'
' ce=e =
: Deley e | i‘,.[
tee [ Activated 1 - _.h., Logical connection in
S ee- the EL6900
[] Activated L L]
o0
I
L L
o0
i.:.i
2@
2.15.1 Parameters of the safe input and output terminals
EL1904 (applies to all EL1904 used)
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Cross-circuit is not a module error
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes
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2.15.2 Block formation and safety loops

2.15.2.1 Safety function 1

K1
Safety
EL1904 EL6900 EL2904
mat

K2

Functional
Safety “

2.15.3 Calculation

2.15.3.1 PFH/MTTF4/B10q —values

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
Switching mat — B104 6.00E06

K1 -B10q4 1,300,000

K2 — B104 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 1 (1x per minute)
Lifetime (T1) 20 years = 175200 hours

2.15.3.2 Diagnostic Coverage DC

Component Value

Switching outputs (mat) with testing/plausibility DCavg=99%

K1/K2 with testing and EDM DCavg=99%

2.15.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:
From:
__ dop*hop*60

n =
op TZyklus

and:
B10,

MTTFd = m
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Inserting the values, this produces:

K1/K2:

oy = 220 = 220800

MTTF, = 500000 _ oo _ 515761n
d=01%220800 >0V

Switching mat:

Mop = —230*16*60 = 220800

MTTE, =~ _ 5717y = 2380434h
d=01+220800 - YT

and the assumption that K1 and K2 are each single-channel:

1

MTTF; = —
d g
produces for

0,1*n,,*(1—-DC) 1-DC

PFH = -
B10, MTTFy
K1/K2
pr = —~—%99 1 o4E_o8
"~ 589x8760
Switching mat:
prH = =999 o0k 09
" 271,7%8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFH(Kl) + PFH(Kz)

PFHges = PFH(syitching mat) + PFHEL1904) + PFH(gL6900) + PFH(g12004) + B * >

+ (1 — B)? x (PFHy) * PFH(2)) * T1
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Since the portion (1 — 8)? * (PFH(Kl) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

PFHyes = 4,20E — 09 + 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =

=9,53E - 09

1,94E — 08 + 1,94E — 08
2

The MTTF4 value for block 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g

as:
1 1 1

1 1

MTTFy gos  MTTF, (Switching mat) ¥ MTTF,(EL1904) T MTTF, (EL6900) T MTTF,(EL2904)
1

T MTTE, (KD

with:
B104(K1)

MTTFy(K1) =
’ op

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTF, (EL1904) — (1-DC(EL1904)) (1-0,99) 001 — 10288
d ~ PFH(EL1904)  1,11E—09%+8760%  9,72E—06% atd
MTTE - (EL6900) < (L~ DE(EL6900)) (1-10,99) __ 00t e,
a( )= PFH(EL6900)  1,03E — 091 « 87602  9,02E- 061 atd
MTTE - (EL2904) < (L~ DE(EL2904)) (1-10,99) _ 001
a( )= PFH(EL2904) ~ 125E—09%+8760% ~ L1E—05L y
1
MTTFpges = —5 - - - — = 423y
271,7y 10288y 11086y 913,2y 589y
99% 99% 99% 99% 99% 99%
271,7 1028,8 1108,6 913,2 58,9 58,9
DCavg =7 1 1 1 1 1= 99.0%
271,7 ' 10288 ' 11086 @ 9132 ' 589 ' 589
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j Category
Category 4 is attainable due to the structure of the circuit.

Note
MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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2.16 Muting (Category 4, PL €)

The light grid has two OSSD outputs (Output-Signal-Switching-Device), which are wired to safe inputs of
an EL1904. The testing of the inputs is not active, since the OSSD outputs carry out their own test.
Furthermore, the signals are checked for discrepancy (200 ms). The feedback loop is read in via a safe
input. The muting switches and the enable switch are also wired to safe inputs. Testing is active for these

inputs.

The contactors K1 and K2 are connected in parallel to a safe output. The muting lamp is also wired to a
safe output. Current measurement and testing of the output are active for this circuit.

Sequential Inputs tevltwnn;e'"ﬁ:utwng Inputs:.
‘ —ﬁMutinm Error D
Muting2.., |——]
e N
e i pri
= Muting?) ..--L{-:_a&ﬂgu
-4
—{cr. o e e
Activated Output Delay T\mi
[ Activated Bms o) _
Lx]
=
:: = «» » Logical connection in
(F] e the EL6900
L L
o0
4
L LI
o0
|55 ]
--
£y
itirr
2.16.1 Parameters of the safe input and output terminals
EL1904 (upper terminal on the drawing)
Parameter Value
Sensor test channel 1 active No
Sensor test channel 2 active No
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Asynchronous evaluation OSSD
Logic channel 3 and 4 Single Logic
EL1904 (lower terminal on the drawing)
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes

2.16.2 Block formation and safety loops

2.16.2.1 Safety function 1

K1 Ms o,
Light
) EL1904 EL6900 El2oo4a [ —1
curtain

K2 MS

MS
""""" EL1904 [ | st [

MS

2.16.3 Calculation

2.16.3.1 PFH/MTTFq/B10g — values

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09

S1 - B10qg 100,000

Light curtain — PFHq 1.50E-08

MS1 - B104 100,000

MS2 — B104 100,000

MS3 — B104 100,000

MS4 — B104g 100,000

K1 - B10qg 1,300,000

K2 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 8

Cycle time (minutes) (T zykius) 60 (1x per hour)
Lifetime (T1) 20 years = 175200 hours
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2.16.3.2 Diagnostic Coverage DC

Component

Value

0OSSD1/2 with testing (by light curtain) / plausibility

DCavg=99%

MS1/2/3/4 with testing/plausibility

DCavg=90%

K1/K2 with testing and EDM

DCavg:99%

S1 with testing

DCavg:90%

2.16.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:
dop*hop*60

Nop =
p TZyklus

and:
B10,

MTTRy =G

Inserting the values, this produces:

S1:

230%8%60
Nop =~ = 1840

100000
0,1+x1840

MTTF, = = 543,5y = 4761060h

K1/K2:

_ 230%8%60
Mop = 4o

1300000
0,1 %1840

= 1840

MTTF, =

MS1/MS2/MS3/S4:

_ 230%8%60

nop = T = 1840

100000

MTTFa = 513 1820

= 543,5y = 4761060h

= 7065,2y = 61891152h

and the assumption that S1, K1 and K2 are each single-channel:

1
MTTFy =+
d
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produces for

0,1*n,,*(1—-DC) 1-DC

PEH = B10, ~ MTTF,
S1:

1-0,90
PFH = g oo = 210E— 8
K1/K2:

1-0,99
PFH = e ey = 162E— 10
MS1/MS2/MS3/S4:

1-0,90
PFH = g oo = 210E — 8

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFH(Kl) + PFH(Kz)
2

PFHges = PFH(ichtvornang) + PFHEL1904) + PFH(EL6900) + PFH(g12004) + B *
PFH(MSl) + PFH(MSZ)

+ (1 — B)? x (PFH k1) * PFH(p)) * T1 + B

PFH,yp, + PFH,
+ (1= B)? * (PFHys1) * PFHeysp) * T1 + B + —— 252 . (M54)

+ (1 — B)? x (PFHs3) * PFHysay) * T1 + PFH(g11004) + PFH(sy)

Since the portions (1 — B)? = (PFH(x) * PFH(y)) * T1 are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:
1,62E — 10 + 1,62E — 10
PFHges = 1,50E — 08 + 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% = > +10%
2,10E — 08 + 2,10E — 08 2,10E — 08 + 2,10E — 08
* > + 10% * > +1,11E — 09 + 2,10E — 08
=4,47E — 08
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The MTTF4 value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g

as:
1 1 1 1 1

MTTFy gos  MTTFy (Light curtain) * MTTF,(EL1904) T MTTF, (EL6900) = MTTF,(EL2904)
1 1 1 1 1

T MTTE, (K1) MTTF, (MS1) | MTTF, (MS3) | MTTF,(EL1904) = MTTF,(S1)

with:
B10,4(K1)

MTTFy(K1) =
’ op

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 — DC(ELxxx))

MTTF,;(ELxxxx) =

PFH(ELxxx)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 _ 10288
d ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - atd
MTTE-(EL6900) = (1 - DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602  9,02E- 061 atd
MITF, (EL2904) = (1 - DC(EL2904)) (1-10,99) 001 9132
a T PFH(EL2904)  125E - 09%+8760% LiE—o05L Y
MTTF, (Light Curtain) = (1 - DC(Light Curtain)) (1-0,99) 001 761
AR ST = T bFH (Light Curtain)  1,50E — 082 « 87601 ~ 131E—04L ' y
MTTF, (MSL/MS3) = (1-DC(MS1/MS3)) (1-0,90) B 0,1 a3
d / ~ PFH(MS1/MS3) ~ 2,10E— 81« 87602 "~ 1,84E — 042 = R0y
1
MTTFpges = — 1 1 1 1 1 1 1 T = 44,0y
76,1y = 10288y  1108,6y 9132y 70652y 543,6y 543,6y 10288y  543,5y
99% 99% 99% 99% 99% 99% 90% 90% 90% 90% 99% 99%
DC — 76,1 1028,8 1108,6 913,2 7065,2 7065,2 543,6 543,6 543,6 543,6 1028,8 543,5 — 96,51%
avg L 1 + 1 +; ;_}_; L+L+;+;+ 1 ;
76,1 1028,8 1108,6 913,2 7065,2 7065,2 543,6 543,6 543,6 543,6 1028,8 543,5
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7]

Category

This structure is possible up to category 4 at the most through the use of the type 4

Note (category 4) light curtain.
MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq4 < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
MTTE DC none none low medium low medium high
low a - a b b c -
medium - c c d -
high - c c d d d e
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2.17 All-pole disconnection of a potential group with
downstream non-reactive standard terminals
(Category 4, PL e)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs
of an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (200 ms). The
contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing of
the output are active for this circuit.

The diagnostic information from the KL/EL9110 (24 V is present on the power contacts) is negated,
ANDed with the feedback signals from contactors K1, K2, K3 and K4 and applied to the EDM input.

The supply to the power contacts (24V and also 0 V) of the potential group is switched off with the NO
contacts of contactors K1 and K2 . The 0 V potentials of the load employed (in this case: K3 and K4) is
always fed back to the potential group.

" Safety consideration

The EL/KL9110 and EL/KL2xxx terminals used are not an active part of the safety
Note controller. Accordingly, the safety level attained is defined only through the higher-level
safety controller. The standard terminals are not incorporated in the calculation.

The external wiring of the standard terminals can lead to limitations in the maximum
attainable safety levels.

. Power supply unit requirements
The standard terminals must be supplied with 24 V by an SELV/PELV power supply
Note unit with an output voltage limit Umax of 60 V in the event of a fault.
' Prevention of feedback
L ]
. Feedback can be prevented by various measures (see further information below):
Attention
¢ No switching of loads with a separate power supply
e Ground feedback and all-pole disconnection (used in this example)
or
Cable short-circuit fault exclusion (separate sheathed cable, wiring only inside
control cabinet, dedicated earth connection per conductor)
" Non-reactive standard bus terminals
— You can find a list of non-reactive bus terminals in the Beckhoff Information System
Note under http://infosys.beckhoff.com.
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| Maximum attainable safety level

: Avoid feedback through ground feedback and all-pole disconnection:
Attention | DIN EN ISO 13849-1: max. cat. 4 PL e

IEC 61508: max. SIL3
EN 62061: max. SIL3
Open .T;E _uz | Mactine Mositoing

Manual function test

D
|
| I
| % _LII ’(ﬁ
JF>iE a2 GLE#;E'::
B
[ ]
[ ]
[]
i E
R
% (Lm
~N
g
v
S
Fom 3 2
>m | SE | >m
| om | > IH

Close
Tw
# | & e
i El| a0 T ]
E == i Logical connection
Fr e & Delay Tie == © in EL6900
gg : e -2 _ 100ms + 55
= R (R (o) 88
] 2| ] [activated -
K1 gﬁ : : ] sa
W H
(] o1 |
o BHE L 5
o - » s b
—A8 ’
ey 0
'
'
K3 '
tececccccccccccccccccasanas N
'
= _ge_ge_geloe g o
K4 3
o
20V ov e |88|88|88(55/88|88 (88
@. I O
pop—— 00 (00|00 (0600 (O |00
R % %] |2
g oy o |
S = 29129 919/89 /9 9l |00
S 5 I | ) s | ey | N
@@@@@@i 99199 (00
oo po|ooldd [og oo oo
Q199 Q994199 19¢ 100
/i E;m&;m—r\h {E:.LTE ot [
K4

c Time delay
By switching off the voltage supply of the potential group, the shutdown of the
CAUTION | gownstream contactors and actuators may be delayed. This delay depends on the
downstream actuators, loads and cables and has to be considered by the user in the
safety analysis.
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2.17.1 Notes on prevention of feedback
2.17.1.1 No switching of loads with a separate power supply

Loads that have their own power supply must not be switched by standard terminals, since in this case
feedback via the load cannot be ruled out.

external
power supply

safe disconnection
(2-channel, all poles)

1 5 1 5

: : O O O @

: : 2 6 2 6

230V ~ 2N ?_?_ O O
D : —C C

2ay = o N ?3 f 3? c1>7
SELV/PELV —Ce=—eo——1—C

power supply 4 8 4 8

O O

potential supply standard
terminal terminal

Exceptions to the general requirement are allowed only if the manufacturer of the connected load
guarantees that feedback to the control input cannot occur.

2.17.1.2 Option 1: Ground feedback and all-pole disconnection (used in this example)

The ground connection of the connected load must be fed back to the safely switched ground of the
respective output terminal or potential group. (In this case: K1 — correct wiring, K2 — incorrect wiring)

safe disconnection
(2-channel, allpoles)

1 5 1 5
I O O g e
mov- et 9| |00
24V = o \.\ > / 3? ?7 x
SELV/PELV m——( S—b——C
power supply 4 8 4 8
29, [°°
_c
potential supply standard
teminal teminal
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2.17.1.3 Option 2: Cable short-circuit fault exclusion

If option 1 from chapter 2.17.1.2 is not feasible, the ground feedback and all-pole disconnection can be
dispensed if the danger of feedback due to a cable short-circuit can be excluded by other measures. The
following measures can be implemented as an alternative.

safe disconnection
(2-channel, one pole)
1 5 1 5
- OO0 O e
H H
' '
: : 2 6 2 6
' '
~ 24V
230V SN ?_?_ O @
-~
® < ¢
3 7 3 7
(0%
24V = ? T ? ?
-~
SELV/PELV —C e -
power supply 4 8 4 8
29 [°°
potential supply standard
terminal terminal

Alternativel: Load connection via separate sheathed cables

The non-safely switched potential of the standard terminal may not be conducted
together with other potential-conducting cores inside the same sheathed cable.

Alternative2: ~ Wiring only inside the control cabinet

All loads connected to the non-safe standard terminals must be located in the same
control cabinet as the terminals. The cables are routed entirely inside the control cabinet.

Alternative3:  Dedicated earth connection per conductor

All conductors connected to the non-safe standard terminals are protected by a separate
ground connection.
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2.17.2 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes

Application Guide TwinSAFE - version 1.9.1
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2.17.3 Block formation and safety loops

2.17.3.1 Safety function 1

EL2904

S1
{ } EL1904 EL6900
S2

2.17.4 Calculation

2.17.4.1 PFH/MTTFq/B10g — values

{

K1 |

|

LSS (o | | S S = I
K2 Not taken into account,

because non-reactive

Functional
Safety e

: }
K4

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09

S1 - B10qg 1,000,000

S2 - B10qg 2,000,000

K1 - B10qg 1,300,000

K2 — B10qg 1,300,000

K3 — B10qg 1,300,000

K4 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 8

Cycle time (minutes) (Tcycle) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

2.17.4.2 Diagnostic Coverage DC

Component

Value

S1/S2 with testing/plausibility

DCavg:99%

K1/K2 with testing and EDM

DCavg=99%

K3/K4 with EDM

DCavgzgo%
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2.17.4.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:

. dop*hop*60
Mop = —p— —
yklus

and:
B10,

MTTFg =57 -~

Inserting the values, this produces:

S1:
230x8%60
Nop =~ = 7360
MTTF,; = 222 _ 1358 7y = 11902212h
0,1x7360
S2:
230%8x60
Nop = === = 7360
MTTF, = 2229 — 2717,4y = 23804424h
0,1%7360
K1/K2/K3/K4:
230x8%60
Nop =~ = 7360
1300000

and the assumption that S1, S2, K1, K2, K3 and K4 are each single-channel:

1
MTTF,; = —
d A
produces for
0,1+xn,,*(1—DC 1-DC
PFH = o * ) _
B10, MTTFq4

S1:
prg=—2=999 a0k _10
"~ 1358,7% 8760
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S2:

prH= =999 o010
T 2717,4% 8760

K1/K2

prg= =999 ek 10
"~ 1766,3 %8760

K3/K4

1-0,90
PFH = = 6,46E — 9

"~ 1766,3 * 8760

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

The contactors K1, K2, K3 und K4 are all connected to the safety function. The non-functioning of a
contactor does not lead to a dangerous situation, but it is discovered by the feedback. Furthermore, the
B10d values for K1, K2, K3 and K4 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through contactor contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

_PFHs + PFHsy)
2

+ PFHg12904) + B *

_ PFHs + PFHigs)
2

PFHges = B

+ (1= B)? * (PFHsy) * PFH(s3)) * T1 + PFHg11904) + PFH(z16900)
PFH ) + PFH ez
2
+ (1 = B)? * (PFH(y3) * PFH(y4)) * T1

+ (1 — B)? » (PFHy) * PFH(5)) * T1 + B

Since the portions (1 — §)? « (PFH(x) * PFH(y)) = T'1 are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:
8,40E — 10 + 4,20E — 10
PFHges = 10% > +1,11E -9+ 1,03E -9+ 1,25E —9
6,46E — 10 + 6,46E — 10 6,46E —9 + 6,46E — 9
+10% * 5 +10% * > =4,16E — 9
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The MTTF4 value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g
as.

1 1 1 1 1 1
MTTF, zos  MTTFy (S1) ¥ MTTF,(EL1904) T MTTF, (EL6900) = MTTF,(EL2904) = MTTF, (K1)
1

T MTTE,(K3)

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 — DC(ELxxx))

MTTF,(EL =
a(BLoo) = e L)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 _ 10288
d ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - oy
MTTE- (ELE900) — (1 - DC(EL6900)) (1-0,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E- 063 ot
MTTE- (EL2904) — (1—DC(EL2904)) (1-0,99) 001 9132
a( )= PFH(EL2904)  1,25E — 091 « 87602 CL1E-051 77 y
1
MTTFages = —3 T T T < — = 206,7y
1358,7y  1028,8y = 11086y 913,2y 17663y 17663y
DC + DC + DC + DC + DC
MTTF4(S1) MTTF4(S2) = MTTF4(EL1904)  MTTF43(EL6900) =~ MTTF 3(EL2904)
DC DC DC DC
+ +
DC _ MTTF4(K1)  MTTF4(K2) MTTF4(K3)  MTTF (K4)
avgs — 1 + 1 + 1 1 1
MTTF4(S1)  MTTF4(S2) = MTTF4(EL1904)  MTTF4(EL6900) =~ MTTF ;3(EL2904)
1 1 1 1
+ MTTF 4(K1) + MTTF4(K2) =~ MTTFg4(K3) = MTTF 4(K4)
0,99 0,99 0,99 0,99 0,99
1358,7 2717,4 1028,8 1108,6 913,2
0,99 0,99 0,90 0,90
DCavgs — - 1766,31 1766,31 1766,31 1766,31 — 0,9739 — 97’39%
1358,7 2717,4 1028,8 1108,6 913,2
1 1 1 1
1766,3 1766,3 1766,3 1766,3
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Category

7]

Note

This structure is possible up to category 4 at the most.

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
— DC none none low medium low medium high
low a - a b b c =
medium b - b c c d -
high - c c d d d e

Safety integrity level

Safety integrity level according to Tab. 3 EN62061
Probability of a dangerous failure per hour

(PFHp)
3 2108to < 107
2 >2107to < 10°
1 >10°%to < 10°

114
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2.18 Single-pole disconnection of a potential group with
downstream non-reactive standard terminals with fault
exclusion (Category 4, PL e)

The protective door uses a combination of normally closed and normally open contacts on the safe inputs
of an EL1904. The testing of the inputs is active and the signals are tested for discrepancy (here 200 ms).
The contactors K1 and K2 are connected in parallel to the safe output. Current measurement and testing
of the output are active for this circuit.

The feedback signals from contactors K1, K2, K3 and K4 and applied to the EDM input.

Only the 24 V supply to the power contacts of the potential group is switched off with the NO contacts of
contactors K1 and K2. The 0 V connection of the power contacts is fed directly back to the 0 V of the
power supply.

The 0V potentials of all loads and devices used must be at the same potential.

" Safety consideration
The EL/KL9xxx and EL/KL2xxx terminals used are not an active part of the safety
Note controller. Accordingly, the safety level attained is defined only through the higher-level
safety controller. The standard terminals are not incorporated in the calculation.
The external wiring of the standard terminals can lead to limitations in the maximum
attainable safety levels.
. Power supply unit requirements
The standard terminals must be supplied with 24V by an SELV/PELV power supply
Note unit with an output voltage limit Umax of 60 V in the event of a fault.
' Prevention of feedback
L ]
. Feedback can be prevented by various measures (see further information below):
Attention
¢ No switching of loads with a separate power supply
e Ground feedback and all-pole disconnection
or
Cable short-circuit fault exclusion (separate sheathed cable, wiring only inside
control cabinet, dedicated earth connection per conductor)
(used in this example)
" Non-reactive standard bus terminals
— You can find a list of non-reactive bus terminals in the Beckhoff Information System
Note under http://infosys.beckhoff.com.
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Maximum attainable safety level

Avoiding feedback through short-circuit fault elimination:

Attention | DN EN ISO 13849-1: max. cat. 4 PL e
IEC 61508: max. SIL3
EN 62061: max. SIL2
= EE
O en :TZ:‘ ﬂ Machire Montoring g E
T% s Misnwisl humction test E_E g';
- o e
- 1) teepn,
Em - ' & Ce)| 555
4 toeee D J—t ¢ .
mm 2 i o Emm
T — 3 - ;b
77 coecceenscceeeeneea ) [ R =&
Close = H
[] M
A & V=
T { o
= o e B8 . lodeacomecion
== 100me ==
88 pececececenen (Ceomi) Dlacivas )
== . [ Activated I
« e ! ’ o
L84l H ==
Blfececenaee ' Al
K2 ?!5 B,
K3
Ka I [ [
v ov E 2218218835 /82(28 |28
I P ek
. el
g o ooy o o f
@ — aQ[020 9|89 90(¢g 00
N 8 loobobo|dd bo o o |[©
& |20021994¢I192199 00
oo oo |ooldd oo oo oo
D@@@@W 90[63(00
sl A e
protected
cable routing
| Fault exclusion
L ]
Due to the fault exclusion "cable short circuit" in the wiring from the non-reactive
Attention

standard output terminals EL/KL2xxx to the load (here K3, K4), a power supply
terminal with diagnostic function is not required anymore. Thus potential supply
terminals of type EL/KL9xxx can be used.

The 0 V potentials of the load (here K3, K4) must be identical to the 0 V potential of the
voltage supply of the potential group.

A

Time delay

By switching off the voltage supply of the potential group, the shutdown of the

CAUTION | gownstream contactors and actuators may be delayed. This delay depends on the
downstream actuators, loads and cables and has to be considered by the user in the
safety analysis.
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2.18.1 Notes on prevention of feedback
2.18.1.1 No switching of loads with a separate power supply

Loads that have their own power supply must not be switched by standard terminals, since in this case
feedback via the load cannot be ruled out.

external
power supply

safe disconnection
(2-channel, all poles)

1 5 1 5

: H O O O ©

: 2 6 2 6

230V ~ 2+ ?_?_ O O
®| = ¢

20y = LN ?3 f 3? <1>7
SELV/PELV —C=1o——1C

power supply 4 8 4 8

O O

ofs

&

potential supply standard
teminal temminal

Exceptions to the general requirement are allowed only if the manufacturer of the connected load
guarantees that feedback to the control input cannot occur.

2.18.1.2 Option 1: Ground feedback and all-pole disconnection

The ground connection of the connected load must be fed back to the safely switched ground of the
respective output terminal or potential group. (In this case: K1 — correct wiring, K2 — incorrect wiring)

safe disconnection
(2-channel, all poles)

1 5 1 5
R O O @ e
zov- i 1o e (00
X0 ?—?—-c.= C
24y = 2 A 3??7 v X
SELV/PELV H“C o—o—1—C
power supply 4 8 4 8
@)

S

potential supply standard
terminal terminal
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2.18.1.3 Option 2: Cable short-circuit error exclusion (used here in the example)

If option 1 from chapter 2.18.1.2 is not feasible, the ground feedback and all-pole disconnection can be
dispensed with if the danger of feedback due to a cable short-circuit can be excluded by other measures.
The following measures can be implemented as an alternative.

230V~

®

safe disconnection
(2-channel, one pole)

oV

1 5 1 5

— O 0 O ©

24V \L\: 2 6 (2)06
L?“C'= C [ki] [ k2]

w
~

24V =

SELV/PELV
power supply

Alternative 1:

Alternative 2:

Alternative 3:

Alternative 4:

IS
o0
)

A

0
Oh .,_@w
O, + O,

el

potential supply standard
terminal terminal

Load connection via separate sheathed cables

The non-safely switched potential of the standard terminal may not be conducted
together with other potential-conducting cores inside the same sheathed cable.

Wiring only inside the control cabinet

All loads connected to the non-safe standard terminals must be located in the same
control cabinet as the terminals. The cables are routed entirely inside the control cabinet.

Dedicated earth connection per conductor

All conductors connected to the non-safe standard terminals are protected by a separate
ground connection.

Cable permanently (fixed) installed and protected against external damage.

All conductors connected to the non-safe standard terminals are permanently fixed and,
e.g. protected against external damage by a cable duct or armored pipe.

A

CAUTION

Fault exclusion

The machine manufacturer or the user is solely responsible for the correct execution
and evaluation of the applied alternatives.
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2.18.2 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes

Application Guide TwinSAFE - version 1.9.1
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2.18.3 Block formation and safety loops

2.18.3.1 Safety function 1

EL1904 EL6900

alni

EL2904

{

K1 I
I
P
K2 Not taken into account,

because non-reactive

Functional
Safoty <

: }
K4

2.18.4 Calculation

2.18.4.1 PFH/MTTFq /B104 — values
Component Value
EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
S1 - B10qg 1,000,000
S2 - B10qg 2,000,000
K1 - B10qg 1,300,000
K2 — B10qg 1,300,000
K3 — B10qg 1,300,000
K4 — B10qg 1,300,000
Days of operation (dop) 230
Hours of operation / day (hop) 8

Cycle time (minutes) (Tzykius)

15 (4x per hour)

Lifetime (T1)

20 years = 175200 hours

2.18.4.2 Diagnostic Coverage DC

Component

Value

S1/S2 with testing/plausibility

DCavg:99%

K1/K2 with testing and EDM

DCavg:gg%

K3/K4 with EDM

DCavg:90%

120

Application Guide TwinSAFE - version 1.9.1




BECKHOFF New Automation Technology

Circuit examples

2.18.4.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:

. dop*hop*60
Mop = —p— —
yklus

and:
B10,

MTTFg =57 -~

Inserting the values, this produces:

S1:
230x8%60
Nop =~ = 7360
MTTF,; = 222 _ 1358 7y = 11902212h
0,1x7360
S2:
230%8x60
Nop = === = 7360
MTTF, = 2229 — 2717,4y = 23804424h
0,1%7360
K1/K2/K3/K4:
230x8%60
Nop =~ = 7360
1300000

and the assumption that S1, S2, K1, K2, K3 and K4 are each single-channel:

1
MTTF,; = —
d A
produces for
0,1+xn,,*(1—DC 1-DC
PFH = o * ) _
B10, MTTFq4

S1:
prg=—2=999 a0k _10
"~ 1358,7% 8760
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S2:

prH= =999 o010
T 2717,4% 8760

K1/K2

prg= =999 ek 10
"~ 1766,3 %8760

K3/K4

1-0,90
PFH = = 6,46E — 9

"~ 1766,3 * 8760

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

The contactors K1, K2, K3 und K4 are all connected to the safety function. The non-functioning of a
contactor does not lead to a dangerous situation, but it is discovered by the feedback. Furthermore, the
B10d values for K1, K2, K3 and K4 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through contactor contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

_PFHs + PFHsy)
2

+ PFHg12904) + B *

. PFH(K3) + PFH(K4)
2

PFHges = B +(1=p) = (PFH(Sl) * PFH(SZ)) * T1 4+ PFH(g11904) + PFHgL6900)
PFH 1y + PFHez)
2

+ (1 = B)? * (PFH(y3) * PFH(y4)) * T1

+ (1 — B)? » (PFH1) * PFH(5)) * T1 + B

Since the portions (1 — §)? « (PFH(x) * PFH(y)) = T'1 are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:
8,40E — 10 + 4,20E — 10
PFHges = 10% > +1,11E -9+ 1,03E -9+ 1,25E —9
6,46E — 10 + 6,46E — 10 6,46E —9 + 6,46E — 9
+10% * 5 +10% * > =4,16E — 9
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The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g
as.
1 1 1 1

1 1

MTTFy gos  MTTFy (S1) ¥ MTTF,(EL1904) T MTTF, (EL6900) = MTTF,(EL2904) & MTTF, (K1)
1

T MTTE,(K3)

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a (BLX000) = = L)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 _ 10288
d ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - oy
MTTE- (ELE900) — (1 - DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E-063 ot
MTTE- (EL2904) — (1—DC(EL2904)) (1-10,99) 001 9132
a( )= PFH(EL2904)  1,25E — 091 « 87602 CL1E-051 77 y
1
MTTFyges = — - - - - — = 206,7y
1358,7y 10288y  1108,6y 913,2y 17663y 17663y
DC + DC + DC + DC + DC
MTTF4(S1) = MTTF4(S2)  MTTF4(EL1904)  MTTF4(EL6900)  MTTF4(EL2904)
+ DC + DC DC DC
_ MTTFg(K1)  MTTFg(K2) MTTFg(K3) MTTFg(K4)
DCavgs - 1 + 1 + 1 1 1
MTTF4(S1) = MTTF4(S2)  MTTF4(EL1904)  MTTF4(EL6900) = MTTF g(EL2904)
1 1 1 1
+ MTTF (K1) + MTTFg(K2)  MTTFg(K3)  MTTFg(K4)
0,99 0,99 0,99 0,99 0,99
1358,7 2717,4 1028,8 1108,6 913,2
+ 0,99 0,99 0,90 0,90
DCavgs — " 1766,31 1766,31 1766,31 1766,31 — 0’9739 — 97’39%
1358,7 2717,4 1028,8 1108,6 913,2
+ 1 1 1 1

1766,3 1766,3 1766,3 1766,3
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Category

7]

Note

This structure is possible up to category 4 at the most.

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
— DC none none low medium low medium high
low a - a b b c =
medium b - b c c d -
high - c c d d d e

Safety integrity level

Safety integrity level according to Tab. 3 EN62061
Probability of a dangerous failure per hour

(PFHp)
3 >108to < 107
20 2107to < 10°
1 >10°%to < 10°

) In accordance with EN62061 chapter 6.7.7.2, SILCL in restricted to a maximum of SIL2 in relation to
structural constraints for a subsystem that has an HFT of 0 and for which fault exclusions have been
applied to faults that could lead to a dangerous failure.

124
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2.19 Networked system (Category 4, PL e)

2 plants are connected via Ethernet here. The path can also be implemented by a Wireless Ethernet
connection. Each station switches the outputs K1 / K2 on only if the second machine does not signal an
emergency stop. The signals from the emergency stop button, the restart and the feedback loop are wired
to safe inputs. The output of the ESTOP block is linked to an AND function block and additionally signaled
to the respective other machine via the network. The ESTOP output of the respective other machine is
linked to the AND function block and the output of the AND gate then switches the contactors on the safe
output terminal.

Testing and checking for discrepancy are activated for the input signals. The testing of the outputs is also
active.

Machine 1 Machine 2

JENETNE|
SSa|ali\ 10 18uIBLYT 1Y

6 33 53 53 53 64 64 53
i i

- :
- HE '
iz H ' H
'
(X I '
Restart = K1 Vo ' Restart
s2 W—,‘g H : s2
T H
l K2 [ :
Emergency e .o ' Emergency G"’
stopbutton@ . """: N : stop button
S1 [ ] S1
: Pl
___________________________ q H : : essssssssssscscccsccccccnnea
' H H
. ' H
' H H
N '
. H H
] H a0
- ' Y eeeaa (=
. )
' o
H =
H - - - - i
' Lo}
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'

---. Logical link ===. Logical link

[ S S TE S g

" Start / restart

If the result of the risk and hazard analysis shows that a contactor check is necessary
Note when switching the contactors of the respective remote controller, this is to be done
using an EDM function block.
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j Contactor monitoring
If the result of the risk and hazard analysis shows that a contactor check is necessary
Note when switching the contactors of the respective remote controller, this is to be done
using an EDM function block.

2.19.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes

2.19.2 Block formation and safety loops

2.19.2.1 Safety function 1

K1
| ] — | Safety over
S2 EL1904 EL6900 Et2004 [ | [
” EtherCAT

K2

Functional
Safety e

S1 EL1904 EL6900
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2.19.3 Calculation

2.19.3.1 PFH/MTTF4/B10g — values

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
Safety over EtherCAT (FSoE) 1.00E-09

S1 - B10qg 1,000,000

S2 - B10qg 2,000,000

K1 - B10qg 1,300,000

K2 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 8

Cycle time (minutes) (Tzykius) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

2.19.3.2 Diagnostic Coverage DC

Component Value

S1 with testing/plausibility DCavg=99%
S2 with plausibility DCavg=90%
K1/K2 with testing and EDM DCavg=99%
(actuation 1x per shift)

2.19.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:
_ dop*hop*60

n =
op TZyklus

and:
B10,

MTTFd = m

Inserting the values, this produces:

S1:
230x8%60
Nop = ETEE = 7360
MTTF, = 2299 _ 1358,7y = 11902212h
0,1%x7360
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S2:
230%8%60
nop = T = 7360
MTTE, = 2222% — 2717,4y = 23804424h
0,1x7360
K1/K2:
230%8%60
Nop = 1= = 7360
1300000
MTTFy = g ==e0 = 17663y = 15472788h

and the assumption that S1, S2, K1 and K2 are each single-channel:

1
MTTFy =~
d

produces for

0,1*n,,*(1—-DC) 1-DC

PFH = B10, ~ MTTF,
S1:
prH =179 o0 _10
"~ 1358,7% 8760
S2:
1-090
PFH = — 420E — 09

2717,4 « 8760

K1/K2: actuation 1x per shift and direct feedback

prH = 1799 e 10
"~ 1766,3 %8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100000 cycles is possible,
provided the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation
as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).
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This produces for the calculation of the PFH value for safety function 1:

PFHyes = PFH(sy) + B * > + (1= B)? x (PFHy) * PFH(2)) * T1 + PFH(syy + PFHg11004)

+ PFHg6000) + PFH(g12004) + PFHFsog) + PFH(s1) + PFH(gr1904) + PFH(g16900)

Since the portion (1 — )2 * (PFH(Kl) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

6,46E — 10 + 6,46E — 10
PFHys = 8,40F — 10 + 10% = > +4,20E — 09 + 1,11E — 09 + 1,03E — 09 + 1,25E

—09+1,00E -9+ 840E -10+1,11E — 09+ 1,03E — 09 = 1,25E — 08

The MTTF4 value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g
as:

1 1 1 1 1 1
MTTFg 455 MTTFy (S1) T MTTF, (K1) T MTTF, (52) T MTTF,(EL1904) X MTTF, (EL6900)
1 1 1 1

1
T MTTF,(EL290%) T MTTF, (FSoE) T MTTF, (S1) T MTTF, (EL1904) = MTTF, (EL6900)

with:

B10,4(51

MTTF,(S1) = 5104(51)
0,1 xng,

B10,4(52)

MTTF;(S2) = ———
a5 =G
B10,4(K1

MTTF,(K1) = 5104 (K1)
0,1 *ng,

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:
(1 — DC(ELxxx))

MTTF,;(ELXxxx) = PFH (ELxxx)
Hence:
MTTF, (EL1904) = (1 — DC(EL1904)) B (1-0,99) B 0,01 10288
a ~ PFH(EL1904)  1,11E— 09%=« 87607 " 9,72E — 06+ - e
(1 — DC(EL6900)) (1-0,99) 0,01
MTTF,(EL6900) = = = 1108,6y

PFH(EL6900)  1,03E — 09% 87602 = 9,02E — 06%
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MTTE (EL2904) — (1 - DC(EL2904)) _ (1-0,99) __ 00
a( )= PFH(EL2904)  1,25E— 091+« 87602 CLIE-05L 0 T y
MTTE (FSoE) — (1 - DC(FSoE)) _ (1-0,99) __ o0
a(FSoE) = PFH(FSoE) ~ 1,00E — 093 87602 ~ 876E—062 e
1
MTTFpges = —3 1 1 1 1 1 1 1 1 T— = 1231y
1358,7y 1766,3y 2717,4y 1028,8y 1108,6y 913,2y 1358,7y 1141,6y 1028,8y 1108,6y
99% 99% 99% 90% 99% 99% 99% 99% 99% 99% 99%
1358,7 1766,3 1766,3 27174 1028,8 1108,6 913,2 1358,7 1141,6 1028,8 1108,6 __
DCapg = =3 1 1 1 1 1 1 1 1 1 T = 9899%

1358,7 1766,3 1766,3 27174 1028,8 1108,6 913,2 1358,7 1141,6 1028,8 1108,6

. Category
| I
This structure is possible up to category 4 at the most.

Note
MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % < DC
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
- DC none none low medium low medium high
low a - a b b c -
medium b - b c c d -
high - c c d d d e
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2.20 Drive option AX5801 with SS1 stop function
(Category 4, PL €)

By activating the emergency stop button inputs EStopinl and EStopIn2 of FB ESTOP are switched to
state “0”, resulting in outputs EStopOut and EStopDelOut of FB ESTOP being switched to state “0”. As a
result, a quick stop command is issued to the PLC and therefore the AX5000 via EtherCAT. The output
EStopDelOut of the ESTOP FB ensures that, after the expiry of a specified delay time (in this case e.g.
1000 ms), the 24 V supply of the safety option AX5801 is interrupted and the internal relays of the
AX5801 are thus de-energized. The two channels (motors) are switched torque-free via the internal
switch-off paths of the AX5000.

Testing and checking for discrepancy are activated for the input signals. The testing of the outputs is also
active. The relays of the 4 AX5801 option cards are wired in parallel to a safe output of the EL2904. The
feedback loops are wired in series to a safe input. The restart signal is wired to a non-safe input.

0708 0708,
s =) -—
= =
& 2l = =}
T*12 )
o6 o
®
e === -' I "l aee Logicalconnection
Restart LLJ . #1 Emergency Stop L]
= -~ - >
LI
K
- T D Y
ms
' o0
EL6900
ﬂ BECKHOFF
2 PLC/NC Peces
R
Emergency stop
button | ESiopOut
@ : [ Actvated
0 [ Activated Delay Time - e = 703704
s1 ' 1000w |3 .
' mee=l $0 06—
0 T = Tosw0s
0 LB
Feedback loop “.7'.“’ ccces KIXIN
EDM £ = Hor=ost
_.m m. LA
BECiiorF 20 00
— EL2904
BECKHOFF

[ ) I I
O 1[4 £11 1[4 £11 1[4 £]1 1}
2 2[4 £12 2[4 £12 2[4 £12 2[}
O3 3[4 £13 3[4 £13 3[4 £13 3[%
Oa a4 £14 4[4 £14 4[4 £14a 4}
5] 5[] 5] 5]
6 6] 6] 63
AX5801 AX5801 AX5801 AX5801
AX5000 AX5000 AX5000 AX5000
l--------l--------.!---------:-.--------
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2.20.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic

EL2904

Parameter Value
Current measurement active Yes

Output test pulses active Yes

2.20.2 Block formation and safety loops

2.20.2.1 Safety function 1

AX5801 AX5801 AX5801 [ | AX5801
s1 EL1904 EL6900 EL2904

AX5801 AX5801 AX5801 [ | AX5801

2.20.3 Calculation
2.20.3.1 PFH/MTTFq/B10q4 — values

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

EL6900 — PFH 1.03E-09

AX5801 - B10d 780,000

S1-B10q 100,000

Days of operation (dop) 230

Hours of operation / day (hop) 8

Cycle time (minutes) (Tzykius) 60 (1x per hour)

Lifetime (T1) 20 years = 175200 hours
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2.20.3.2 Diagnostic Coverage DC

Component Value
S1 with testing/plausibility DCavg=99%
AX5801 DCavg=99%

2.20.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:
. dop*hop*60

Noy =
p TZyklus

and:
B10,

MTTFd = m

Inserting the values, this produces:

S1:
230x8*60
Nop =~ = 1840
MTTF, = "2 = 543,5y = 4761060h
AX5801:
230%8%60
Nop = o = 1840
mrrE, = —80000 539,10y = 37134516h
4=0,1+1840 YT
B10, 780000
= = = y
P g 18403—1/

and the assumption that S1 is single-channel:

1
MTTFy =~
d

produces for
0,1*n,,*(1-DC) 1-DC

PFH = B10, ~ MTTF,
S1:

1-0,99
PFH = e e = 2108 =9
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AX5801:
pro=———999 o010
"~ 4239,1 %8760

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

4 * PFHpx5801) T 4 * PFH(4x5801)
2

PFHges = PFH(s1y + PFH(gp1904) + PFHgL6900) + PFH(gL2004) + B *
+4x(1—-p)+ (PFH(AX5801) * PFH(4xs801)) * T1

Since the portions (1 — 8)? = (PFH(x) * PFH(y)) * T'1 are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:

4%2770E —10+4 = 2,70E — 10
2

PFHyes = 2,10E — 09 + 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
= 5,60E — 09

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy gos £ MTTF g

as:
1 _ 1 4 1 N 1 N 1 N 1
MTTFy ges B MTTF,; (§1) MTTF,; (EL1904) MTTF,; (EL6900) MTTF,;(EL2904) MTTF,; (AX5801)
+ ! + ! + !
MTTF;(AX5801) MTTF,; (AX5801) MTTF,; (AX5801)
with:
B10,4(S1)
MTTF,;(S1) = ———=
4D =
B10,(AX5801)
MTTF,;(AX5801) = ———
0,1 = Nyp
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =

a(BLX000) = = L)
Hence:
MTTE,(EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 1028.8

a PFH(EL1904) L11E — 094 « 87602 9,72E — 065 ol
MITE, (EL6900) = (1 - DC(EL6900)) _ (1-10,99) L 11086

a PFH(EL6900) 1,03E — 094 « 87602 9,02E — 065 o
MITF,(EL2904) = (1 - DC(EL2904)) _ (1-10,99) __oo1 9132

a PFH(EL2904) 1,25E — 09+« 8760%  1,1E — 053 ad

1
MTTFDges =1 1 1 1 1 1 1
543,5y  1028,8y 11086y  913,2y  4239,1y  4239,1y  4239,1y = 42391y
99% , 99% , 99% , 99% , 99% , 99% , 99% , 99% , 99% , 99% , 99% , 99%

DCavg — 54-13,5 - 10218,8 : 11(;8,6 : 9113,2 : 4-23;9,1 : 423;9,1 : 4-23;9,1 : 42?19,1 : 4-2.';9,1 : 4-23;9,1 : 4-2.';9,1 4-23;9,1 — 99’0%

543,5 ' 1028,8 1108,6 913,2 4239,1 4239,1 4239,1 4239,1 4239,1 4239,1 42391 4239,1

Application Guide TwinSAFE - version 1.9.1

= 173,8y

135



Circuit examples

BECKHOFF New Automation Technology

j Category
|
N This structure is possible up to category 4 at the most.
ote
c Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the
CAUTION | machine!
MTTFq4
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTF4 < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %

high 99 % <DC

Category B 1 2 2 3 3 4
DC none none low medium low medium high

MTTFq
low a - a b b c -
medium - c c d -
high - c c d d d e
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2.21 Drive option AX5805 with SS2 stop function

(Category 4, PL €)

The protective door is connected with a combination of normally closed and normally open contacts to an
EL1904 safe input terminal. Testing and checking for discrepancy are activated for the input signals. The

output is linked on the AX5805.

The feedback signals are checked via the control and status word returned by the drive option.

OPEN

2.21.1 Parameters of the safe input and output terminals

EL1904 (applies to all EL1904 used)

fisi§ )

|

s

:
%)
=
" -
4= 2]

T 15%16"
e

L L

7777777 S2 ®

/ga'c%

CLOSED |y |

- | Coo) et

[ Activated

Saiing,

x|

si-8i-

on/ 'on
L

Control / status word

AX5805

AX5000 |

Logical connection in
the EL6900

Parameter Value
Sensor test channel 1 active Yes

Sensor test channel 2 active Yes

Sensor test channel 3 active Yes

Sensor test channel 4 active Yes

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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AX5805

Parameter Value

2.21.2 Block formation and safety loops

2.21.2.1 Safety function 1

s1 RN o
EL1904 EL6900 AX5805 AX5805 AX5805 [| AXs805 [

S2

2.21.3 Calculation

2.21.3.1 PFH/MTTFq/B10g — values

Component Value

EL1904 — PFH 1.11E-09

EL6900 — PFH 1.03E-09

AX5805 — PFH 5.15E-09 (see list of permitted motors)
S1 - B10qg 1,000,000

S2 - B10qg 2,000,000

Days of operation (dop) 230

Hours of operation / day (hop) 8

Cycle time (minutes) (T zykius) 60 (1x per hour)

Lifetime (T1) 20 years = 175200 hours

2.21.3.2 Diagnostic Coverage DC

Component Value

S1/S2 with testing/plausibility DCavg=99%

2.21.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
__ dop*hop*60

n =
op TZyklus

and:
B10y,

MTTFd = m
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Inserting the values, this produces:

S1:
230%8*60
nop = T = 1840
MTTF, = 222299 _ 5434, 8y = 47608848h
0,1%1840
S2:
230%8%60
Nop = o0 = 1840
MTTF, = 229 — 10869,6y = 95217696h
0,1%1840

and the assumption that S1 and S2 are each single-channel:

1

MTTF; = —
d P
produces for

0,1*n,,*(1—-DC) 1-DC

PFH = B10, ~ MTTF,
S1:

1-0,99
PFH = g e = 210E— 10
S2:
pFH = ——— 2 1 05E-10

10869,6 x 8760

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFH(SI) + PFH(SZ) )
* > +(1—-p) = (PFH(51) * PFH(sz)) *T1 + PFHg11904) + PFH(gL6900)

+ PFH4x5805) + PFH(axss0s) + PFH(axsg05) + PFH(axss05)

PFHges = B

Since the portions (1 — B)? * (PFH(X) * PFH(y)) * T1 are smaller than the rest by the power of ten, they are
neglected in this and all further calculations for the purpose of simplification.

to:
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2,10EF — 10 + 1,05E — 10

PFHges = 10% * >

+1,11E — 09 + 1,03E — 09 + 4 * (5,15E — 09) = 2,28E — 08

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF

as:
1 1 1 1

1 1

MTTFy g5 MTTFy (S1) T MTTF, (EL1904) © MTTF, (EL6900) | MTTF, (AX5805) © MTTF,(AX5805)
1

1
* MTTF, (AX5805) © MTTF, (AX5805)

with:
B10,4(S1)
MTTF,(S1) = ———
4D =55
B10,4(52)
MTTF,(S2) = ———
452 =53

If only PFH values are available for EL1904, AX5805 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a (LX) = e (BlLxx)
Hence:
MTTF, (EL1904) = (1-DC(EL1904)) (1-0,99) 001 L0288
‘ " PFH(EL1904)  L,11E-09%8760% 972E—06.
MTTE- (EL6900) = (L~ PC(EL6900)) _ (1-10,99) __ 001 e
al )= T PFH(EL6900) 1,03 - 09+ 87602 9,02E— 065 ol
MTTE. (Axg0s) — (L~ DC(AX5805)) (1-10,99) __ oo ..
al ) = T PFH(AX5805) 515 - 09+ 87602 ~ 4,51E— 055 "7 y
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1
MTTFpges = — 1 1 1 1 T = 498y
5434,8y = 10288y 11086y 2217y 2217y 2217y = 221,7y
99% 99% 99% 99% 99% 99% 99% 99%
5434,8 10869,6 10288 1108,6 221,7 221,7 221,7 2217
— ) ’ ) ) ) ’ ’ [ 0,
DCavg -1 1 1 1 1 1 1 T = 99,0%
5434,8 10869,6 10288  1108,6 221,7 221,7 221,7 2217
i Category
This structure is possible up to category 4 at the most.
Note

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTF4 < 100 years
DCa\/g
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFg
low a - a b b c =
medium b - c c d =
high - c c d d d e
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2.22 Direct wiring of the TwinSAFE outputs to TwinSAFE
inputs (single-channel) (Category 2, PL ¢)

The output of an EL2904 is wired directly to a safe input of an EL1904; the test pulses and current
measurement of the outputs and the sensor test of the inputs are thereby deactivated. Hence, cyclic
checks for cross-circuit and external feed on the cable are not possible.

On account of their high internal diagnostics, the EL2904 and EL1904 are to be evaluated as individual
components with Category 2, SIL2 and PL d, since only a single-channel structure is used externally. The
total performance level of output and input is to be evaluated with PL c at the most on account of chapter
6.2.5 DIN EN I1SO 13849-1:2016-06.

The test setup required for Category 2 is integrated in the EL2904. When switching on the output of the
EL2904, a check is performed to ascertain whether 24 V are actually read back. When switching off, a
check is performed to ascertain whether 0 V are actually read back. If an error is detected, the EL2904
enters the error state, which is also signaled to the higher level safety controller. This module error of the
EL2904 must be evaluated in the machine controller. To do this the parameter ModuleFault is ComError
is to be switched on for the connection to the EL2904, as a result of which the TWinSAFE group switches
to the safe state and signals a ComError in the event of a module error.

Cat.2,PLc
L] =
T o) T
TR -
— 6648 =1-] —
== m- -~
ht 88 B8
maimay '.!“ﬁl
HHIAA Y
- - -
66 88 66

2.22.1 Parameters of the safe input and output terminals

EL1904

Parameter Value
Sensor test channel 1 active No

Sensor test channel 2 active No

Sensor test channel 3 active No

Sensor test channel 4 active No

Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
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EL2904
Parameter Value
Current measurement active No
Output test pulses active No

2.22.2 Block formation and safety loops

2.22.2.1 Safety function 1

Functional
Safety ¢

EL2904 EL1904

2.22.3 Calculation

2.22.3.1 PFH/MTTF4/B104 — values

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

Days of operation (dop) 230

Hours of operation / day (hop) 8

Cycle time (minutes) (T zykius) 60 (1x per hour)

Lifetime (T1) 20 years = 175200 hours

2.22.3.2 Diagnostic Coverage DC

Component Value

EL1904/EL2904 DCavg:60%

On account of the internal diagnostics of the
terminals (such as monitoring of the field voltage,
temperature, etc.) and the checking of the
EL2904 for the correctness of the switched
output each time the signal state changes

2.22.3.3 Calculation for safety function 1

This produces for the calculation of the PFH value for safety function 1:
PFHyes = PFH(g11904) + PFH(g12004)

to:

PFHges = 1,11E — 09 + 1,25E — 09 = 2,36E — 09
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The MTTFa4 value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF g

as:

1 1 1
= +
MTTF, gos MTTF 4(EL1904) = MTTF 4(EL2904)

If only PFH values are available for EL1904 and EL2904, the following estimation applies:

(1 — DC(ELxxx))

MTTF,;(ELxxxx) =

PFH(ELxxx)
Hence:
MTTF,(EL1904) = (1 — DC(EL1904)) _ (1 - 060) - s
a ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - y
MTTF, (EL2904) = S DC(EL290D) - 0.60) % 6364
a( )= PFH(EL2904) ~ 1,25E — 091 « 87602 ~ L1E-051 " y

1
MTTFpges = — -

= 19305y
41152y = 36364y
60% 60%
41152 36364
Dlayg =—7""—"1 = 60%
41152 36364

144
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safety function is called.

. Category
This structure is possible up to category 2 at the most.
Note
' Attainment of the safety level
L]
Attenti For the Attainment of the safety level the user must ensure that a testing of the wiring
ention

is carried out within his application and will be done 100 times more often than the

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq < 30 years
high 30 years < MTTFq < 100 years
DCa\/g
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % < DC <99 %
high 99 % <DC
Cat B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b C -
medium b - c c d -
high - c c d d d e
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2.23 Direct wiring of the TwinSAFE outputs to TwinSAFE
inputs (dual-channel) (Category 3, PL d)

Two outputs of an EL2904 are wired directly to two safe inputs of an EL1904; the test pulses and current
measurement of the outputs and the sensor test of the inputs are thereby deactivated. On the input side,
both signals are checked for discrepancy within the TwinSAFE logic. Hence, both signals are checked for
their value, but no tests are active on the cable, so that possible external feeds are detected when
switching the outputs.

2.23.1 Parameters of the safe input and output terminals

EL1904
Parameter Value
Sensor test channel 1 active No
Sensor test channel 2 active No
Sensor test channel 3 active No
Sensor test channel 4 active No
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active No
Output test pulses active No

2.23.2 Block formation and safety loops

2.23.2.1 Safety function 1

Fug:'l:wal &
EL2904 EL1904
0
\/
EL2904 EL1904
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2.23.3 Calculation

2.23.3.1 PFH/MTTF4/B10q — values

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

Days of operation (dop) 230

Hours of operation / day (hop) 8

Cycle time (minutes) (Tzykius) 60 (1x per hour)

Lifetime (T1) 20 years = 175200 hours

2.23.3.2 Diagnostic Coverage DC

Component Value

EL1904/EL2904 DCavg=90%

2.23.3.3 Calculation for safety function 1

This produces for the calculation of the PFH value for block 1:
PFHyos = PFH(g11904) + PFH(g12904)

to:
PFHges = 1,11E — 09 + 1,25E — 09 = 2,36E — 09

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy gos £ MTTF g

as:

1 1 1
= +
MTTF, gos  MTTF 4(EL1904) = MTTF 4(EL2904)

If only PFH values are available for EL1904 and EL2904, the following estimation applies:
(1 — DC(ELxxx))

MTTF,;(ELxxxx) =

PFH(ELxxx)
Hence:
MTTF,(EL1904) = (1 - DC(EL190H)) _ a-09 -0l o881
d ~ PFH(EL1904)  1,11E— 091« 87602 "~ 9,72E — 062 - Y
(1 — DC(EL2904)) (1-09) 0,1
MTTF,(EL2904) = = =9090,9y

PFH(EL2904)  1,25E — 09%  8760" T 11E- 052

Application Guide TwinSAFE - version 1.9.1 147



Circuit examples BECKHOFF New Automation Technology

MTTFpges = 7 — = 4826,3y
10288,1y = 9090,9y
90% 90% 90% 90%
10288,1 = 10288,1  9090,9  9090,9
_ ) ) ’ LR — 0,
D Cavg -1 1 1 = 90%
10288,1 = 10288,1  9090,9  9090,9
ji Category
This structure is possible up to category 3 at the most.
Note

MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCa\/g
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % < DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFg
low a - a b b c -
medium - c c d -
high - c c d d d e
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2.24 ESTOP function (Category 3, PL d)

The emergency stop button is connected via two normally closed contacts to an EL1904 safe input
terminal. The testing of both signals is switched off. These signals are tested for discrepancy inside the
ESTOP function block. The restart and the feedback signal from the contactors K1 and K2 are wired to
standard terminals and are transferred to TWinSAFE via the standard PLC. Furthermore, the output of the
ESTOP function block and the feedback signal are wired to an EDM block. This checks that the feedback
signal assumes the opposing state of the ESTOP output within the set time.

Contactors K1 and K2 are wired to different output channels. The A2 connections of the two contactors
are fed back to the EL2904. The current measurement of the output channels is deactivated for this
circuit. The testing of the outputs is similarly inactive.

Ry
(] (]
] am— (]
0 0708 0
o
] (55 (]
. n .
' TI%17 . w1 Emargercy Slop
: :: leea. el
' e
: R (== S )| L ke
' O e
0 - (] ' |
¢ ESTOP-Button | [J 2| '
T ]
-
(. g :
' '
' s1 g 2| H
(] (]
] [}
‘teccccccccccccccccccns | '
0 []
' _j—‘ e —
N EStoplu - -! l_‘-
ww ' T Elaciond " =
e
= ¢ Dlaciand Dalay Tims ¢ .
8 (] 100 ms 3 . L L
Restart Wl ] ' stoppenus ) ' de Logical connection in
52 [ ' ] ' = ® EL6900
- ' ¢ mm
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[ ' d
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N 12 0 vV w EDM -m
3R ] : £-X-
': ceee] e
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2.24.1 Parameters of the safe input and output terminals (SIL 2)

EL1904 (applies to all EL1904 used)

Parameter Value

Sensor test channel 1 active -

Sensor test channel 2 active -

Sensor test channel 3 active No

Sensor test channel 4 active No

Logic channel 1 and 2 Single Logic

Logic channel 3 and 4 Single Logic
EL2904

Parameter Value

Current measurement active No

Output test pulses active No

2.24.2 Block formation and safety loops

2.24.2.1 Safety function 1

Functional
Safety <

S1 EL1904

EL6900

EL2904

2.24.3 Calculation

2.24.3.1 PFH/MTTFd /B10d — values

gi=iiy

K2

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

EL6900 — PFH 1.03E-09

S1 - B10qg 100,000

S2 - B10q 10,000,000

K1 - B104 1,300,000

K2 — B104q 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours
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2.24.3.2 Diagnostic Coverage DC

Component Value
S1 with plausibility DCavg=90%
K1/K2 with EDM monitoring (actuation 1x per DCavg=90%

week and evaluation of all rising and falling
edges with monitoring over time) with testing of
the individual channels

2.24.3.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B104 values:

From:
dop*hop*60

Nop =
p TZyklus

and:
B10,

MTTFd = m

Inserting the values, this produces:

S1:

230%16%60
nop = W = 21,90
MTTF,; = —2%%° _ 45662,1y = 399999120h

0,1%21,90

K1/K2:

230*%16x60
Nop = ~looso 21,90

1300000

MTTFy = =55 = 5936073y = 5199997320h

and the assumption that S1, K1 and K2 are each single-channel:

1
MTTFy = —
d

produces for
0,1*ny,*(1—DC) 1-DC

PFH = =
B10, MTTF4
S1:
1-0,90
PFH = = 2,50E — 10

45662,1 * 8760

K1/K2: Actuation 1x per week and indirect feedback

prH=— 990 gk 11
"~ 593607,3 %8760

Application Guide TwinSAFE - version 1.9.1

151




Circuit examples BECKHOFF New Automation Technology

The following assumptions must now be made:

Safety switch S1: According to BIA report 2/2008, error exclusion to up 100,000 cycles is possible, provided
the manufacturer has confirmed this. If no confirmation exists, S1 is included in the calculation as follows.

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this R-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1:

2

PFHgyes = PFH(g1y + PFH(gp1904) + PFH(g16000) + PFH(gL2004) + B *
+ (1= B)? * (PFHky) * PFH (i) * T1

Since the portion (1 — B)? * (PFH(,“) * PFH(KZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

192E -11+1,92E - 11
2

PFHgee = 2,5E — 10+ 1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 10% =
=3,64E — 09

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 Z 1
MTTFy ges £ MTTF g

as.

1 1 . 1 . 1 . 1 . 1
MTTF, 45 MTTF, (S1) ' MTTF4(EL1904) ' MTTF, (EL6900) = MTTF4(EL2904) = MTTF, (K1)
with:

MTTF,(S1) = B10.(S1) _ 45662,1
d( )_0’1*nop_ ly
MTTF,, (K1 _ B104(KD) _ 593607,3
d( )_ 0’1*nop - ,y
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If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a(BLX000) = = L)
Hence:
MTTE,(EL1904) = (1-DC(EL1904)) _ (1-10,99) 001 1028.8
d ~ PFH(EL1904)  1,11E—09i« 87602 " 9,72E — 06+ - Y
MTTE- (ELE900Y — (1—DC(EL6900)) (1-10,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091 « 87602 ~ 9,02E- 065 atd
MTTE- (EL2904) — (1—DC(EL2904)) (1-10,99) 001 9132
a( )= PFH(EL2904)  1,25E — 091 « 87602 CL1E-051 777 y
1
MTTFpges = — - - - = 334,1y
45662,1y 1028,8y 1108,6y 913,2y 593607,3y
90% 99% 99% 99% 90% 90%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
— ) ) 4 ’ 4 - — 0,
DCavg -1 1 1 1 1 1 = 98,92%
45662,1 1028,8 1108,6 913,2 593607,3 593607,3
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A

CAUTION

Category

This structure is possible only up to category 3 at the most on account of a possible
sleeping error.

Since the EL2904 terminal has only SIL2 in this application, the entire chain has only
SIL2!

A

CAUTION

Further measures for attaining Category 3!

This structure is possible up to category 3 at the most. In order to attain category 3, all
rising and falling edges must be evaluated together with the time dependence in the
controller for the feedback expectation!

This is achieved via the implemented EDM function block.

A

CAUTION

Implement a restart lock in the machine!

The restart lock is NOT part of the safety chain and must be implemented in the
machine!

Designation for each channel

MTTFq
Range for each channel

low 3 years < MTTFq < 10 years

medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % < DC <99 %
high 99 % < DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
— DC none none low medium low medium high
low a - a b b c -
medium - c c d -
high - c c d d d e
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2.25 Speed monitoring (Category 3, PL d)

The speed of a drive is to be monitored. This drive has a safety function (in this case, for example, STO),
which is activated via a corresponding input. This input is conducted through one working contact of each
of two contactors.

The position and speed signals are transmitted via two different communication paths to the EL6910
TwinSAFE logic and processed there according to the illustrated logic. The Sin/Cos encoder is connected
to an EL5021-0090 and the position information is transmitted by TwinSAFE SC communication over
EtherCAT. The speed of the drive is transferred to the EL6910 TwinSAFE logic over the standard
PROFINET communication (any other fieldbus is also possible) and the standard PLC.

A speed (FB Speed) is calculated from the position value within the safety-related EL6910 logic. The
speed of the drive is scaled via the FB so that the value matches the calculated speed. These two speed
values are checked by the FB Compare for equality and monitored by the FB Limit for a maximum value.
Since the two speed values (one calculated directly and the other calculated in the safety-related EL6910
logic) are never 100% equal at any time, the difference between the two speed values should be within a
tolerance band of 10% in order to still to meet the condition of equality. If the current speed value is below
the threshold specified in the FB Limit, the STO output is set to logical 1 and the drive can rotate. If the
limit is exceeded or if the comparison fails, the output is set to logical 0 and the drive is switched to
torque-free or the safety function integrated in the drive is activated. The entire calculation and scaling is
performed at the SIL3/PL e safety level in the safety-related EL6910 logic. Using this method, a safety-
related result is created from two non-safety-related signals.

An emergency stop function is additionally implemented by an ESTOP function block (not shown in the
diagram for reasons of clarity), which prevents the restart and also takes over the control of contactors K1
and K2.

The IsValid signal of the Compare function block must be used to switch off in case of a fault.

Structure
24Vdc
PLC
K1 —
K2 fieldbus e.g. PROFInet S
&
I standard communication - w

STO | Speed Speed

Drive

TwinSAFE SC — L1 Logic see below
position value ~ EL5021-0090

MM e e r v e rer.ee e
< I 1 1 1 16 T 6

Sin/Cos 1Vss

Encoder
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Diagram of the structure

Encoder EL5021
sin/cos -0090 black channel

motor shaft

PC

EL6910 EL2904 actuator

encoder signal
= —

Drive

standard fieldbus

motor cable actual speed

Logic

TwinSAFE SC
Communication —
Position value

Standard Communication -
Speed

Restart

Estop In1
Estop In2

STO - Drive

— K1/K2

FeedbackK1/K2 =

156

- [ | =+

EStopinx

STO - Drive
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2.25.1 Structure and diagnosis

The input signals from the drive and the encoder are standard signals, which are dynamic and different.
The drive supplies a speed value and the encoder a sin/cos signal, which is evaluated by a standard
terminal, packaged in a safe telegram (FSoE with changed polynomial - TwinSAFE SC) and transmitted.
This terminal (EL5021-0090) supplies a position value that is converted within the safe logic to a speed
value, then scaled and compared with the speed value of the drive. Equality means in this case that the
difference signal lies within the tolerance window of 10%.

The encoder signal is transmitted via the standard fieldbus using the black channel principle. This value is
checked for plausibility against the drive speed that is transmitted via the standard fieldbus. Errors in one

of the two channels are detected by means of the comparison of the two diverse speed and position
signals within the safe logic and lead to the activation of STO of the drive.

2.25.2 FMEA

Error assumption Expectations Checked

Speed value over e.qg. Detected via the second value and the plausibility check

PROFINET itself freezes in the EL6910 (other fieldbus and TwWinSAFE SC
communication between EL5021-0090 and EL6910).
In addition, the standard communication watchdog
should be activated for the speed 0.

Speed value over EtherCAT Detected by the watchdog within the TwinSAFE SC

and TwinSAFE SC communication.

communication freezes Plausibility check: Dynamic speed values are also
expected when the motor is started.

Speed values are copied in A corrupt value within the TWInSAFE SC communication

succession in the standard PLC | results in an invalid CRC inside the telegram and thus
the immediate cut-off of the group and the outputs
The data types of the two speed values have a different
length (e.g. 4 bytes and 11 bytes)

Speed value via e.qg. Detected via the second value and the plausibility check

PROFINET is corrupted in the EL6910 (other fieldbus and TwinSAFE SC
communication between EL5021-0090 and EL6910).

There is no longer any Detected within the EL6910 via the plausibility check

connection between the motor with the speed value of the drive.

and the encoder Plausibility check: Dynamic speed values are also
expected when the motor is started.

Encoder supplies an incorrect Detected within the EL6910 via the plausibility check

position value with the speed value of the drive

Drive supplies incorrect speed Detected via the second value and the plausibility check

value in the EL6910 (other fieldbus and TwWinSAFE SC
communication between EL5021-0090 and EL6910).

Communication error 61784-3 Detected within the EL6910 via the plausibility check of

for standard communication: the speed values with the TwWinSAFE SC communication

Corruption

Communication error 61784-3 Detected within the EL6910 via the plausibility check of

for standard communication: the speed values with the TWinSAFE SC

Unintentional repetition communication. In addition, the standard communication
watchdog should be activated for the speed 0.

Communication error 61784-3 Detected within the EL6910 via the plausibility check of

for standard communication: the speed values with the TwWinSAFE SC communication

Wrong sequence
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Error assumption

Expectations Checked

Communication error 61784-3
for standard communication:

Loss

Detected within the EL6910 via the plausibility check of
the speed values with the TwWinSAFE SC communication

Communication error 61784-3
for standard communication:

Unacceptable delay

Detected within the EL6910 via the plausibility check of
the speed values with the TWinSAFE SC
communication. In addition, the standard communication
watchdog should be activated for the speed 0.

Communication error 61784-3
for standard communication:

Insertion

Detected within the EL6910 via the plausibility check of
the speed values with the TwWinSAFE SC communication

Communication error 61784-3
for standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3
for standard communication:

Addressing

Detected within the EL6910 via the plausibility check of
the speed values with the TwWinSAFE SC communication

Communication error for
standard communication:
Recurrent memory errors in
switches

Detected within the EL6910 via the plausibility check of
the speed values with the TwWinSAFE SC communication

2.25.2.1 Note about TwinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the
checksum and this polynomial is sufficiently independent of the polynomial previously used for Safety-

over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-?).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected
via the comparison in the safe logic, since this would lead to inequality.
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2.25.3 Parameters of the safe output terminal

EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes

2.25.4 Block formation and safety loops

2.25.4.1 Safety function 1

Drive
K1
r—-----—--"""""—"=—"—"=—-—"———= A
I Inputl | EL6910 EL2904 {
| |
! Encoder [ ELS021 | k2
: -0090 :

2.25.5 Calculation

2.25.5.1 PFH/MTTF4/B104 — values

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

EL6910 — PFH 1.79E-09

Drive MTBF 516,840 (59a)
Encoder — MTTF 549,149
EL5021-0090 - MTBF 1,205,000

K1 - B10q4 1,300,000

K2 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours
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2.25.5.2 Diagnostic Coverage DC

Component Value

Drive and encoder with EL5021-0090 and DCavg = 90% (alternative in the calculation: 99%)
plausibility within the logic

K1/K2 with EDM monitoring (actuation 1x per DCavg = 99%

week and evaluation of all rising and falling
edges with monitoring over time) without testing
of the individual channels

2.25.5.3 Calculation of safety function 1

For clarification, the safety parameter is calculated according to both EN62061 and EN13849. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH and MTTFq4 values from the B10q values:

From:
dop*hop*60

Noy =
p TZyklus

and:

B10,
MTTF,; = m
Calculation of the PFH and MTTF4 values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:

MTTF; = 2 * MTBF

1
MTTF, =~
d

with
0,1 01xn,,
Ad =~ =
Ti0a B10,
produces for
0,1*ny, *x(1—DC) 1-DC
B10, ~ MTTF4

PFH =

Inserting the values, this produces:
Drive:

MTTF; =2+ MTBF =2 %59 = 1.033.680 h = 118y
1-DC _ 1-0,9

PFH = =
MTTF; 1.033.680 h

=9,67E — 08

Encoder:
MTTF; = 2+ MTTF = 2 * 549149 = 1.098.298 h = 125y

PFH_l—DC_ 1-09
"~ MTTFy 1.098.298 h

=9,10E — 08
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EL5021-0090
MTTF, = 2 * MTBF = 2 = 1.205.000 h = 2.410.000 h = 275y

1-DC 1-09

PFH = TTr, = 24100007

= 4,15E - 08

Input subsystem 1
PFH(Inputl) = PFH(Encoder) + PFH(EL5021—0090) = 9,10E — 08 + 4‘,15E —08 = 13,25E — 08

K1/K2:
_ 230%16%60
Mop = "To0s0 21,90
1300000
MTTF,; = = 593607y = 5.199.997.320h

0,1%21,90

and the assumption that K1 and K2 are each single-channel:
K1/K2: Actuation 1x per week and direct feedback

pro=— 1799 g1
" 593607,3 8760

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

The input signals from encoder with EL5021-0090 and drive have different measuring methods, provide
differently scaled values and are both involved in the safety function. A non-functioning of a channel does
not lead to a dangerous situation, but is detected by the comparison of the two values in the TWinSAFE
logic and leads to a shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains tables (Table F.1 criteria for the determination
of the CCF and Table F.2 estimation of the CCF factor (B)) with which this B factor can be determined
exactly. For the input subsystem an estimated value of 2% can be achieved by processing the table to
calculate the [ factor. In the following calculation, the worst case is assumed to be 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely
at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet)
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This produces for the calculation of the PFH value for safety function 1:

PFH + PFH(p,;
PFngs _ ,8 " ( (Input1) (Drwe)) +

1-p)%= (PFH(Inputl) * PFH(Drive)) *T1 + PFHg16910)
2

+ PFHg12000) + B * + (1 — B)? * (PFHyy) * PFH(p)) * T1
Since the portions (1 — B)? * (PFHy) * PFHz)) * T1 and (1 — B)? * (PFHnput1) * PFHprivey) * T1 are

smaller than the rest by the power of ten, they are neglected in this and all further calculations for the
purpose of simplification.

13,25E — 08 + 9,67E — 08 192E — 12+ 1,92E — 12

PFHg,s = 10% = > +1,79E — 9+ 1,25E — 9 + 10% * >

= 1,146E — 08 + 1,79E — 09 + 1,25E — 9 + 1,92F — 13

PFH,,, = 1,45E — 08

:I EN 62061
J

In accordance with EN 62061, the input subsystem is evaluated with an SFF or a DC of
Note 90%. This restricts the achievable SIL value according to table 5 of EN 62061 to a
maximum SIL 2.

Alternative calculation of the MTTFq value according to EN13849 for safety function 1 (with the same
assumption), with:

n
1 _ Z 1
MTTFy ges £ MTTF g

From the input subsystem, the poorer value is taken (here the combination of encoder and EL5021-0090:
1 1 1 1 1

MTTFy gos  MTTF, (Encoder) * MTTF,(EL5021 — 0090) T MTTF, (EL6910) T MTTF,(EL2904)
1

T MTTE, (K1)

with:

If only PFH values are available for EL2904 and EL6910, the following estimation applies:
(1 — DC(ELxxx))

MTTF,;(ELxxxx) = PFH(ELxxx)
Hence:
MTTF _ (1= DCgreorn)) (1-10,99) B 0,01 _ 37
D (EL6910) PFH g16910) 1,79E — 094+ 87603 15,68E — 067 Y
(1 —DC(EL2904)) (1-10,99) 0,01
MTTF,(EL2904) = = = =913y

PFH(EL2904) ~ 125E—09%+8760% ~ 1,1E - 051

162 Application Guide TwinSAFE - version 1.9.1




BECKHOFF New Automation Technology Circuit examples

1
MTTFp gos = T3 — =699y
—t—t =t —+——
125 275 637 913 593607
DC N DC N DC N DC N DC N pc__,  DC
DC __ MTTF g (Encoder) MTTF 4(EL5021-0090)  MTTF z(Drive) MTTF 43(EL6910) MTTF 3(EL2904) MTTF 4(K1) MTTF 4(K2)
avgs — 1 N 1 1 N 1 N 1 N 1 N 1

+
MTTF g(Encoder) ' MTTF 4(EL5021-0090) ' MTTF j(Drive) MTTF j(EL6910) MTTF 3(EL2904) MTTF 3(K1) MTTF 3(K2)

%9 , 09,09, 09,09, 09 0,99
DC _ 125 275 118 637 913 593607 593607 __ 0‘0207 =90 78(y
avgs — "1 1 1 1 1 1 1~ 00228 %7
—t—+—+—+— .
125 275 118 637 913 593607 593607
Alternatively with DC = 99%
0,99 0,99 0,99 0,99 0,99 0,99 0,99
e Tt st o tost 0,0226

=99,12%

DC _ 125 275 118 637 913 593607 593607
avgs — 1 1 1 1 1 1 1 -
NN S S S 0,0228
125 275 118 637 913 593607 593607
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c Category
This structure is possible up to category 3 at the most.
CAUTION
. Standstill
When the motor is stopped, an error such as the freezing of an encoder signal is
WARNING | detected only if a movement is requested. The machine manufacturer or user must
take this into account.
c Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the
CAUTION | machine!
MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTF4 < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
- DC none none low medium low medium high
low a - a b b c -
medium - c c d -
high - c c d d d e
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Alternative with DC = 99% for the input subsystem:

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years £ MTTFq4 < 100 years
DCavg
Name Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % =DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
MITES DC none none low medium low medium high
low a - a b b c -
medium - c c -
high - c c d d d e

Safety integrity level

Safety integrity level according to Tab. 3 EN62061
Probability of a dangerous failure per hour

(PFHDp)
3 > 108 to < 107
2 > 107 to < 106
1 > 106 to < 105
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2.26 Speed monitoring (via 10-link) (Category 3, PL d)

The speed of a drive is to be monitored. This drive has a safety function (in this case, for example, STO),
which is activated via a corresponding input. This input is conducted through one working contact of each
of two contactors.

The speed signals are transmitted in two different ways to the EL6910 TwinSAFE logic and processed
there according to the illustrated logic. The I0-link encoder is wired to an EL6224-0090 and the speed
information is transmitted via TWInSAFE SC communication over PROFINET, for example. The speed of
the drive is transferred to the EL6910 TwinSAFE logic over the standard PROFINET communication (any
other fieldbus is also possible) and the standard PLC.

The two speeds are scaled by the FB Scale within the safety-related EL6910 logic so that the values
match each other. These two speed values are checked by the FB Compare for equality and monitored
by the FB Limit for a maximum value. Since the two speed values are never 100% equal at any time, the
difference between the two speed values should be within a tolerance band of 10% in order to still to
meet the condition of equality. If the current speed value is below the threshold specified in the FB Limit,
the STO output is set to logical 1 and the drive can rotate. If the limit is exceeded or if the comparison
fails, the output is set to logical 0 and the drive is switched to torque-free or the safety function integrated
in the drive is activated. The entire calculation and scaling are performed at the SIL3/PL e safety level in
the safety-related EL6910 logic. Using this method, a safety-related result is created from two non-safety-
related signals.

An emergency stop function is additionally implemented by an ESTOP function block (not shown in the
diagram for reasons of clarity), which prevents the restart and also takes over the control of contactors K1
and K2.

The IsValid signal of the Compare function block must be used to switch off in case of a fault.

IO-Link structure

24Vdc
PLC
K1 —
K2 fieldbus e.g. PROFInet
I standard communication -
STO | Speed speed
K2
Drive EL6224-0090
L1 Logic see below

standard communication—
speed over 10-link

Encoder
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Diagram of the structure

Encoder EL6224 PC
motor shaft | 1OHnK -0090 B'“s"pceh;""e' EL6910 EL2904 actuator
Z Z {4+ {4+
Drive
standard fieldbus
motor cable actual speed
-0 . 0

logic

EStoplnx

TwinSAFE SC
Communication — Speed

STO - Drive

Standard Communication -
Speed

Restart

Estop In1
Estop In2

STO - Drive

— Ki/K2

FeedbackK1/K2 =
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2.26.1 Structure and diagnosis

The input signals read from the drive and the encoder are standard signals, but they are very different.
The drive supplies a speed value and the encoder an 10-Link signal, which is evaluated by a standard
terminal, packaged in a safe telegram (FSoE with changed polynomial - TWinSAFE SC) and transmitted.
This terminal (EL6224-0090) supplies a position value that is scaled within the safe logic and compared
with the speed value of the drive. Equality means in this case that the difference signal lies within the

tolerance window of 10%.

The 10-link encoder signal is transmitted via the standard fieldbus using the black channel principle. This
value is checked for plausibility against the drive speed that is transmitted via the standard fieldbus.
Errors in one of the two channels are detected immediately within the safe logic and lead to the activation

of the STO of the drive.

2.26.2 FMEA

Error assumption

Expectations

Checked

Speed value over e.qg.
PROFINET itself freezes

Detected via the second value and the plausibility check
in the EL6910 (TWinSAFE SC communication between
EL6224-0090 and EL6910)

In addition, the standard communication watchdog
should be activated for the speed 0.

Speed value over EtherCAT
and TwinSAFE SC
communication freezes

Detected by the watchdog within the TwinSAFE SC
communication.

Plausibility check: Dynamic speed values are also
expected when the motor is started.

Speed values are copied in
succession in the standard PLC

A corrupt value within the TWinSAFE SC communication
results in an invalid CRC inside the telegram and thus
the immediate cut-off of the group and the outputs

The data types of the two speed values have a different
length (e.g. 4 bytes and 11 bytes)

Speed value via e.qg.
PROFINET is corrupted

Detected via the second value and the plausibility check
in the EL6910 (TWinSAFE SC communication between
EL6224-0090 and EL6910)

There is no longer any
connection between the motor
and the encoder

Detected within the EL6910 via the plausibility check
with the speed value of the drive

Plausibility check: Dynamic speed values are also
expected when the motor is started.

Encoder supplies an incorrect
position value

Detected within the EL6910 via the plausibility check
with the speed value of the drive

Drive supplies incorrect speed
value

Detected via the second value and the plausibility check
in the EL6910 (TwWinSAFE SC communication between
EL6224-0090 and EL6910)

Communication error 61784-3
for standard communication:

Corruption

Detected within the EL6910 via the plausibility check of
the speed values with the TwWinSAFE SC communication

Communication error 61784-3
for standard communication:

Unintentional repetition

Detected within the EL6910 via the plausibility check of
the speed values with the TWinSAFE SC
communication. In addition, the standard communication
watchdog should be activated for the speed 0.

Communication error 61784-3
for standard communication:

Wrong sequence

Detected within the EL6910 via the plausibility check of
the speed values with the TwWinSAFE SC communication
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Error assumption

Expectations

Checked

Communication error 61784-3
for standard communication:

Loss

Detected within the EL6910 via the plausibility check of
the speed values with the TwWinSAFE SC communication

Communication error 61784-3
for standard communication:
Unacceptable delay

Detected within the EL6910 via the plausibility check of
the speed values with the TWinSAFE SC
communication. In addition, the standard communication
watchdog should be activated for the speed 0.

Communication error 61784-3
for standard communication:
Insertion

Detected within the EL6910 via the plausibility check of
the speed values with the TwWinSAFE SC communication

Communication error 61784-3
for standard communication:
Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3
for standard communication:
Addressing

Detected within the EL6910 via the plausibility check of
the speed values with the TwinSAFE SC communication

Communication error for
standard communication:
Recurrent memory errors in
switches

Detected within the EL6910 via the plausibility check of
the speed values with the TwinSAFE SC communication

2.26.2.1 Note about TwinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the
checksum and this polynomial is sufficiently independent of the polynomial previously used for Safety-

over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected
via the comparison in the safe logic, since this would lead to inequality.
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2.26.3 Parameters of the safe output terminal

EL2904
Parameter Value
Current measurement active Yes
Output test pulses active Yes

2.26.4 Block formation and safety loops

2.26.4.1 Safety function 1

Fug:fl:t:;al &
Drive

K1
r—-—--—"—""""="—"=-"="—="-— a
| Input1 | EL6910 EL2904 {
| |
! Encoder | EL6224 | k2
: -0090 !

2.26.5 Calculation

2.26.5.1 PFH/MTTF4/B104 — values

Component Value

EL1904 — PFH 1.11E-09

EL2904 — PFH 1.25E-09

EL6910 — PFH 1.79E-09

Drive MTBF 516,840 (59y)
Encoder - MTTF 1.208.880 (138y)
EL6224-0090 - MTBF 1,200,000

K1 - B10q4 1,300,000

K2 — B10qg 1,300,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzxkius) 10080 (1x per week)
Lifetime (T1) 20 years = 175200 hours
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2.26.5.2 Diagnostic Coverage DC

Component Value

Drive and encoder with EL6224-0090 and DCavg = 90% (alternative in the calculation: 99%)
plausibility within the logic

K1/K2 with EDM monitoring (actuation 1x per DCavg=99%

week and evaluation of all rising and falling
edges with monitoring over time) without testing
of the individual channels

2.26.5.3 Calculation of safety function 1

For clarification, the safety parameter is calculated according to both EN62061 and EN13849. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH and MTTF4 values from the B10q values:

From:
dop*hop*60

Nop =
p TZyklus

and:

B10,
MTTF,; = m
Calculation of the PFH and MTTFq4 values from the MTBF values:
Note: Repair times can be neglected, therefore the following applies:

MTTF; = 2 « MTBF

1
MTTF; = —
with
0,1 0,1 *n,,
/‘ld ~x — = —
Tio4d B10,4

produces for
01*n,,*(1—DC) 1-DC
B10, ~ MTTF4

PFH =
Inserting the values, this produces:

Drive
MTTF; =2+« MTBF =2 %59 = 1.033.680 h = 118y
1-DC B 1-0,9

PFH = =
MTTF; 1.033.680 h

=9,67E - 08

Encoder
MTTF; =2« MTTF = 2 % 549149 = 1.208.880h = 138y

PFH_l—DC_ 1-109
~ MTTF4 1.208.880 h

= §,27E—- 08
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EL6224-0090
MTTF; = 2 MTBF =2 % 1.200.000 h = 2.400.000 h = 273y

1-DC_ 1-09
MTTF4  2.400.000 h

PFH = =4,17E — 08

Input subsystem 1
PFH(Inputl) = PFH(Encoder) + PFH(EL6224—0090) = 8,27E - 08 + 4,17E - 08 = 12,4‘4E - 08

K1/K2:
230%16*60

ngp = 220 — 21,90

MrTE, = —200000 _ £o2607y = 5.199.997.320h
4= 01%21,90 y = 225775

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week

1-0,99

PFH = 536073 » 8760

=192E - 12

The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

The input signals from encoder with EL6224-0090 and drive have different measuring methods, provide
differently scaled values and are both involved in the safety function. A non-functioning of a channel does
not lead to a dangerous situation, but is detected by the comparison of the two values in the TWinSAFE
logic and leads to a shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains tables (Table F.1 criteria for the determination
of the CCF and Table F.2 estimation of the CCF factor (B)) with which this 8 factor can be determined
exactly. For the input subsystem an estimated value of 2% can be achieved by processing the table to
calculate the B factor. In the following calculation, the worst case is assumed to be 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely
at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet)

This produces for the calculation of the PFH value for safety function 1:

" (PFH(Inputl) + PFH(Drive))

PFngs = .8 + (1 - .8)2 * (PFH(Inputl) * PFH(Drive)) *T1 + PFH(EL6910)
PFH 1y + PFH )

+ PFHg12904) + B * >

+ (1 — B)? x (PFHgq) * PFH(iy)) x T1

Since the portions (1 — $)? * (PFHyy * PFHk2)) * T1 and (1 — B)? * (PFHnpue1) * PFHprivey) * T1 are
smaller than the rest by the power of ten, they are neglected in this and all further calculations for the
purpose of simplification.
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12,44E — 08 + 9,67E — 08
2

PFH,es = 10% *

+

192E —12+1,92E — 12
2

1,79E —9 + 1,25E — 9 + 10% *

= 1,106E — 08 + 1,79E — 09 + 1,25E — 9 + 1,92F — 13

PFH,,, = 1,41E — 08

. EN 62061

Note

maximum SIL 2.

In accordance with EN 62061, the input subsystem is evaluated with an SFF or a DC of
90%. This restricts the achievable SIL value according to table 5 of EN 62061 to a

Alternative calculation of the MTTFq value according to EN13849 for safety function 1 (with the same

assumption), with:

n
1 _ Z 1
MTTFy ges £ MTTFqn

From the input subsystem, the poorer value is taken (here the combination of encoder and EL6224-0090):

1 1

1 1 1

MTTFg 40 MTTFy (Encoder) T MTTF,(EL6224 — 0090) T MTTF, (EL6910) T MTTF,(EL2904)

1
T MTTE, (KD

with:

If only PFH values are available for EL2904 and EL6910, the following estimation applies:

(1 — DC(ELxxx))

MTTF,;(EL =
a (Bl = = e )
Hence:
MTTF _ (1= DCrreorn) _ (1-0,99) _ 0,01 ~ 637y
D (EL6910) PFH g16910) 1,79E—09lh*8760£y 15,68E — 06+
MTTE (EL2904 _ (1-DC(EL2904)) (1-10,99) 001 013
a( )= PFH(EL2904) 1,25E — 094 * 87602 - L1E-05% y
1
MTTFyges =451 17 1 = 7365
138 273 637 913 593607
DC . DC ) DC DC DC DC ) DC
DC __ MTTFg(Encoder) MTTF 3(EL6224—0090) MTTF y3(Drive) MTTF 3(EL6910) MTTF 3(EL2904) MTTF (K1) MTTF 3(K2)
avgs — 1 | 1 R 1 R 1 | 1 | 1 R 1
MTTF g(Encoder)  MTTF j(EL6224—0090) MTTF y(Drive) MTTF 3(EL6910) MTTF 3(EL2904) MTTF 3(K1) MTTF 4(K2)
09 09 09 099,09, 09 , 09
DC _ 138 273 118 637 913 593607 593607 __ 0,0200 = 90.90%
awgs = 1 1 1 T 1 1 L o00220 07
138 273 118 637 913 593607 593607
Alternatively with DC=99%
099 | 099 L 099 099 099 099 099
DC _ 138 273 118 637 913 593607 593607 __ 0,0218 = 99 09%
avgs = 1 1 T 1 1 1 T 700220 07
138 273 118 637 913 593607 593607
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A

CAUTION

Category

This structure is possible up to category 3 at the most.

>

Standstill

When the motor is stopped, an error such as the freezing of an encoder signal is

WARNING | detected only if a movement is requested. The machine manufacturer or user must
take this into account.
c Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the
CAUTION | machine!
MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % < DC
For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFa
low a - a b b c -
medium - c c d -
high - c c d d e
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Alternative with DC = 99% for the input subsystem:

MTTFq
Designation for each channel Range for each channel
low 3 years < MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavqg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % <DC <99 %
high 99 % < DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
MITES DC none none low medium low medium high
low a - a b b c -
medium - c c -
high - c c d d d e

Safety integrity level

Safety integrity level according to Tab. 3 EN62061

Probability of a dangerous failure per hour
(PFHp)

3 > 10%to < 107
2 2107to < 10°
1 >210%to <10°
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2.27 STO function with EL72x1-9014 (Category 3, PL d)

The following application example shows how the EL72x1-9014 can be wired together with an EL2904 in
order to implement an STO function according to EN 61800-5-2.

A safety door (S1 and S2) and a restart signal (S3) are logically linked on an ESTOP function block. The
EStopOut signal is transferred to the NC controller, with which, for example, the Enable signal of the
EL72x1-9014 can be switched. The STO input of the EL72x1-9014 is operated via the delayed output
EStopDelOut. The EL72x1-9014 supplies the information that the STO function is active via the standard
controller. This information is transferred to the EDM input of the ESTOP function block and additionally
to the EDM function block in order to generate an expectation for this signal.

Controller PLC / NC

i}

logical connection logical connection
in PLC/NC in EL69xx

Restart

T 2 S

3
o '
.
i :
13t ! ecceccccccccccccccccccccccccccccccccccccaas H
o :
Far . ' '
BECKNOFF . . .
. . .
. . .
I :
Opened - I o :
— = '
= H ) S Sl '
SRS i : :
G £ U - - [P, o PN 6] stopint H
S | ottt monngeeh '
0) ] ]
== ] 5] Estopin3 H
et EI H 5] Estopind H
Al ] 5] Estopins '
ey H ] estopins ' STO active -> EDM
N -1 ' | leesccccsccssnene~ L]
s2 ) H ] estopin? H H
_'L"‘--:rP : 5] Estoping : :
Closed H H H
[ I 5] eomt EStopDelOut->STO 3 H
' 5] eoM2 ) ' )
' [ NC -> Drive Disable '
[] . leccccccccccccccsccas []
. ' "
. . "
. . "
' ' ‘e
: : H
[ Sedvelvivinintninintvieieisiiieieieiisinieinieie b i i
[ o R : '
' H ' [N
' : ' "
HE frror H "
o : ;i
' H :
L e B e \J . v.,,,.'.
"""" Doz Switch On Monitoring (ms) t W N . L [ —
3000 == z
S G ontoing () i ..-;:__,;=; ‘E i
BT .
= B %,._ Feedback
L TN 3 -
I 666685 | 6
R
. EEaas i
S mmTTww S mw
ER TR £ mm
5266 66 84 Z:66
Iy e 2
e e g
EL2904 EL72x1-9014

STO-Signal
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A

CAUTION

Implement a restart lock in the machine!

The restart lock is NOT part of the safety chain and must be implemented in the
machine!

If the risk analysis gives the result that a restart has to be done within the safety
controller, the restart must also be applied to a safe input.

A

WARNING

Wiring only inside the control cabinet!

The wiring between the EL2904 and the STO input of the EL72x1-9014 must be
located in the same control cabinet in order to be able to assume a fault exclusion for
the cross-circuit or external power supply of the wiring between EL2904 and EL72x1-
9014.

The evaluation of this wiring and the evaluation of whether the fault exclusion is
permissible must be done by the machine manufacturer or user.

Note

Calculation EL72x1-9014

The EL72x1-9014 is not taken into account in the calculation of the Performance Level
according to DIN EN ISO 13849-1 since it behaves non-reactively to the safety
function. The PFH value goes into the calculation according to EN 62061 with a value
of 0.

2.27.1 Parameters of the safe input and output terminals

EL1904
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active No
Output test pulses active Yes
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2.27.2 Block formation and safety loops

2.27.3 Safety function 1

s1 O
|
EL1904 |—— EL6900 —— EL2904 |——
‘
i
s2

,,,,,,,,,,,,,,

non-reactive

Functional
Salsty

2.27.4 Calculation

2.27.4.1 PFH/MTTFd /B10d - values

Component Value

EL1904 — PFH 1.11E-09
EL2904 — PFH 1.25E-09
EL6900 — PFH 1.03E-09
EL72x1-9014 - PFH 0.00

S1 - B10qg 1,000,000

S2 - B10qg 2,000,000

Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius) 15 (4x per hour)
Lifetime (T1) 20 years = 175200 hours

2.27.4.2 Diagnostic Coverage DC

Component Value
S1/S2 with testing/plausibility DCavg=99%
EL2904 with testing DCavg=99%

2.27.4.3 Calculation for safety function 1
Calculation of the PFH and MTTFq4 values from the B104 values:

off:

__ dop*hop*60
Tlop = 7TZ
yklus

and:
B10,

MTTFd = m
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Inserting the values, this produces:

S1:
op — 230%16%60 = 14720
MTTF, = % = 679,3y = 5951087h
S2:
Tlop — 230%16%60 = 14720
MTTF, = 222% _ 13587y = 11902174h

0,1%x14720

and the assumption that S1 and S2 are each single-channel:

1
MTTFy = —
d

produces for

0,1%n,,*(1—DC) 1-DC
PFH = op * € )

B10, ~ MTTF4
S1:
pry = ——2% 1 6E—09
679,3 * 8760
S2:
PFH = _1-0% 8,4E — 10

1358,7 * 8760

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains a table with which this 3-factor can be
precisely determined. Further, it is assumed that all usual measures have been taken to prevent both
channels failing unsafely at the same time due to an error (e.g. overcurrent through relay contacts,
overtemperature in the control cabinet).
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This produces for the calculation of the PFH value for safety function 1:

PFH(S]_) + PFH(SZ)
* 5 +(1=p)x (PFH(Sl) * PFH(SZ)) *T1+ PFH(gp1904) + PFHg16900)

+ PFH(g12004) + PFH(g17201-9014)

PFHyes = B

Since the portion (1 — B)? = (PFH(Sl) * PFH(SZ)) * T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:

1,68E — 09 + 1,68E — 09
PFHg,s = 10% = > +1,11E — 09 + 1,03E — 09 + 1,25E — 09 + 0,00 = 3,558EF — 09

The MTTFq value for safety function 1 (based on the same assumption) is calculated with:

n
1 _ Z 1
MTTFy gos £ MTTF 4

for:
1 B 1 N 1 N 1 N 1
MTTFy ges B MTTF,; (S1) MTTF4(EL1904) MTTF,; (EL6900) MTTF,(EL2904)

with:
B10,4(S1)
MTTF,;(S1) = ——=
4D =5
B10,4(52)
MTTF,(S2) = ——=
452 =5

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 — DC(ELxxx))

MTTF,(EL =
a (B0 = = )

Hence:

MTTF, (EL1904) — (1-DC(EL1904)) (1-0,99) 001 10283
d ~ PFH(EL1904)  1,11E-09%+8760F ~ 9,72E—061 y

MTTE (ELE900) — (1 - DC(EL6900)) (1—-0,99) 001 11086
a( )= PFH(EL6900)  1,03E — 091« 87602 ~ 9,02E- 061 atd

(1 — DC(EL2904)) (1-0,99) 0,01
MTTF,(EL2904) = = =913,2y

PFH(EL2904) ~ 1,25E — 09% « 8760" T11E- 05%
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1
MTTFyges = —3 1 7 T = 225,2y
679,3y 10288y 11086y 913,22y
99% 99% 99% 99% 99%
679,3 13587 10288 1108,6 9132
— ) ) ) y ) —_ 0,
DCavg 1 1 1 1 1 99,00%
679,3 1358,7 10288  1108,6 9132
Q Category
This structure is possible up to category 3 at the most.
CAUTION

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq4 < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq4 < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % < DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c -
medium b - c c d -
high - c c d d d e
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2.28 STO-Function with IndraDrive (Category 4, PL €)

The following example shows the use of safe outputs of the EL2904 together with a BOSCH Rexroth
IndraDrive drive to realize a STO function on this.

For example, a protective door is wired in two channels to a safe input (here EL1904) together with a
restart signal. Within the TwinSAFE logic, these signals are used on an ESTOP module. The delay-
switching output of the ESTOP block is used for the two safe outputs of the EL2904. The output
EStopOut can be used to electrically stop the drive via the NC control.

One output each of the EL2904 is wired to the STO inputs X49.1 and X49.3 of the Bosch Rexroth
IndraDrive. The corresponding GND contact (X49.2) is here, for example, fed back to the EL2904 to show
that the EL2904 and the IndraDrive use identical ground potential of the 24V supply.

&
s

= Eerid TUA2
Opened FBEstopl 3

® = = = @] Restart logical connection in
EL69xx

o .
.
aa H
-——-7a B ccccccccacs _:_ oo Elestopm [ rror
- 1] EStopin2.
6 5] Estopin3
BE [5] Estopind
H (5] Estopin.
9] EStopiné.
mw (9] Estopin?
o————71s2 == Restart 9] Estoping. f—estopout £ %
Closed Bioer LiStopDeiont D] « « o « @ @ = = o
InS iy v 0] Epm1 :
5] eom2 ]
'
'
'
'
]
]
.......................... '
]
'
'
'
'
'
'
: 24V (X49.4)
] J il ') Dyn_Ch1 (X49.8)
: -..- .._, Dyn_Ch2 (X49.5) Dynamization
VB =
==
H I Samim
| Emmam
' [=R- IR - [ E— e
| EEE= -
H [
| mmmm
8888 .
ce- S t
E: m otor
6\6 5‘ SI_Ch1 (X49.3)
i« | Yo SI_Ch2 (X49.1) U
L NI}
6668
e
N Gigy _ Gugy |
0V (X49.2)

f Implement a restart lock in the machine!
The restart lock is NOT part of the safety chain and must be implemented in the

CAUTION machine!
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2.28.1 Parameters of the safe input and output terminals

EL1904
Parameter Value
Sensor test channel 1 active Yes
Sensor test channel 2 active Yes
Sensor test channel 3 active Yes
Sensor test channel 4 active Yes
Logic channel 1 and 2 Single Logic
Logic channel 3 and 4 Single Logic
EL2904
Parameter Value
Current measurement active No
Output test pulses active Yes

2.28.2 Block formation and safety loops

2.28.3 Safety function 1

{ :
S2

I

Functional
Safety <

EL1904 EL6900 EL2904 IndraDrive
2.28.4 Calculation
2.28.4.1 PFH/MTTFd /B10d - values
Component Value
EL1904 — PFH 1,11E-09
EL2904 — PFH 1,25E-09
EL6900 — PFH 1,03E-09
Bosch Rexroth IndraDrive?) - PFH 0,50E-09
Bosch Rexroth IndraDrive) - MTTFp > 200 years
S1 - B10qg 1.000.000
S2 — B10qg 2.000.000
Days of operation (dop) 230
Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykus)

15 (4x per hour)

Lifetime (T1)

20 years = 175200 hours

1) Please refer to the Bosch Rexroth user documentation
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2.28.4.2 Diagnostic Coverage DC

Component Value

S1/S2 with testing/plausibility DCavg=99%
EL2904 with testing DCavg=99%
Bosch Rexroth IndraDrive?) DCavg=99%

1) Please refer to the Bosch Rexroth user documentation

2.28.4.3 Calculation for safety function 1

Calculation of the PFH and MTTFq4 values from the B10q values:

off:

__ dop*hop*60
n0p N TZyklus
and:

MTTF, 510
P 70,10,

Inserting the values, this produces:

S1:
230%16*60
nop = T = 14720
MTTEF, = %% _ §79,3y = 5951087 h
0,1%¥14720
S2:
230%16*60
nop = T = 14720
MTTEF, = 222%% _ 13587y = 11902174 h

0,1%14720

and the assumption that S1 and S2 are each single-channel:

1
MTTFp =—
d

produces for

0,1*n,,*(1—-DC) 1-DC

PFH = =
B10, MTTF,
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S1:

pry =29 1 6gE—09
679,3 * 8760

S2:

PFH 17099 _g4r—10

~ 1358,7 + 8760

The following assumptions must now be made:

The door switches S1/S2 are always actuated in opposite directions. Since the switches have different
values, but the complete protective door switch consists of a combination of normally closed and normally
open contacts and both switches must function, the poorer of the two values (S1) can be taken for the
combination!

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains tables (Table F.1 criteria for the determination
of the CCF and Table F.2 estimation of the CCF factor (B)) with which this B factor can be determined
exactly.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely
at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet).

This produces for the calculation of the PFH value for safety function 1:

PFH(SI) + PFH(SZ)
> +(1 = p)** (PFH(Sl) * PFH(SZ)) * T1 4+ PFH(g11904) + PFHgL6900)

+ PFHg12004) + PFH(maraprive)

PFHyes = B *

Since the portion (1 — 8)? x (PFHsy) * PFH(sy)) = T1 is smaller than the rest by the power of ten, it is
neglected in this and all further calculations for the purpose of simplification.

to:
1,68E — 09 + 8,40F — 10
PFHgos = 10% * > +1,11E -9+ 1,03E —=9+ 1,25E -9+ 0,50E —9
PFH g, = 4,016E — 09
. Calculation according to EN 62061
Not According to EN 62061 table 3, this value corresponds to a SIL3.
ote
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Alternative calculation of the MTTFp value according to EN13849 for safety function 1 (with the same
assumption), with:

n
1 _ Z 1
MTTFp gos £ MTTFp

for:
1 B 1 N 1 N 1 N 1 N 1
MTTFp ges "~ MTTF, (S1)  MTTF,(EL1904) MTTF,(EL6900) MTTF,(EL2904) MTTF,(IndraDrive)

with:

MTTF,(S1) = B10,(S1) _ 679,3
D - 0’1*n0p - ’ y

MTTF,(IndraDrive) = 200y

If only PFH values are available for EL1904, EL2904 and EL6900, the following estimation applies:

(1 -D C(ELxxxx))

MTTFp (ELxxxx) =
D( ) PFH(ELxxxx)
Hence:
(1-DcC ) (1-0,99) 0,01
(EL1904) ) )
MTTF,(EL1904) = = = =1028,8
n( ) PFH(gii00s)  LA1E — 09187608 — 9,72E — 062 y
(1 = DCgLe900)) (1-0,99) 0,01
MTTF, (EL6900) = = = =1108,6
p( ) PFH g16900) 1,03E — 09 = 87605 9,02E — 067 y
(1 = DCgr2904)) (1-10,99) 0,01
MTTF,(EL2904) = = = =913,2
n( ) PFH g12904) 1,25E — 091 % 8760%  1,1E — 055 y
1
MTTFpges = — - - - — = 1059y

679,3y 1028,8y 1108,6y 913,2y 200y

9% |, 99% 99% 99% , 99% , 99%
679,3 13587 = 10288 11086 9132 200
_ 679, , ! 3 , _ 0
DCpypg = — 1 T 1 T — = 99,00%

679,3 1358,7 1028,8 1108,6 913,2 200
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. Category
|
N This structure is possible up to category 4 at the most.
ote
MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq4 < 10 years
medium 10 years £ MTTFq4 < 30 years
high 30 years £ MTTFq4 < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % <DC <99 %
high 99 % <DC
Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFq
low a - a b b c -
medium - c c d -
high - c c d d d e
Safety integrity level according to Tab. 3 EN62061
Safety integrity level Probability of a dangerous failure per hour
(PFHp)
3 = 108 to < 10”7
2 2107to <106
1 210%t0<10°
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2.28.5 Technical Note from company Bosch Rexroth AG

This technical note is right now only available in German language. Please contact Bosch Rexroth AG in
case you need an English translation.

Rexroth
Bosch Group

Technical Note Bosch Rexroth AG
Postfach 1357
97803 Lohr am Main
Bgm.-Dr.-Nebel-Str. 2
97816 Lohr am Main
Tel. +49 9352 18-0
Fax +49 9352 18-8400
www.boschrexroth.com

09. Marz 2017

Sehr geehrte Damen und Herren,

Folgend bestatigen wir lhnen die Anwendungsbedingungen fiir die sichere
Anwahl von Sicherheitsfunktionen unseres IndraDrive.
Die Anwendungsbedingungen gelten fir die IndraDrive Antriebsfamilien Cs,
C/M, Mi, ML mit folgenden Sicherheitsoptionen

s L3, L4: Anwahl Giber Klemme X49 des Steuerteils

e S4,55: Anwahl Giber Klemme X41 des Sicherheitszonenmoduls HSZ01

Die Installations- und Projektierungshinweise in der Kundendokumentation
sind zu beachten.

Firmensitz: Stuttgart, Registrierung: Amtsgericht Stuftgart HRB 23192
worstand: Rolf Majork (vVorsitzender), Dr. Markus Farschner; Dr. Steffen Haack; Dr. Bertram Hoffmann
vorsitzender des Aufsichtsrats: Dr. Werner Struth
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1 Safety Anforderungen

Die Anforderungen von Kat 4 Ple nach EN 13849 bzw. SIL 3 gemal EN 61062 sind
fur die sichere Anwahl der Sicherheitsfunktionen des Antriebssystems IndraDrive
gegeben, wenn die Ansteuereinheit (z.B EL2904 Fa. Beckhoff) folgende
Anwendungsbedingungen erfiillt:

1.1 Elektrische Anforderungen

Die sicheren Eingange verhalten sich konform zur IEC61131-2, Typ 2
(Sicherheitsoption L3, L4) bzw. Typ 1 (Sicherheitsoption 5S4, S5).
Entsprechend muss der Ausgang der aktiven Ansteuereinheit folgende Pegel
fur das Low-Signal einhalten. Im einfachen Fall liegt das Low-Signal vor,
wenn die Ausgangspannung <5V und der Leckstrom Ausgangstufe <0,5mA
ist.

Uy ‘ Tivp]

k . - p— ' e
Us man = Tivp2 30MF—30M,

TH mi ElM-Bereich
m 16mA

2maAy 30mA)

& mA I max

i e Ui min oder U7 ma
v 1|50 15V

©

Unergangsbersich

UL max der LT min

AL min

L min

1.2 Durch Testungen des Ausgangs der Ansteuereinheit
werden folgende Fehler aufgedeckt.

e Kurzschluss der Anwahlsignale mit 24 V
e Kurzschluss zwischen den beiden Anwahlsignalen

Dies entspricht dem Verhalten von OSSD-Ausgéngen
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Rexroth
Bosch Group

2 Funktionale Anforderungen an die Anwahl (fiir oo mar2017
Verfugbarkeit) Seite 3von 4

Folgende funktionale Anforderungen an die Testimpulse der aktiven
Ansteuereinheit missen erfiillt sein.

2.1 Anforderung IndraDrive mit Sicherheitsoption L3/L4
Zweikanalige Anwabhl tiber Klemme X49 (Eingang nach IEC 61131-2, Typ 2)

Dynamisierungspuise der USSU-Ausgange toigenae Grenzwerte einhaiten:

Went Eridarung
| Sp— 1ms macrmade Low-Zed des Testpulses
tmn 20ps minimale Low-Zeit des Testpulses
Toman 1h Perod der Testpul
T 500 ps minmale Penodendauer der Testpulse
- N 1s dor
bex Anwahi oder Abwah!

Yore =t/ 1 %0 % Nrn‘n:z:"* Tastverhannis der
Tt 400 ms maormale Profidaver bel einer An- oder

Abwahl

.Wunﬂnu\u\rmu der Testpulse aul
* besdan Kanalen. kene Anforderung
Tab. &1 Grenaweste der Wavxw der OSSD-Ausginge

Dynamisierung A | [ | I Fi l i |

— Dynamisierung 8 | » | | I I

24V (X49.4)
Dyn_Ch1 (X49.6)
Dyn_Ch2 (X49.5)

Bremse
Aktive WMoter
Sicherheitseinheit
Katagane d PLe, S 3
ossn. 24V
Aungaige) 24V
24V OV
K T
24V oV

DFIOOHY VEZM
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2.2 Anforderung IndraDrive mit Sicherheitsoption S4, S5

Zweikanalige Anwahl iber Klemme X41 des Sicherheitszonenmoduls HSZ01
(Eingang nach IEC 61131-2, Typ 1)

Grenzwert Erkldrung

Tl = 1 M maximale Low-Zeit des Tesipulses

termn = Oms minimale Low-Zeit des Testpulses

banT= 18 maximale Verzugazeit der Anwahlsignale bai Arwahl
oder Abwahl

toamn = tey F 1= 00 % minimales Tastverhalinis der Anwahlsignale

tomae = Lo/ b= = 100 %8 maximales Tastverhalinis der Anwalhlsignalke

toy = 400 s maximale Prelldauer bei siner An- oder Abwahl

Fh: hiebung der Testpulse auf beiden Kand-
len: keine Anforderung

1 gilt nur bei zweikanaliger Anwahl
Tab. 51 Grenzwerts der Dynamisterungspulse der OSSO-Avsgdnge

Dynamisierung A

Dynamiziarung B l |

P fpy ity Ty !

—-—u——-—-.—tF

CIRDOCRS T

Abb, 51 Beispie! filr dynamisierte Amwahlsignaie

-
Aktive Sicherheitseinheit
(z. B. Lichtgitter, Sicherheits-5P3)

Abb. 5-2: Dynamisierung bel Amwah! tber eine aktive Sichereilseinheil

Diese Bestatigung gilt bis auf Widerruf.

Mit freundlichen Grii3en

Bosch Rexroth AG (DC-IA/EDY)

Application Guide TwinSAFE - version 1.9.1
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Bosch Group
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2.29 Temperature measurement with TwinSAFE SC
(Category 3, PL d)

In this example we will show how a temperature measurement with the TwinSAFE SC technology can be
realized. For this purpose, two measuring points are equipped with temperature sensors, on the one hand
with a thermocouple of type K, which is wired to a standard EtherCAT terminal EL3312, and on the other
hand a PT1000 measuring resistor, which is wired to a TWinSAFE SC EtherCAT terminal EL3214-0090.

Within the safe TwinSAFE EL6910 logic, these two signals are compared or plausibilized using a
Compare function block. The signal is then checked via the FB limit. The result of the FB limit and the
IsValid output of the Compare function block are used to switch off the contactors K1 and K2 via the
function block Mon.

The monitoring of the contactor feedback is not shown in this example for the sake of clarity, but must be
considered by the user

i ) = sateMon 2
L il e TTI»}‘ Restart @ el ﬂ’}w
= : L
-
I!Eg go-c-c-- 40] Compinl i ) Restert
oY) ] ¢ = = =[0] Compin2 Error [D]
Eg - 1] Compin3 1sValid [0} ——————————[5] Monin1 & Ereen]
ah : : 9] Comping CompOut D] 5] Mentn2_|
- - H ] Compins 5] Moning
gsl : 5] Monin =1
' Architecture Allowed deviation
Thermo-Element 11 H 7] 1002 10 5] Securel
abd ' 2003 Tolerance time (ms) e
i ' 3005 5000
8 T [} Delay Time (ms}——-MonQut D= = = = = bl
[} 100 L MonDelOr [}
p— : lon ut D :
ww ' [5] EDM1
" . (]
| 8 (]
B : ] eom2 :
- 4
| o [} (]
- H 2l feuimie ’ .
O H FBLmitL { ﬂ v
-
s ' ) H Tl
— ' LIMIT] ' 1
- e meee 2 5] Analogln Error La !
e | 5] MinValue PR Intimit '
-
L 1] Maxvalue ————  BelowMin :5 :
5] Abovemax B) H
- '
e Minimum Value '
. !_f 0 [}
Maximum Value H
500 H

1.

c Emergency stop / contactor feedback monitor

In addition to the function shown above, a contactor feedback monitor, e.g. via an EDM
CAUTION | function block for K1 and K2 and, if necessary, an emergency stop function must be
implemented by the user!
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2.29.1 Diagram of the structure

PT1000 EL3214 PC
-0090 ?':;";;;:::2 EL6910 EL2904 Actuator
H p— H p—
{1+ |+
Thermo couple EL3312 Standard Fieldbus
Type K Temperature
-+ -+

2.29.2 Structure and diagnosis

The read signals from the two measuring points are standard signals using a different technology. At least

one signal is transmitted via the TWinSAFE SC technology to the safe TwinSAFE logic so that

falsifications of this signal in the PC or on the transmission path are detected. The check for equality of

these two signals, within the permissible tolerances, is performed in the safe TwinSAFE logic.

The individual fault assumptions and associated expectations are listed in the following FMEA table

2.29.3 FMEA
Error assumption Expectations Checked
Temperature value over Detected via the second value and the plausibility check
standard fieldbus itself freezes in the EL6910.
Temperature value over Detected by the watchdog within the TwWinSAFE SC
TwinSAFE SC communication communication and by the plausibility check in the
freezes EL6910.
Temperature values are copied | A corrupt value within the TwinSAFE SC communication
in succession in the standard results in an invalid CRC inside the telegram and thus
PLC the immediate switch-off of the group and the outputs
Temperature value via the Detected via the second value and the plausibility check
standard fieldbus is corrupted in the EL6910.
There is no longer any Detected within the EL6910 via the plausibility check
connection between the sensor | with the second temperature value.
and the EtherCAT terminal
PT1000 supplies an incorrect Detected within the EL6910 via the plausibility check
temperature value with the second temperature value.
Thermocouple supplies an Detected within the EL6910 via the plausibility check
incorrect temperature value with the second temperature value.
Communication error 61784-3 Is detected via the plausibility check of the temperature
for standard communication: values and via the TWInSAFE SC communication within
Corruption the EL6910.
Communication error 61784-3 Is detected via the plausibility check of the temperature
for standard communication: values and via the TwinSAFE SC communication within
Unintentional repetition the EL6910.
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Error assumption

Expectations

Checked

Communication error 61784-3
for standard communication:

Wrong sequence

Is detected via the plausibility check of the temperature
values and via the TWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Loss

Is detected via the plausibility check of the temperature
values and via the TwinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Unacceptable delay

Is detected via the plausibility check of the temperature
values and via the TwinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Insertion

Is detected via the plausibility check of the temperature
values and via the TWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3
for standard communication:

Addressing

Is detected via the plausibility check of the temperature
values and via the TwinSAFE SC communication within
the EL6910.

Communication error for
standard communication:

Recurrent memory errors in
switches

Is detected via the plausibility check of the temperature
values and via the TwinSAFE SC communication within
the EL6910.

2.29.3.1 Note about TwinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the
checksum. This polynomial is sufficiently independent of the polynomial used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-?).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected
via the comparison in the safe logic, since this would lead to inequality.
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2.29.4 Parameters of the safe output terminal

EL2904
Parameter Value
Current measurement active No
Output test pulses active Yes

2.29.5 Block formation and safety loops

2.29.5.1 Safety function 1

Functional
Safety e

: Inputl :
|
EL3214 !
I -
| PT1000 0090
il E— | S | [ K1
: Input2 : EL6910 EL2904
| K2
|
| | Thermo couple | | EL3312
| typeK
) S A ) EE— |
2.29.6 Calculation
2.29.6.1 PFH/MTTFp/B10p — values
Component Value
EL2904 — PFH 1,25E-09
EL6910 — PFH 1,79E-09

PT1000 — MTTFo

7.618 a (acc. to table C.5 EN ISO 13849-1:2015)

Thermocouple Type K- FIT

1900 (Amount of errors in 10° hours)

EL3214-0090 - MTBF 890.000
EL3312 - MTBF 1.661.253
K1 - B10ob 1.300.000
K2 - B10pb 1.300.000
Days of operation (dop) 230
Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours

Application Guide TwinSAFE - version 1.9.1
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2.29.6.2 Diagnostic Coverage DC

Component Value

Temperature values over TWinSAFE SC and DCavg=90% (Alternatively in calculation: 99%)
plausibility check inside the logic

K1/K2 with EDM monitoring (actuation 1x per DCavg=99%

week and evaluation of all rising and falling
edges with monitoring over time) with testing of
the individual channels

2.29.6.3 Calculation safety function 1

For clarification, the safety parameter is calculated according to both EN62061 and EN13849. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH and MTTFq4 values from the B10q values:

From:

__ dop*hop*60

nO
P TZyklus

and:

B10,

MTTFD = m

Calculation of the PFH and MTTFp values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:

MTTF, = 2 x MTBF

1
MTTFp =~
D

With:
0,1 _ 0,1 *ng,
® " Top  B10,

results in:
0,1 *ny, * (1 —DC) _1-DC

PFH = =
B10, MTTF,
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Inserting the values, this produces:

PT1000
MTTFp, = 7618y = 66.733.680 h
1-DC 1-09
PFH = = 1,50E - 09

MTTF, _ 66.733.680 h

EL3214-0090
MTTFp = 2+ MTBF = 2% 890.000 h = 1.780.000 h = 203 y

1-DC 1-09

PFH = =
MTTFp  1.780.000 h

= 5,62E - 08

Input 1 subsystem
PFH(Inputl) = PFH(PT].OOO) + PFH(EL3214——0090) = 1,5E - 09 + 5,62E - 08 = 5,77E - 08

Thermo couple

1 1
MTTFy = —=————=x10%h = 526.315 h = 60
> =7, T 1900 FIT y
pry=——2C 1799 1405 _og
~ MTTFp, 526.315h '
EL3312

MTTF, = 2 * MTBF = 2 x 1.661.253 h = 3.322.506 h = 379 y
1-DC_ 1-09
MTTF, 3.322.506 h

PFH = =3,0E-08

Input 2 subsystem
PFHnput2) = PFH(rhermocouptey + PFH(g13312) = 19,0E — 08 + 3,0E — 08 = 22,0E — 08

K1/K2
230%16%60
T’lop = W = 21,90
1300000
MTTF, = = 593.607 y = 5.199.997.320 h

0,1x21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback

1-0,99

PFH = 5536073 = 8760

=192E-12
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The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

The input signals from PT1000 with EL3214-0090 and thermocouple with EL3312 have different
measuring methods, provide both temperature values and are both involved in the safety function. A non-
functioning of a channel does not lead to a dangerous situation, but is detected by the comparison of the
two values in the TwinSAFE logic and leads to a shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where B =10%. EN 62061 contains tables (Table F.1 criteria for the determination
of the CCF and Table F.2 estimation of the CCF factor (8)) with which this B factor can be determined
exactly. For the input subsystem an estimated value of 2% can be achieved by processing the table to
calculate the B factor. In the following calculation, the worst case is assumed to be 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely
at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet)

This produces for the calculation of the PFH value for safety function 1.

(PFH(nput) + PFH(nput2))
npu P+ (1 - B+ (PFH(mput1) * PFH(InputZ)) *T1+ PFHgL6010)
PFH k1) + PFH gy
2

PFHges = B *

+ PFH(g 2004 + B * + (1 = )% * (PFHky) * PFH (i) * T1

Since the portions (1 — B)? * (PFHky) * PFHz)) * T1 and (1 — B)? * (PFHnput1) * PFH(mputzy) * T1 are

smaller than the rest by the power of ten, they are neglected in this and all further calculations for the
purpose of simplification.

to:

5,77E — 08 + 22,0E — 08 192E —12 +1,92E — 12
PFHges = 10% * > +1,79E =9+ 1,25E — 9+ 10% * >

= 1,3885E — 08 + 1,79E — 09 + 1,25E — 9 + 1,92F — 13

PFH ., = 1,693E — 08

:I EN 62061
|

In accordance with EN 62061, the input subsystem is evaluated with an SFF or a DC of
Note 90%. This restricts the achievable SIL value according to table 5 of EN 62061 to a
maximum SIL 2.
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Alternative calculation of the MTTFq4 value according to EN13849 for safety function 1 (with the same
assumption), with:

1
MTTFp gos £ MTTFp

From the input subsystem, the poorer value is taken:

1 1 1 1 1 1
= + + + +
MTTFp ges MTTFp (Thermocouple) MTTFp (EL3312) MTTFp (EL6910) MTTFp (EL2904) MTTFp (K1)

If only PFH values are available for EL2904 and EL6910, the following estimation applies:
(1 - DC(ELxxx))

MTTF,
D (ELxxxx) PF H(ELxxx)
Hence:
MTTF e DC(EL6910)) (1-0,99) _ 0,01 .
D(EL6910) — PFHgie010)  1,79E — 091 8760% ~ 15,68E — 061 y
MTTF. (1 - DC(EL2904)) (1-0,99) _ 0,01 — 913
D(EL2904) — PFHgi5000 ~ 1,25E — 09% « 8760% 11E - 055 y
MTTF, ! 45,5
D — — ) y
ges T 1 A 1 1
60 379 637 913 593.607
DCqyg
DC DC DcC DC DcC DcC DC DC
+ + + + + + +
MTTFD(PTwoo) MTTFD(EL3214) MTTFD(TC) MTTFD(EL3312) MTTFD(EL6910) MTTFD(EL2904) MTTFD(K1) MTTFD(KZ)
- 1 1 1 1 1 1 1 1

MTTFD(pr1000) MTTFD(EL3214) MTTFD(rc) MTTFD(gL3312) MTTFD(5L6010) MTTFD(EL2904) MTTFD(k1) MTTFD(k2)

Used with DC=90%

0,9 0,99 0,99 0,99 0,99

;+—+ +—+—+—+ 0,0246
DC — 7.618 203 379 637 913 593607 593607 _ =9111%
wg T 11 JENE S S L_ " 0,0270
+ + sttt + )
7.618 203 379 637 913 593607 593607
Alternatively with DC=99%
0,99 0,99 0,99 0,99 0,99 0,99 0,99 0,99
pC. 7618 203 60 " 370 * a7 T ors * Someor * soneoy _ 00268 _ oo o
S S S S W W S S 0,0270

7.618 203 60 379 637 913 593607 593607
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A

CAUTION

Category

This structure is possible up to category 3 at the most.

DC=90% for the input subsystem

MTTFq
Designation for each channel Range for each channel
3 years < MTTFq4 < 10 years

medium 10 years < MTTFq4 < 30 years

high 30 years < MTTFq < 100 years
DCavg

Designation Range
DC <60 %

60 % =< DC <90 %

medium

90 % =DC <99 %

99 % =<DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTT
low a - a b b c -
medium - c c d -
high - c c d d d e
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Alternatively with DC=99% for the input subsystem

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % =< DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
DC none none low medium low medium high

MTTFg

low a - a b b c -

medium b - o c -

high - c c d d e

Safety integrity level

Safety integrity level according to Tab. 3 EN62061

Probability of a dangerous failure per hour
(PFHp)

3 >108to <107
2 >107to < 10°®
1 >10%to <105

Application Guide TwinSAFE - version 1.9.1
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2.30 Level measurement with TwinSAFE SC
(Category 3, PL d)

In this example we will show how a level measurement with the TWinSAFE SC technology can be
realized. Two different measurement methods are used for this purpose. On the one hand an ultrasonic
sensor with a 0 - 10 V interface, which is wired to a TWinSAFE SC EtherCAT box EP3174-0092 is used,
and on the other hand a level probe with 4-20 mA interface, which is wired to a standard EtherCAT
terminal EL3152.

Within the safe TwinSAFE EL6910 logic, these two signals are compared or plausibilized using a
Compare function block. The signal from EP3174-0092 is previously scaled via the scale function block
so that the two signals have an identical value range. The signal is then checked via the FB limit. The
result of the FB limit and the IsValid output of the Compare function block are used to switch off the
contactors K1 and K2 via the function block Mon. In addition, the StuckAtError output of the scale function
block can also be placed on a Mon input. This means that a freezing of the signal can be detected.

The monitoring of the contactor feedback is not shown in this example for the sake of clarity, but must be
considered by the user

safescaling - 2 (& safeMon P | 3|
il FScaling] TL\( Restart i e "1,2
1
I—@ Restas
....... 1] Anlogin Einer
StuckAtError [0 9] Monint_|
AnalogOut O] fa] Moninz
£5] Moaln:
1 5] Monind
Scaling Factor =
3
16] Securel
Scaling Offset $9] Secure2
Division Rounding 15
Floor Watchdog (me)
Cedl 1000
Round

2] somy
fa] eom2

o G

- i P LR L CECEEE LT

A o ™ :

4 i o

.

#6] Compint H
safelimit ol H
jeeecccas 6] Compl Eror [H £ FBLmitL ﬂ} :
19] Compin3 IsValid O] ) '
H 1 3 LIMIT| '
] Compind Compout [ 0] Analogin_| tio] H
& 5] Compins 5] Minvalue [ Intimit 0] H
.
'
L)

SECRE

5] Maxvalue f———  BelowMin D]

Architecture Allowed deviation
I 1002 10

g
b

2003 Tolerance time (ms) Minimum Value
3005 5000 0

= 3 N
W |

!

Maximum Value
500

|

c Emergency stop / contactor feedback monitor

In addition to the function shown above, a contactor feedback monitor, e.g. via an EDM
CAUTION | function block for K1 and K2 and, if necessary, an emergency stop function must be
implemented by the user!
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2.30.1 Diagram of the structure

Ultrasonic sensor EP3174 PC
0..10V -0092 Blact(;::lnnel EL6910 EL2904 Actuator
4 - -+
-+ -+
Level prObe EL3152 Standard Fieldbus
4.20 mA Level

2.30.2 Structure and diagnosis

The read signals from the two measuring points are standard signals using a different technology. At least

one signal is transmitted via the TWinSAFE SC technology to the safe TwinSAFE logic so that

falsifications of this signal in the PC or on the transmission path are detected. The check for equality of

these two signals, within the permissible tolerances, is performed in the safe TwWinSAFE logic.

The individual fault assumptions and associated expectations are listed in the following FMEA table

2.30.3 FMEA

Error assumption Expectations Checked

Level value over standard Detected via the second value and the plausibility check

fieldbus itself freezes in the EL6910.

Level value over TWINSAFE SC | Detected by the watchdog within the TWInSAFE SC

communication freezes communication and by the plausibility check in the
EL6910.

Level values are copied in A corrupt value within the TwinSAFE SC communication

succession in the standard PLC | results in an invalid CRC inside the telegram and thus
the immediate switch-off of the group and the outputs

Level value via the standard Detected via the second value and the plausibility check

fieldbus is corrupted in the EL6910.

There is no longer any Detected within the EL6910 via the plausibility check

connection between the sensor | with the second level value.

and the EtherCAT terminal

Ultrasonic sensor supplies an Detected within the EL6910 via the plausibility check

incorrect level value with the second level value.

Level probe supplies an Detected within the EL6910 via the plausibility check

incorrect level value with the second level value.

Communication error 61784-3 Is detected via the plausibility check of the level values

for standard communication: and via the TwWinSAFE SC communication within the

Corruption EL6910.

Communication error 61784-3 Is detected via the plausibility check of the level values

for standard communication: and via the TWInSAFE SC communication within the

Unintentional repetition EL6910.

Communication error 61784-3 Is detected via the plausibility check of the level values

for standard communication: and via the TWInSAFE SC communication within the

Wrong sequence EL6910.
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Error assumption

Expectations

Checked

Communication error 61784-3
for standard communication:

Loss

Is detected via the plausibility check of the level values
and via the TWinSAFE SC communication within the
EL6910.

Communication error 61784-3
for standard communication:

Unacceptable delay

Is detected via the plausibility check of the level values
and via the TwWinSAFE SC communication within the
EL6910.

Communication error 61784-3
for standard communication:

Insertion

Is detected via the plausibility check of the level values
and via the TwWinSAFE SC communication within the
EL6910.

Communication error 61784-3
for standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3
for standard communication:

Addressing

Is detected via the plausibility check of the level values
and via the TwWinSAFE SC communication within the
EL6910.

Communication error for
standard communication:
Recurrent memory errors in
switches

Is detected via the plausibility check of the level values
and via the TwinSAFE SC communication within the
EL6910.

2.30.3.1 Note about TwinSAFE SC communication:

The TWinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the
checksum. This polynomial is sufficiently independent of the polynomial used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected
via the comparison in the safe logic, since this would lead to inequality.

204
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2.30.4 Parameters of the safe output terminal

EL2904
Parameter Value
Current measurement active No
Output test pulses active Yes

2.30.5 Block formation and safety-loops

2.30.5.1 Safety function 1

Functional
Safety ©

: Inputl :
|| utrasonic || ep31za |l
I sensor -0092
- 1" ] [ K1
: Input2 : EL6910 EL2904
[ | K2
: level probe [ EL3152
il — ) S [
2.30.6 Calculation
2.30.6.1 PFH/MTTFp/B10p - values
Component Value
EL2904 — PFH 1,25E-09
EL6910 — PFH 1,79E-09

Ultrasonic sensor — MTBF

195 a (1.708.200 h)

Level probe — MTTF

732 a (6.412.320 h)

EP3174-0092 - MTBF 600.000 h
EL3152 - MTBF 2.507.303 h
K1 - B10ob 1.300.000 h
K2 - B10pb 1.300.000 h
Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours
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2.30.6.2 Diagnostic Coverage DC

Component Value

Level values over TWinSAFE SC and plausibility | DCawg=90% (Alternatively in calculation: 99%)
check inside the logic

K1/K2 with EDM monitoring (actuation 1x per DCavg=99%
week and evaluation of all rising and falling
edges with monitoring over time) with testing of
the individual channels

2.30.6.3 Calculation safety function 1

For clarification, the safety parameter is calculated according to both EN62061 and EN13849. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH and MTTFq4 values from the B10q values:

From:

__ dop*hop*60

nO
P TZyklus

and:

B10,

MTTFD = m

Calculation of the PFH and MTTFp values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:

MTTF, = 2 x MTBF

1
MTTFp =~
D

with:
0,1 _ 0,1 *ng,
® " Top  B10,

results in
0,1 *ny, * (1 —DC) _1-DC

PFH = =
B10, MTTF,
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Inserting the values, this produces:

Ultrasonic sensor
MTTF, =2+ MTBF =2+ 195y =390y = 3.416.400 h
1-DC 1-09

PFH = =
MTTFp 3.416.400 h

=2,93E-08

EP3174-0092
MTTFp, = 2% MTBF = 2 x600.000 h = 1.200.000 h = 136 y
1-DC 1-09

PFH = =
MTTFp  1.200.000 h

=8,33E—-08

Input 1 subsystem

PFH(Inputl) = PFH(Ultrasonic) + PFH(EP3174——0092) = 2,93E - 08 + 8,33E - 08 = 11,26E - 08

Level probe
MTTFp =2+« MTTF =2+ 732y = 1464y = 12.824.640 h
1-DC 1-09

PFH = =
MTTFp 12.824.640 h

=7,79E - 09

EL3152
MTTFp = 2% MTBF = 2% 2.507.303 h = 5.014.606 h =572y

— 1-DC_ 1-09
" MTTF, 5.014.606 h

=1,99E - 08

Input 2 subsystem
PFHinputzy = PFH(evet provey + PFH(g13152) = 7,79E — 09 + 1,99E — 08 = 2,77E — 08

K1/K2
_ 230%16%60 _
Mop = ~oose = 2190
1300000
MTTF, = =593.607 y = 5.199.997.320 h

0,1x21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback

prH=— 1999 _gp s
" 593607,3 8760
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The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

The input signals from ultrasonic sensor with EP3174-0092 and level probe with EL3152 have different
measuring methods, provide both level values and are both involved in the safety function. A non-
functioning of a channel does not lead to a dangerous situation, but is detected by the comparison of the
two values in the TwinSAFE logic and leads to a shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where B =10%. EN 62061 contains tables (Table F.1 criteria for the determination
of the CCF and Table F.2 estimation of the CCF factor (8)) with which this B factor can be determined
exactly. For the input subsystem an estimated value of 2% can be achieved by processing the table to
calculate the B factor. In the following calculation, the worst case is assumed to be 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely
at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet)

This produces for the calculation of the PFH value for safety function 1.

(PFH(nput) + PFH(nput2))
npu P+ (1 - B+ (PFH(mput1) * PFH(InputZ)) *T1+ PFHgL6010)
PFH k1) + PFH gy
2

PFHges = B *

+ PFH(g 2004 + B * + (1 = )% * (PFHky) * PFH (i) * T1

Since the portions (1 — B)? * (PFHky) * PFHz)) * T1 and (1 — B)? * (PFHnput1) * PFH(mputzy) * T1 are

smaller than the rest by the power of ten, they are neglected in this and all further calculations for the
purpose of simplification.

to:

11,26E — 08 + 2,77E — 08 192E — 12+ 1,92E — 12
PFHges = 10% * > +1,79E =9+ 1,25E —9 + 10% * >

=7,015E - 09+ 1,79E — 09 + 1,25E — 9 + 1,92F — 13

PFH ., = 1,005E — 08

:I EN 62061
|

In accordance with EN 62061, the input subsystem is evaluated with an SFF or a DC of
Note 90%. This restricts the achievable SIL value according to table 5 of EN 62061 to a
maximum SIL 2.
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Alternative calculation of the MTTFq4 value according to EN13849 for safety function 1 (with the same
assumption), with:

n
1 _ Z 1
MTTFp gos £ MTTFp

From the input subsystem, the poorer value is taken:

1 1 1 1 1 1
= + + + +
MTTFp ges MTTFp (Ultrasonic sensor) MTTFp (EP3174-0092) MTTFp (EL6910) MTTFp (EL2904) MTTFp (K1)

If only PFH values are available for EL2904 and EL6910, the following estimation applies:
_ (1 - DC(ELxxx))

MTTFp (ELxxxx) ~— pPFH (ELxxx)
Hence:
1—-DC 1-0,99 0,01
MTTFD — ( (EL6910)) - ( - ) — = = 637y
(EL6910) PFH(EL6910) 1,79E - 09H * 8760; 15;68E - 06;
1-DC 1-0,99 0,01
MTTFD — ( (EL2904-)) — ( ) — = = 913 y
(EL2904) PFH(EL2904—) 1,25E —_ 091h * 8760; 1;1E - 05;
1
MTTFp gos = —————— —— =7946y

390 136 637 913 593.607

DC DC DC DC Dc DC . bc___,  DC

+ + + + + + +
DC _ MTTFpitrasonicy MTTFD(EP3174) MTTFD(1evel probe) MTTFD(gL3152) MTTFD(EL6910) MTTFD(EL2004) MTTFD(K1) MTTFD(Kk2)
avg — T 1 T ) 1 T 1 - 1 - 1

t t t + t t t
MTTFpyitrasonicy MTTFD(EP3174) MTTFD(1evel probe) MTTFD(EL3152) MTTFD(EL6910) MTTFD(EL2904) MTTFD(k1) MTTFD(k2)

Used with DC=90%

09 . 09 0,9 09 = 099 099 0,99 0,99
— =4+ 4+ =+ —=—4+—+ 00137
DC.. —39% 136 1464 572 637 913 593607 593607 _ - = 91.33%
avg — 71 1 1 1 1 1 1 1~ 00150 Y
—_— 4 —+ ==+ =4+ —+ )
390 136 = 1464 572 637 = 913 = 593607 = 593607

Alternatively with DC=99%

0,99 0,99 0,99 + 0,99 + 0,99 + 0,99 + 0,99 0,99
DC _ 390 136 1464 572 637 913 593607 593607 __ 0'01486 = 99 06%
= = = ) ()
avg 1 1 1 1 1 1 1 1 00150
—t—t—+—+—+—+ )
390 136 1464 572 637 913 593607 593607
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A

CAUTION

Category

This structure is possible up to category 3 at the most.

DC=90% for the input subsystem

MTTFq
Designation for each channel Range for each channel
3 years < MTTFq4 < 10 years

medium 10 years < MTTFq4 < 30 years

high 30 years < MTTFq < 100 years
DCavg

Designation Range
DC <60 %

60 % =< DC <90 %

medium

90 % =DC <99 %

99 % =<DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTT
low a - a b b c -
medium - c c d -
high - c c d d d e
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Alternatively with DC=99% for the input subsystem

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % =< DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
DC none none low medium low medium high

MTTFg

low a - a b b c -

medium b - o c -

high - c c d d e

Safety integrity level

Safety integrity level according to Tab. 3 EN62061

Probability of a dangerous failure per hour
(PFHp)

3 >108to <107
2 >107to < 10°®
1 >10%to <105

Application Guide TwinSAFE - version 1.9.1
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2.31 Pressure measurement with TwinSAFE SC
(Category 3, PL d)

In this example we will show how a pressure measurement with the TwWinSAFE SC technology can be
realized. For this purpose, two measuring points are equipped with pressure sensors, on the one hand
with a pressure sensor with |O-Link interface, which is wired to a standard EtherCAT terminal EL6224,
and on the other hand a pressure sensor with 4..20 mA interface, which is wired to a TWinSAFE SC
EtherCAT terminal EL3124-0090.

Within the safe TwinSAFE EL6910 logic, these two signals are compared or plausibilized using a
Compare function block. The signal from EL6224 is previously scaled via the scale function block so that
the two signals have an identical value range. The signal is then checked via the FB limit. The result of
the FB limit and the IsValid output of the Compare function block are used to switch off the contactors K1
and K2 via the function block Mon. In addition, the StuckAtError output of the scale function block can
also be placed on a Mon input. This means that a freezing of the signal can be detected.

The monitoring of the contactor feedback is not shown in this example for the sake of clarity, but must be
considered by the user
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. Safety valve (PSV - Pressure Safety Valve)
The application shown above cannot be used as a replacement for a safety valve

WARNUNG according to the EC Pressure Equipment Directive.

c Emergency stop / contactor feedback monitor

In addition to the function shown above, a contactor feedback monitor, e.g. via an EDM
CAUTION | function block for K1 and K2 and, if necessary, an emergency stop function must be
implemented by the user!

212 Application Guide TwinSAFE - version 1.9.1



BECKHOFF New Automation Technology

Circuit examples

2.31.1 Diagram of the structure

Pressure sensor EL3124 PC
4..20 mA -0090 B""‘Pcr'fe‘;'s‘j'r‘e”e' EL6910 EL2904 Actuator
H p— H p—
-+ -+
Pres§u re sensor EL6224 standard Feldbus
10-Link Pressure
-+ -+

2.31.2 Structure and diagnosis

The read signals from the two measuring points are standard signals using a different technology. At least

one signal is transmitted via the TWinSAFE SC technology to the safe TwWinSAFE logic so that

falsifications of this signal in the PC or on the transmission path are detected. The check for equality of

these two signals, within the permissible tolerances, is performed in the safe TwinSAFE logic.

The individual fault assumptions and associated expectations are listed in the following FMEA table

2.31.3 FMEA
Error assumption Expectations Checked
Pressure value over standard Detected via the second value and the plausibility check
fieldbus itself freezes in the EL6910.
Pressure value over TWInNSAFE | Detected by the watchdog within the TWInSAFE SC
SC communication freezes communication and by the plausibility check in the

EL6910.
Pressure values are copied in A corrupt value within the TwinSAFE SC communication
succession in the standard PLC | results in an invalid CRC inside the telegram and thus
the immediate switch-off of the group and the outputs

Pressure value via the standard | Detected via the second value and the plausibility check
fieldbus is corrupted in the EL6910.
There is no longer any Detected within the EL6910 via the plausibility check
connection between the sensor | with the second pressure value.
and the EtherCAT terminal
Pressure sensor (4..20mA) Detected within the EL6910 via the plausibility check
supplies an incorrect pressure with the second pressure value.
value
Pressure sensor (10-Link) Detected within the EL6910 via the plausibility check
supplies an incorrect pressure with the second pressure value.
value
Communication error 61784-3 Is detected via the plausibility check of the pressure
for standard communication: values and via the TwinSAFE SC communication within
Corruption the EL6910.
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Error assumption

Expectations

Checked

Communication error 61784-3
for standard communication:

Unintentional repetition

Is detected via the plausibility check of the pressure
values and via the TWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Wrong sequence

Is detected via the plausibility check of the pressure
values and via the TwinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Loss

Is detected via the plausibility check of the pressure
values and via the TwinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Unacceptable delay

Is detected via the plausibility check of the pressure
values and via the TWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Insertion

Is detected via the plausibility check of the pressure
values and via the TWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3
for standard communication:

Addressing

Is detected via the plausibility check of the pressure
values and via the TwinSAFE SC communication within
the EL6910.

Communication error for
standard communication:
Recurrent memory errors in
switches

Is detected via the plausibility check of the pressure
values and via the TWIinSAFE SC communication within
the EL6910.

2.31.3.1 Note about TwinSAFE SC communication:

The TwinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the
checksum. This polynomial is sufficiently independent of the polynomial used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-?).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected
via the comparison in the safe logic, since this would lead to inequality.
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2.31.4 Parameters of the safe output terminal

EL2904
Parameter Value
Current measurement active No
Output test pulses active Yes

2.31.5 Block formation and safety-loops

2.31.5.1 Safety function 1

Functional
Safety ©

| Inputl :
|
I Pressure EL3124 |
Lo [ % K1
: ;1;“:2 ___________ B EL6910 EL2904
|
|
| Pressure ELE224 I K2
| sensor
[ S— ) S— |

2.31.6 Calculation

2.31.6.1 PFH/MTTFp/B10p — values

Component Value
EL2904 — PFH 1,25E-09
EL6910 — PFH 1,79E-09

Pressure sensor 1 (4..20 mA) - MTTF

124 a (1.086.240 h)

Pressure sensor 2 |10-Link = MTTF

201 a (1.760.760 h)

EL3124-0090 - MTBF 950.000 h
EL6224 - MTBF 1.607.919 h
K1 -B10p 1.300.000 h
K2 - B10p 1.300.000 h
Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours
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2.31.6.2 Diagnostic Coverage DC

Component Value

Pressure values over TWinSAFE SC and DCavg=90% (Alternatively in calculation: 99%)
plausibility check inside the logic

K1/K2 with EDM monitoring (actuation 1x per DCavg=99%

week and evaluation of all rising and falling
edges with monitoring over time) with testing of
the individual channels

2.31.6.3 Calculation safety function 1

For clarification, the safety parameter is calculated according to both EN62061 and EN13849. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH and MTTFq4 values from the B10q values:

From:

__ dop*hop*60

nO
P TZyklus

and:

B10,

MTTFD = m

Calculation of the PFH and MTTFp values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:

MTTF, = 2 x MTBF

1
MTTFp =~
D

with
0,1 _ 0,1 *ng,
® " Top  B10,

results in
0,1 *ny, * (1 —DC) _1-DC

PFH = =
B10, MTTF,

216 Application Guide TwinSAFE - version 1.9.1



BECKHOFF New Automation Technology

Circuit examples

Inserting the values, this produces:

Pressure sensor 1 (4-20mA)
MTTF, =2+« MTTF =2+ 124y =248y = 2.172480 h
1-DC 1-09

PFH = =
MTTFp 2.172.480 h

= 4,60E — 08

EL3124-0090
MTTFp = 2% MTBF = 2% 950.000 h = 1.900.000 h = 216 y
1-DC 1-09

PFH = =
MTTFp  1.900.000 h

= 5,26E - 08

Input 1 subsystem

PFH (input1y = PFHpressure sensor1) + PFH(g13124-0090) = 4,60E — 08 + 5,26E — 08 = 9,86E — 08

Pressure sensor 2 (I0-Link)
MTTFp, = 2% MTBF = 2 % 1.760.760 h = 3.521.520 h = 402 y
1-DC_ 1-09

PFH = =
MTTFp 3.521.520 h

= 2,84E - 08

EL6224
MTTFp = 2% MTBF = 2% 1.607.919 h = 3.215.838 h = 367 y

— 1-DC_ 1-09
~ MTTF, 3.215.838h

=3,11E-08

Input 2 subsystem

PFH(InputZ) = PFH(PTESSMTE sensor2) + PFH(EL6224-) = 2,84E — 08 + 3,11E —08 = 5,95E — 08

K1/K2
_ 230%16%60 _
Mop = ~oose = 2190
1300000
MTTF, = =593.607 y = 5.199.997.320 h

0,1x21,90

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback

prH=— 1999 _gp s
" 593607,3 8760
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The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10d values for K1 and
K2 are identical.

The input signals from pressure sensor 1 with EL3124-0090 and pressure sensor 2 with EL6224 have
different measuring methods, provide both pressure values and are both involved in the safety function. A
non-functioning of a channel does not lead to a dangerous situation, but is detected by the comparison of
the two values in the TWinSAFE logic and leads to a shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where B =10%. EN 62061 contains tables (Table F.1 criteria for the determination
of the CCF and Table F.2 estimation of the CCF factor (8)) with which this B factor can be determined
exactly. For the input subsystem an estimated value of 2% can be achieved by processing the table to
calculate the B factor. In the following calculation, the worst case is assumed to be 10%.

Further, it is assumed that all usual measures have been taken to prevent both channels failing unsafely
at the same time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control
cabinet)

This produces for the calculation of the PFH value for safety function 1.

(PFH(nput) + PFH(nput2))
npu P+ (1 - B+ (PFH(mput1) * PFH(InputZ)) *T1+ PFHgL6010)
PFH k1) + PFH gy
2

PFHges = B *

+ PFH(g 2004 + B * + (1 = )% * (PFHky) * PFH (i) * T1

Since the portions (1 — B)? * (PFHky) * PFHz)) * T1 and (1 — B)? * (PFHnput1) * PFH(mputzy) * T1 are

smaller than the rest by the power of ten, they are neglected in this and all further calculations for the
purpose of simplification.

to:

9,86E — 08 + 5,95E — 08 192E —12 +1,92E — 12
PFHges = 10% * > +1,79E =9+ 1,25E — 9+ 10% * 2

= 7905E — 09+ 1,79E — 09 + 1,25E — 9 + 1,92F — 13

PFH,,, = 1,094E — 08

:I EN 62061
|

In accordance with EN 62061, the input subsystem is evaluated with an SFF or a DC of
Note 90%. This restricts the achievable SIL value according to table 5 of EN 62061 to a
maximum SIL 2.
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Alternative calculation of the MTTFq4 value according to EN13849 for safety function 1 (with the same

assumption), with:

n
1 Z 1
L MTTFp,
=1

MTTFp yos

From the input subsystem, the poorer value is taken:

1 1

1

1 1

1

= + + + +
MTTFp ges MTTFp (PressureSensor1) MTTFp (EL3124—-0090) MTTFp (EL6910) MTTFp (EL2904) MTTFp (K1)

If only PFH values are available for EL2904 and EL6910, the following estimation applies:

_ (1 - DC(ELxxx))

MTTF, =
(ELxxxx) PF H(ELxxx)
Hence:
(1-DC ) 1-10,99 0,01
MTTFp g16910) = (L6010 — ( I ) — = - =637y
( ) PFH(g16910) 1,79E — 09+ * 8760; 15,68E — 06;
1-DC 1-0,99 0,01
MTTFD(EL2904) = ( (pLzs0y) = ( 1 ) o =913y
1
MTTFp gos = 45— — =8827y
248 ' 216 ' 637 ' 913 ' 593.607
DC DC DC DC DC DC + DC DC
C _ MTTFD(Pressure 1) MTTFD(EL3124) MTTFD(Pressure 2) MTTFD(ELazu) MTTFD(EL5910) MTTFD(EL2904) MTTFD(K1) MTTFD(KZ)
D avg — 1 1 1 1 1 1 1 1
MTTFD(Pressure 1) MTTFp (EL3124) MTTFp (Pressure 2) MTTFp (EL6224) MTTFp (EL6910) MTTFp (EL2904) MTTFp (K1) MTTFD(KZ)
Used with DC=90%
09 09 09 09 099 09 09 _ 09
DC — 248 216 402 367 637 913 593607 593607 _ 0'01512 =9141%
wg 1 0t 1 ! ! 0,01654 ’
248 216 402 367 637 913 593607 593607
Alternatively with DC=99%
099 099 099 099 099 099 099 09
DC - 248 216 402 367 637 913 593607 593607 - 0’01637 =98 97%
avg L+L+L+L+L+L+ 1 1 0,01654 ’
248 216 402 367 637 913 593607 593607
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A

CAUTION

Category

This structure is possible up to category 3 at the most.

DC=90% for the input subsystem

MTTFq
Designation for each channel Range for each channel
3 years < MTTFq4 < 10 years

medium 10 years < MTTFq4 < 30 years

high 30 years < MTTFq < 100 years
DCavg

Designation Range
DC <60 %

60 % =< DC <90 %

medium

90 % =DC <99 %

99 % =<DC

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for
the limit values shown in this table.

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTT
low a - a b b c -
medium - c c d -
high - c c d d d e
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Alternatively with DC=99% for the input subsystem

MTTFq
Designation for each channel Range for each channel
low 3 years £ MTTFq < 10 years
medium 10 years < MTTFq4 < 30 years
high 30 years < MTTFq < 100 years
DCavg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % < DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
DC none none low medium low medium high

MTTFg

low a - a b b c -

medium b - o c -

high - c c d d e

Safety integrity level

Safety integrity level according to Tab. 3 EN62061

Probability of a dangerous failure per hour
(PFHp)

3 >108to <107
2 >107to < 10°®
1 >10%to <105
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2.32 Monitoring lifting device (Category 3, PL d)

A lifting device consisting of 2 winches with deflection pulleys for moving a lifting table, should be
monitored in a safe way. The functions of slack rope detection and overload are to be implemented.
There are 2 deflection pulleys with a strain gauge (DMS) sensor on the top of each side of the post, thus
in sum 4 strain gauge sensors. One of these two sensors on one side is read with a TWInSAFE SC
terminal EL3356-0090. The other strain gauge sensor is wired to an EL3751. This provides a strain gauge
mV / V signal, which must be converted into a weight value in the safe logic so that it can be compared
with the value of the EL3356-0090.

Winch 1 Winch 2

Safety function 1 - Overload

A maximum permissible payload is specified for the lifting device. This must be monitored. For this
purpose, after the plausibility check of the EL3751 and EL3356-0090 signals, a limitation of the result is
made with the limit FB in the EL6910.

According to the risk and hazard analysis of the customer, this safety function is to be assessed with PL ¢
according to EN 13849-1:2015.

The safety function is built up in a category 3 structure.

Safety function 2 - Slack rope detection

A slack-rope detection is used to detect whether the lifting sled has been mechanically suspended or is
standing on the ground. In either case, a turn off must be done immediately. In addition, it also detects

whether a rope is torn.

According to the risk and hazard analysis of the customer, this safety function is to be assessed with PL c
according to EN 13849-1:2015.

The safety function is built up in a category 3 structure.
Additional function - without safety requirements

By incremental comparison of the encoder values of winch 1 and 2, a synchronous operation can be
checked. This prevents an oblique movement of the lifting sled by the two winches at an early stage.
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2.32.1 Diagram of the structure

DMS EL3356 PC
lift sensor 1 -0090 BlackChannel
DMS signal
carriage 1+ +— 4
pulley 1
mechanically
linked
DMS EL3751
lift sensor 2 Standard fieldbus
carriage —Z— I _Z_ DMS signal D
pulley 2
mechanically
linked
DMS EL3356
lift sensor 3 -0090 BIaCkChannIeI
DMS signa
carriage -+ +— 4
pulley 3
mechanically
linked
DMS EL3751
lift sensor 4 Standard fieldbus
carriage _Z_ I _Z_ DMS signal D
pulley 4

2.32.2 Structure and diagnosis

EL6910

O

EL2904 Actuator

Sng

The read-in signals of the strain gauge sensors are standard signals that are recorded differently per side.
The first strain gauge sensor is wired to a strain gauge terminal EL3356-0090 which packs the
determined weight value into a safe telegram (FSoE with modified polynomial - TwWinSAFE SC) and
transmits it to the EL6910. The second strain gauge sensor is wired to a terminal EL3751, which performs
a strain gauge mV / V measurement. This signal is sent to the EL6910 via the standard communication
path. This signal is converted into a weight value before the plausibility check within the safe logic.

The second side of the lifting device with strain gauge sensor 3 and 4 is identical. For the TWInSAFE SC
communication of the second EL3356-0090 a different polynomial compared to the first side is used. This
is done to detect that the data of both TwWinSAFE SC connections is not copied on each other.
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2.32.3 FMEA

Error assumption

Expectations

Checked

Strain gauge signal over
standard fieldbus itself freezes

Detected via the second value and the plausibility check
in the EL6910 (TwWinSAFE SC Communication between
EL3356-0090 and EL6910).

Strain gauge signal over
TwinSAFE SC communication
freezes

Detected via the second value and the plausibility check
in the EL6910 and and via the watchdog within the
TwinSAFE SC communication

Strain gauge values are copied
in succession in the standard
PLC

A corrupt value within the TwinSAFE SC communication
results in an invalid CRC inside the telegram and thus
the immediate switch-off of the group and the outputs.
The data types of the two strain gauge values have a
different length because one of the two is packaged in
the TWInSAFE SC telegram (for example, 4 bytes and
11 bytes)

Strain gauge value via the
standard fieldbus is corrupted

Detected via the second value and the plausibility check
in the EL6910 (TwinSAFE SC Communication between
EL3356-0090 and EL6910).

There is no longer a mechanical
connection between the lifting
sled and the winch

Detected within the EL6910 via the plausibility check
with the second strain gauge value.

EL3356-0090 supplies an
incorrect strain gauge value

Detected via the plausibility check with the strain gauge
value of the EL3751 within the EL6910.

EL3751 supplies an incorrect
strain gauge value

Detected via the plausibility check with the strain gauge
value of the EL3356-0090 within the EL6910.

Communication error 61784-3
for standard communication:

Corruption

Is detected via the plausibility check of the strain gauge
values and via the TwWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Unintentional repetition

Is detected via the plausibility check of the strain gauge
values and via the TWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Wrong sequence

Is detected via the plausibility check of the strain gauge
values and via the TWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Loss

Is detected via the plausibility check of the strain gauge
values and via the TwWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Unacceptable delay

Is detected via the plausibility check of the strain gauge
values and via the TwWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Insertion

Is detected via the plausibility check of the strain gauge
values and via the TWinSAFE SC communication within
the EL6910.

Communication error 61784-3
for standard communication:

Masquerading

not relevant for standard, only for safety communication.

Communication error 61784-3
for standard communication:

Addressing

Is detected via the plausibility check of the strain gauge
values and via the TWinSAFE SC communication within
the EL6910.

224
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Error assumption Expectations Checked
Communication error for Is detected via the plausibility check of the strain gauge

standard communication: values and via the TwinSAFE SC communication within

Recurrent memory errors in the EL6910.

switches

2.32.3.1 Note about TwinSAFE SC communication:

The TwWinSAFE SC communication uses the identical mechanisms for error detection as the Safety-over-
EtherCAT communication, the difference being that a different polynomial is used to calculate the
checksum. This polynomial is sufficiently independent of the polynomial used for Safety-over-EtherCAT.

The identical mechanisms are active, such as the black channel principle (bit error probability 10-2).

The quality of the data transmission is not crucial, because ultimately all transmission errors are detected
via the comparison in the safe logic, since this would lead to inequality.

2.32.4 Structure within the logic

The logic in the EL6910 is divided into 3 parts. In the first section the strain gauge values are scaled and
plausibilised. The restart interlock and the shutdown of the contactors K1 and K2 are also included with
an ESTOP function block.

In the second section, the total load is determined and monitored via a limit function block to a maximum
and minimum. The result is passed to the ESTOP block of the first section.

In the third section, each individual signal is monitored for a minimum value. These 4 signals are linked to
the ESTOP block of the first section.
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Section 1

DMSsensor2 j0|

DMSsensor

Section 2

Overload

DMssensor 0] A
DMSsensor2 0]

I>] Compare_Signals.FBEstop1..
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Section 3

2.32.5 Parameters of the safe output terminal

[p] Compare_Signals.FaEsto|

EL2904
Parameter Value
Current measurement active No
Output test pulses active Yes

Application Guide TwinSAFE - version 1.9.1
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2.32.6 Block formation and safety-loops

2.32.6.1 Safety function 1/2

R e . F“g:;l:;""@
| Inputl :
I
EL3356 !
| | DMSsensorl |-
| -0090 T| )
L. = T —
: Input2 : EL6910 EL2904 {
I | K2
: DMSsensor2 | EL3751
) ] S 1]
o T T T 0
| Input3 |
I
EL3356 |!
I u
I DMS sensor 3 -0090
) I 1]
m————————————= -
| Input4 :
I
I
: DMSsensor4 H EL3751
i ) S— I
2.32.7 Calculation
2.32.7.1 PFH/MTTFp/B10p — values
Component Value
EL2904 — PFH 1,25E-09
EL6910 — PFH 1,79E-09

Strain gauge Sensor 1-4 — MTTFp
(AST 3570951.1 KAL/10t/D50d11/L205/1,5mV/V)

160y (1.401.600 h)

EL3356-0090 - MTBF 780.733 h

EL3751 - MTBF 513.333 h

K1 - B10ob 1.300.000 h

K2 - B10pb 1.300.000 h
Encoder MTBF 107,5y (914.700 h)
Days of operation (dop) 230

Hours of operation / day (hop) 16

Cycle time (minutes) (Tzykius)

10080 (1x per week)

Lifetime (T1)

20 years = 175200 hours
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2.32.7.2 Diagnostic Coverage DC

Component Value

Strain gauge values over TwinSAFE SC and DCavg=90% (Alternatively in calculation: 99%)
plausibility check inside the logic

K1/K2 with EDM monitoring (actuation 1x per DCavg=99%

week and evaluation of all rising and falling
edges with monitoring over time) with testing of
the individual channels

2.32.7.3 Calculation safety function 1/2

For clarification, the safety parameter is calculated according to both EN62061 and EN13849. Calculation
according to one standard is sufficient in practice.

Calculation of the PFH and MTTFp values from the B10p values:

From:

nop = dop * hop * 60
TZyklus

und:

MTTF, = 510,
0,1 *ng,

Calculation of the PFH and MTTFp values from the MTBF values:

Note: Repair times can be neglected, therefore the following applies:

MTTF, = 2 MTBF

1
MTTF, = —
D

with
0,1 _ 0,1 *ng,
> T  B10p

results in
0,1 *ngy, * (1 —DC) _1-DC

PFH = =
B10, MTTF,
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Inserting the values, this produces:

Strain gauge sensor 1
MTTF, = 1.401.600 h = 160 y
1-DC 1-09

PFH = =
MTTFp, 1.401.600 h

=713E-08

EL3356-0090
MTTFp, = 2% MTBF = 2%780.733 h = 1.561.466 h = 178 y
1-DC 1-09

PFH = =
MTTF,  1.561.466 h

= 6,40E — 08

Input subsystem 1

PFH(Inputl) = PFH(DMS].) + PFH(EL3356—0090) = 7,13E - 08 + 6,40E -

Strain gauge sensor 2
MTTF, = 1.401.600 h = 160 y
1—-DC 1-09

PFH = =
MTTFp, 1.401.600 h

=713E—-08

EL3751
MTTFp, = 2% MTBF = 2% 513.333 h = 1.026.666 h = 117 y

— 1-DC_ 1-09
"~ MTTF, 1.026.666 h

=9,74E - 08

Input subsystem 2

08 = 13,53E — 08

PFH(InputZ) = PFH(DMSZ) + PFH(EL3751) = 7,13E - 08 + 9,74E - 08 = 16,87E - 08

For input subsystem 3, the values as calculated for input subsystem 1 apply. For input system 4, the values

as calculated for input subsystem 2 apply.

K1/K2
_230:16+60
"or = "10080
MrTE, = 2500000 o 607y = 5199.997.320 &
DT 012100 > 00V YT 0RPRIEL

and the assumption that K1 and K2 are each single-channel:

K1/K2: Actuation 1x per week and direct feedback

1-0,99

PFH = £53607 3 » 8760

=192E—-12
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The following assumptions must now be made:

Relays K1 and K2 are both connected to the safety function. The non-functioning of a relay does not lead
to a dangerous situation, but it is discovered by the feedback. Furthermore, the B10p values for K1 and
K2 are identical..

The input signals from strain gauge sensor 1 with EL3356-0090 and strain gauge sensor 2 with EL3751
have a different internal structure, have different values (weight value and mV /V value) and are both
involved in the safety function. A non-functioning of a channel does not lead to a dangerous situation, but
is detected by the comparison of the two values in the TwinSAFE logic and leads to a shutdown. An
identical design is used for strain gauge sensors 3 and 4. The sum of the 4 sensors provides the weight
value for the overload cut-off. A lowering of the minimum load of a strain gauge sensor leads to slack
rope shutdown.

There is a coupling coefficient between the components that are connected via two channels. Examples
are temperature, EMC, voltage peaks or signals between these components. This is assumed to be the
worst-case estimation, where 3 =10%. EN 62061 contains tables (Table F.1 criteria for the determination
of the CCF and Table F.2 estimation of the CCF factor (B)) with which this  factor can be determined
exactly. For the input subsystem an estimated value of 2% can be achieved by processing the table to
calculate the B factor. In the following calculation, the worst case is assumed to be 10%. Further, it is
assumed that all usual measures have been taken to prevent both channels failing unsafely at the same
time due to an error (e.g. overcurrent through relay contacts, overtemperature in the control cabinet).

This produces for the calculation of the PFH value for safety function 1/ 2

(PFH(Inputl) + PFH(InputZ)) +
2

PFHpys 1/2 = B * a- .3)2 * (PFH(Inputl) * PFH(InputZ)) *T1

(13,53E — 08 + 16,87E — 08)
PFHDM51/2=O,1* 2 =1,52E_08

(PFH(InputS) + PFH(InpuM)) +

PFHpys 374 = B * 1- .3)2 * (PFH(Input3) * PFH(Input4)) *T1

2
(13,53E — 08 + 16,87E — 08)
PFHDM53/4-=O!1* 2 :1,52E_08
PFHy, + PFH,
PFHyyx, = B * (PFH . ®2) | (1= B)? % (PFHyy * PFH ) * T1
(1,92E — 12 + 1,92E — 12)
PFHKl/KZ = 0,1 * = 1,92E - 13

2

Since the portions (1 — f)? * (PFHy, * PFH,)) * T1 are smaller than the rest by the power of ten, they
are neglected in this and all further calculations for the purpose of simplification.

PFHyes = PFHpys 12) PFHpys 3/4) T PFHg16910) + PFH(g12004) + PFH(Kl/KZ)
PFHyes = 1,52E — 08+ 1,52E — 08+ 1,79E —9 + 1,25E — 9 + 1,92E — 13

PFH,,, = 3,344E — 08

- EN 62061

In accordance with EN 62061, the input subsystem is evaluated with an SFF or a DC of
Note 90%. This restricts the achievable SIL value according to table 5 of EN 62061 to a
maximum SIL 2.
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Alternative calculation of the MTTFp value according to EN 13849 for safety function 1 / 2 (with the same

assumption), with

n
1 _ Z 1
MTTFp gos £ MTTFp

From the input subsystem, the poorer value is taken:
1 1 1 1 1

1

= + + + +
MTTFp ges MTTFp (DMS Sensor 2) MTTFp (EL3751) MTTFp (EL6910) MTTFp (EL2904) MTTFp (K1)

If only PFH values are available for EL2904 and EL6910, the following estimation applies:

_ (1 - DC(ELxxx))

MTTF, =
(ELxxxX) PF H(ELxxx)
Hence:
MTTF _ (1= DCgreorn)) (1-10,99) B 0,01 637y
P(EL6910) ™ PFHp co10) 1,79E — 09+ = 87602~ 15,68E — 06
MTTF _ 1- DC(EL2904)) _ (1-0,99) _ 0,01 913y
PEL290) T PFH(pip00,)  1,25E—09%%8760% ~ 1,1E—05%
1
MTTFp gos = ———— T — =57,26y
160 117 637 913 593.607
DC + DC + DC + DC + DC + DC
MTTFD(DMSl) MTTFD(EL3356) MTTFD(DMSZ) MTTFD(EL3751) MTTFD(DMSl) MTTFD(EL3356)
DC DC DC DC DC DC
DC _ MTTFD(DMSZ) MTTFp (EL3751) MTTFp (EL6910) MTTFp (EL2904) MTTFp (K1) MTTFp (K2)
avg — 1 1 1 1 1 1
MTTFD(DMSl) MTTFD(EL3356) MTTFD(DMSZ) MTTFD(EL3751) MTTFD(DMSl) MTTFD(EL3356)
1 1 1 1 1 1

MTTFp pps2) MTTFp(gr3751)  MTTFD(greor0) MTTFD(gra004) MTTED(1) MTTFp (ks

Used with DC=90%

0,9 0,9 0,9 0,9 0,9 0,9 0,9 0,9 0,99 0,99 0,99 0,99
et ettt ettt o Tt 0,0506388
DC — 160 178 160 117 160 178 160 117 637 913 593607 593607 - =90 42%
avg 1 1 1 1 1 1 1 1 1 1 1 1 4
—t—t—t—F—F—t—F—F—+——+ 0,0559985
160 178 160 117 160 178 160 117 637 913 593607 593607
Alternatively with DC=99%
0,99 0,99 0,99 0,99 0,99 0,99 0,99 0,99 0,99 0,99 0,99 0,99
DC _ 160 178 160 117 160 178 160 117 637 913 593607 593607 __ 0'0554385 =98 99%
avg — 1 1 1 1 1 1 1 1 1 1 1 1 - - 4
N N S S S S N S N S 0,0559985

160 178 160 117 160 178 160 117 637 913 593607 593607
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Category

A

CAUTION

This structure is possible up to category 3 at the most.

DC=90% for the input subsystem

MTTFp
Designation for each channel Range for each channel
low 3 years < MTTFp <10 years
medium 10 years < MTTFp < 30 years
high 30 years < MTTFp < 100 years
DCan
Designation Range
none DC <60 %
low 60 % <DC <90 %
medium 90 % =DC <99 %
high 99 % =<DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
DC none none low medium low medium high
MTTFp
low a - a b b c -
medium b - c c -
high - c c d d d e
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Alternatively with DC=99% for the input subsystem

MTTFp
Designation for each channel Range for each channel
low 3 years £ MTTFp < 10 years
medium 10 years < MTTFp < 30 years
high 30 years < MTTFp < 100 years
DCavqg
Designation Range
none DC <60 %
low 60 % < DC <90 %
medium 90 % < DC <99 %
high 99 % <DC

the limit values shown in this table.

For practical usability, the number of the ranges was limited to four. An accuracy of 5% is assumed for

Category B 1 2 2 3 3 4
DC none none low medium low medium high

MTTFb
low a - a b b c -
medium b - c c d -
high - c c d d e

" Result

J

The result with category 3, PL d fulfills or exceeds the requirements of the risk and
Note hazard analysis (PL c).
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3 Planning a safety project with TwWinSAFE
components

This chapter provides an overview of the general planning process for a safety project using TWinSAFE
components.

c Machinery Directive
This description applies only to machines as defined by the Machinery Directive.
CAUTION

Q Standards
The relevant standards must be available to the user. The following description cannot
CAUTION replace the standard. Typically, the current version of EN ISO 13849-1 and EN ISO
13849-2 or EN 62061 should be available as a minimum. Further useful information
can be found in IFA report 2/2017.

. Type C standard

Before you start the following process, you should check whether a type C standard is
available for your machine. If this is the case, please follow the steps and instructions
given there. If no type C standard is available, you can use the process described
below as a guide for the steps to be performed.

Note

3.1 Identifying the risks and hazards

DIN EN ISO 12100 defines an iterative process for risk minimization, for eliminating hazards or for
reducing the risk at machines. It describes the process of risk minimization in a three-step method. In the
first step, the machine should be designed to be inherently safe. If this is not possible, technical protective
measures can be taken to minimize the risk. In the last step, user information about the residual risk can
be provided.

In the first step, the risks and hazards and thus the safety functions must be identified. Machine
manufacturers require precise knowledge of the operation of their machine in order to identify risks and
hazards. Referring to Annex B of EN ISO 12100:2010 is helpful for this purpose.

This risk and hazard analysis should be carried out by persons with knowledge in different areas
(mechanics, electrics, hydraulics, software, maintenance, ...). All operating modes and conditions must be
taken into account, including commissioning, maintenance/servicing, normal operation and
decommissioning. The reasons for or against a particular decision should also be documented. Make
sure that your arguments and justifications are understandable and conclusive.

In this context, it is particularly important to note that safety measures must not yet be taken into account
when assessing the risk.

When all persons involved in the process agree with the result of the analysis, it should be signed by all
involved.
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3.2 Determining the PL:/ SIL

For each safety function (SF) of the machine identified in the risk and hazard analysis, the machine
manufacturer or user must determine the required Performance Level or SIL Level.

The SIL Level is determined based on the description in Annex A of EN 62061.

The Performance Level is determined based on the risk graph for determining the PL, of EN ISO 13849-1.
Information on the risk graph can be found in Annex A of EN ISO 13849-1:2015.

3.3 Specification of the safety functions

For each safety function identified, it is necessary to specify how the risk should be reduced in
accordance with the EN 1SO 12100 strategy for risk reduction.

Risks and hazards whose residual risk is to be reduced by inherently safe design or user information
must be specified, but are not part of this description.

The following explanations refer only to safety functions, the residual risk of which is to be reduced by
technical protective measures.

For these safety functions, the iterative design process for safety-related parts of the control system
(SRP/CS) is carried out in accordance with EN 1SO 13849-1:2015.

3.4 Specification of the measures

The machine manufacturer should compile a detailed description of each identified safety function (SF)
whose residual risk is to be reduced by means of technical protection measures. This description contains
information about the hazard, the type of measures taken to reduce the hazard and the required
Performance Level or SIL Level for this safety function.

For each SF, the description of the measures must include the category according to EN ISO 13849-1
and the components to be used, together with their safety parameters (MTTFp, DC, CCF, SFF).

Information on operating states and characteristics is required. These include the operating modes, the
cycle time, the response times or process safety time, the ambient conditions, the frequency of execution,
the operating times, the behavior of the machine in the event of energy loss and more. More detailed
information on this can be found in chapter 5.2 of EN 62061 and chapter 5 of EN ISO 13849-1:2015.

The machine manufacturer must specify and document the description of the safety-related program for
the TWinSAFE Logic, since it forms the basis for the implementation. In addition to selecting the
TwinSAFE components, the function blocks to be used and the sensors and actuators, the
parameterization of the components must also be specified, since this can influence the maximum
achievable Performance Level.

Examples for the implementation of safety functions and the parameterization of the TwinSAFE
components can be found in this manual.
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3.5 Implementation of the safety functions

The function blocks are configured in TwinCAT according to the specified safety functions. Predefined
function blocks are available for the typical safety functions, which can be interconnected in a graphical
editor. Safe input and output components provide the interface to sensors and actuators.

Once the entire safety logic and the parameterization of the safe inputs and outputs have been
implemented, a download to the TwWinSAFE logic can take place.

A valid user name and password must be provided for the download, together with the serial number of
the device.

Download Project Data |
Steps Login
Login Username: Administrator
Serial Number: 00123456
Password: sssnsene
| Next | | Cancel |

The download of the safety program is verified by comparing the CRC of the loaded project (online CRC)
and the calculated CRC from the Safety Editor (offline CRC). The comparison is carried out by TWinCAT
on the one hand and by the user on the other. The user confirms the comparison by ticking the checkbox
and re-entering the password.

Downleoad Project Data \E|
Steps Final Verification
Configured Online Calculated Venfication
Datasets CRC CRC Result
Safe Logic Data a
Mapping Data Ia
Parameter Data I&

Final Verification

[¥/| I have manually verified the data shown here and I am aware,
that the correct functionality must be tested manually!

| Next | ‘ Cancel

The Safety CRC toolbar in TwWinCAT can be used at any time to check whether the online CRC matches
the offline CRC, i.e. whether data has been changed in the editor or on the TwWinSAFE logic. The following
table is taken from the EL6910 documentation.
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Icon Name Description
CRC Toolbar|Left-click on the toolbar to initiate an update of the CRCs by the user.
[l CRCs: Red icon: CRCs are different
] CRC Toolbar|Green icon: All CRCs are identical
CRCs:
Online CRC |CRC of the safety project on the EL6910. This value is read online by
(0135 | the terminal. In the absence of an ADS connection to the EL6910, this
value is displayed with 0x----
Downloaded |CRC of the safety project that was loaded last. If no safety project is
| 09135 | CRC loaded when the TwinCAT project is opened, the value is displayed
with  Ox=---
Offline CRC |CRC of the current safety project, as stored in the safety editor. A CRC
| 09135 is displayed, if the stored project is valid. If the project is invalid,
0x---- is displayed as CRC.

A

CAUTION | way to ensure that

modified.

Checking the checksums

The user must verify that the online CRC and the offline CRC match. This is the only

a download was carried out after the project was created or

Once all specified safety functions have been implemented in the TwinSAFE logic, the implemented logic

is printed.

In addition to the entire logic, the parameters and the safety addresses of all safety components used, the
printout also contains the calculated project checksum, which is shown on the cover sheet. The
programmer and the customer can document the acceptance of the safety functions with date and

signature on the cover sheet.

Documentation for solution

.. TWINnCAT Project18

SafetyProject_MachineFeeder

Project CRC: 0x785F

Programmer:

Pfint Name

Customer:

Signature

Date

5/ Print Name

Signature

Date

Date
Editor

17.10.2017

SafetyUserD1

BECKHOFF !

Plot 17.10.2017 Beckhoff Automation GmbH
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3.6 Proof of achievement of the Performance Level

Once the safety project for the identified safety functions (SF) has been realized, the Performance Level
achieved for these SFs is calculated and verified. Examples for such calculations and verifications can be
found in this manual in chapter Fehler! Verweisquelle konnte nicht gefunden werden..

3.7 Validation of the safety functions

Extract from EN ISO 13849-2:2013, Chapter 4.1: validation guidelines.
ISO 13849-1:2006 is still referenced here. The relevant chapters have the same chapter numbers in the
current version of EN 1SO 13849-1:2015.

The purpose of the validation procedure is to confirm that the design of the safety-related parts of the
control system (SRP/CS) supports the specification of the safety requirements of the machines.

The validation must show that each SRP/CS meets the requirements of ISO 13849-1, particularly
with regard to:

a) the specified safety characteristics of the safety functions, as intended by the design;
b) the requirements for the specified Performance Level (see ISO 13849-1:2006, 4.5):
1. the requirements for the specified category (see 1SO 13849-1:20086, 6.2),
2. the measures for controlling and avoiding systematic failures (see ISO 13849-
1:2006, Annex G),
3. the software requirements, if applicable (see 1ISO 13849-1:2006, 4.6), and
4. the ability to provide a safety function under the expected conditions;
c) the ergonomic design of the user interface, e.g. to discourage the user to act in a dangerous
manner by circumventing the SRP/CS (see ISO 13849-1:2006, 4.8).

The validation should be carried out by persons who not involved in the SRP/CS design.

NOTE: “Independent person” does not necessarily mean that the validation has to be carried out by a
third party.

Further information about the validation can be found in EN 1SO 13849-2:2013, for example in Figure 1,
overview of the validation procedure, and in EN ISO 13849-1:2015

Application Guide TwinSAFE - version 1.9.1 239



Planning a safety project with TWinSAFE components BECKHOFF New Automation Technology

3.8 Instructions for checking the SF

All implemented safety functions (SF) have to be checked for correctness. This includes both normal
operation and the function in the event of a fault. Some of the test cases can be read from the defined
safety function with its described measures for risk minimization. For each function, the possible fault
scenarios must be defined and checked accordingly. This information must be recorded in a test
specification or acceptance protocol.

The following list shows some fault scenarios to be considered:

- Discrepancy error of two safe inputs

- Line interruption of the fieldbus used

- Feedback (EDM) error of the actuators

- Failure of the power supply

- Cross-circuit / external feed / line interruption in the wiring

- Violation of a defined limit, e.g. speed limit for axis functions and checking of the defined error
behavior

The validation must also ensure that all hazards identified by the risk assessment are covered by
appropriate measures and that these measures have actually been implemented.

This applies especially to the life cycle phases of installation/assembly and maintenance. It must be
ensured that any necessary changes or extensions to the safety project are only made after the design
engineer (machine manufacturer) has been notified and the safety specification has been changed by the
manufacturer. A check to see whether an extension of the test specification is necessary must also be
carried out. This applies in particular to machines that are assembled and put into operation at the end
customer's premises.

The test must cover the following points as a minimum:

- 1/O Check of the safe inputs and outputs

- Parameterization check of all safety components (watchdog times, sensor tests, FSoE address
etc.)

- Check of the safety functions during normal operation

- Check of the safety functions in the event of an error

- Check of the safe drive functions during normal operation

- Check of the safe drive functions outside the defined safety limits

- Check of the safe drive functions in the event of a power failure

3.9 Acceptance

The following list contains points which are required for the acceptance of the safety project. This list is
not exhaustive. These points must be checked after the initial start-up and after each software
modification of the TWinSAFE project.

- Implementation or changes only by qualified personnel

- Printout of the TWinSAFE project

- Checking of the entire safety project for correctness according to the previous chapter

- Comparison of the online CRC of the TWInSAFE project with the offline CRC to ensure that a
download took place after the changes to the safety project.

- Implementation and printout of the acceptance protocol

- Signature by programmer and customer

- This information should be added to the machine documentation
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4 Technical report — TUV SUD

KONFORMITATSBESTATIGUNG
LETTER OF CONFIRMATION

BV89987T

Applikationshandbuch TwinSAFE

(Application guide TwinSAFE)

Hersteller: Priifstelle:
Manufacturer: Test bogy:
Beckhoff Automation GmbH & Co. KG TUV SUD RAIL GmbH
Rail Automation
Huelshorstweg 20 Barthstr. 16
D-33415 Verl D-80339 Miinchen

1. Allgemein / General

Das "Applikationshandbuch TwinSAFE" zeigt die Berechnungen der sicherheitsrelevanten Kennwerte
bezaglich der Wahrscheinlichkeit gefahrbringender zufalliger Hardwareausfalle (MTTFd und PFH) nach
EN 61508 bzw. EN ISO 13849-1.

The “Application guide TwinSAFE” shows calculations of the safety relevant parameters of the proba-
bility of dangerous random hardware failures (MTTFd and PFH) according to EN 61508 respectively
EN ISO 13849-1.

2. Prifgrundlagen / Test bases

Berechnung des MTTF4 und DC entsprechend EN 1SO 13849-1:2015
Calculation of MTTFg and DC in accordance with EN ISO 13849-1:2015
Berechnung des PFH entsprechend EN 61508:2010

Calculation of PFH in accordance with EN 61508:2010
Applikationshandbuch TwinSAFE Version 1.9.0

Application guide TwinSAFE version 1.9.0

3. Zusammenfassung/Summary

Die Applikationsbeispiele des "Applikationshandbuch TwinSAFE" der Firma Beckhoff Automation GmbH
& Co. KG wurden von der TUV SUD Rail GmbH, Rail Automation, Uberpriift und bestatigt.

The application examples in the “Application guide TwinSAFE” were checked and confirmed by TUV
SUD Rail GmbH, Rail Automation.

TUV SUD Rail GmbH

2017-10-23
Digital
Vi unterschrieben von
T Guido Neumann )
Datum: 2017.10.23 Pt
17:20:19 +02'00° b
G. Neumann T. Kreten
Technical Certifier Project Leader

Diese Bestatigung wurde auf Grundlage einer TUV-internen technischen Beurteilung erstellt.
Diese enthalt das Ergebnis einer einmaligen Untersuchung an dem zur Priifung vorgelegten Erzeugnis.

This confirmation was created on basis of a TUV intemal technical review report.
It includes the result of a one-time examination of the product submitted for examination.
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5 Appendix

5.1 Beckhoff Support and Service

Beckhoff and their partners around the world offer comprehensive support and service, making available
fast and competent assistance with all questions related to Beckhoff products and system solutions.

5.1.1 Beckhoff branches and partner companies Beckhoff Support

Please contact your Beckhoff branch office or partner company for local support and service on Beckhoff
products!

The contact addresses for your country can be found in the list of Beckhoff branches and partner
companies: www.beckhoff.com. You will also find further documentation for Beckhoff components there.

5.1.2 Beckhoff company headquarters

Beckhoff Automation GmbH & Co.KG
Huelshorstweg 20

33415 Verl

Germany

Phone: + 49 (0) 5246/963-0
Fax: + 49 (0) 5246/963-198
E-mail: info@beckhoff.com
Web: www.beckhoff.com

Beckhoff Support
Support offers you comprehensive technical assistance, helping you not only with the application of
individual Beckhoff products, but also with other, wide-ranging services:

e world-wide support

e design, programming and commissioning of complex automation systems

e and extensive training program for Beckhoff system components

Hotline: + 49 (0) 5246/963-157
Fax: + 49 (0) 5246/963-9157
E-mail: support@beckhoff.com

Beckhoff Service
The Beckhoff Service Center supports you in all matters of after-sales service:
e on-site service
e repair service
e Spare parts service
e hotline service

Hotline: + 49 (0) 5246/963-460
Fax: + 49 (0) 5246/963-479
E-mail: service@beckhoff.com
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