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1[113

REEA

IXEEIROER. AM, FIRFmEEREALH,

PN VR BRERHECRA B LR ASALBIRF, BARSZITER,
AERIEA S FRIEE. ERMNITAN B M mEEIR BB R,
(-1

Beckhoff'. ATRO'. EtherCAT'. EtherCAT G'. EtherCAT G10'. EtherCATP’. MX-System'. Safety over
EtherCAT'. TC/BSD’. TwinCAT. TwinCAT/BSD’. TwinSAFE’. XFC’. XPlanar 1 XTS & Beckhoff
Automation GmbH
B EM AT RERNER, AERYFFRERNECEMAEERInRN, THE=FETHEESBNFER
NS RICEIRFIE & RINF,

r—N
EtherCAT.

EtherCAT 2EMEStrMEF)iEAR, H Beckhoff Automation GmbH 1EZ4EA,

hRARFERE

© Beckhoff Automation GmbH,
REPHITIN, FMFES. D&k, FRMEBRAEAXXEAR.
EEBWEREBERE. Beckhoff Automation GmbH 1REFAE 4B, SERAFHEFIINIIZITEFIN,

B=HER
AXHEPIREER T E =81, BXBIRMES, AR https://www.beckhoff.com/trademarks.

1.2 =R2ER

REHE
NTHRENERRE, BIOFARAIR
HETFAXEFENmi T2 EA R,
SRR

PREAMHEHRENEEEESN AN ERAMMNMAEE, mRREUEFIR BB G HEE, SN, 18
EfE@EB B RABEN AL~ ENERAAERT,

AGIHER
A PR ARE B E SR ARIER. BEpEMRE TI2ET REM.

EritiEE

XEPERNERESIED LN T. NBEASHENVHRK, BRRAETRENESEEET.
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FERXTHEHNISENR.
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FESLTHEHRIFEXR,

A EIR
FRAESHTFENREGENRER R,

MERIMRREE S

BJRESHUIFIRR., 1RGSR,

#EFmBIER
[

XEEEEE:
BXRmAvigtE. BPRE—TEENEN.

1.3 (ERR£HA

Beckhoff Automation GmbH & Co.KG (f&#F Beckhoff) B9/ G, RERILTELIAIR, #EE T LLIAE, X
BI . &4 VSHNEHNRLIET. RERET 28, BATHRIPERNI . R4, H2SMMER
SRR, HIUEIL. SHEMAREEREMRER M, Beckhoff FIHENFRREREN RSN —
. BERFEREIMIEE=ZAREFPOAREIEZE. R4F. VISBNME, SR EERNT IELHRIPIEED
BRT, HaS5ATMESNEEEMEE,

e4h, IERESF Beckhoff X FREUE HRIFHENEN, X TFEEZENTIRZREMEZER, BihRAR
SIiG https://www.beckhoff.com/secguide,

Beckhoff B9/~ IR =FFEHATIOE, XWER TR IR, £TFHFEHAITINE, Beckhoff BBHAEINA
KFERFFmVRITRS, HEFRERTRED E#HITERE, EAIRNHAZFN~miRA AR E ML
FRBDBY KBS

WMET#E Beckhoff = RIEELREMELR, EITF https://www.beckhoff.com/secinfo B RSS &,

1.4 MHEERITIRE

hfZs &4
1.1.x g
L5 [ 9]: TwinCAT 2 RERERF

)]
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OPC 4i—2%2# (OPC UA) 2K OPC FRAEMN T—RF= M. AEBINERBENY, TieHiEmMTEAaN
fa], EEILUEE A 2EEIE, OPC UA BREMNHEIZEER T BREZ SR E, 5 OPC EMin ML,
OPC UA 9B —KMHEEIHIIF COM/DCOM #4,

[
1 BX OPCUARIFAER, 1R OPC BEELMTI,

TwinCAT 3 Th8E TF6100 OPC UA B MRELAH4ERL, FIMRHE OPC UA 5 TwinCAT #HTEUHERTIR,
TRERT B = maft.

R{EAH R

TwinCAT OPC UA fRs588 et OPC UA fRS3281% 0, LUE UA BRImihIR
TwinCAT i&178%,

TwinCAT OPC UA B i 1R#E PLCopen fREITHEEIRT 2 FECER 1/0 185,
12t OPC UA BEFimIhAE, LM S5HE M OPC UA BRSS
2EHYES,

TwinCAT OPC UA it &322 FAFEZE TwinCAT OPC UA BRSBMER AR {E.

TwinCAT OPC UA RfIE ik OPC UA B IGHER ~BISEI, AFS
TwinCAT OPC UA ARSS283# 1T B RIERENIH.

TwinCAT OPC UA W% AR OPC COM DA ARS3283%0#1 OPC UA iR 858
BINRENFER R,

XA T TwinCAT OPC UA Configurator, E— 1T 4A M, RNBEZE TwinCAT OPC UA Server 12
HERBFRE. TwinCAT OPC UA Configurator Bffhhias: & E Visual Studio (3% TwinCAT XAE
Shell) FREAIRIITE, XFWEFHIRAZBE—MIR, BEMEA LIS TwinCAT OPC UA Server #31 OPC UA
WBEEE, HFETIZEEILBERS2R. ZIRFREMZ TwinCAT OPC UA Server BFFBECEm&ATiaE], ZAR
£ 2sEd OPC UA AL INIER F F IR R B B X ECE .
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) Root
v [ Objects

> |2 AlarmsConditions

v |2 Configuration

y & -

TF6100 OPC UA Server . o ion
> &% NodesetFiles
> % Resources
> % SymbolFiles
> & TcUaAcConfig.xml
> &% TcUaDaConfigxml
>
>
>
>

& TcUaHaConfig.xml

&% TcUaNodesetConfigxml
r N TcUaSecurityConfig.xml
&% TcUaServerConfig.xml

TR T AR m, FRINBNEEFRARE P IIMEEN] [P 13157, FHEERE~mIRLER
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3.1 ERHEEK

UTRAZRER T A mHNRENIZE, EOMXDIRUZECELEM Visual Studio FLE2S.

Visual Studio B0 & 2§

BRARKIE i3

BIERR Windows 10
Windows Server 2022

BinTEa PC Z2#3 (x86, x64)

NET 1&%2 4.7.2

TwinCAT L5 TwinCAT 3 XAE

FrEE TwinCAT $E1%

MIFCER
BRI faiR
BRIERAR Windows 10
Windows Server 2022
BirFEE PC 2249 (x86, x64)
NET 1222 472
TwinCAT L4 5 TwinCAT 2 CP. PLC. NC-PTP
TwinCAT 3 XAE. XAR. ADS
FFrEE TwinCAT $#241X

3.2 R
RIBF{EAB TWIinCAT MRAFIIRIER S, 1% TWInCAT 3NAERI LIREAREMNZES R, TEEIFHANE,

ERRE

FRESESHHZAIRENME. BHERELEENEEX o

TwinCAT 2188

WRIEFERHIZE TWIinCAT 2, NALUB S REELEZIGH, TEERMEEMIG https://
www.beckhoff.com/download &

REA L TIZRIT IS THRmHRT, BEBRRATEFENRNRS, FEE, ETwinCAT2 T, REIRE
PREFSEEREEN. 5— M EESRTERANRNER, NRERBRE 30 XiXBREVEM, BRA
DEMO {EA#EAE tRo
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TwinCAT OPC UA Server - InstallShield Wizard x|

Customer Information
Please enter your information. \

Please enter your name, the name of the company for which you work and the product
serial number.

User Name:

| Max Mustermann

Company Name:

I Mustermann LLC

Serial Number:

IDEMO

Instalshisld

< Back I Mext > I Cancel |

Windows CE E£BY TwinCAT 2 B8 MENZE T3, &FFA TS6100-0030 OPC UA, ZigE =% CAB XfF,
AREE LU EZHE] Windows CE IREH#HITRE,

TwinCAT 3 Package Manager

R TE Microsoft Windows &{EZ& S {8/ TwinCAT 3.1 Build 4026 (REShRAS) , ME L&
TwinCAT Package Manager 2L INEE, EE N LEXY,

BEBLT, TEIANNTEEREIINEE; AN, SR URRRETREFEENRGE. AXIEEE
NATBEITEEHTRENTIE,

KIF AL TwinCAT ERSSHIIEERX

ZRIZYAET RS SH TWinCAT ER.

BHRAFZ LSEIETEEN TWinCAT AR, HEFLBFXAXLENAER,
i L1TIERF TcPkg

TR LAEA TcPkg Command Line Interface (8391757 E, CLI) RETRFLNWAAIEE, HARERE
MI{EE,

tcpkg list -t workload
tcpkg install TF6100.0pcUaConfigurator.XAE

TwinCAT Package Manager Ul

& LIfEA User Interface (AP R @, Ul) ERFAERTHENIEEZ, HIRIEZFEHITRE, Ak, B#FRRA
AR R 35 BB,

TwinCAT 388

WRETE Microsoft Windows 121ER 2 H{ERRYE TwinCAT 3.1 Build 4024, ERILUET — Mtk
ZINRE, ZEEB I UMEREMILE https://www.beckhoff.com/download £ T,

RIBEFZEMZINENRS, AIUETRGTRETNmEEITRE, THHEERRNEER
TF6100 TwinCAT OPC UA FF I BRI E R ER A
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ﬁ Beckhoff TFE100 OPC-UA-Clent - 4.4.37.0

>

Welcome to the Beckhoff Setup for Beckhoff
.u TF6100 OPC-UA-Client

-

Bedkhoff Setup will allow you to modify, repair, or remave
Beckhoff TF&6100 OPC-JA-Client. To continue, dick Mext.

BERREIE, BRRIRE “WEHE™ PRORAHITRE

FEIFESH TWInCAT ERESHEUEEL
LIEIZINEETTRES S TWInCAT EB,
MIRRS S EIBETEEN TWinCAT AR, RESLBFXAXLENBER,

££RE7E Visual Studio #1 XAE Shell §1

@B EERME Visual Studio #1 XAE Shell FEYAMH, &Bid TwinCAT Package Manager #{TR B, &
AR ESFCREX ER = mERFIEFIIIME Visual Studio k7.

IERILAER LAT TePkg CLIARREE HHEIA Visual Studio RIS E, HEVNERHITIEE:

tcpkg config list
tcpkg config set -n UseVS2022

TF6100 hRzs: 1.1.0 11
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1A A LATE TePkg Ul RIEREIXEEGE, HRIEB CHIERER TR, UTERER TIEME! TwinCAT
XAE Shell (64 1i1) HMEZE,

[@ TwinCAT Package Manager - (] X
File Edit View Window Help
Settings close X
— Feeds
Pri... Active  Feed name Feed URL
2 Beckhoff TC Package Server https://public.tcpkg.beckhoff-cloud.com/api/v1/feeds/Testing
] =)
— Options
Name Value Description
UseVs52022 No Integration ~ Integration of TwinCAT with Visual Studio 2022
UseTcXaeShell O Install TwinCAT XAE Shell
UseTcXaeShell64 Install TwinCAT XAE Shell 64-bit
Con... Connected to localhost:8091. &3

54 &M T Visual Studio b
WREABE LSS — R m/ETE Visual Studio FITER, EAILUER TcPkg CLI 3¢ Ul ITHEN T,
TcPkg Ul

BHIRE LA Visual Studio ERECEET, A BEMERIABRE VS EMBIIEERIRH HITHENER. TH
H—TFEhFE,

TcPkg CLI
£ TcPkg CLIFR, BAFHBIVS £, BAIRNUTE< 7 8EBHRITHENA B REINEEIRIRAIE K.

tcpkg install vs2022.ext

12 hRzs: 1.1.0 TF6100
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4 FKLAREN
4.1 BREN]

T—EfR M THX TwinCAT OPC UA Configurator 848, EXLEWAR, MUEERIATSAMETE
B9 TwinCAT OPC UA Server BILEZHHITECE, EATEIF, XRBAR—TMRAPREX M 5o
TS B T XA AR

- BERIECERR

- EEEMRSSRER

- EERRSSRRIEE

- BENECE

- ERRSE LEUERECE

BEhiRirAcE 23

TwinCAT OPC UA Configurator BRIAREETE TWinCAT ZEB R THFERP. BXFEZER, BENEXA
BEFER [» 19]RISHEET,

FamRETTME, £ Windows FHIARERZEIZ—MRESR, UERFPEMIGRZNARER.
BHNABEFE, SoNaRiEEMNRSRER. ET—FF, ERFINEETIHEE.

(=}

B TwinCAT OPC UA Configurator - ] X
File Server
u ﬁ u ﬁ . | ~ Edit Connect Disconnect = Connection state:
. [ 1 1]
Settings
Devices
Name AmsNetld AdsPort Type Disabled

Date/Time Message

Logging Target Browser

TF6100 hRzs: 1.1.0 13
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e ERRSS 2%

1. RETAZ EEdit (4RiE) 1B, FTHRSSRDEFNIEE, EITANNEES, MAZREN
TwinCAT OPC UA Server B9ARZ5 28 URL, EARGIAR, HINNER— N RAHRTERSEE, FLLFEITTUL
fEABRIAMYE (opc.tep://localhost:4840) . mif Get Endpoints (GREXUm=) 3%, LUIKEXFRERRSS
FIHRMTIR, EFIHS “Basic256Sha256 - SignAndEncrypt” o

Configured TwinCAT OPC UA Servers X

Server URL: [opc tcp://localhost 4840 | | Get Endpoints
Endpoints:  Basic2565ha256 - SignAndEncrypt vl | Add |

Name ServerUd SecurityPolicyli ~ SecurityMode Identity TokenType  Identity

2. A5, mEAdd (7) , LURIARSSER. MREWKEIE XSS URLRENES, BxdiYes (B)
INZH B

Different URL detected

(opc.tep://ECZAMAZ-OEBTAKB:4840) than specified as the
ServerURL (opc.tep://localhost:4840). Do you still want to use
the ServerURL?

0 The selected endpoint returned a different URL

Yes No

14 hRzs: 1.1.0 TF6100
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= TwinCAT OPC UA Server Il 8 FINEBEIRIHEER,

Configured TwinCAT OPC UA Servers X

Server URL: Iopcicp:/ﬁocm:mo || Get Endpoints |
Endpoinls: | Basc2565ha256 - SgnAndEncopt v [ Add |

Name ServerUd SecurityPolicyUri ~ SecurityMode Identity TokenType  Identity
b Server1 opctep:/Aocalh... |http://opcfo... v | SignAndEnc... v | Anonymous L

RIBEITIMRNARE, MEFREREMNEESHHITH—PIRE, W, HERSRNAFE/ZBE, 7L,
EARGIF, FHAURE TwinCAT OPC UA Server #1 TwinCAT OPC UA Configurator B8R EZ R4 L ERE
Fo Elt, HEITEREEINGEH XFAIIEE,

EIAE EHRSSH[ERTIRFR, GUESEI—NHFRE, HPESERINEEREZRECEX M.

B TwinCAT OPC UA Configurator - ] X

File Server

NEEHw:.
Settings

Devices

Serverl wv |Edit = Connect Disconnect  Connection state:

Name AmsNetld AdsPort Type Disabled

EiERSS BRHIRINEE
v BES5RSB[BETERE, NHFREFEENNEENRSS.
1. RETAEZFH Connect (&) . MREWEIBXAEIRSEE URLWES, EBxdE Ok HiAZMIEE.

Problem with server EndpointURL detected X

The selected endpoint returned an EndpointUrl that is either
syntactically not correct or different from the ServerUrl:
opc.tep://ECZAMAZ-OEBTAKB:4840

This indicates a probable misconfiguration of the server. Do
you want to connect to the specified ServerUrl?

OK Cancel

TF6100 hRzs: 1.1.0 15
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2. HFENESBIEHRENZMEE, BI TwinCAT OPC UA Server #1 TwinCAT OPC UA Configurator #F
RERER, RERNEILURFIHRS BB FRATRENRIIAKHIRS B BXVBUHS (K
9 TOFU, BNERERIMEME) MEZER, HITEIEZR TwinCAT OPC UA Server XASHRIER X
HET,

3. N R/EAS, UIAKARSS SR, EaIERIRERAFRIINE AR SHEEERERS P EE)E
Y]

Server initialization — O X

The connected server has not been inttialized yet. Please
enter an operating system user account that you would like to
use to login to the server after inttialization.

Usemame: ||

Password:

ok | cancel

BIE TAERNARR/ZEAS, ERKET OPC UA IialiRSS B FEEEALLER.
= BRSSB[IMENIRLHEMNBE.

4. BifE, EALBS TREESMEIU SRS S[NERE. YIRUFERNAREBmEEEEREREX 4P,
REEMRANZEA EHITER,

B TwinCAT OPC UA Configurator - O X

File Server

|
B . i ) )
VB il et [comea] e [omemonsne
Lj r ue Serverl v m isconnec onnection state: disconnected

Data Access  Historical Access  Alamms & Conditions  Security ~ Server Settings  Online Panel
Settings

Name AmsNetld AdsPort Type Disabled

User authentication X

Usemame: My ServerAdmin

Passwa,d ................... .1

16 hRzs: 1.1.0 TF6100



BECKHOFF ARG

o EBEREBEE RN “Connected” (BiEE) (BE) , BES5RSH{ELEE.

TwinCAT OPC UA Configurator - m] X
9

File Server

| -
u ﬁﬂ .P'E=:f|sm,a1 ~ Edit | Connect Disconnect |Connection state: connected

Data Access  Historical Access  Alamms & Conditions  Security  Server Settings  Online Panel

Name AmsNetld AdsPort Type Disabled

5 WE, AT ITAER EA Open from Target (MBARITH) %5, REVRSB[HEE,

Bl TwinCAT OPC UA Configurator - O X

File Server

u ﬁﬂ ==:’ ‘Sewaﬂ  Edit Connect Disconnect = Connection state: connected

Data Access I-iuoncd Security Server Settings Online Panel

Settings
Devices
Name AmsNetld AdsPort Type Disabled
» il [PLCY 127.001.11 851 TwinCAT 3 PLC (TMC) - Fil... O

= fEECEZRMAF RES A LUREH ERARS B E.,

EicE

WE, B RE#HITEANER, EARGIF, HNFEET TwinCAT OPC UA Server 12HEE75MY ADS 1&
#Fo. BINBERT, 1B OPC UA XA IHE— 1N AH1iz1T78Y PLC Runtime, 7 Data Access (3uEifin]) ik
TEFREIUBEEFEZ N “PLC1” B PLC Runtime,

L IE, Bl@Ed L FCRERMS — M RENIRIRE,.

Bl TwinCAT OPC UA Configurator - [m} X

File Server

] ﬁﬂ .P’ ==;"Suvu1 ~ Edit | Connect Disconnect =Connection state: connected

Data Access Historical Access  Alams & Conditions  Security = Server Settings  Online Panel

Settings
Devices
Name AmsNetld AdsPort Type Disabled
» id PLCI 127.0.0.1.1.1 851 TwinCAT 3 PLC (TMC) - Fil... O
Add
Remove
Edit

TF6100 hRzs: 1.1.0 17
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2. EigERMS, BITERBTXRMIZEENRIZE Name (Z#F) . AmsNetld. AdsPort #l
SymbolFile B92%, AEaTE OK IFHREXLIZE,

Configure device X
Torget -
Name: [PLC2 | Type: TwinCAT 3 PLC (TMC) - Fitered v
Amsetid: Local | | Remate |||mbolFie: [IBootDrl\Pic\Por_852tme .. | Upload
AdsPort 852 2| MaxGetHande: 100 +
Ads Timeout: 2000 2 [ importPicPropeties
loMode: ByHandee o [[] ReleaseAdsHandles

[] LegacyArayHanding [[] Disable device

= HNREEEREFRNT B HRERRIRE.

B TwinCAT OPC UA Configurator - O X

File Server

et - T
I ‘r’ ?Q .:."" Serverl - Edit | Connect Disconnect @ Connection state: connected
(L1}

Data Access Historical Access  Alamms & Conditions  Security  Server Settings  Online Panel

Settings
Devices
Name AmsNetld AdsPort Type Disabled
RS 127.00.1.1.1 851 | TwinCAT 3PLC (TMO)-Fil. | [
> 14 |PLc2 127.00.1.1.1 852 TwinCAT 3PLC (TMC)-Fi.. | [
EiRs3 2 LB EHRECE

&E, RINEEEEEETHIIRS S L. EILUIERATAE LMY Activate on Target CEUEER) %H
RETREIIRIE, RE—NEESSMEINCEREXINEHIIRSSE, HEORNEENZENRR. =i Yes
(B) WIALIRE,

Configuration download successful

Configuration download successful. Would you like to restart
the server?

Yes No

EERINER TwinCAT OPC UA Configurator 3¢ TwinCAT OPC UA Server #{TECE B, EARAIS, i)
EARS 28 LEINARIN T — MNEEIRIRNIE S, ZMINREBEMAFZ LE "4 PLC Runtime, II7E, 5
ARS523EEMY OPC UA B P IREREETEARSS 23 UL=EIAY “PLC2” IR T EIZE = PLC Runtime,
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) Root

v I Objects
) AlarmsConditions
() Configuration
oo DeviceSet
) Folder
) HistoricalAccess

o PLCI
oe PLC2
oo Server
) Types
) Views

4.2 NMAERFBR

ZNARFERSMERREMEEXER, FINEESIERX .

REBR
NARFNERRZEERS TwinCAT REEREX.

$TcInstallDir$\Functions\TF6100-OPC-UA

R, NAREFFREEZERTHUTERS:

$TcInstallDir%$\Functions\TF6100-OPC-UA\Win32\Configurator

Visual Studio BEeE 2 X HFHEEUTERH:

$TcInstallDir%$\Functions\TF6100-OPC-UA\Win32\Configurator\Vsix

IEBER
BTFEIREBEERMERXAHFHEEUTERR, MIUAERS Visual Studio ECESRZEIFEER-

%ProgramData%\Beckhoff\TF6100-OPC-UA\TcOpcUaConfigurator\PKI
%$ProgramData%\Beckhoff\TF6100-0OPC-UA\TcOpcUaConfiguratorVs\PKI

REXH

{5190, JRI7ECE 2R Visual Studio ECESREFEE XA TS S[EFIEE, RIBLENAE, XEEE
XHFHEEUATERS,

%$ProgramData%\Beckhoff\TF6100-0OPC-UA\TcOpcUaConfigurator
%$ProgramData%\Beckhoff\TF6100-0OPC-UA\TcOpcUaConfiguratorVs

4.3 Visual Studio

4.3.1 BhiA

TF6100 RERREF (4xx NESHA) BERHARZASE OPC UA Server Configurator, ©F 8 MAYINELE
R TE Microsoft Visual Studio A, LURMH—NEME —HMTERR, ErILEE TwinCAT

OPC UA Server FREARRIERSY, TELITER, SR LUERRMIEIESEINIE], Flan

Team Foundation Server 8 Subversion Integrations.

TF6100 hRzs: 1.1.0 19
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D¢ TwinCAT Connectivityd - Microsoft Visual Studio X | Quick Launch (Ctrl+Q) Al - o x
FILE EDIT VIEW PROJECT DEBUG TWINCAT TWINSAFE PLC TOOLS SCOPE WINDOW  HELP
~o|B-o-uk e = CmsmscRB-.

\ L&l \
I | |

Solution Explorer . erties -1
& | o-d | /- TwinCAT.Connectivity. TcOpcUaSrv.Ctrls.Controls.DataAccess.Properties. Tel +
Oniine Panel | UA Endpoints | Recovery
Search Solution Explorer (Cirl+ij) P~ O
Server irformation | S, ! Device Stat: N
7 Solution ‘TwinCAT Connectivityd' (1 project] | Senveriogang | Devie Siates B Data Access Device Type
4 [B TwinCAT Connectivityd Ads Port 851
4 [B TwinCAT OPC-UA Server Projectl Server state Running Cument subscription court: 1 ADS Time Suspend 20000
Data Access Cument ime 2410201707.37:24 Amount of nodes 1269 ADS Timeout 2000
Softwore varson e AMS Net ID 127.0.0.1.11
4 [ Historical Access Rejected requests count: 0 Array Expansion False
4 Histary Adapter - 0 License: Full License Rejected session court: 1 Device Name PLC1
2] MAIN fFilll evel Nomber of namespaces: 5 Socurty rjected court: D Device Type TwinCAT 3 PLC (TMC) - Filtered
MAIN fTemperature Disabled Fakse
a Alarcms :nd Co(ndltlor‘\‘s Current session court: 1 Session timeout court: 0 Force Identifier Case None
4 & Condition Controller 10 Mode ByHandle
4 [ fFillLevel
= Maximumn Items in AdsGetHandle 0
HighHigh
High Namespace Name Version w0
Release ADS Variable Handles True
Symbol File [BootDir]\Plc\Port_85L.tmc
LowLow
4 [H Resources
4 [l Resourceld -0
English (United States)
4 [El ResourceD -1
& English (United States)
[ German (Germany)
=) Objects
5 AlarmsConditions
{2 Configuration Ads Port
) HistoricalAccess Ads Port of Device Type

-2 Types
-2 Views

Properties [RETI
Error List  Output

This item does not support previewing

R

= dn RRIEFIRZ Bt Ea
TF6100 4.X.X IPC 3 CX (x86. x64. Arm®)

4.3.2 eIEMBIE

OPC UA Configurator B9 B &5 A EFTIBRIEIZ B, TEUEHRY Visual Studio TERY, ER]LOERIEIN
B,

IMBE#EHR “TwinCAT Connectivity IE” :

New Project e |
b Recent | .MET Framework 4.5 v| Sort by: |Default EE Search Installed Templates (Ctrl+E) P~
4 Installed T TwinCAT C tivi

Empty TwinCAT Connectivity Project TwinCAT Connectivity ypes twin onnectivity
4 Templates A template for creating an empty TwinCAT
I Other Project Types Connectivity project. You can add different
RTCAT CorTTeaty kln_ds of_Tv\'lnCAT Connectivity Functions to
this project.
b TwinCAT Measurement
TwinCAT PLC
TwinCAT Projects
Samples
¢ Online
Click here to go online and find templates.
Mame: TwinCAT Connectivity1
Location: | C:\Users\Administrator \Documentsisual Studio 2013\Projects - | Browse |
Solution name: TwinCAT Connectivityl Create directory for solution
OK. I Cancel

EER “TwinCAT OPC-UA Server IB” :

20 hRzs: 1.1.0 TF6100
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Add New Ttem - TwinCAT Connectivity11l d |
4 Installed Sort by: |Default - | i i= Search Installed Templates (Ctri+E) P
e ity ) -
TWinCAT OPC-UA Server Praject TwinCAT Connectivity Type: TwinCAT Connectivity

I Online The template indudes a TwinCAT 3 OPC-UA
Server project. It will be added to your
TwinCAT Connectivity Project.

Click here to go online and find templates.
MName: TwinCAT OPC-UA Server Project 1. tcopcuasry
Add I Cancel

2K

= REEFRA BirTFEa
TF6100 4.x.X IPC 8 CX (x86. x64. Arm®)

4.3.3 EHERIRRSS 2%

OPC UA Configurator RJLUET OPC UA XtARSS2#HITREBNSHIEE. 5 TwinCAT XAE R, &AL
BT TR IRFEERERY OPC UA Servero

TF6100 hRzs: 1.1.0 21
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1. Ak, FELERE Visual Studio RE_EAMMENM T AR,

View | Project Build Debug  TwinCAT  TwinSAFE PLC  Team  Scope  Tools  Win
€*  Code - | Debug - TwinCAT CET (ARMVT) -
¢ Open |
Open With...
Pl Solution Explorer Ctrl+Alt+L
va  Team Explorer Ctrl+ ", Ctrl+M
"\ Bookrark Window Ctrl+ K, Ctrl+W
Ij:'. Error List Ctrl+*, E
[# Output Ctrl+Alt+0
[ Task List Ctrl+”, T
&= Toolbox Ctrl+Alt+X Build
Y Notifications Crl+W, N i E
Find Results ] Debug
Other Windows g Debug Location
Toolbars E Formatting
cu Full Screen Shift+Alt+Enter HTML Source Editing
All Windows Shift+Alt+ M Layout

Mavigate Backward
Mavigate Forward
Mext Task

Previous Task

y Properties Window
Property Pages

Ctrl+-
Ctrl+Shift+-
F4

Shift+F4

Source Control

Source Control - Tearn Foundation
Standard

Text Editor

TwinCAT 3 Bode

TinCAT 3 Scope

TwinCAT OPC UA Configurator

v TwinCATPLC

2. AJa, EALGEE TR THHEFH Edit Serverlist (4mIEMRSEIR) KEFM— TS MRS EHE

o
Edit Serverlist ~ = Connect Disconnect ¥ -
ﬂ Server configuration
,ﬁj Endpoint configuration Pas
Configurati ServerUrl

UaServer URL:

Endpaint:

opctepy//localhost:4840

TcOpcUaServer@DESKTOP-PDTN33I [Basic2565ha2:!

Configuration Narme:

[] Use DNS Name from Discovery URL
(®) Anonymous

() Username

Password

() Certificate

opctop://DESKTOP-PDTN351:4840 [Basic2565ha256, 5i

L

Cancel

Cancel Ok

22
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3. 7£ Endpoint configuration (ﬁﬁ”ﬁ,ﬁﬁﬂﬁ) SHEER, ERILUX SRS BINEEHITIAIRE, 5712
5528 URL. ARSZSBIRMMNIRRIEE, G LUEERACE SRIEZZIARSS22AIPR1EEMARY IdentityToken (31
i, AF&/ZEE) .
> RfE, RES[BEEMSUBCIERNEEZMANEIRSSBFIRF, AE, ERIUEIREENTHY!

RPIEEE,

ﬂ Server configuration X
CenfigurationName Endpoint ServerUrl
(~) TcOpcUaServer@DESKTOP-PDTN35I 1 connection(s)
opc.tep://DESKTOP-PDTMN351:4840 [Basic2565ha256, SignAndEncrypt] Basic2565ha256, SignAndEncrypt opctepy/localhost4840
Edit Serverlist ~ s Connect Disconnect Ll -

W= opc.tcp://DESKTOP-PDTN351:4840 [Basic2565ha256, SignAndEncrypt]
50 Edit Serverlist

= mifi Connect (&%) #%&H, BIAEU SRS SNEEHICERS 5.

E4ELE
E1EIN B R TAIRR B IR B I H M ETZEZRY TwinCAT OPC UA Server,

ﬂo

ARS3 2R A#NIR1E

SNRARSSBINHAT CRANIAKEY) RPRE, ERWEIERAARS[VELER, TEXNITRSE
etk [» 23|NE TR ENIFANE T 12D 1=

Ho

B3R
= REEFRA BirFEas
TF6100 4.X.X IPC 8 CX (x86. x64. Arm®)

4.3.4 HMITARSS 2 49a 1L

TwinCAT OPC UA Server LURIIA IR, ZREFFIEN TOFU (BRERIMERE) FEll. X%
RS 2BTNEENIFAE EMENMERER, BERELL. TwinCAT OPC UA Configurator RIfE BRI 1%
BHRITARSS 2R 4sa 1. MBNMNESEESEHARTAKAIIRS R, HEREHMGEL.

Server initialization n

The connected server has nat been intialized yet. Please
enter an operating system user account that you would like to
use to login to the server after initialization.

|lzemame: |

Password: |

CreatelserResult:
LogonResult:

Flease remember to use the configured user account for further
connections to the server!

Status: Connected Cancel

TF6100 hRzs: 1.1.0 23
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4.3.5 =N ADS i8&

OPC UA Server AJLL5 %4 ADS &R —NM&HE “Bf” . BEEINERE, SEF—&XIBEMER ADS 1§80
E&H. £ OPC UA Configurator /2, RJBIEFMEIE ADS 1%, MIMTE DataAccess ($uiEiHin) Eh5r1aE
OPC UA Server k%,

1. @B EFXRE< Add new Device Type (RIMFTAVIREREY) , BDEHRY ADS ie&AMEIEEH,

Solution Explorer = I
@ o-a & -
Search Solution Explorer (Ctrl+ ) 2~

fa] Solution 'TwinCAT ConnectivitylQ' (1 project)
4 [& TwinCAT Connectivityl0

4[] TwinCAT OPC-UA Server Projectl
B Data Access

Historical Acce Scope te This
Alarrms and Cor Mew Solution Explorer View
4 Resources iy Import UA Configuration

3 Export UA Configuration
Qb Write Configuration to Target
€y Read Configuration from Target
I*  Add new Device Type
&  Properties Alt+Enter

2. FRITE LIS A—INEE, AIREHEHPNIZSEEEEZSH, 190 AMS Net ID. ADS ir AT S
o

Create Device Type

4 Data Access Device Type

Ads Port 851

ADS Time Suspend 20000

ADS Timeout 2000

AMS Met 1D 127.0.0111

Amay Bxpansion Falze
PLC1

Device Type TwinCAT 3 PLC (TMC) - Rlte
Dizabled Falze

Force ldentifier Case None

2 Mode ByHandle

Madmum tems in AdsGet 0

MNamespace Mame Versio TWO

Releaze ADS Varable Ha True

Symbal File [Boot Dir[\Plc\Port_851 tmc

Device Name
Device Mame of Data Access

Create | | Cancel |
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3. EWE, EHEERILUETE Visual Studio NEME QMESUEZES .

Properties

TwinCAT.Connectivity. TcOpcllaSre. Ctrls.Controls. Datafccess.Properties. Tel -
as 24| &
B Data Access Device Type
Ads Port 851
ADS Time Suspend 20000
ADS Timeout 2000
AMS Met ID 127.0.0.1.1.1
Array Expansion False
Device Mame PLC1
Device Type TwinCAT 3 PLC (TMC) - Filtered
Disabled False
Force Identifier Case None
10 Mode ByHandle
Maximum Iterns in AdsGetHandle 0
Mamespace Mame Version TWO
Release ADS Variable Handles True
Symbol File [BootDir]\Plc\Port_851.tmc
EFF S

BRIEESNFMEEMRE EHNTTS X, XERFSXAELA] LUIEFETE TwinCAT BaiBRF, BrIFEE

OPC UA Server IfF S BRH, ENSXHAEERNIEF, Ea]LUBIENAIMIEEERE X o

Properties * Q1 x
TwinCAT.Connectivity. TcOpclaSr. Ctrls.Controls.Dataficce: -
=l
B Data Access Device Type
Ads Port 851
ADS Time Suspend 20000
ADS Timeout 2000
AMS Met 1D 127.0.0.1.1.1
Array Expansion False
Device Name PLC1
Device Type TwinCAT 3 PLC (TMC) - Filtered
Dizabled False
Force ldentifier Case None
10 Mode ByHandle
Maximum lterns in AdsGetk 0
Mamespace Mame Version TWO
Release ADS Variable Handl True
[BootDir]\Plc\Port_851.tmc |...

TwinCAT OPC UA File Explorer AJLUEIEEIZS ! TwinCAT BRFIZEBIE R, EETLUBEIRSBZNVEE

mRTEIEN (FBR) -

TF6100 hrzs: 1.1.0
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OPC UA Symbol File Explorer n
Browser Path:  Target TwinCat Boot Directory -
=+ [BootDir] Mame
----- Analytics . &) Port_851.app
""" urrentCanlg g':j Port_851.autostart
""" . &1 Port_851.bootdata-old
&1 Port_851.cid
é:j Port_851.crc
grj Port_851.0cc
grj Port_831.0ce
grj Port_251.0cm
&1 Port_851_act.tizip
&1 Port_851_boot.tizip
Q _boot.tizip
Cancel OK
2K
=i REEFRE BirEa
TF6100 4.X.X IPC 3% CX (x86. x64. Arm®)

4.3.6 VPN

BEACER, ERILBHTERSSHREENTH/ LE, WS REENEs EERE. HEIBEF) M
HEIBMKEHEIET. Nk, FIFRIEEIEME T AR 2 ETERER,

MBiIRgEITHEE

BETEE ERMENIRE, S LITHRmEB NSRS,
B > E ) ‘BE;
FiEEn: EEFIRSES [» 21]

e LLHERRE

ERAT A= ERMENIRH, IR Hai T AREE FHEIPMmEBINES.
% :.. T _B . _
FiEsn: EEERSES [» 21]

AR e E

ERRENFEID I E TR EFTHHS Read Configuration from Target (MBRZEEE) , AIFTF
PMABIMEENE D ECE.
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Solution Explorer
Glo-2aB 5

Search Solution Explorer (Ctrl+ )

4 [B] TwinCAT Connectivity1

F Data Access

4 History Adapter - 0
PLC1.DeviceManua
PLC1.DeviceRevisio

Alarms and Conditions

I L] Resources

F TwinCAT OPC-UA Server Project]

fa] Solution TwinCAT Connectivityl' (1 project)

,";_ PLCT
4 HA Historical Access

Scope to This

Mew Solution Explorer View
Import UA Configuration
Export UA Configuration
Write Configuration to Target

Read Configuration from Target

v MO0 & @

Add new History Adapter

Properties Alt+Enter

FEEN . EEEIRSEE (b 21]
THE D EE

FERRENFEIIH_E T E RS Write Configuration to Target (BELETANBIR) , AI¥IHS

B THEIFMERIRZ S,

Solution Explorer
@& o-edapm| &=

Search Solution Explorer (Ctrl+ )

4 [B] TwinCAT Connectivity1

F Data Access

i History Adapter - 0
PLC1.DeviceManua
PLC1.DeviceRevisio

Alarms and Conditions

] Resources

| TwinCAT OPC-UA Server Project!

fa] Solution TwinCAT Connectivityl' (1 project)

5 e
4 HA Histoncal Access

Scope to This

Mew Solution Explorer View
Impeort UA Configuration
Export UA Configuration

Write Configuration to Target

v @ ool & m

Read Cenfiguration from Target
Add new History Adapter

Properties Alt+Enter

FiE20 . EEEIRSEE [» 21]

4.3.7 SANFHEREN

B ETFCEREF LA LUSN/SH OPC UA Server IEEE X 4,

TF6100

hg7s: 1.1.0
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SANBHEE

FREEENHES DM LT EREFHE<S Import UA Configuration (SN UAERE) , M XMLEZEX
BRSNS SEE (Blan, FHsEikE) .

Solution Explorer
@ o-2a@m &=

Search Solution Explorer (Ctrl+ )

fad Solution TwinCAT Connectivityl' (1 project)
4 [ TwinCAT Connectivity1
P TwinCAT OPC-UA Server Project
r Data Access

] pLCT
4 Ha Historical Access

4 History Adapter - 0 Scopeto This
PLC1.DeviceManua Mew Solution Explorer View
(2 PLC1.DeviceRevisio g Import UA Configuration
Alarms and Conditions m S -
I+ L] Resources po onfiguration
> Write Configuration to Target
P Read Configuration from Target
E  Add new History Adapter
&  Properties Alt+Enter

SHEBSEE

FREEENRES DM LT ET TS Export UA Configuration (SH UAERE) , AES9EE (I
W, HEIAE) FHE XML EBEX 4.

Solution Explorer
@ eo-eapm| &=

Search Solution Explorer (Ctrl+ )

fa] Solution TwinCAT Connectivityl' (1 project)
4 [ TwinCAT Connectivityl
4 TwinCAT OPC-UA Server Project]
F Data Access

,";_ PLCT
4 HA Histoncal Access

4 History Adapter - 0 Scopeto This
PLC1.DeviceManua Mew Solution Explorer View
PLC1.DeviceRevisio

Alarms and Conditions

P Lg Resources

Import UA Configuration

Export UA Configuration

Write Configuration to Target
Read Configuration from Target
Add new History Adapter

v @9 Dlele @

Properties Alt+Enter
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4.3.8 B & HsEihIE

BECEREIHR, BONERKRERLERR. SNRFMEAEHIENREMUE, 1% RAM. X, SQL

Server,

fEA LTS < Add new History Adapter GRINFTRIASEEECRS) , FIEHEEERMIZIEES.

Solution Explorer
@ o-d &=

Search Solution Explorer (Ctrl+)

%] Solution TwinCAT Connectivityl0' (1 project)
4 ﬂ TwinCAT Cennectivityl0
. TwinCAT OPC-UA Server Projectl

[ Data Acce:
1

- 1 x

p-

Scope to This
New Solution Explorer View
Import UA Configuration

Export UA Configuration

Write Configuration to Target
Read Configuration from Target
Add new History Adapter

Alarms and Conditions

3 EE Resources

v D OO E B

Properties

Alt+Enter

RIESECERLENAR, ERBIHEE

Z2%, B, PRENXHEAEIRIZE SQL Server BT IR #4#E.

a5 Create History Adapter

=e=] |

4 Historical Access .Pdaq]tﬂr
Adapter Id

File

Database
File
Password
Server

|zer

AdapterType
History Adapter Type of Historical Access

| Create

| | Cancel |

e3eilkEdpal EEiEEE%%E, TR IR FrR v

> M NEEREC S, TETAZETTMER, Fifk OPC UA Server E—3F

SEEXETE, EALUEREMM OPC UA Target Browser iR T &, A& IHERIG BRI HSEHNT

Eiﬁﬂﬂ §|JJ_EE EEE%%‘:F%

OPC UA Target Browser

* 0 X

- o

& DeviceSet

w-¢By PLCL

& Server

{E:I AlarmsCeonditions
) Configuration
- HistoricalAccess
-2 Types

@) Views

TR LIEA I ENEMEOPEE
BIAR/ N

HthS8, a0, FrRiRERNERR LEESEPERNFTEPX

TF6100
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Properties
MAIM.fFillLevel TwinCAT.Connectivity. TcOpcllaSre. Ctrls.Controls.Historical -
5|0 | &
Bl TwinCAT OPC-UA Server
Adapterld 0
MaxSamples 1000
Modeld s=MAIN.fFillLevel
M5 urn:BeckhoffAutomation:Ua:PLC1
SamplingRate 250

FiE20 . EEEIRSEE > 21]

4.3.9 EERESHHF
BRERESRM (A0 , EAMEERBRHRHE. CIRBREETE—RNTRET.

A LT %4< Add New Condition Controller GRINFTAZMAITHIZR) , APRKMGTRIZRAMEECE
#

Solution Explorer
@ o-a| s
Search Sclution Explorer (Ctrl+ Q) D~

fa] Solution ‘TwinCAT Connectivityl0' (1 project)
4 [ TwinCAT Connectivityl0
4 TwinCAT OPC-UA Server Projectl
4 m Data Access
PLC1
4 EE Historical Access
4 History Adapter - 0
MAIM fFillLevel
B MAIM.fTemperature
Wc Alarms and Conditions
P E Resources

Scopeto This

Mew Solution Explorer View
Import UA Configuration

Export UA Configuration

Add Mew Condition Controller
Write Configuration to Target
Read Configuration from Target

v 90 B

Properties Alt+Enter

Eﬁﬂ@%ﬁ#ﬁ"ﬁ%ﬂ%ﬁ}é, TR FrRRE ERMEEREE S, HMIRESFAEHENERITEN, jj’é’\'“' el
N, BTREERNNSH. ?"I%”iiﬁﬁﬁﬁ’i, P& OPC UA Server E—ERBFEXETE, &Ik
ﬁﬁﬁ%ﬁiﬂ’] OPC UA Target Browser it T8, ARBIHIOEBETRNKEPHNEERMEIFAEH P,
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OPC UA Target Browser > 0 x

=10,
& DeviceSet

-y PLCL

& Server

-2 AlarmsConditions
-2 Configuration
w-C5) HistoricalAccess
-2 Types

E-C0) Views

EREEFTARRNEEDR, EaUEXFARBEMEMENSE, fld, REXRMTERE,

Create new Condition Controller
@ Limit Alam Type (71 OffMormal Alam Type
=

4 Resources Alaim Text
Condition Mame Condition
Mamespace umn:Beckhoff Automation: Lk
Modeld s=MAIN_dummy_wvar
SamplingRate 50
Severty 500

Condition Name

Alams Conditions - Condition

| okay || Cancel |

RIEPMEFARENAE, EFREBEEOREERMSHR, SMFRENREREENTRAEFRETN
BN%E, EXE, BUAUERMEOFREERNNSH,

Properties
DeviceManual TwinCAT.Connectivity. TcOpclaSre.Ctrls.Controls.Alar -
=
B Resources Alarm Text
Condition Mame DeviceManual
Mamespace urn:CX-238AF3:BeckhoffAutomatio
Modeld s=PLC1.DeviceManual
SamplingRate 50
Severity 500

Befa, fEE XTERA FAITERIXE) OPC UA B IR IR E XA, BLEREXE [P 33| —FMA T
BIBIRE XA, SR LUSIRE XA EI R A RIER B{E Lo
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Alarms and Conditions
F| ﬁ Condition Controller
4 | DeviceManual

# HighHigh

4 DeviceRevision
Mormal
OffMermal

E Resources
b B ResourcelD -0

4 74 ResourcelD -1
English (United States)
German (Germany)

IREHXA OffNormal

OffNormal IREX R TBFEXFREENWHREWITENEE, NIRTEERBZE, WSHEIRE,
PLC ATATFABESEE (a0, BHEWNETE) ., RIBEMNTRRE, AESME OPC UA Server £ 18N
TRUE = FALSE 37,

K& {ESBE

Normal TRUE 8 FALSE, BURFRFBIRE,

OffNormal TRUE ¢ FALSE, BURTFEERSHEE. AFRTE
foE,

Properties

Mormal TwinCAT.Connectivity. TcOpclaSre.Ctrls.Controls. AlarmsCon -

[a=]= | 2

El Resources Alarm Text

Resource |0 0
Value False
F—TRUEXFIRREERERS. R, APEIRREAENMAVRZE (OffNormal #1 Normal) EXIREX

N, BIHEREIM Resource ID (FFIR ID) THIFIRAHITIZE, RILUSTALEE(E.

RELRRE

BIRELBRE, EAIUEXFRNEE, SRFXEHAERRIAERE. TREI—NEERFINEAT
T RIEEE,

K& =ERG HEXEEE (INT)
HighHigh 5000 5000-32767

High 2000 2000-4999
Normal - 1000-1999

Low 1000 500-999

LowLow 500 -32768-499

32 hRzs: 1.1.0 TF6100



BECKHOFF BAREN

Properties
HighHigh TwinCAT.Connectivity.TcOpclUasre.Ctrls.Controls. AlarmsCo -
=)0 | &
B Resources Alarm Text
Resource D 0
Value 42
TE—FH, NEXFREESMEE, AR, BRBIRFAERAIRE (HighHigh High. Normal.

Low. LowLow) TEMIRE A, @ITHEKELM Resource ID (GBJE ID) THIFIRAHITERE, TSR LEIZ
£,

B3k
i REEFRA BirTEs
TF6100 4.X.X IPC 2 CX (x86. x64. Arm?®)

FIEEN . EEEIRSEE (b 21]

43.10 [EIEREND

OPC UA Configurator AIX &R A##1T (Z1BM) BIE, HIa0, 5 Alarms and Conditions [P 30] (IREE
£1) —#2EA. 7 Resources (FiF) SN TILUHTIRENAMEE, S MREXXAEHEME—L ID 7R,
A, BILIAZ ID PE S MES XN

fEA LT 2% Add new Resource Item GRINFAAVZRIRID , EaTLLEIEFMBRYZE IR,
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Solution Explorer * 1 x
@ o-al| s =
Search Solution Explorer (Ctrl+ Q) D~

fa] Solution ‘TwinCAT Connectivityl0' (1 project)
4 [B TwinCAT Connectivityl0
Fi TwinCAT OPC-UA Server Projectl
4 m Data Access
PLCL
4 m Historical Access
4 History Adapter - 0
(B MaINfFillLevel
MAIM.fTemperature
4 Alarms and Conditions
4 E Condition Controller
4 |/ Condition
HighHigh
High
Mormal
Low

LowLow

4 ResourceID -0 Scope to This

E English (United States) Mew Solution Explorer View

Write Configuration to Target
Read Configuration from Target

* 8O

Add new Resource Item

) J

Properties Alt+Enter

ERARRIRAY_E X EREFNEH< Add new Language Item GRIDFTEVES ) , EeILUSHHAVIE S BURN
B FIRIA,
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Solution Explorer * 1 x
@ o-a| s
Search Solution Explorer (Ctrl+ ) D~

fa] Solution 'TwinCAT Connectivityl0' (1 project)
4 [ TwinCAT Connectivityl0
4 TwinCAT OPC-UA Server Projectl
4 m Data Access
PLC1
4 EE Historical Access
4 History Adapter - 0
MAIN.fFillLevel
MAIM.fTemperature
4 Alarms and Conditions
4 H Condition Controller
4 Condition
HighHigh
High
Mormal
Low

LowLow
4 E Resources
4 m ResourceID -0

=] English (United States)
4 74 ResourcelD -1
k=) English (United States) scopeto This
Mew Solution Explorer View
= Add new Language Item
7% Remove Resource Item
&  Properties Alt+Enter

R ERMEOFIES T ITH—PSENEE, M0, BEXATIETIES. EEEXIEEN, R%E2H
& EXH LocalelD, OPC UA BEFIHERIEM LocalelD, LIEREREBIREXASFERAWMIES,

Properties

German (Germany) TwinCAT.Connectivity. TcOpclaSrv.Ctrls.Controls -
=&
B Resources Language
Resource Alarm Text default Alarm Text
Resource Language German (Germany)
Resource Localeld de-DE
B
i REEFRZ BifsFa
TF6100 4.X.X IPC 3 CX (x86. x64. Arm®)

4.3.11 [REiES

OPC UA BRS5 &R RIEH TR P in 2 L EERHREEAN T 2N, RIEBFRENTRE, ENI8EEM
‘RinE” B BNEHER” 7F
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fEREER I LSUENERIER. FRRNENERAERER, XiF, FIEEF mREEEARIALNAE
BRIEBHITER,

£ OPC UA Server I B3| a] UEZECE IR R, BIWEIE, &ALUTE UAEndpoints (UAIRR) EI+
EHITHENIRE, TREREHMEENRRMRSHZE, XEREAREN (FEL BEHENKE [» 26]
M EFEENARSSEE [» 44]) ©

Orline Panel | UA Endpoirts | Recovery

General
Enable Anorymous logon

Enable Usemame.FPassword logon

Server port: (4840 =

Security
Mone
Basic128R=al5 Sign & Encrypt -
Basic256 Sign & Encrypt -
Basic2565ha256 Sign & Encrypt =

Client cerfficates

Common Mame Thumb Print Status

23k
fadl T REEFRA BirFEas
TF6100 4.X.X IPC 2 CX (x86. x64. Arm?®)

4.3.12 EBMEEXRR

AEREMTEERSZSZ ENEFIRIER, FIHIKES, &rILUE Client certificates (BFPIHIEH) XiF
89 UA Endpoints (UAilRs) ZEIR_ ERHER)AE NS THIEL,

£ OPCUA B P ImBERZRRS RERFB[InRERT, BRRILEPIHMFRERSSE L, AWERN B
4 . RS[RERRMEIUBRRIER. G, FRHSREBRNELERZHAMIAII.

36 hRzs: 1.1.0 TF6100



BECKHOFF BAREN

Online Panel | UA Endpoirts | Recovery

General
Enable Anorymous logon Serverport: 4840 =

[] Enable Usemame/Password logon

Security
None
[7] Basic128Rsals -
[] Basic256 -
[ Basic2565ha2s6 -

Client certificates

Common Name ThumbPrint Status
TeOpcUaGateway@SvenG.... A2D'|]33AF26439D To Trust List | Rejected

To Reject List
Delete

43.13 BERZIRE

OPC UA Server ISR BT BT SAFIELENR, XiF, EaJLxf ADS 1&& (fla0, RE8Y PLC
Runtime) UKRTEMIHIEHITRAL D, XERSIGEERTRIERSB(HETiEFERFE ADS 1%
%o

) Root
4 [ Objects
L Deviceset Access Rights
: i gﬁl - PLC1 - Full access
2 & PLC3 = PLC2 — Full access
‘ Administrator = PLC3 — Full access
@ DeviceRevision

> iy DeviceState
@ HardwareRevision
4 ) MAIN
4 ) fbMachine
@@ SFCCurrentStep

> [ emdExe
TwinCAT > 22 cmdManual .
b 2 fbWorkFlow Access nghts
OFC UA Server > @ sActCarrierNumber & = PLC1 — No access

Login

sActGeneratedCelllD1 - PLC2 — No access

sActGeneratedCelllD2 = PLC3 — rw Access to MAIN
NodeName HMI_User

b sParamMachineName

» @ sParamMachineNumber
> [ stLocalOverwrite

b2 stState

> @ xBusy

[yt

WRMERE IUET XML WECE XX (TcUaSecurityConfig.xml) RER, ZXGSRSBUTR—NER
To ECEXH Users (BF) . Groups (4H) # Accessinfos = MXIZ4ARL.
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BR

£ Users (FBF) XigAR, I LIERE OPC UA Server IES{ERNBEREMAR KA, UM RENSHIEIE
FE:

0S (HEEMBMIIESE) |RERSENVG T BTRIEBAF RMER, BFRKF 2SR ERSMN /IR
=l

X.509 (EEFENBMWIES PERAATRSSENAEFNSHEIE. EREPVIFIEBIERREIEN
%) BRF%o.

RE28 (R#ERE) FAFZMZEBEAE OPC UA Server 538, Xffh(s BE U AR IFHE7E
XML X,
x LIRS BN EF &, MZAKER,

1&0] UERTRE <DefaultAccess> BEBB R, ZAn& nJ3E8E P I E fn 2 T8 BN E R RIBR.

RARFAIUE— 1 E MRS, R LUER MemberOf BIERIEEX—R. NREBZMENME, MM
DERWEL.

Solution Explorer ARl | Properties
) | ©-a | y User1 TwinCAT.Connectivity, TcOpcllaSrv.Ctris.Control -
Search Solution Explorer (Ctrl+ Q) P :E E"' »
R Solution TwinCAT Prajectl’ (2 projects) Bl Security Access - User
E n TwinCAT Connectivity1 Authentication Server
4 TwinCAT OPC-UA Server Project] |sRoot False
4 Data Access MemberOf Users
m Historical Access Password .
Alarms and Conditions User Userl
P m Security Access
4 Users
I Anonymous

|

AT EEZTAPKFANEE, SRR SHEIAS,

&0 BT LUE RS <DefaultAccess> BECE4H,

&0 LUER MemberOf B #REH, MMREZZMANKER, NEADSIREIHE,

Solution Explorer AR W8l | Properties
@ o-a| & =

Search Selution Explorer (Ctrl+ )

Users TwinCAT.Connectivity. TcOpclaSrv.Ctrls.Control -
of |24 | &

fa] Selution 'TwinCAT Project1’ (2 projects) B Security Access - Group
4 n TwinCAT Connectivity1 Group Name Users
4 TwinCAT OPC-UA Server Project] MermberOf

I m Data Access

Eﬂ Historical Access

Alarms and Conditions
4 m Security Access

I Users

B m Access Infos

4 [ Groups

4 | Users

http://opcfoundation.org/UA/S
http:/fopcfoundation.org/UA/DI/
4 http://PLCopen.org/Opcla/IECE1131-3/
urn:BeckhoffAutomation:Ua:PLCY
4 urn:DESKTOP-L3TQLMQ:BeckhoffAutomation: TeOpclaServer

Pl

=
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Accesslnfos

NREBET REHIMINRHATHNEIRE, WAJEIMNCE Accessinfos, LIEET mBYILEAIR, ARIRE]
UfZiia FuR. R Accessinfos RIFMINRHATHRAANEE, EXMEERRMEEFEIL. RAlt, 15
KEESATERINEERTHRNER (BBRLEX) BERBTI.

T M Accessinfo BE LU TIRE:

NS Ao & A T AL 15 B9 NamespaceName
Id BT SMIRRREF, B1F IdentifierType (130 s = FF1R)
Depth PRHBARE (-1 RTER)
User/Group | SA¥FIAIRILT VAP S4E, B3E AccessLevels
Solution Explorer AR | Propertics
@ | °-a | F = ns=4:s=MAIN.Instance1 TwinCAT.Connectivity.TeOpc -
Search Solution Explorer (Ctrl+ ) P-fEL|F
B Solution TwinCAT Project]’ (2 projects) El Default Access - Node Identification
4 TwinCAT Connectivityl Depth -1
4 TwinCAT OPC-UA Server Project] D ns=4;5=MAIN.Instance1
b [ Data Access MNAMESPACE urn:BeckhoffAutomation:Ua

m Historical Access
Alarms and Conditions
4 @ Security Access

User Mame User1
B Default Access - Permissions

ATTRIBUTE READABLE ~ True

b EQ Users ATTRIBUTEWRITABLE  False
4 [ ccesslnfos BROWSEABLE True
;x ns=4;s=MAIM.Instancel EVENT READAELE False
ns=4;s=MAIN.Instanced EYEFIITARI E Falea

BEiIM BARN S 2s e T 2 0] LIECE Accessinfos, FIECE IR BEFIHY,

THIEE

HREIREE TEXNEENEFHIEF, XETEELETRSEEM OPC UA siRTElF A%, OPC UA Server
A F RIS
=) Objects
I AlarmsCeonditions
i Configuration
% DeviceSet
I3 Historicalfccess
v o PLCT
¥ DeviceManual
¥ DeviceRevision
i DeviceState
W HardwareRevision
v 2 MAIN
@ Instancel
1 Instance?
¥ Manufacturer
¥ Model
@& Programs
¥ RevisionCounter
¥ SerialMumber
W SoftwareRevision

o Tasks

e Server
2 Types
= Views

BIRIFR Y
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BECKHOFF

X P iR RS 2RI PREII0 T -
- ERIAERER.

« B—1HF ( “Administrator” ) WEEA RS 2ZE TEAIHIRNIR.

« B—1HF ( “Userl” ) REX MAIN.Instancel BUIEREMNIR, LLFARPRRRERIERS, MREEER

Z2SNEER,

- HB—1HP ( “User2” ) BEX MAIN.Instance2 BUIEENANIR, LR RN R BERERSE, TREETER
SZaSNEER,

« BIE—NREA “User” BI4H, NFRERPECE—RRIFIRIR,

wE
OPC UA Server ERERISEINT:

TwinCAT Connectivity3
F| TwinCAT OPC-UA Server Project]
P @ Data Access
ﬂ Historical Access
Alarms and Conditions
F @ Security Access
P @ Users
Administrator
Userl
User2
P @Accesslnfas
P ns=4;5=MAIN.Instance]
P ns=4;5=MAIMN.Instance2
P @ Groups
P Users
http://cpcfoundation.org/UAS
urn:BeckhoffAutomation: TcOpcllaServer
urn:BeckhoffAutornation:Ua:PLC
E Resources

BF “Administrator” FIISE:

Properties
Administrator TwinCAT.Connectivity TcOpclaSrv.Ctrls.Controls.Secu ~
=8, | &
B Security Access - User
Authentication Server
IsRoot True
MemberQf
Password .
User Administrator

BRF “Userl” BUIRE:
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Properties

User1 TwinCAT.Connectivity. TcOpcllaSre. Ctrls.Controls. Security. Prop -
os |26 | K
B Security Access - User

Authentication Server
|=Root False
MemberOf Users
Password ]

Uszer Useri

BRF “User2” BIgE:

Properties

User? TwinCAT.Connectivity. TeOpcllaSre. Ctrls.Controls. Security.Prop -
= s
B Security Access - User

Authentication Server
IsRoot False
MemberOf Users
Password .

Uszer User2

Accessinfos “MAIN.Instancel” BYIEE:

Properties

ns=4;5=MAIN.Instancel TwinCAT.Connectivity, TcOpcUaSre.Ctrls.Cor =

s T4 | M

B Default Access - Node ldentification
Depth -1
In} ns=4:s=MAIM.Instance1
MAMESPACE urn:BeckhoffAutomation:Ua:PLC1
User Mame Useri

B Default Access - Permissions

ATTRIBUTE READABLE True
ATTRIBUTE WRITAELE False
EROWSEAELE True
EVEMT READABLE False
EXECUTAELE False
HISTORY DELETE False
HISTORY INSERT False
HISTORY MODIFY False
HISTORY READAELE False
PERMISSION ALL False
READABLE True
WRITABLE False

Accessinfos “MAIN.Instance2” HIGE:
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Properties
ns=4;5s=MAIN.Instance2 TwinCAT.Connectivity, TcOpcUaSrv.Ctrls.Cor =
s z4 | M
B Default Access - Node Identification
Depth -1
In] ns=4:s=MAIN.Instance?
MAMESPACE urn:BeckhoffAutomation:Ua:PLC1
Uzer Mame User2

E Default Access - Permissions

ATTRIBUTE READABLE True
ATTRIBUTE WRITAELE False
EROWSEAELE True
EVENT READAELE False
EXECUTAEBLE False
HISTORY DELETE False
HISTORY INSERT False
HISTORY MODIFY False
HISTORY READAELE False
PERMISSION ALL False
READABLE True
WRITABLE False

¢H “Users” WIISE:
ZFFEBEE NI EIRS SBMLE RS am B TIEIMNEAIFRINIE, B PLC1 5 =8 8YI5EAD N S AR

Properties
urn:BeckhoffAutomation:Ua:PLC1 TwinCAT.Connectivity. TeOpcllas -
=(ay | &
B Default Access - Namespace
MAMESPACE urn:BeckhoffAutomation:Ua:PLC1
B Default Access - Permissions
ATTRIBUTE READAELE True
ATTRIBUTE WRITABLE False
BROWSEABLE True
EVEMT READAELE False
EXECUTABLE False
HISTORY DELETE False
HISTORY INSERT False
HISTORY MODIFY False
HISTORY READAEBLE False
PERMISSION ALL False
READABLE False
WRITAELE False
ZR

ERCERCESG, “Userl” RIBRSS 2R BITERILERF TFIR:
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I Root
v [ Objects
¥ % PLCT
¥ DeviceManual
# DeviceRevision
% DeviceState
W HardwareRevizion
v 2 MAIN
w @ Instancel
& a
& b
¥ Manufacturer
¥ Model
&% Programs
# RevisionCounter
W SerialMumber
W SoftwareRevision

e Tasks
o Server

o Types

= Views
ARREWTS “Instancel” BYIREMYPR, X—mMIEM UserAccessLevel RETLIEH:
DataType 5T _Test

Mamespacelndex 4

IdentifierType String

Identifier <5StructuredDataType=:5T_Test
ValueRank -1
ArrayDimensions BadAttributeldinvalid ((x20350000)
AccessLevel CurrentRead, CurrentWrite
[UserAccessLevel CurrentRead |

Rz, BF “Administrator” Jen&TEIMIFRE TTEE TERIFIRIINIE
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=) Root
v [ Objects
I3 AlarmsConditions
= Cenfiguration
o DeviceSet
I HistoricalAccess
v i PLCT
¥ DeviceManual

# DeviceRevision
e DeviceState
W HardwareRevizion
v 2 MAIN
@ Instancel
@ Instance2
W Manufacturer
W Model

i Programs
# RevisionCounter

W SenalMumber
W SoftwareRevision

i Tasks

e Server
i Types
3 views

4.3.14 E¥mBEhRS2E
OPC UA Configurator RIf & EH/E5N OPC UA Server, ItHRIERI{EZASHITNIAZESER, FHiEMFmEER&E,

0 KEiEE
1 OPC UA Server WEH RS 2= SBMEBEERNE P n k= EE.

B TR MAENRRL.

>EIDOFBS -
B3R
[T REEFRA BirFEas
TF6100 4.X.X IPC 8 CX (x86. x64. Arm®)

BEN: EERIRRSEE [ 21]

4.3.15 HEICR
gﬁ?ﬁ%é&i«é\%ﬁ, f'é"—_[l—,(,%ﬂl E OPC UA Server E’J Ell_,\lailj]ﬁbo

® BEABEXH

1 HERS B LN ESIERVEASBEEXGRATENAEX . BRERBHEFEEIETA, HX
AERERSHHITHEYIRE (AEXHHE. 8TAEXHHIRDN) o

o PEEEFNIHEYITHA
1 AR TICRINEERILZE OPC UA Server BiITET N, Hlt, RIBFEMMBENARE, EERIESR
BFf o
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EATBECE2PH Online Panel (TE4MER) X+ LAY Activate (BUE) 1R H] LUSUE B EIERINEE.
RIEFMEBIMSENARE, ERIEAMTIERE LI, TEIkERBXERNERDE
OPC UA Server Z g, BEIERINER—BELTHERS.

TwincaT opc-ua server Projectt = < |

Online Panel  UA Endpoints  Recovery

Server information  erver logging  Device States

File Cenfiguration Application Trace

Mumber of trace files: |D ‘ AppTrace level: 0 (NeTrace) v

Mumber of entries per file: |D ‘ AppTrace is deactivated Set

Trace file name: | ‘ Stack Trace

Fluzh trace to file is active [l StackTrace level: 0 (MOME) A
Set Stack Trace is deactivated Set

Trace Event Level

Trace Event level: 0 (Disabled) -
Event History Date range: Refresh
IBERERY

—ARRIR, BERAFIHEE, SANSIEEFA (HEz) , ERSB|UAREFHAHDER, XEFESERME
TIETH. Eit, BNEHITISEHNEBEREASSE B T s BSIER.

HER BEFIBER

ERZHIBERT, BIE—FrIBM “AppTrace” BRHB, X LIER KBRS SBNAEFNEE. BRE
AppTrace, RTEMERBIXAFERH I TraceFile BV3EFE N TraceFile WE B, ARG, EFBERAETIH
RiEEH, LUSUE AppTrace, RBXAERRENRRS 2 LNLFIHRE,

BB RIE R

ELEERT, REEQNEFIBMN “StackTrace” , i2R¥KEH OPC UAMHKBEE. EHUE StackTrace, &
TEMERN I SCASHEP SN TraceFile ISR LRSS TraceFile W& B, A, ERBERINHSHIRE, U
BUE StackTrace, REXAEPERKIRS S ENHENRE,

B3R
= REEFRA BirFEas
TF6100 4.X.X IPC 2 CX (x86. x64. Arm®)

FiEEN: EEEREE [»21]
4.4 JhsI
44.1 B

JhATARE 22 AR T Visual Studio X TwinCAT OPC UA Server #{TE850&E, Eol LI BIRSZSEMNFAE TR
IhEE.
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[Bl TwinCAT OPC UA Configurater - O e
File Server
OE A e _ Edit | Connect Disconnect | Connection state: connected
Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel
Settings
Devices

Mame AmsMetld AdsPort Type Disabled
» il | PLCY 127.001.11 251 TwinCAT 3 PLC (TMC) - Fitered (]

Date./Time Message

o 15.12.2021 14:59:26  Successfully connected to server!

o 15.12.2021 14:59:26  Successfully refreshed certficate list

o 15122021 14:59:26  Found device http://Beckhoff.com/TwinCAT/TFE100/Server/Configuration

o 15.12.2021 14:53:26  Found device um:Beckhoff Automation: Ua:AC

o 15.12.2021 14:59:26  Found device um:Beckhoff Automation:Ua: Types:Global Types

o 15122021 14:55:26  Found device um:Beckhoff Automation:La:PLC1 v

4.4.2 EERIRRSS 2%

OPC UA Configurator AJLUEE OPC UA XtARSS 23 1T BNSHIZE. 5 TwinCAT XAE RFEM, &AL
BT TAZRFEEER OPC UA Server,

[B] TwinCAT OPC UA Configurater - O X
File Server
D ﬁ H |S 2. || Virtual Machine 1 ~ | Edit | Connect Disconnect |Connectionsta‘le:|
Historical Access  Alams & Conditions  Security  Server Settings  Online Panel
Settings
Devices

MName AmsNetld AdsPort Type Disabled

i Edit (45E) &5, FTARSSRIIRINEE, FUIHEEP, ERTLURI—MES MRS B&ER,

Configured TwinCAT OPC UA Servers X
Server URL: [opctcp://lacahhost 4840 || Get Endpoints
Endparts. | ~] [
Name ServerUd SecurtyPolicyln SecurtyMode IdertityTokenType  Identity |

opc top //152.168.175.136:48... hitp //opcfoundation.org /UA/Securty Policy#Aes128_Sha256_Rsalaep |~ | SignAndEncrypt |~ | UserName: | SomeAdmin
opcic Wl hitp / /opcfoundation.org/UA/Securty Policy#Basic2565ha 256 SignAndEncrypt ~
& - Sign ~

W ServerURL ##Z T Get Endpoints (GREUf) 3%, BEIAIRARS2HEZERNTNFIERP, BX
IdentityToken BIEMNRE (B0, BRUEBAFR BMERUAF B/ ZRAEASEZIIESS) BN NFTFNE
=
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o [HiAECE
1 1EEWMER ENTER BIIAN R BV ERN, RAREXEAEERS BoREXLEER,

TR ERS &R, HEMNEZBMATE DropDownBox FHEL, A/, =i Connect (&#%) ¥%fH, ANA]
B,

4.4.3 HMITARSS BRI

TwinCAT OPC UA Server LIR#IIR RIS, ZIEREFFIER TOFU (BRERARMER) REll. BXiz
AR 23THEERIFAE SEMENMERER, BERELL. TwinCAT OPC UA Configurator RIfE BRI 1%
RITIRS 28 91%A . HNMEESEEEERBHIRS S, HERBEHNTAK.

Server initialization — O >

The connected server has not been initialized yet. Please
enter an operating system user account that you would like to
use to login to the server after initialization .

|Isemame: | |

Password: | |

o[ caa |

4.4.4 b0 ADS i8&

&Y Data Access (3UEifIR]) EIM-ERLUE ADS 1&& 7 INZE] TwinCAT OPC UA Server BEREH, 1EFEXHY
DataGrid A, @it E X REAUSIE— N IIESE.

[B] TwinCAT OPC UA Cenfiguratar

File Server

") & | |5 5 | Virtual Machine 1 B Edit | Conne

Settings
Devices
Name AmzMNetld
] il PLCT 127.00.1.1.1

Add

Remove

Edit

TEREEHIBIHEES, RERERENSH,
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Configure device >

Target communication

Name: |PLC2 Type: TwinCAT 3 PLC (TMC) - Fittered v
AmsNetld: local |  Remote | SymbalFile: [[BootDir]\Pic'\Port_8514mc Upload
AdsPort: 352 3| MaxGetHandle: 100 =
AdsTimeout: 2000 = [ ImportPlcProperties

loMode: ByHandle - [] ReleaseAdsHandles

[ LegacyfmayHandling (] Disable device

Device meta-data (D)

Manufacturer: | Beckhoff Automation | SoftwareRevision: |1.0 |
Mode!: Cx2020 | HardwareRevision: | 1.0 |
SerialNo: 424242 | DeviceRevision: |12 |
DeviceManual: |hﬁps:ﬂwww.beckhaﬁ.cnmx’cﬂﬂZﬂl | RevisionCounter: |4 |

Miscellaneous

|dentifier: MNone w | MNsMameVersion: |0 ~

Cancel

1%3$F AMS NetID

%R AMS NetID, ERILUARZAH AR SA ADS 185 E1EER TwinCAT OPC UA Server, ADS 8% 2R
BREAAMASRHIRS S AZSAE ADS AR, =il Local (Fih) 75, vIE/R4H ADS BH, =it
Remote (i) &%, AIRREIEER TwinCAT OPC UA Server B ADS 2R H,

EEFSXMF

RAEXHNERRRESHAR L5TM. i, @id Upload (EfF) ZRHRLUERTS X4 EEEIEEEN
TwinCAT OPC UA Server, TS5 X7EE7E TwinCAT OPC UA Server EEF M “symbolfiles” FX4E
R, BIEEXHHR SRR LB 5 | Bz S X .

4.4.5 RIS NECE

ALE SRBEAT LU TwinCAT OPC UA Server SRBY/ S NBRESC#F, tRTLUEAMR S LIS/ RFRE (. B
et Y T N

AHNEL 1RTE

@B File (X)) RETJLUGERAXLEINRE, XER Open ($17) M Save (R7F) ZEARILUMNHMRIFEE
Xft. FREEEXFIBARINETRE-

mIENE/RTF

£ server (ARZ52%) HEAAILUERAXLETNEE, X2 Open from target (MB#R$TF) 0 Activate from
target (MBIREUE) RH T LIMBIERZ TwinCAT OPC UA Server INEFRFEREXH. FAEiE XA
LBMERTTo
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4.4.6 ECE R SEi5IR]

£/ Historical Access ([AsPiAiR)) &M+, ALE History Adapter (F5&E228) # History Nodes (G
$TR) o History Adapter ([F£i&EC28) EX T HIBEEERIZE!, History Node ((FETR) EXTHE
BIRFMEPZRENHEHIENEE,

B TwinCAT OPC UA Configurator — O *
File Server
D E u |ﬁ T |\ﬁrlua| Machine 1 V| Edit | Connect Disconnect |Connedionsta‘le:
Data Access Historical Access  Alams & Conditions  Security  Server Settings  Online Panel
Settings
History Adapters
D Type File Server Database User Password
»
History Modes
MNodelD MamespaceMName AdapterlD SamplingRate Max Samples

&R LUfEFA _E TR B2 History Adapter ([75£i&HE22s) #1 History Nodes (AT R) . MIREEEE
2] TwinCAT OPC UA Server, @it M Target Browser (B#5|%i88) #EikZl History Nodes (A5
=), BRI S ERNERENT =

[@] TwinCAT OPC UA Configurator - O X
File Server
A E A e |\ﬁrlna| Machine 1 V| Edit | Connect Disconnect |lCunnecliunstal= connectedl
Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel
Settings
History Adapters
D Type File Server Database User Password
»
History Modes

MNodelD MamespaceMName AdapterlD SamplingRate

Max Samples

-0 AlamsConditions ~
B- ServerStatus
Buildinfo
urent Time

SecondsTill Shutdown
ShutdownReason
-4 StartTime

(-4 State

Logging| Target Browser

BefS, 183 AdapterlD T History Node (ASETi=) $&#EEIHEMAY History Adapter ([F£i&HEE8) o
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8] TwinCAT OPC UA Configurator - O x
File Server
AEH | & |\ﬁrlna| Machine 1 V| Edit | Connect Disconnect | Connection state: connected
Data Access Historical Access | Alams & Conditions  Security  Server Settings  Online Panel
Settings
History Adapters
D Type File Server Database User Password
»
History Modes
MNodelD MNamespaceMame AdapterlD SamplingRate MaxSamples
3 @ |i=2258 http://opefoundation.org/UAS i} 1000 1000

REAETR, FTFENAIEERIEE,

Configure HistoryMode >
Settings

Node!D: li=2258

|
MamespaceName: |http ./ fopcfoundation .ong/UAS |
|

AdapteriD: 0
SamplingRate: |'|ﬂD'|] E”
MaxSamples: |1ﬂD'I] E"

4.4.7 RERESFH

M3 Alarms & Conditions (IRE5%M4) %&£, BZE Condition Controller (F4izH28) #
Conditions (%f%) . Condition Controller (%#4izHI28) FLAHLEZ Conditions (£4) WEIEEIT,
B—7mE, Condition () RMTIRIEANEEMNHE, L Alarms & Conditions (IRZE5%H) WARK
ML E,

[B] TwinCAT OPC UA Configurator - O 'Y

File Server

D H H |ﬁ T |\||'irlnal Machine 1 V| Edit | Connect Disconnect |Connectionstate:

Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel
Seftings  Resources
Condtion Controllers

Na

Controller

Condtions in selected ConditionController

‘ Name Severity

SR LAER E X272 Condition Controller (£1431THI28) #1 Conditions (£4) . MREEERZE
TwinCAT OPC UA Server, @3 M Target Browser (BRmil%i28) #HITHERNAN, RIS EMIEER
BT S50% Conditions (%) .
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8] TwinCAT OPC UA Configurator - O x

File Server

AEH | & |\l‘iluilladile1 v| Edit | Connect Disconnect IConnectionstaie: connected I

Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel
Settings  Resources
Condtion Cortrollers

Name:

Conditions in selected ConditionCortroller

MName Severity

E:l AlamsConditions

48 ServerStatus
(-4 Buildinfo
2 il Cument Time
-4 SecondsTillShutdown
(48 ShutdownReason
(-4 StatTime
-4 State

072 AlarmeCanditinne v

Logging| Target Browser

YAZ%3% Condition (£f4) HMNEIHEIFMER Condition Controller (£4H1xH28) b, (ERAMEMINAER,
Condition (%) WEEIIEESBshTH.
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BECKHOFF

Condition

General

Mame: 2258

4k

Severty: 0

Mode settings

Idertfier. li=2258

MNamespaceMame: |http:ffupcfuundatiun.urgfl_lﬁf

SamplingRate: 0 =

Alam type

(® LimitAlamType () CffNormalAlarm Type

Limit Alam Type settings
Alarm text (D Detected languages:

HighHighLimit: | | v |
HighLimit: | | v |
LowLimit: | | v | |
LowLowLimt: | | v |

FEIEFRAEN AT AlarmType BY, @3ENEY FMEA LUERBREEERNIRE XS, FEE, REXTLBHAESLF

Fo BRREERESE P 52]ET, THRAXZEFNESES.

4.4.8 Ao EHRE XA

7£ Alarms & Conditions (RZE5%H) XA, EAILUET Resources (GRIR) EMERLEZIRYX A, A

ERERBT M.

n TwinCAT OPC UA Configurator

File Server

Data Access  Historical Accese  Alams & Conditions  Security  Server Settings  Online Panel

Settings  Resources

Language files

0O & | | 8§ & | Virtual Machine 1 Edit | Connect Disconnect | Connection state: connected

52 hg7s: 1.1.0
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1 @ TGRS, ErRILURMIHIRES A . XEXFRIEE XIREXAHE S #1170 H,

Language file >
Settings
Language: |en-US w
D Text
1 This iz an alarm message

This is anather alam message

And another one

Ok || Cancel || Pastefomcipboard |
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2. Paste from clipboard (MBIMEIRAENL) $2EAATLARTF M Excel BFRIEHESI ID XD, HEREL
BeEMNERFELR (CTRLHC) , AEBTZIZHENEN.

Bookl -

B

Hier ist eine Alarmnachricht i
Hier ist noch eine Alarmnachricht |
Und noch eine 1
Language file >
Settings
Language: |de-DE e
] Text

Hier ist eine Alamnachricht
Hier ist noch eine Alamnachricht

lInd noch eine

Ok || Cancel || Pastefromclipboard |

> EREESXHE, ERUEFRHHERKREXZ.

B TwinCAT OPC UA Configurator - [m] x

File Server

N EHA | |V'|rtua| Machine 1 V| Edit | Connect Disconnect | Connection state: connected

Data Access Historical Access  Alarms & Conditions ' Securty  Server Settings  Online Panel

Settings  Resources
Language files

A

de-DE
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Condition *

General
Mame: 2258 |

Severty: 0

4k

Mode settings

Idertfier. li=2258 |

MNamespaceMame: |I‘rttp:ffnpcfuundatinn.urgleM |

SamplingRate: 0 =

Alam type

(® LimitAlamType () CffNormalAlarm Type

Limit Alam Type settings
Alarm text (D Detected languages:

HighHighLimit: (10 |11 v |en-US de-DE |

HighLimit: 20 | |2 v | [en-US.de-DE |

LowLimit: [ |13 v | len-US de-DE |

LowLowLimt:  [-10] |11 v | |en-US.de-DE |
| Ok | | Cancel

f#F9 Detected languages RNBNES) FE, BaIURREEZTENPMBESENX T FER
AlarmtextlD, EREAIRESIC T EMES,

4.4.9 [yt

OPC UA fR5528minmisE T AR FinE iLE B ZE AN 2V, RIEZARENARRE, SI18EEM
“KmNE” 7 “BMEHER” FF.

ERECER A LUBENERRR. FRARNBENIERFIERER, X, ERFImREEARFAEAREN
ﬁﬁ&lIE:E'L'fT *&o

Server Settings (RSZELE) EM A FEEEEHRRUR—LEMHRMEE, ETXREATUBFMEEFR
INEMBR I = o
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8] TwinCAT OPC UA Configurator - O x
File

{0 F | | & & |Virtual Machine 1
Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel
Endpoint

Server

| Edit | Connect Disconnect | Connection state: connected

General settings Ovenrides

Server port: 4840 ) [ Disable ApplicationUURI check
[ Mlow deprecated securty policies
[ Automatically trust all client certfficates
Security settings
SecurityPolicy
» ﬂ hitp://opcfoundation org/UA/Security Policy#Basic 2565ha 256

Add
& http://opcfoundation.org/UA/Security Policy#Aes 256_Sha256_RsaPss .
& http://opcfoundation org/UA/SecurityPolicy#Aes 128_Sha256_RsaOaep meve

Edit

Move up

Move down

4410 EBREEXR

&2 Online Panel (E4ER) ETEREFH Certificates GEP) ZFATLAXT TwinCAT OPC UA Server
TR BN EEXRFTESE, BS7EENAY TrustStore (3B42/12%) HEREFIRIES, ERIUE
TIEBIFIBEHTE TrustStore ZBIFEEHIEP,

[B] TwinCAT OPC UA Configurater - O X

File
{0 EF | & %¥ | Vitual Machine |
Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel

Server

~ Edit | Connect Disconnect | Connection state: connected

Serverinformation  Device States  Certificates  Logging

Trust store for client certificates Server certificate

Rejected client cerfficates:
|UaExpert@5venG-NBOG [AACEE3COC3619211ACE79929

Accepted client cetfficates:
.0 cUaConﬁuratrVS 703 D5A5153[}E45"13A54BE?

Common name: | TeOpellaServer@DESKTOP-PDTN3|

Thumbprirt: [5CENBC7831D03147D2EAZGAIAES|
Application URI: |um:Bed‘hoﬂ'Momaﬁon:TcOchaSer|
Valid from: [13.12.2021 14:11:45 |
Valid to: [08.12.2041 14:11:46 |

| Delete server certificate |
£ > L4 >

Selected certficate

Common name: | TcOpeUaGateway@DESKTOP-PDTY  Valid from: [13.12.2021 14:12:10 |

Thumbprirt:  [8874FC8B7F7351827F8DA14CID5FL]  Validtor  [08.12.2041 141210 |

Application URI: |um:Beckhcﬁ'Momation:TcOpc UaGat|

Date/Time

16.12.2021 07:44:14
16.12.2021 07:44:14
16.12.2021 07:43:32
16.12.2021 07:43:20
16.12.2021 07:40:08
16.12.2021 07:39:09
16 12 2021 07-35-08

Logging ~ Target Browser

clelelelelele]

Message

Successfully refreshed certificate list
Successfully moved certificate to rejected list
Successfully refreshed certificate list
Successfully connected to server!
Successfully refreshed certfficate list
Successfully refreshed certificate list
Surressfully refreshed cedificate list

4.4.11

- BFM4A
- AXERRT

RREREIZE

BT Security (£2) #“I+,

S |8]RY 5 Rl AR

© AAXEN T RBYIHRIAR

TR LATERR S5 88 1T

ZegE, XERRIREFREFEUTI:

56
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TwinCAT OPC UA Configurator
File Server

0O & | | 8§ & | Virtual Machine 1 Edit | Connect Disconnect | Connection state: connected

Data Access Historical Access  Alarms & Conditions erver Settings  Online Panel

Users/Groups  Node permissions

Users Groups

& ¥ & &

Sven Guests Users Administrators

‘i)_" Anonymous user

*' Operating system user

‘, Serveruser

Date/Time Message ~

@ 16.12.2021 08:17:16  Successfully read corfiguration from server

@ 16.12.2021 08:09:33  Successfully connected to server!

@ 16.12.2021 08:09:33  Successfully refreshed certficate list

@ 16.12.2021 08:09:32  Found device http://Beckhoff. com/TwinCAT/TFE100/Server/Configuration

@ 16.12.202108:09:32  Found device um:Beckhoff Automation: Ua:AC

@ 16.12.2021 08:09:32  Found device um:Beckhoff Automation:La:HA

0 16172071 08:09%2  Found device um-Beckhoff A tomation |a Tunes Glohal Tunes &7
Logging ~ Target Browser

BF#A

SEBIHENR, THAELIZAFMNARA, BLEAERSBRIMANENTE N B ETFXEREFLUE
FCE A INFBY AP 34E.

BRAUEERAR. BERGAF. RSBAFPNERIEBRIEFHHIAF. TIeWA, RITRINEERE
R AP SERIEBIIES HBIAF

PR AR ECEFTBRIRRIATAIRIANR. X234 E ap & =BT RN R
*Ep R R IH RIAN PR

AP ARRLE X IR LE R TEINILERIR, EHNSEF, F—MENMNEERXE, @3 £ TXRER
AR EL T4 AR

GroupDetails *
Group details Mamespace access
MName: | Users MNamespaceMame Access
Member of group(s): |Guests 3 um:Beckhoff Automation: TeOpeUaServer UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
g:;ﬁistrators hitp://opcfoundation.org/UA/DL/ UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
hitp://PLCopen.org/Opclla/ECE1131-3/ UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
um:Beckhoff Automation:Ua: Types Global Types UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
hitp://Beckhoff. com/TwinCAT,/TF&6100/Server/Corfiguration | UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE
um:Beckhoff Automation:Ua:AC UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
Add n:Ua:HA UA_ATTRREADABLE, UA_READABLE, UA_BROWSEABLE...
Remave noff Automation:Ua:PLC1 UA_PERMISSION_ALL
E— Edit
Cancel
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Configure Defaulthccess *
DefaultAccess details

Available namespaces: |I-ﬂpﬁnp::fmndilim.ntgfu.ﬂhf w |

MNamespaceMame: Jm:EIEu::Ic:.I'u:ﬂ"f.'r"-J_rtn:nn'uatin:-n:Tn::IZ:ZI cllaServer |

Permissions

] [] Read attribute  [+] Browse [] History modify [] Method call

[] Read value  [~] Historyread [ ] History delete [] Write attribute
[ ] Write value [] History insert  [+] Receive events

[ ok ]| Cancd |

HET T RBARR

Node permissions (FANPR) EIMEAUBAFEXNEN T R REFTRIHRNR, &r L8 ETX
FRFHEET S, m_JL,{uiM Target Browser (B#ryI%28) #HEHRT AN ARAEMIGERNEIERE
F, BIRREEEEIIRS

[B] TwinCAT OPC UA Configurator - O 'Y

File Server

AOEH | o & |\l‘iluilladile1 v| Edit | Connect Disconnect lConnectionstaie: connected l

Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel

s

Permissions

NodelD MamespaceMame

E:l AlamsConditions -
-4 ServerStatus

SemndsTIIShmdown
t-4F) ShutdownReason
(-4 StartTime

4 State

. jtigne

Logging| Target Browser

Rla, ERILAET REEMNEESREX B AURENEIERRR,
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gi

Mode permission — O *
General settings
NodelD: [=2258] |
MNamespaceMame: |h‘rtp -/ fopcfoundation .ong /LAY |
Depth: -1 Iil
Groups
MName Access

Add

Remove

Edit

TRILIEAS K Depth (RE) RIRBERENIZHAFITRUAEMNR. B 1" RRFIEFTREBRIZML AN
PRo

4.4.12 EHBoIRSE

BEidServer (AR%Z2E) FHEUILIEHFHESH TwinCAT OPC UA Server, BEIBR T, ELEESZHEIININED
OPC UA E#ZBIARSE 28, B, MREBLET TIEMRSI[/EALD ADS BRH, EHEILUED ADS it A EH#H
B,

[B)] TwinCAT OPC UA Configurator

File Server

| = Open from target ! &8 Edit | Connect Disconnect |Connectio state: connected
Dataﬂc Activate on target Conditions  Securty  Server Settings  Online Panel
i Symbol Files
Sefting____
Dev Restart
Shutdown AmsMetld AdsPort
3 Restart via A0S 127.001.11 851
Shutdown via ADS

4.4.13 BEidR
ERTERIZET, EaILUBCE OPC UA Server BB EIERINEE,

® THSAEEXH

1 ARG LN ETIERMERAISBEXHRFARENEEX 4. BREEBNEFEEETAH, HX
AEERSMHTHENIRE (BSXAHE. 8TESXAHIRDN) o

o EEEFNITEYITH

1 #oE BSICRINEERAZ OPC UA Server BYITE1T . Ei, RIFBFEMBMBENIARE, RERER
B TR

TF6100 hRzs: 1.1.0 59



BAREN BECKHOFF

i@iZ Online Panel (TE4&@EiR) EMEREFH Logging (AEIZR) 0 LURIERS 28 BEIERINEE

TwinCAT OPC UA Configurator - [m| X

File Server

O 5 | | 8§ &> [Virtual Machine 1 Edit | Connect Disconnect | Connection state: connected
Data Access  Historical Access  Alams & Conditions  Security  Server Settings  Online Panel

Serverinformation  Device States  Certificates  Logging

General settings
Trac file: |Ca\TwinCAT\Functions\TF6100-0P(|

Number of trace files: |5 | | |

MNumber of entries perfile: |1DDDDD | | |

AppTrace Stack Trace
AppTrace level: |T-" | - Stack Trace level: |T-" | -
AppTrace enabled: |False | Stack Trace enabled: |False |
Activate Deactivate Activate Deactivate
YEpodsno
BERRS

—RRKRI, BERERINS, SANSIEEIFE (Wi%) , ERSENAEFHAEBEX, SESENIL
TIETH. Eit, BNEHITISENEBEREASSE B T BSIER.

HER BEFIBER

ERZHIBERT, BIE—FrIBM “AppTrace” BRHB, X LIERRBRSSBNAEFNEE. BRE
AppTrace, RTEMERBIXAFERH I TraceFile BV EFE 1 TraceFile WE B, A, EFBERAETIH
RiEEH, LUSUE AppTrace, RBXAERRENRRS 2 LNLFIHRE,

HIEMIRIEER

OB RT, REZRNEFBM “StackTrace” , IERKHE OPC UA RIS R, EHUE StackTrace, 15
TEMENZBISCAKER N TraceFile ISR E LIRS TraceFile L E#. A, EFRBERIHSHIRE, UL
BUE StackTrace, MEBXAEFHIENRRRS 2 EHNYFIEE,
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5 MR
5.1 ADS B[

R DA

2HEIRAE: 0x0000 [» 61]... (0x9811_0000...)
P28 EEIRICAS . 0x0500 [» 61]... (0x9811_0500...)
—R% ADS $8£iR: 0x0700[» 62]... (0x9811_0700...)
RTime $£12XA%: 0x1000 [» 64]... (0x9811_1000...)

2RHEIR1E
Hex | Dec HRESULT E=4 320
0x0 0 0x98110000 |ERR_NOERROR TR
0x1 1 0x98110001  |ERR_INTERNAL RZREEIRo
0x2 2 0x98110002 |ERR_NORTIME TEEL M,
0x3 3 0x98110003 |ERR_ALLOCLOCKEDMEM PEEBE - NEFEHEIR.
0x4 4 0x98110004 |ERR_INSERTMAILBOX HEFEE# - oA ZIX ADS JHE. RS EHAR ADS B
B85,
0x5 5 0x98110005 |ERR_WRONGRECEIVEHMSG HMSG $8iR.
0x6 6 0x98110006 |ERR_TARGETPORTNOTFOUND KL BRiRA - ADS ARSS83R BRI AR
ox7 7 0x98110007 |ERR_TARGETMACHINENOTFOUND FIKEIERITEN - RIKE AMS BRH.
0x8 8 0x98110008 |ERR_UNKNOWNCMDID FKEEGL Do
0x9 9 0x98110009 |ERR_BADTASKID £55 1D TX¥o
OxA 10 0x9811000A |ERR_NOIO No 10,
0xB 11 0x9811000B |ERR_UNKNOWNAMSCMD FREDAMS 8%
0xC 12 0x9811000C  |ERR_WIN32ERROR Win32 $8i%,
0xD 13 0x9811000D |ERR_PORTNOTCONNECTED IR OFRERE,
OxE 14 0x9811000E  |ERR_INVALIDAMSLENGTH AMS KE T
OxF 15 0x9811000F  |ERR_INVALIDAMSNETID AMS Net ID T
0x10 |16 0x98110010  |ERR_LOWINSTLEVEL LIRS - TWinCAT 2 B E1R,
oxl1 |17 0x98110011 |ERR_NODEBUGINTAVAILABLE TR A A
o0x12 |18 0x98110012 |ERR_PORTDISABLED OB 2 - TwinCAT RFBRS REED.
0x13 |19 0x98110013 |ERR_PORTALREADYCONNECTED wOBEE,
0x14 |20 0x98110014 |ERR_AMSSYNC_W32ERROR AMS Sync Win32 $&1%,
0x15 |21 0x98110015 |ERR_AMSSYNC_TIMEOUT AMS Sync 8,
0x16 |22 0x98110016 |ERR_AMSSYNC_AMSERROR AMS Sync iR,
ox17 |23 0x98110017 |ERR_AMSSYNC_NOINDEXINMAP REFEEATF AMS Sync FYZ25 |BRgT,
0x18 (24 0x98110018  |ERR_INVALIDAMSPORT AMS RO T
0x19 |25 0x98110019 |ERR_NOMEMORY TAFo
O0x1A |26 0x9811001A |ERR_TCPSEND TCP ZiXfEiR.
0x1B |27 0x9811001B |ERR_HOSTUNREACHABLE ENFTEISIE,
ox1C |28 0x9811001C  |ERR_INVALIDAMSFRAGMENT AMS F RT3,
0x1D |29 0x9811001D |ERR_TLSSEND TLS RIXHEIR - ADS REEERML,
Ox1E |30 0x9811001E |ERR_ACCESSDENIED $E48ifin) - B4 ADS RE2IAIAl,
R EESEEIRILES
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Hex | Dec HRESULT BFR R

0x500 [1280 |0x98110500 |ROUTERERR_NOLOCKEDMEMORY TR S BB E TR

0x501 1281 |0x98110501 |ROUTERERR_RESIZEMEMORY EREREBAERNTEE N,

0x502 |1282 |0x98110502 |ROUTERERR_MAILBOXFULL HRFE BRI R AHEH B,

0x503 [1283 |0x98110503 |ROUTERERR_DEBUGBOXFULL IR ERFE B R B R ACH B,

0x504 |1284 |0x98110504 |ROUTERERR_UNKNOWNPORTTYPE i mESHESIN

0x505 |1285 |0x98110505 |ROUTERERR_NOTINITIALIZED B EERRAIE .

0x506 |1286 |0x98110506 |ROUTERERR_PORTALREADYINUSE wOS B9,

0x507 |1287 |0x98110507 |ROUTERERR_NOTREGISTERED wOREM.

0x508 [1288 |0x98110508 |ROUTERERR_NOMOREQUEUES BIREIR AT O,

0x509 [1289 |0x98110509 |ROUTERERR_INVALIDPORT by

0x50A |1290 |0x9811050A |ROUTERERR_NOTACTIVATED BREARBCE,

0x50B 1291 |0x9811050B |ROUTERERR_FRAGMENTBOXFULL HrFEERRIRARH EREEE,

0x50C 1292 |0x9811050C |ROUTERERR_FRAGMENTTIMEOUT &4 EGEEY,

0x50D |1293 |0x9811050D |ROUTERERR_TOBEREMOVED A BBk

—fg1% ADS $&iR1CED
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Hex | Dec | HRESULT B iR

0x700 |1792 |0x98110700 |ADSERR_DEVICE_ERROR — RIS E IR,

0x701 |1793 |0x98110701 |ADSERR_DEVICE_SRVNOTSUPP BRSBTS HZARSS .

0x702 |1794 |0x98110702 |ADSERR_DEVICE_INVALIDGRP R ATH.

0x703 |1795 |0x98110703 |ADSERR_DEVICE_INVALIDOFFSET R RIBELH.

0x704 |1796 |0x98110704 |ADSERR_DEVICE_INVALIDACCESS FARFIEINHEE No
E?Eﬁnw,%o flgn, BUZEERERBIRINT iR

0x705 |1797 |0x98110705 |ADSERR_DEVICE_INVALIDSIZE SRR IER.

0x706 |1798 |0x98110706 |ADSERR_DEVICE_INVALIDDATA TR EIR(E,

0x707 |1799 |0x98110707 |ADSERR_DEVICE_NOTREADY BEHRERFIET.

0x708 |1800 |0x98110708 |ADSERR_DEVICE_BUSY REEIT,

0x709 |1801 |0x98110709 |ADSERR_DEVICE_INVALIDCONTEXT BIERF LTS XJfERATERRANES
FR{EF ADS IRIEHUERH. BILUBISTE PLC AT
ZESED RIIAN A,

0X70A |1802 |0x9811070A |ADSERR_DEVICE_NOMEMORY NETRB.

0x70B [1803 |0x9811070B |ADSERR_DEVICE_INVALIDPARM BSEETLH,

0x70C |1804 |0x9811070C |ADSERR_DEVICE_NOTFOUND FEE (X)) o

0x70D |1805 |0x9811070D |ADSERR_DEVICE_SYNTAX XHH S PREFEEIEEEIR.

OX70E |1806 |0x9811070E |ADSERR_DEVICE_INCOMPATIBLE TR AITHL,

OX70F |1807 |0x9811070F |ADSERR_DEVICE_EXISTS WREFHE,

0x710 |1808 |0x98110710 |ADSERR_DEVICE_SYMBOLNOTFOUND e REE,

0x711 |1809 |0x98110711 |ADSERR_DEVICE_SYMBOLVERSIONINVALID RTERATH. XAsERH TR EREMRN. 6l
EHam.

0x712 |1810 |0x98110712 |ADSERR_DEVICE_INVALIDSTATE ®E (RSeR) RTFEBIRES.

0x713 |1811 |0x98110713 |ADSERR_DEVICE_TRANSMODENOTSUPP A3 AdsTransModes

0x714 |1812 |0x98110714 |ADSERR_DEVICE_NOTIFYHNDINVALID BHARTE K

0x715 |1813 |0x98110715 |ADSERR_DEVICE_CLIENTUNKNOWN BNE P imoAR

0x716 |1814 |0x98110716 |ADSERR_DEVICE_NOMOREHDLS HEELHNARATA.

0x717 |1815 |0x98110717 |ADSERR_DEVICE_INVALIDWATCHSIZE BERIA/ NS K

0x718 |1816 |0x98110718 |ADSERR_DEVICE_NOTINIT R ERIIEN.

0x719 |1817 |0x98110719 |ADSERR_DEVICE_TIMEOUT REBET,

0x71A |1818 |0x9811071A |ADSERR_DEVICE_NOINTERFACE EOTWERM,

0x71B |1819 |0x9811071B |ADSERR_DEVICE_INVALIDINTERFACE EREEORIR.

0x71C |1820 |0x9811071C |ADSERR_DEVICE_INVALIDCLSID Class ID T,

0x71D [1821 |0x9811071D |ADSERR_DEVICE_INVALIDOBJID Object ID T34

Ox71E |1822 |0x9811071E |ADSERR_DEVICE_PENDING JERFFE,

0x71F |1823 |0x9811071F |ADSERR_DEVICE_ABORTED EREHLE,

0x720 |1824 |0x98110720 |ADSERR_DEVICE_WARNING ZEES.

0x721 |1825 |0x98110721 |ADSERR_DEVICE_INVALIDARRAYIDX ARSI T

0x722 |1826 |0x98110722 |ADSERR_DEVICE_SYMBOLNOTACTIVE A REE.

0x723 |1827 |0x98110723 |ADSERR_DEVICE_ACCESSDENIED LI,
BMHETHERNRR, 5, 2@ ADS BREATHER
H

0x724 |1828 |0x98110724 |ADSERR_DEVICE_LICENSENOTFOUND R

0x725 |1829 |0x98110725 |ADSERR_DEVICE_LICENSEEXPIRED B L HA,

0x726 [1830 |0x98110726 |ADSERR_DEVICE_LICENSEEXCEEDED FBHIRAY,

0x727 |1831 |0x98110727 |ADSERR_DEVICE_LICENSEINVALID BT

0x728 |1832 |0x98110728 |ADSERR_DEVICE_LICENSESYSTEMID BRI : R4% 1D T,

0x729 |1833 |0x98110729 |ADSERR_DEVICE_LICENSENOTIMELIMIT AR Z BB PR,

0x72A |1834 |0x9811072A |ADSERR_DEVICE_LICENSEFUTUREISSUE FERERE: RRAIETE,

0x72B |1835 |0x9811072B |ADSERR_DEVICE_LICENSETIMETOLONG FRUAR K

0x72C |1836 |0x9811072C |ADSERR_DEVICE_EXCEPTION RABEIRE.

0x72D |1837 |0x9811072D |ADSERR_DEVICE_LICENSEDUPLICATED FERCHIRER T PR

Ox72E |1838 |0x9811072E |ADSERR_DEVICE_SIGNATUREINVALID FEZTMo

OXx72F |1839 |0x9811072F |ADSERR_DEVICE_CERTIFICATEINVALID IEPTo

0x730 |1840 |0x98110730 |ADSERR_DEVICE_LICENSEOEMNOTFOUND OEMZKRHEIAH.

0x731 |1841 |0x98110731 |ADSERR_DEVICE_LICENSERESTRICTED LR S 1D BT
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Hex | Dec | HRESULT B iR
0x732 |1842 |0x98110732 |ADSERR_DEVICE_LICENSEDEMODENIED ETENEZILE,
0x733 |1843 |0x98110733 |ADSERR_DEVICE_INVALIDFNCID FToRREEEL 1Do
0x734 |1844 |0x98110734 |ADSERR_DEVICE_OUTOFRANGE BHBEBCEE,
0x735 |1845 |0x98110735 |ADSERR_DEVICE_INVALIDALIGNMENT THIFTTo
0x736 |1846 |0x98110736 |ADSERR_DEVICE_LICENSEPLATFORM THFEER.
0x737 |1847 |0x98110737 |ADSERR_DEVICE_FORWARD_PL LT - FHRIERNR .
0x738 |1848 |0x98110738 |ADSERR_DEVICE_FORWARD_DL LT - FRAEERS .
0x739 |1849 |0x98110739 |ADSERR_DEVICE_FORWARD_RT LT - 3,
0x740 |1856 |0x98110740 |ADSERR_CLIENT_ERROR E P in1R.
0x741 |1857 |0x98110741 |ADSERR_CLIENT_INVALIDPARM SEUETHREH.
0x742 |1858 |0x98110742 |ADSERR_CLIENT_LISTEMPTY BFIRAT
0x743 |1859 |0x98110743 |ADSERR_CLIENT_VARUSED Var EZEEFERTP.
0x744 |1860 |0x98110744 |ADSERR_CLIENT_DUPLINVOKEID VAR 1D BEMERAF.
0x745 |1861 |0x98110745 |ADSERR_CLIENT_SYNCTIMEOUT B& LB - ImRLIRTEISER ADS AT HRIA
[, ARLLIRHIES RIS B AT REFR B T E o
0x746 |1862 |0x98110746 |ADSERR_CLIENT_W32ERROR Win32 FRAHR K EHIR.
0x747 |1863 |0x98110747 |ADSERR_CLIENT_TIMEOUTINVALID P ImBRHE T
0x748 |1864 |0x98110748 |ADSERR_CLIENT_PORTNOTOPEN ﬁn“ﬁclskﬂﬁo
0x749 |1865 |0x98110749 |ADSERR_CLIENT_NOAMSADDR T AMS Hihit,
0x750 |1872 |0x98110750 |ADSERR_CLIENT_SYNCINTERNAL Ads sync & ERZPEEIR,
0x751 |1873 |0x98110751 |ADSERR_CLIENT_ADDHASH MBEREH.
0x752 |1874 |0x98110752 |ADSERR_CLIENT_REMOVEHASH REREPIXIEDR.
0x753 |1875 |0x98110753 |ADSERR_CLIENT_NOMORESYM BEFEENS.
0x754 |1876 |0x98110754 |ADSERR_CLIENT_SYNCRESINVALID W EITERLOM R
0x755 |1877 |0x98110755 |ADSERR_CLIENT_SYNCPORTLOCKED B RO B BT,
0x756 |1878 |0x98110756 |ADSERR_CLIENT_REQUESTCANCELLED JERGEHo
RTime $5i%1X3
Hex Dec | HRESULT BFR 320
0x1000 |4096 |0x98111000 |RTERR_INTERNAL LR RFHEERNIEIR.
0x1001 |4097 |0x98111001 |RTERR_BADTIMERPERIODS AT ET .
0x1002 |4098 |0x98111002 |RTERR_INVALIDTASKPTR ESEHIRETEREO (B) .
0x1003  |4099 |0x98111003 |RTERR_INVALIDSTACKPTR HRIEEHRE T EREO ()
0x1004 |4100 |0x98111004 |RTERR_PRIOEXISTS ERESRARBE DB
0x1005 |4101 |0x98111005 |RTERR_NOMORETCB EETANTHTCB (ESIEFIR) . TCB WRAEN
640
0x1006 |4102 |0x98111006 |RTERR_NOMORESEMAS HEUANTRES. ESHNRAHENRN 64,
0x1007 |4103 |0x98111007 |RTERR_NOMOREQUEUES BAFIREERTAMNE N E. BATIRIIRAMIELN 640
0x100D |4109 |0x9811100D |RTERR_EXTIRQALREADYDEF BERAIMNBREY i,
0x100E |4110 |0x9811100E |RTERR_EXTIRQNOTDEF REFASMER R Hit.
0x100F |4111 |0x9811100F |RTERR_EXTIRQINSTALLFAILED SMERIE) TR FA K T
0x1010 |4112 |0x98111010 |RTERR_IRQLNOTLESSOREQUAL EFRIR _E X HIARRS R
0x1017 |4119 |0x98111017 |RTERR_VMXNOTSUPPORTED RE#F Intel VT-x T Bo
0x1018 |4120 |0x98111018 |RTERR_VMXDISABLED BIOS kA Intel VT-x ¥ &.
0x1019 |4121 |0x98111019 |RTERR_VMXCONTROLSMISSING Intel’ VT-x #" B ER D RIER,
0x101A |4122 |0x9811101A |RTERR_VMXENABLEFAILS Intel’ VT-x BUELK

EH{FM9IEM HRESULT iB[EIXET:

64

hg7s: 1.1.0

TF6100




BECKHOFF

MR
HRESULT BFR R
0x0000_0000 S_OK FTEHiRo
0x0000_0001 S_FALSE FTiRo
T BRI, BE— M HERASTENG
0x0000_0203 S_PENDING TR,
T BT, BIESEER,
0x0000_0256 S_WATCHDOG_TIMEOUT TR,
T BT, BRET B,

TCP Winsock $5i2/t5

Hex Dec 2R

i

0x274C 10060 WSAETIMEDOUT

REELEN - FRRERN AR, BT RERENBERIER
MRz, S PR SIERAEPTER AR ML ALER,

0x274D 10061 WSAECONNREFUSED BB EELS - TARIIEE, RABMRTENBRELS T Zi%E%E. HEiR
ﬁmﬁauﬁcuﬁ IFMEREM LA FIEFIREHRS (BIREBTTIRS 23N
BAREFNRS) S

0x2751 10065 WSAEHOSTUNREACH AEEZENIEEE - EEFIRES BT AU RNEN.

¥ % Winsock 5 : Win32 $iR3

5.2 RARZHFHARS

ERABREGFAHE R SMREHEERRAZINRS, WS5EETHRNR

RARER MBI,
THIERSE

BN TEHERBESTANVEETRHOFIEX . ErILE

FEXMHEFESF.
AR I HBXAHRA ST ZF,

FES QMRS

SefR RT3 SRARKBIFR A P

EERRANHINABZRA. KA, BAELR.

EREEET MBI IFMARSS, BERABED QBHARL!

ERIET it R Z M D QB MARL MU FIEERE W LR E

EM UL R E S 1R mA RIS,
FERAZE

BAZHE A EREEERARE), MMXFEBENAETHER

© AR

- EFBEDURRRILIT. REMNRER

© UNERAREHFNSMIEIIIRE

HELEIE:
EBFHRAE:

FEEERsS
BRRS P ORMFIE EERSS
- BAARSS
. H#HERRSS
- BHARSS
.« PREBRSS

+49 5246 963-157
support@beckhoff.com

. http://www.beckhoff.com.cn

TR E M ZRIARSS
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hezs: 1.1.0 65


https://infosys.beckhoff.com/content/1033/tcdiagnostics/391166347.html?id=8616315549122078334
https://www.beckhoff.com/en-gb/support/download-finder/index-2.html
https://www.beckhoff.com/support
https://www.beckhoff.com/

GER BECKHOFF

MEREEIE: +49 5246 963-460
EBFHRAE: service@beckhoff.com
BEREATEE

Beckhoff Automation GmbH & Co. KG
Huelshorstweg 20

33415 Verl

Germany

BiE: +49 5246 963-0

FBF MR info@beckhoff.com
PRI www.beckhoff.com

hRzs: 1.1.0 TF6100


https://www.beckhoff.com/

Trademark statements

Beckhoff’, ATRO', EtherCAT’, EtherCAT G, EtherCAT G10°, EtherCAT P’, MX-System’, Safety over EtherCAT", TC/BSD’, TwinCAT’, TwinCAT/
BSD", TwinSAFE", XFC', XPlanar” and XTS' are registered and licensed trademarks of Beckhoff Automation GmbH.

Third-party trademark statements

Arm, Arm9 and Cortex are trademarks or registered trademarks of Arm Limited (or its subsidiaries or affiliates) in the US and/or
elsewhere.

Intel, the Intel logo, Intel Core, Xeon, Intel Atom, Celeron and Pentium are trademarks of Intel Corporation or its subsidiaries.

Microsoft, Microsoft Azure, Microsoft Edge, PowerShell, Visual Studio, Windows and Xbox are trademarks of the Microsoft group of
companies.
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