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1.1 XA

ZNi BR(GE A T AVEE XA A B2 1) IRviz s R Bsh b T2 T Ro
FEREMEIRAET, DPUEMRESTHEH LT 5 BN AR
BREARNESEBXER, HRXERRMBIENSHE,

BXATARCIBRFTA RN AN ERTESFALEER, SEMAREXER. EM. ENMRE
®REFH

XS OER. AT, PR mEE AL,
FAN VR BRERHECIA B LAASHLBIRF, MARSZITER.
AMFRIBEA PR, ERMGAN B HE M mBESER EEE,

[l

Beckhoff'. ATRO'. EtherCAT. EtherCAT G'. EtherCAT G10'. EtherCATP’. MX-System'. Safety over
EtherCAT'. TC/BSD’. TwinCAT. TwinCAT/BSD’. TwinSAFE’. XFC’. XPlanar 1 XTS & Beckhoff
Automation GmbH
B EM AT RERNER, AERYTFRERNEECEMAEERInRN, FHE=FETHEESBNER
NS RICEIRFIE & RIRNF,

r—N
EtherCAT.

EtherCAT 5EMEStRMEF)iEAR, H Beckhoff Automation GmbH 1Z4EH,

IRIRFAE

© Beckhoff Automation GmbH,
REPHIRN, FREEH. 9k, FRMNEESXXERS,
FEBWBRIEESRE, Beckhoff Automation GmbH REBFrE &8, SLRFREFIINIIZITHE R,

E=HEHF
AXH AR ER T B= 5 8F. BXEFEE, TLLAR: https://www.beckhoff.com/trademarks.

1.2 ZR2ER

RENE

NTHRENERRE, FSUFARAR
HETAXEPETTmNREER A,

RERER

PREAMHERENEEEESN AN ERAMMMAEE, mREREUEFIR BB AR HEE, SN, 18
E @B BRABEN AL~ ENERTAERT,

ARER
AR AR E A E IR AERITH. BEpeRE TR LT REM.

B rEEE
XEPERNERESADERNT. NERASHENMHRKL, BB ETREMESEIEFIL
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FHESE TS EBRIFE XL,

FHEARSBTESREEHRERREXE,

MERFRRE S

AIRERIIFIMR, IR EIRE.

R ROER
]

XEEEEE:
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13 {FERE£HH

Beckhoff Automation GmbH & Co.KG ({&#F Beckhoff) B9/= &, REAILIELIAN, #EEET LRLINEE, X
BI . &%, VSBANENELLET. RERETZE2EE, BATHRIPENINI . R4, VISOMER
STREEAD, IR, SHEA AR EREMREL M, Beckhoff FRHENFRRREN RSN —
Y. BREREMRLLEE=AXREEBUHREIERE. R, VISHANE, SIREEXRIT EHNRIPIERERN
BRT, AaSREMEHEBRMWIEE,

teoh, ERIEBSF Beckhoff X FREUE HRIFIEENEIN. XTFEEL2MNTULZLMNELZER, FiHRER
SIMLG https://www.beckhoff.com/secguide,

Beckhoff 9= IR =IFLEHATTIOE, XWER TR IR, E£TFFEHATINE, Beckhoff BBHEINA
KRFFmRITRS, HEFRERTRED E#HITRE, AN~ mRA AT E ML
FRBMBY KU

WNE TR Beckhoff mRIEEZTELME LR, BT https://www.beckhoff.com/secinfo A RSS &,

)]
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2 BZ

NTEEDANBOESRNE, FANRDCENTIESS, BERGEFREERBEE, Eit, 188 AR
2R RTH A RNIER, XERRVRATEEMIL, HIRRERWE, SMRINA. KEERERARESEER
AEEEANERTH. EIRENED, REFRIERHMARIREIASHEMERONREET, RETM
—aRBNER. BRERT, SMURABEIRIIMENIET. TR NEMEE[ER.

TwinCAT 3 SIFRE AR ZRAIG I T IL K RA2, AT ARX—RIREME, TwinCAT 3 K
eXtended Automation (XA) eXtended Automation & IT AP FRGETAS Bohfbit AR A—
X, ZEIFNNAFIRLITAE, FEEiTRPHERIS,

TwinCAT 3 937 eXtended Automation Engineering (XAE) 1 eXtended Automation Runtime (XAR),

eXtended Automation Engineering XAE :

TWinCAT 3 FERFEZ —BEHIHHEIE. SEFRKBECHMIITER, SEEMRIERMNMEREFAIFIRES
BAREEME, TwinCAT 3 BWFFLIFIE R Microsoft Visual Studio®, @iZIE TwinCAT 3 EAYT BRSAERKE)
VisualStudio® #, FTRAFRET — T BEXKARAIRHNFS,

R RS RRAEAREEREHEXHILHENB . BMEE TwinCAT Project IENZIfRR A EH,

SRIREE IJ#L,%%E’J TW|nCAT RATIERN, FEk TwinCAT 2 AP el IEE A SR E] TwinCAT
3. HFEMmZ2—=2% TwinCAT 2 PLC Control £5%E) TWinCAT RAEE2E+H, A, FEARREE—
MEAIEXRATFECHNARER. XRXEETARALRFEZENIHR, MEXREATEI, BANER
FEE)I—P IR,

mhEE ZMAEA R EME Microsoft Visual Studio® #:

1. WRESHH PLC IZF R BRLE Microsoft Visual Studio®, TwinCAT 3 RERFEENTENEN
Visual Studio® Shell, RZESENAIEEA TwinCAT 3 ¥ BINEE, ERTREFYT BT TwinCAT 2 IEA1TH
BB, EShREMMRAY RAIETF IEC61131-3 8 PLC RiZiE=, HLb, ATLIA PLC ThAER, B
T PLC#&1R, BRI LLRIZFETF NC. CNC s{& £ EIELR,

2. MNRAETIE PC LEBEZEFEE—HRAB Microsoft Visual Studio®, BRE5EEAR, NI TwinCAT 3 ¥
BINRELEHERZIM AR Microsoft IFiEH, THEESEESE 1 Z o FrR+EE,

3. MR TFE PC LT Microsoft Visual Studios® 52Zkk, TwinCAT 3 ¥ EBINEEZEREIINE R Visual
Studio® B, BR7T _EiR{E4S PLC ThEES , BRI C. C++ 3 MATLAB®/Simulink® 9N FBRER#1T
ﬁ*%o

4. tl]%I%z PC J:E'E%TTFE Microsoft Visual Studios® 5E2ERRAY TwinCAT 3, MIBTLUERESE PLC T
BB, MR ZELEETERR Microsoft Visual Studio, MELUERFRATIEE, SEEEFE C. C++
MATLAB®/Simulink®,

TwinCAT Standard TwinCAT Integrated

System Manager || Programming System Manager | Programming

Configuration Configuratien ‘Non- Fleal e

- Lo IEC 61131 DhjELI - o real- mg

- PLC u-nnnte = [Fibe

— MC axtarsions - G4 IEC 61131 Dhject

- NC nrlented
— CNC extensions
— Safety

— others
IEC Compiler

TwinCAT Transport Layer — ADS

TwinCAT Transport Layer - ADS

XFETRGER. RENMBENOEZFAES, BES M TwinCAT 3 = miiR.
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eXtended Automation Runtime XAR :

TwinCAT 3 Runtime @7 —1EBTIFE, TJLIEEPMNEH. HITHERE TwinCAT &R, EMERRSEH
BE—MRiZEE, EtrT U RIEHEAEFEHHAF LA RRE, LI, HREEZE PLC. NC. CNC
o, C-Code ERAIEIRHFEE,

EREMERMNESHEIFEAR. —&81%H PC ERILUE1TTZMES. BHTFARREESR (PLC. C/C++. MATLAB®)
AJ7E TwinCAT 3 Runtime R E1TIAR, FAUNBAREFINRGREMEFEEEZ O, Ak, JUEEEE8I
BEMZ MERA ST — N EHVISBNARERF. NMESTIAREREERZIRE]. WRABRITHIE
K, APBRESREFEBN, £ TwinCAT 3 &, E2=1Eie ERHITE 65000 4, ERZENRTFIEITHRHIZENER
FHERR

TwinCAT 3R —1MNSA XL CPU, AILTE CPU IARRZ _E S BEREhAY TwinCAT 1153, Hit, A
ERERSTERRHRZZIW PC M\ PC B9MHE,

Fieldbus ]
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3 #iR

AENBT TwinCAT 3 BB AR TwinCAT 3 RO AARRELEFIN AR :
- B [» 10]: SPRANMENETEREY TwinCAT 3 F=@mBA R
- TwinCAT 3 THEELAHAYF= @R [» 11]: B TwinCAT 3 HEEAEMAREFINER
- F& [p11]: TwinCAT 3 = RiIRIBREBHEITUENEN, RENBT FENEGES!

3.1 wEBE

TwinCAT 3 =@7 7 3 M REA:
* TE xxxx-XxxX TwinCAT 3 XAE (FF4LIFiE)
+ TC xxxx-xxxx TwinCAT 3 XAR (Z178Y)
» TF xxxx-xxxx TwinCAT 3 ThEEZEH GEMF TwinCAT2 “18%N =)

FEIRRRER TwinCAT 3 s, HEib, MNREUSBEZENITE TwinCAT 3#24%, EITtEE2EEN
SEE8. TwinCAT 3 G2 IR —ARIRINT:

TH b R

48518 “TX abbb” ESEFRFmAYEAFARIR, M4ESIE “00pp” MREEITEMA™m. TREFMMAE
BTEINESR:

%5 description

T TwinCAT

X IR R TWInCAT 3 BHiRS, AJeEm% 8.
E=F&IFE, C=izf7hd, F=IhAE

a EAFE@mERN, MRFRET BTN ;X “FAFIE BHMARSL, WHEER
;1” o R fE TWinCAT 3 ThaedHF, MIEATLUTELLAL [ 11| EEEZE

bbb we, BTFEENF MR UAE—A TR~ o

v fgﬁgiﬂﬂm@ﬂ’\ﬁﬁ%o FZGE LEBE—MEN, BESIEFERHITREFH

00 REHUGEFER, BFEE “00”

pp ﬁgfﬁgﬁﬁmﬁﬁ{&ﬁmﬁ#q%o ik p 11 UEBEE X AEAEETE
YEZIE S0

bbbb alik: ISR AR E S,

NTEFHIBRE, TRERT —LRG):

P mtRiAR R

TC1000-0010 TwinCAT3ADS, BT “EB17H” BMEASK, rm@mEiAn ‘17 . BERBEFPENR
fEFRREFIER 10,

TC1000-0020 TwinCAT3ADS, BT “Bf76” EHARLS, =REiA “17 ., EFBEFEN
fERREF ISR 20,

TE1000-0030 TwinCAT 3 FAIFE, BT “AARIFE” BMAS, =HREHH 17 . BRER
PIRRUER RS 30,

TF6100-0070 TwinCAT30PCUA, BF “ThEE” BMZAS, FREiA 6" . BREFFE
WERREHSEE 70,

TF6310-0020 TwinCAT3TCP/IP, BT “IheE” BMARL, mmEFH 6”7 . BEREFFE
WERREFSER 20,

10 hRZs: 1.15.1 TwinCAT 3
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3.2 TC3 Function V= @3RI
TWInCAT 3 Function £ LNK81, K35 TC3 HBATHRFNEN “TRXS . FAXIIaE:

Functions

3.3 AR

B TwinCAT 3 = @IIRIBRERAWEMNRN BHBURTIRIERSM CPU, FH@E2E5 ID 7. TEE
T PREREM R R EAENBY Beckhoff BEMF ™ an

TwinCAT 3 - Platforms

Example of a TwinCAT 3
performance class:

€6920 | Control cabinet Industrial PC
with Intel® Core™ i3, 2 cores, processor
TwinCAT 3 performance class: (TC3: 60),
corresponds to the TwinCAT 3 platform
P60 Mid Performance

TwinCAT 3 hRzs: 1.15.1 11
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4 REER

TwinCAT 3 Engineering (XAE) #1 TwinCAT 3 Runtime (XAR) ERARIMALEK, NRE—HITEN LRE
XAE #1 XAR, M@AZH R MNMAGFHER,

TwinCAT 3 eXtended Automation Engineering ( XAE )
TwinCAT 3 XAE i Visual Studio B5—M &, FELhpIU#E Visual Studio IEEREK,

Fri2(HaY Visual Studio 2017 Shell ( “TcXaeShell” ) = Visual Studio 2022 Shell ( “TcXaeShell64” ) B
RFEK:

BERS « Windows 10 (TcXaeShell64: &% Windows 10 20H2)
« Windows 11
EH o WMESRERERERNETF 1.8 GHz; BiVERNIZBESEE

- X77: E/D4GBRAM (/8 TcXaeShell64 BY: ZiN{ER 16GB RAM)
- ERTE: NREERLE Visual Studio, MEE 10 GB WA HERESE.
- ERRE. BINFERABSER (SSD) .

- B TENRMEOMERNS 720p (1208x720) o BIN: Z#F FullHD =R
(1920 x 1080) HEEDIHE,

TwinCAT 3 eXtended Automation Runtime ( XAR )
TwinCAT 3XAR AR EK, BURTERITHRER:

ZRERS « Windows Embedded Standard 7 (WES7) : %% TwinCAT 3.1 Build 4024 &LLF
k7=

+ Windows 10
« Windows 10 LTSB. LTSC
« Windows 11: %3#F TwinCAT 3.1 Build 4026 KL _EhRZS

#%8 TwinCAT 3 + Windows Embedded Compact 7 (WEC7) : %% TwinCAT 3.1 Build 4024 K& LUF
BEEEIRANIESR | AR

25 - TwinCAT/BSD
B - ERwE: & 2G6B

© EFEURTRUERECE

Hyper-V Ifi5:
« JoJATE Hyper-V MR EahiE{THIFE., XIFFIETERE Hyper-V i+ EHIAIETTEY Hyper-V &, 40
RitENBEANAHER Hyper-V, MZitEN LR EEFERFAFE (XAE) , MABEERIEITNIF
1% (XAR) o BRTHMEBNBNREHMRAR, SMIRMERATE (KFFIP. SEERP. ETENME
MEeMS) siEM Hyper-V i2F A LUER Hyper-Vs
« TwinCAT ZiXQ M3 Hyper-V IFIE; B2, HTFEIMEAENAR, EfIaREEREN, At
TwinCAT Fo A RIE 100% #&:3,
- 185 TwinCAT 3.1 Build 4026, AFEAILAERBFERIET,
VT-x CPU IhgE:
. WTF 64 (IRERS, HFEAR VT-xCPU (12 BIOS RN FEAHAA) -
SM:NEE YN
- ATENRE. IFMNSHENENY, BEE— I TEBHNRSA (FEH. BIOS. EERAK. EohirF. 2
FHEHIEE) o BRIRSEHNES DD EANE N LR N RBITHRENMRK; WEEMRE. IENEHE
BERYSCEY M, BRIl PC ALL#HIT T I¥MILb. WIREFE =7 PC LfEA TwinCAT 3 Runtime
(XAR) , MISERMFEBRRIE,

12 hRZs: 1.15.1 TwinCAT 3
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HHRENRRER:
* AITE TwinCAT AHFBVEN iR ER B Z RS E K.

4.1 REEFHRZME (5 TwinCAT KIEEHIT)
Beckhoff i f&{FME EFERAREER,

FRERFAUEBAR AMANRESRG, XEBEREEI A/ NOFTH RS M BN L FEFHE
TR EN. M, ATERAEHBNENERS, XENEMIAIRFIEEIN, MRETREHTED
R (FINERERET) BEYTHIR, WRSEFTABRHAIENRIF. SERAILURGERNRS
12, HEARIUSREEFERNNIRIET, AERSHERARSER.

RERFNRERRONEREM A AN XEFHAIREFEIIETHISE M E PR B HE AR AA
R, MME Beckhoff TiERLS TwinCAT BahiRHFHIFRA ML TR,

5 Kaspersky Anti-Virus SDK A H#Z&

FREBUMH Kaspersky Anti-Virus 5 TwinCAT Runtime XAR R &, ETF Kaspersky Anti-Virus SDK F 4 HY
=5 TwinCAT Runtime XAR B R &,

WMERIEMER Kaspersky Anti-Virus & F Kaspersky Anti-Virus SDK B9 5, MIBTLUBEEIE B4R TwinCAT
Engineering XAE, B2t RUN A RER AR S 3RS

Windows Defender fIE{bRERF
Windows Defender 2 Windows 10 B& . #IANNSE = A m—EFHNRSEF,

ERZEERN, ¥ Windows £ E##1 Windows Defender S#{TEIMIK, WUKI Tt TwinCAT #1348 IPC i#
TEREE, FIEFAL, EE—EREW TwinCAT BSEEHERIE . Z2LWEWMA Windows Defender
M TWinCAT AIURAHEFENINE; B2, FERILFRIEERNERH., ZELWNSEFERHEN Windows
Defender HEIBYZEA “SSEMFRIF” IheEy BAVIIX IS, HTFEREER, IgEY BRiEM TwinCAT
SEEIHEMMATRERRE, FATEITIAR Windows RAFR ST B RIZETI R EEUE,

EREHHER, B=ARERHS Windows REUFRNAXHITRE, ATFHREIE=SRMHNERE
MR, SEIANIESTERIZRGR TwinCAT BISREHAITF= £ MR MM S8R,

{£EE VY E A Windows Defender MIEMRERF

SREMNEREARTTE, MARNNKECARSRN, KRATENILIZFHRSETERRGEREARSEN
AHo

AT EEEFPER, FESEFFRMHERETIL PCHNEHREGEH, HPEaBi@d TwinCAT BIER
LEEH

REFH

EREHEMEMIRG (RFERRTRENMG, 0S AZIRINIRENEE, R4 T MEMEM) 5, Beckhoff Xt
HEIRE TwinCAT SRITRISCESIERE, NMFFE BRI R HRN SR EL AR RIRIE.

TwinCAT 2t 7 BFIIESERITHI TR, @5, EiEtitEN L2EEANRGE, EAXERGERER
AR BB R BRI ST AN R TTE M H TR E,

4.1.1 Be B F3UF Windows Defender
HF Beckhoff 3£t Windows Defender fERFEEFHGRIIT AMEERTUNMERIE, MBEBTFIFZITHIZET

ARG ERERFARNEN, FILUZAME Beckhoff iNERGHER. RIBRIERANTRE, ZA%K
BB IRt ARE,

TwinCAT 3 hRzs: 1.15.1 13
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£ Windows 10 2016 LTSB _E#E Windows Defender

1. FEARES T [Windows + R] 77 Windows Run, ZAEHAN “gpedit.msc” o

2. %R OK (HRE) , HIATHEE,

= Run

— Type the name of a pregram, folder, document or Internet
rescurce, and Windows will cpen it for you,

¥ This task will be created with administrative privileges.

OK

Cancel

Browse...

= HRBRYRIESRFT o
3. BYIBER "X4] Windows Defender "&H.,

= Local Group Policy Editor O X
File Action View Help
o zE = Hm v
5[ Local Computer Policy || = ap Settings
w il Computer Configural . Setti StAt c ¢ Path A~
5 [7] Software Settings Turn off Windows Defender ing ate ommen o
» [ Windows Setting i \iz] Configure Automatic Updates Disabled Ne “Windo
~ [°] Administrative Te Edit policy sefting |i=] Allow Telemnetry Enabled Ne “Windo
» [7] Control Panel Requirements: |i=] Do not show feedback notifications Enabled Mo Windo
» [ Metwork At least Windows Vista iz Download Mode Enabled Ne “Windo
[ Printers =] Turn off Automatic Download and Update of Map Data Enabled Ne “Windo
[ Server Description: ] Turn off Windows Defender Not configured
- This policy setting turns off Windows ' R 2
[ Start Menu ar| | pefender. \iz] Do not include drivers with Windows Updates Enabled Ne “Windo
» [ System \i=] Force a specific default lock screen and logon image Mot configured Ne “Contro
> [[] Windows Cor|| If you enable this policy setting, |i] Prevent changing lock screen and logon image Mot configured No “Contro
U All Settings || Windows Defender does not run, and .
e _9 computers are not scanned for |iz] Prevent changing start menu background Mot configured Ne “Contro
v i L]Fer Configuration malware or other potentially =] Do not display the lock screen Mot configured Mo “WCentro
4 % So.ftware Sett\rlgs unwanted software. |i=] Prevent enabling lock screen camera Not configured Mo “Contro
’ J WII"Id.O‘.NS Se.ttmg |iZ] Prevent enabling lock screen slide show Mot cenfigured Ne “Contro
» || Administrative Te{|  If you disable or do not configure -
this policy setting, by default \i=] Force a specific background and accent color Mot configured Ne “Contro
Windows Defender runs and \i=] Force a specific Start background Not configured Mo “Contro
computers are scanned for malware =2} Tym off automatic learning Mot cenfigured Ne “Contro
and other potentially unwanted \iz] Allow input persenalization Mot configured Ne “Contro
software. v
1= Blacl rleamoim aF innced lananians maclke Mt ~anfimnrad R~ A anbra
<
< > | Extended / Standard /
2265 setting(s)
A = H IV YH "
4. ERGIEHPE5 Windows Defender 302 "Windows Defender"
. [
@7 Speech Recognition [~ Storage Spaces Sync Center
T pe=
g System Taskbar and Navigation Troubleshooting
S& User Accounts Ea Windows Defender ﬁ Windows Firewall
@ Windows Mobility Center Windows To Go ’ Work Folders
o v

14
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5. f£F8 Start now (IZBDFF4R) #%£5H3E Windows Defender,

EH Windows Defender — O >
PC status: At risk

Your PC isn't being monitored because the app's service stopped. You Scan options:
should restart it now.

Quick
Full

Custom
€3 Real-time protection: Off
€ Virus and spyware definitions:  Out of date Scan now

Start now

Scan details
Last scan: Teday at %:31 AM (Quick scan)

= Windows Defender B2,

f£F Windows 10 2019 LTSC #l Windows 10 2021 LTSC & Windows Defender
1. FEAYHES L [Windows + R] 77 Windows Run, ZAEHIA “gpedit.msc” .
2. %&#F OK (HRE) , HIAFEIE,

= Run >

=7  Typethe name of a program, folder, document or Internet
rescurce, and Windows will open it for you,

gpedit.msc o

¥ This task will be created with administrative privileges.

Open:

QK Cancel Browse...

= (AERBRYRIESSIT .
3. IEYEE "% Windows Defender Antivirus "$¢H.

TwinCAT 3 hRzs: 1.15.1 15
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4. 7 Windows Z25 01T Windows Defender & &, ErILAITEIEZE PN "Windows ZEH0\",

Windows Security - a x

Security at a glance

See what's happening with the security and health of your device

| @ Home and take any actions needed.

O Virus & threat protection

2 Account protection

(¢
b Firewall & network protection Q % |

App & browser control Virus & threat protection Account protection Firewall & network
Mo action needed. Mo action needed. protection
Device security Mo action needed.

Family options

B8
=]
%  Device performance & health
i
&

Settings

5. f#F3 Start now (IZBPFF4R) #=580E Windows Defender,

E Windows Defender — O *

PC status: At risk

Your PC isn't being monitored because the app's service stopped. You Scan options:
should restart it now.

Quick
Full

Custom

€3 Real-time protection: Off

€} Virus and spyware definitions:  Out of date Scan now

Last scan: Today at %:31 AM (Quick scan)

= Windows Defender 2%,

£ Windows 11 2024 LTSC T Windows Defender
{#H8 Windows 11 2024 LTSC BY, H1F Windows Defender S E i {RIP, EILT ETEDAHET]

https://learn.microsoft.com/en-us/defender-endpoint/prevent-changes-to-security-settings-with-
tamper-protection

MRFEAE=ZFRSHHE, NWETFHIIMER. EXMERT, REBERRIP, EEZE0 LS Windows
Defender:

https://learn.microsoft.com/en-us/defender-endpoint/defender-antivirus-compatibility-without-mde

16 hRzs: 1.15.1 TwinCAT 3
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4.1.2 E ¥ Windows Defender #1713
FINBRT, T8 Windows 10 BIEEINERS L, Windows Update IREWE2EH. XERFRA=BHE
KEM, MM IEHI2s~ £ M memamE—niE.

AT BeEEHT Windows Defender EX X (SALLAERR) , HAIGETECE Windows Update fRS5. HFE
M REARSRIBEEHRMURR A RIETIT, FLRE TwinCAT i&E 5 CONFIG {2 rlsER B ZEE.

1. {ERR$ER [Windows + R] TH Windows Run, ZAFHIN “services.msc” . &8 OK (HE) , ¥k
FIHIEIE.

< Run =4

Type the name of a program, folder, document or Internet
rescurce, and Windows will open it for you.

Open: | EEMVICES.MSC e

¥ This task will be created with administrative privileges,

QK Cancel Browse...

= Services (AR53) FIEETFFo
2. i Windows Update fRSS, WUFTHHERXIRE.
o Services — m] *

File Action Niew Help
e | Bz HmE >»anbn

. Services (Local) . Services (Local)
Windows Update Name - Description Status Startup Type Log On As 2
o Q;WindowsImageAcquisitio... Provides im... Running  Manual Local Service
E::;Teit;:ir:detectionr downlosd, and J,?;Windowslnsider Service wiswe Manual Local Syste...
installation of updates for Windows J,’,.:?;Windows Installer Adds, modi... Manual Local Syste...
and other programs, If this serviceis 25t Windows License Manager .. Providesinf.. Running  Manual (Trig.. Local Service
disabled, users 0fthi§ computer will J,’,;?;Windows Management Inst... Providesac.. Running Automatic Local Syste...
;roz:tkslzjﬂreﬂt:tits;p\:’;r;iiogu\;:al;lﬂrd;te J,?;Windows Media Player Met... Shares Win... Manual MNetwork 5.
and programs will not be able to use J,’,.:?;Windows Mobile Hotspot 5. Provides th... Manual (Trig... Local Service
the Windows Update Agent (WUA) G Windows Modules Installer  Enables inst.., Manual Local Syste...
API. -S;;?;Windows Presentation Fou.. Optimizes p.. Running  Manual Local Service
-&};Windows Process Activatio.. The Windo.. Running  Manual Local Syste...
&,};Windows Push Notification... This service .. Running  Automatic Local Syste...
&,};Windows Push Motification... This service ... Manual Local Syste...
J,Q;Windows Remote Manage... Windows R... Manual MNetwork S...
J,Q;Windows Search Provides co.. Running  Automatic (D.. Local Syste...
\QWindowsTime Maintains d... Manual (Trig... Local Service
Vindows Update Enables the ... Disabled Local Syste...
ELWInHTTP Web Proxy Auto-.. WinHTTPi.. Running Manual Local Service
J,‘,;?;Wired AutoConfig The Wired ... Manual Local Syste...
{,‘;}_;WLAN AutoConfig The WLANS... Manual Local Syste...
-S;;?;WMI Performance Adapter  Provides pe.. Manual Local Syste..,
C-,.:Q;Work Folders This service ... Manual Local Service y
\Extended /(StandardX
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3. ¥ Windows Update AR$ZIRE 7 Automatic (BEh) , AE=E OK (BE) HIAXHEE,
Windows Update Properties (Local Computer) >
General logOn Recovery Dependencies

Service name: wuauseny

Display name: Windows Update

Description: Enables the detection, download, and installation of
escrption Lpdates for Windows and other programs. f this o

Path to executable:

Cwindows system 32 svchost exe 4 netsves

Startup type: Automatic w
Automatic iDelﬁ Starti I
Manual
Disabled

Service status:  SOppeEd

Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

[ ok ]| cancel || ooy |

4. 7£ Windows Defender F$T#F Update (&) &R,

E Windows Defender — O >

PC status: Protected

‘ Update | Settings v Help

——

Your PC is being monitored and protected. Scan options:

(®) Quick
() Full

() Custom

€3 Real-time protection: Disabled
o Virus and spyware definitions:  Created 1764 days ago | Scan now

Scan details

Last scan: Mo scheduled scan perfermed
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5. f£F Update definitions (E#EX) & EH Windows Defender & X34

EH Windows Defender — O >

PC status: Protected

Settings * Help

Virus and spyware definitions: Created 1764 days ago

Your virus and spyware definitions haven't been updated lately. You should update them now to help protect your PC.

Definitions created on: 3/19/2016 at 10:22 PM
Definitions last updated: Not available

Virus definition version: 1.221.14.0

Spyware definition version:  1.221.14.0

Did you know?

Virus, spyware, and other malware definitions are files that are used to identify malicious or potentially unwanted software
on your PC. These definitions are updated automatically, but you can also click Update to get the latest versions whenever
you want.

= Windows Defender E&E#,

EH Windows Defender — O bt

PC status: Protected

Settings

Virus and spyware definitions: Updating
The latest virus and spyware definitions from Microsoft are being installed.

Installing...
I & Cancel update

You can close or minimize the app window during this update,

Did you know?

Yirus, spyware, and other malware definitions are files that are used to identify malicious or potentially unwanted software
on your PC, These definitions are updated automatically, but you can also click Update to get the latest versions whenever
you want.

TwinCAT 3 hRzs: 1.15.1
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6. E2/2A Windows Update fRs3, IBEH/RMNE Windows Update ARSS, LITHIEE.

o Services — m] *
File Action Niew Help
e |FE= HE »®uw

2, Services (Local) . Services (Local)
-
Windows Update MName Description Status Startup Type Log On As 2
i {;}_;Windows Image Acquisitic..  Provides im.. Manual Local Service
Start the service {ChWindows Insider Service Wisve Manual Local Syste...
»,Q')_;Windows Installer Adds, modi... Manual Local Syste...
Description: {;:)_;Windows License Manager... Providesinf.. Running Manual (Trig.. Local Service
F_nabllles.the dfetecdtmn, ?m’mb:dr and nl_ Windows Management Inst... Providesac.. Running Automatic Local Syste...
lannsctiaotagleornproogurgr::e; tﬂ:s sler:\.ri:‘:iss I_' indows Media Player Net... Shares Win... Manual Metwork S...
disabled, users of this computer will {.E:)_;Windows Mobile Hotspot 5. Provides th... Manual (Trig...  Local Service
not be able to use Windows Update Gk Windows Modules Installer  Enables inst.. Running  Manual Local Syste...
or:s autamatic :'lpda:'l:g f;?tLt"e* '_ indows Presentation Fou.. Optimizes p.. Running  Manual Local Service
:P:Ie &Eﬁg;ﬁsu\’:dazzﬁ;e:t ;‘;ﬁ:]se EhWindows Process Activatio.. TheWindo.. Running  Manual Local Syste...
AP {.E:)_;Windows Push Notification... This service ... Running  Automatic Local Syste...
{;}_;Windows Push Motification... This service ... Manual Local Syste..
-&')_;Windows Remote Manage... Windows R... Manual Metwork 5...
»,Q')_;Windows Search Provides co..  Running  Automatic (0. Local Syste...
{;:)_;Windows Time Maintains d... Manual (Trig... Local Service
&Windows Update Enables the ... Automatic (T... Local Syste...
{_E:);WinH'I'I'P Web Proxy Auto-... WinHTTPi.. Running Manual Local Service
ChWired AutoConfig The Wired ... Manual Local Syste...
{.E:)_;WLAN AutoConfig The WLANS... Manual Local Syste...
{_E:)_;WMI Performance Adapter Provides pe... Manual Local Syste...
{.E:).;Work Folders This service ... Manual Local Service
&) Workstation Creates and... Running  Automatic MNetwork 5. &
Extended /(Standard/

7. ¥ Windows Update fR531& &7 Disabled () , AERT OK (FAE) HIAIHIEE,
Windows Update Properties (Local Computer) >
General logOn Recovery Dependencies

Service name: wuauseny

Display name: Windows Update

Enables the detection, download, and installation of

Description:
escription pdates for Windows and other programs. i this v

Path to executable:

Cwindows'system 32 svchost exe 4 netsves

Startup type: Automatic e
Automatic (Delayed Start)
Automatic

— IManual

Sorvice ctatus s

Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Aoply
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8. fEF Scan now (IZEMH3#E) #&H B Windows Defender i 2R,

Eﬂ Windows Defender

PC status: Protected

Your PC is being monitored and protected.

€3 Real-time protection: Disabled
& Virus and spyware definitions:  Up to date

Scan details

Last scan: Me scheduled scan performed

= BREHTEN.

Settings

Scan options:

(® Quick
(T Full

(C) Custom

Scan now

* Help

Ha Windows Defender

PC status: Protected

q Your PC is being scanned

This might take some time, depending on the type of scan selected.

Scan type:

Start time:

Time elapsed:

ltems scanned:

Cancel scan

Settings

* Help

TwinCAT 3 hRzs: 1.15.1
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B ZhEFIHEERY Windows Defender

[
1 NREREE A BohEFINEER Windows Defender (5—FiaaHNEINER) , EFAE MSDN
FRECE.

ATHEEUTEMY:

- RIS EHRYBS[E)/4RE

« RYTERYEYE) /4R

* FREXBYTE XXX BIhR S

= KRR EE—R, XXARFBRINIZFIBOBITTEAER . BTFENSIER—XREXHZS M
ARz, ELEEERRRERT, TEREEWMEIETERM A XFirhlsEkit, BRI
WOENFIOBEREMREIEX M, AREEFRREC]. MENAT KMX—RERRETS

7&: https://docs.microsoft.com/.... Ef IAFELETHEXNXGHERSZ EIXA, AEEHT
RS %o

4.1.3 A E M B A

R U BIMIE R B R AVFRSIEF BT TwinCAT Hl2siThIZsrXHiniE, LU REREENAYIRIR:
1. ZiF% Windows Defender BiZ &, £ Settings (I€E) 1ZHGHITF.

EH Windows Defender - o X

PC status: Protected

O\ Scan details
Last scan: No scheduled scan performet

2. {£/A Add an exclusion (GRINHERRIN) 328 BT LURND Windows Defender R 13#EHIHEBRIIL,

Settings o x

Real-time protection

o

Update & st

< Windows Update
¥ Windows Defender

T Backup

O Recovery
Privacy Statement

@ Activation
Automatic sample submission
Tt For developers

£y Windows Insider Program

Privacy Statement

Exclusions

Enhanced notifications

Windows Defender sends notifications to help ensure you are
informed about the health of your PC. Even if this option is turned
off, you'll still get critical notifications for issues that need

22 hRzs: 1.15.1 TwinCAT 3
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3. #M Exclude a folder (HEBRSZ 4 3K) 2R MHBRH B Ro

2 Add an exclusion

Files and folders

Exclude a file
+

Exclude a folder
+

File types

Exclude a file extension
+

TwinCAT 3 hRzs: 1.15.1
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4, EFEBF C\TwinCAT HEE TwinCAT ZEMNER.

Select Folder it
T & » This.. » IN-0406-0102 v.20... » v O Search IN-0406-0102 v.2018-3... @

Organize Mew folder Bz = (7]
I Desktop + Mare Date modified Type
& Downloads inetpub 12/11/2018 11:14 ... File folder
Documents Intel 1271120181102 .. File folder
[&] Pictures - Perflogs 12/6/2018 4:42 PM File folder

_ PostLD 12/11/201810:31 ... File folder
= This PC _ - )

- Program Files 12/11/201811:29...  File folder
B Desktop ProgramData 12/13/201810:36 ... File folder
Documents Tools 12/11/201810:52 .. File folder
* Downloads TwinCAT 12/11/201811:10 .. File folder
J'; Music Users 12/11/2018 10:56 ... File folder
=] Pictures Windows 12/13/2018 %:32 AM  File folder
E Videos
i IN-0406-0102 v.2
- lmage (0]

LU 4 >
Folder: | TwinCAT |
Exclude this folder | | Cancel |

= 1ZB RERMNAHFR

- Settings - O x

@ Add an exclusion

Files and folders

Exclude a file
_|.

Exclude a folder
+

CATwinCAT

File types

Exclude a file extension
+

IPC Z23E@EHiIERT TWinCAT EFAMNEZ B R,
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https://infosys.beckhoff.de/content/1031/ipc_security/3424053131.html?id=8710940330671515154

BECKHOFF FAER
4.2 ZEFFHIMEREIER

YNREEMA EtherCAT FXEMY, MMKIHAFEGEMA TwinCAT RT REpFERF,.
SIS TwinCAT SREH AR LS Ao

fEA “TcRtelnstall.exe” TARIULREIRENFERF, UEH C:\TwinCAT\3.1\System,
R ATE R DU SRR /RIG A PR, Rehi2r i@l (R 0% 1D IRAIE Ao

SFEMFHAERRSREBLIET, SREBISMERRARNECH IPCH EPC KX —~. M, T
fERR—MEITHIZRAEMIZE, TERIEX—Ro

BREEEREMN

TEfERERIB P REN NIC 23 HREEHTSE RT EAKYE; F=A8E EFERIEERREL.
MRBERR), YAERRGRREEER, ZEFAAFEIHLRIIYE TwinCAT Runtime 117,

[
1 LREH: TwinCAT 3.14026.13

TwinCAT 3 hRzs: 1.15.1 25


https://infosys.beckhoff.com/content/1033/tc3_grundlagen/6828869003.html

RAER BECKHOFF

Tcl2xx.inf

26 hRzs: 1.15.1 TwinCAT 3



BECKHOFF RABR

Vendor ID Device ID Description

0x8086 (Intel) 0x1521 Intel 1350
0x1533 Intel 1210
0x1534 Intel 1210
0x1535 Intel 1210
0x1536 Intel 1210
0x1537 Intel 1210
0x1538 Intel 1210
0x157B Intel 1210
0x157C Intel 1210
0x1539 Intel 1211
0x1F40 Intel 1354
0x1F41 Intel 1354
0x1F45 Intel 1354
0x156F Intel 1219 LM
0x1570 Intel 1219V
0x15B7 Intel 1219 LM2
0x15B8 Intel 1219 V2
0x15B9 Intel 1219 LM3
0x15D7 Intel 1219 LM4
0x15D8 Intel 1219 V4
0x15E3 Intel 1219 LM5
0x15D6 Intel 1219 V5
0x15BD Intel 1219 LM6
0x15BE Intel 1219 V6
0x15BB Intel 1219 LM7
0x15BC Intel 1219 V7
0x15DF Intel 1219 LM8
0x15EQ0 Intel 1219 V8
0x15E1 Intel 1219 LM9
0x15E2 Intel 1219 V9
0x0D4E Intel 1219 LM10
0x0D4F Intel 1219 V10
0x0D4C Intel 1219 LM11
0x0D4D Intel 1219 V11
0x0D53 Intel 1219 LM12
0x0D55 Intel 1219 V12
0x15FB Intel 1219 LM13
0x15FC Intel 1219 V13
0x15F9 Intel 1219 LM14
0x15FA Intel 1219 V14
0x15F4 Intel 1219 LM15
0x15F5 Intel 1219 V15
Ox1AlE Intel 1219 LM16
Ox1ALF Intel 1219 V16
0x1A1C Intel 1219 LM17
0x1A1D Intel 1219 V17
0x550A Intel 1219 LM18
0x550B Intel 1219 V18
0x550C Intel 1219 LM19
0x550D Intel 1219 V19
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Vendor ID Device ID Description

0x8086 (Intel) 0x1000 Intel 82542
0x1001 Intel 82543GC
0x1004 Intel 82543GC
0x1008 Intel 82544El
0x1009 Intel 82544El|
0x100C Intel 82543El
0x100D Intel 82544GC
0x100E Intel 82540EM
0x100F Intel 82545EM
0x1010 Intel 82546EB
0x1011 Intel 82545EM
0x1012 Intel 82546EB
0x1013 Intel 82541El
0x1014 Intel 82541ER
0x1015 Intel 82540EM
0x1016 Intel 82540EP
0x1017 Intel 82540EP
0x1018 Intel 82541El
0x1019 Intel 8254 7El
0x101A Intel 8254 7El
0x101D Intel 82546EB
0x101E Intel 82540EP
0x1026 Intel 82545GM
0x1027 Intel 82545GM
0x1028 Intel 82545GM
0x1049 Intel 82566MM - ICH8
0x104A Intel 82566DM - ICH8
0x104B Intel 82566DC - ICH8
0x104C Intel 82562V - ICH8
0x104D Intel 82566MC - ICH8
0x105E Intel 82571EB
0x105F Intel 82571EB
0x1060 Intel 82571EB
0x1075 Intel 8254 7El
0x1076 Intel 82541GlI
0x1077 Intel 8254 7El
0x1078 Intel 82541ER
0x1079 Intel 82546EB
0x107A Intel 82546EB
0x107B Intel 82546EB
0x107C Intel 82541PI
0x107D Intel 82572El
0x107E Intel 82572El
0x107F Intel 82572El
0x108A Intel 82546GB
0x108B Intel 82573E
0x108C Intel 82573E
0x1096 Intel 80003ES2LAN
0x1098 Intel 80003ES2LAN

0x1099

Intel 82546GB
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Vendor ID Device ID Description
0x8086 (Intel) 0x1029 Intel 82559
0x1030 Intel 82559
0x1031 82801CAM (PRO/100 VE Network Connection)
0x1032 82801CAM (PRO/100 VE Network Connection)
0x1033 82801CAM (PRO/100 VM Network Connection)
0x1034 82801CAM (PRO/100 VM Network Connection)
0x1038 Intel PRO/100 VM/KM Network Connection
0x1039 Intel 82801CAM (PRO/100 VM Network Connection)
ICH2
0x103A Intel 82801DB (LAN Controller with 82562ET/EZ
(CNR) PHY) ICH4
0x103B Intel 82801DB (LAN Controller with 82562EM/EX
PHY)
0x103C Intel 82801DB (LAN Controller with 82562EM/EX
(CNR) PHY)
0x103D Intel 82801DB (PRO/100 VE Network Connection)
0x103E Intel 82801DB (PRO/100 VM Network Connection)
0x1050 Intel 82801EB/ER (PRO/100 VE Network
Connection) ICH5
0x1051 Intel 82801EB/ER (PRO/100 VE Network
Connection)
0x1052 Intel 82801EB/ER (PRO/100 VM Network
Connection)
0x1053 Intel 82801EB/ER (PRO/100 VM Network
Connection)
0x1054 Intel 82801EB/ER (PRO/100 VE Network
Connection (mobile))
0x1055 Intel 82801EB/ER (PRO/100 VM Network
Connection (mobile))
0x1056 Intel 82801EB/ER (PRO/100 VM Network
Connection (mobile))
0x1057 Intel 82801EB/ER (PRO/100 VM Network
Connection (mobile))
0x1059 Intel 82551QM PRO/100 M
0x1064 Intel 82801EB/ER (PRO/100 VE Network
Connection) ICH6
0x1065 Intel 82801FB/FR/FW/FRW
0x1067 Intel(R) PRO/100 VE Network Connection
0x1068 Intel(R) PRO/100 VE Network Connection
0x1069 Intel(R) PRO/100 VE Network Connection
0x106A Intel(R) PRO/100 VE Network Connection
0x106B Intel(R) PRO/100 VE Network Connection
0x1092
0x1094
0x1209 Intel 82551ER/IT
0x1229 Intel 82557/8/9/0/1 (EtherExpress PRO/100(B)
Adapter)
0x2449 82801CAM i815 Boser (ICH2)
0x2459 Intel(R) PRO/100 VE Network Connection
0x245D Intel(R) PRO/100 VE Network Connection
0x27DC Intel(R) PRO/100 VE Network Connection
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TclXgbe.inf

Vendor ID Device ID Description

0x8086 (Intel) 0x1528 Intel X540-AT2 ( X540-T1/X540-T2)
0x1515 Intel X540_VF
0x1530 Intel X540_VF_HV
0x155C Intel X540_VF_BYPASS
0x1560 Intel X540T1
0x1563 Intel X550T
0x15D1 Intel X550T1
0x15C2 Intel X550EM_A_KR
0x15C3 Intel X550EM_A_KR_L
0x15C4 Intel X550EM_A_SFP_N
0x15C6 Intel X550EM_A_SGMI|
0x15C7 Intel X550EM_A_SGMII_L
0x15C8 Intel X550EM_A_10G_T
0x15CA Intel X550EM_A_QSFP
0x15CC Intel X550EM_A_QSFP_N
0x15CE Intel X550EM_A_SFP
Ox15E4 Intel X550EM_A_10G_T
0x15E5 Intel X550EM_A_1G_T
0x15AA Intel X550EM_X_KX4
0x15AB Intel X550EM_X_KR
0x15AC Intel X550EM_X_SFP
0x15AD Intel X550EM_X_10_G_T
Ox15AE Intel X550EM_X_1_G_T
0x15B0 Intel X550EM_X_XFI
0x1564 Intel X550_VF_HV
0x1565 Intel X550_VF
0x15C5 Intel X550EM_A_VF
0x15B4 Intel X550EM_A_VF_HF
0x15A8 Intel X550EM_X_VF
0x15A9 Intel X550EM_X_VF_HV
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S5 Third-party components

This software contains third-party components.
Please refer to the license file provided in the following folder for further information:
C:\Program Files (x86)\Beckhoff\Legal and C:\Program Data\Beckhoff\Legal
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Trademark statements

Beckhoff’, ATRO", EtherCAT", EtherCAT G, EtherCAT G10, EtherCAT P’, MX-System’, Safety over EtherCAT", TC/BSD’, TwinCAT', TwinCAT/
BSD’, TwinSAFE’, XFC', XPlanar” and XTS" are registered and licensed trademarks of Beckhoff Automation GmbH.

Third-party trademark statements

DSP System Toolbox, Embedded Coder, MATLAB, MATLAB Coder, MATLAB Compiler, MathWorks, Predictive Maintenance Toolbox,
Simscape, Simscape™ Multibody™, Simulink, Simulink Coder, Stateflow and ThingSpeak are registered trademarks of The MathWorks,
Inc.

Excel, IntelliSense, Microsoft, Microsoft Azure, Microsoft Edge, PowerShell, Visual Studio, Windows and Xbox are trademarks of the
Microsoft group of companies.

Intel, the Intel logo, Intel Core, Xeon, Intel Atom, Celeron and Pentium are trademarks of Intel Corporation or its subsidiaries.



EEZESE
www.beckhoff.com/twincat3

Beckhoff Automation GmbH & Co. KG
Hilshorstweg 20

33415 Verl

Germany

FIES15: +49 5246 9630

info@beckhoff.com
www.beckhoff.com



mailto:info@beckhoff.com?subject=TwinCAT%203
https://www.beckhoff.com
https://www.beckhoff.com/twincat3

	 目录
	1 前言
	1.1 文档说明
	1.2 安全信息
	1.3 信息安全说明

	2 理念
	3 概述
	3.1 命名概念
	3.2 TC3 Function 的产品类别
	3.3 硬件类别

	4 系统要求
	4.1 杀毒程序的兼容性 (与 TwinCAT 的实时执行)
	4.1.1 配置和激活 Windows Defender
	4.1.2 更新 Windows Defender 并执行扫描
	4.1.3 确定监测例外

	4.2 支持的网络控制器

	5 Third-party components

		documentation@beckhoff.com
	2026-01-27T16:53:07+0100
	Beckhoff Automation, Verl
	Documentation Publishing




