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BEGKHOFF Foreword

1 Foreword

1.1 Notes on the documentation

This description is only intended for the use of trained specialists in control and automation engineering who
are familiar with applicable national standards.

It is essential that the documentation and the following notes and explanations are followed when installing
and commissioning the components.

It is the duty of the technical personnel to use the documentation published at the respective time of each
installation and commissioning.

The responsible staff must ensure that the application or use of the products described satisfy all the
requirements for safety, including all the relevant laws, regulations, guidelines and standards.

Disclaimer

The documentation has been prepared with care. The products described are, however, constantly under
development.

We reserve the right to revise and change the documentation at any time and without prior announcement.
No claims for the modification of products that have already been supplied may be made on the basis of the
data, diagrams and descriptions in this documentation.

Trademarks

Beckhoff®, TwinCAT®, TwinCAT/BSD®, TC/BSD®, EtherCAT®, EtherCAT G®, EtherCAT G10°, EtherCAT P,
Safety over EtherCAT®, TwinSAFE®, XFC®, XTS® and XPlanar® are registered trademarks of and licensed by
Beckhoff Automation GmbH.

Other designations used in this publication may be trademarks whose use by third parties for their own
purposes could violate the rights of the owners.

Patent Pending

The EtherCAT Technology is covered, including but not limited to the following patent applications and
patents:

EP1590927, EP1789857, EP1456722, EP2137893, DE102015105702

with corresponding applications or registrations in various other countries.

——
EtherCAT.

EtherCAT® is a registered trademark and patented technology, licensed by Beckhoff Automation GmbH,
Germany

Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The reproduction, distribution and utilization of this document as well as the communication of its contents to
others without express authorization are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event of the grant of a
patent, utility model or design.

TS6511 Version: 1.1 5
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1.2 Safety instructions

Safety regulations

Please note the following safety instructions and explanations!
Product-specific safety instructions can be found on following pages or in the areas mounting, wiring,
commissioning etc.

Exclusion of liability

All the components are supplied in particular hardware and software configurations appropriate for the
application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.
Personnel qualification

This description is only intended for trained specialists in control, automation and drive engineering who are
familiar with the applicable national standards.

Description of symbols

In this documentation the following symbols are used with an accompanying safety instruction or note. The
safety instructions must be read carefully and followed without fail!

A DANGER

Serious risk of injury!

Failure to follow the safety instructions associated with this symbol directly endangers the life and health of
persons.

Risk of injury!

Failure to follow the safety instructions associated with this symbol endangers the life and health of per-
sons.

A CAUTION

Personal injuries!
Failure to follow the safety instructions associated with this symbol can lead to injuries to persons.

NOTE

Damage to the environment or devices

Failure to follow the instructions associated with this symbol can lead to damage to the environment or
equipment.

® Tip or pointer
1 This symbol indicates information that contributes to better understanding.

Version: 1.1 TS6511
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BEGKHOFF Foreword

1.3 Notes on information security

The products of Beckhoff Automation GmbH & Co. KG (Beckhoff), insofar as they can be accessed online,
are equipped with security functions that support the secure operation of plants, systems, machines and
networks. Despite the security functions, the creation, implementation and constant updating of a holistic
security concept for the operation are necessary to protect the respective plant, system, machine and
networks against cyber threats. The products sold by Beckhoff are only part of the overall security concept.
The customer is responsible for preventing unauthorized access by third parties to its equipment, systems,
machines and networks. The latter should be connected to the corporate network or the Internet only if
appropriate protective measures have been set up.

In addition, the recommendations from Beckhoff regarding appropriate protective measures should be
observed. Further information regarding information security and industrial security can be found in our

https://www.beckhoff.com/secquide.

Beckhoff products and solutions undergo continuous further development. This also applies to security
functions. In light of this continuous further development, Beckhoff expressly recommends that the products
are kept up to date at all times and that updates are installed for the products once they have been made
available. Using outdated or unsupported product versions can increase the risk of cyber threats.

To stay informed about information security for Beckhoff products, subscribe to the RSS feed at https://
www.beckhoff.com/secinfo.

TS6511 Version: 1.1 7
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2 Product Overview

The TwinCAT Supplement product IEC 61850 Server contains two basic components. For the configuration
of the data model you have the so called "TwinCAT Telecontrol Configurator". This configurator generates
PLC code which can be integrated into a TwinCAT PLC Project. Here the second component, the
TclEC61850Server.lib comes into operation. This PLC library integrates the MMS (Manufacturing Message
Specification) based communication stack and realises the communication according to IEC 61850.

This documentation is devided into these two components:
* TwinCAT Telecontrol Configurator [» 21]
» PLC communication stack [» 43]

System requirements
* Programming environment:
o XP, XPe;
o TwinCAT Installation Level: TwinCAT PLC or higher;
o TwinCAT System Version 2.10.0 Build >= 1340 or higher;
o .NET Framework 3.5 for the TwinCAT Telecontrol Configurator
* Target system:
o PC or CX (x86): XP, XPe, CE 6 (Image v3.06e or higher);
o CX (ARM): CE 5 (Image v2.20e or higher);
o TwinCAT PLC runtime system version 2.10.0 or higher;

Product components

» TwinCAT Telecontrol Configurator for the configuration of the standardized data model. Logical
Devices, Logical Nodes, Data Object and Data Attributes can be configurated.

« TclEC61850Server.Lib (PLC library with the server block, this library needs to be integrated into the
PLC project, all of the other libraries will automatically be added to the PLC project);

» TcACSI.Lib (Basic ACSI-Data types for the device modelling according to IEC 61850-7-2);
+ TclEC61850_8 1.Lib (SCSM: Mapping on MMS-services accoding to IEC 61850-8-1);
+ TcMMS.Lib (MMS-Basic functions, function blocks, data types);

* TcULOSI.Lib (Implementation of the Session-, Presentation- and ACSE-layer);

+ TcBER.Lib (BER-Decoding/Encoding);

» TcRFC1006.Lib (Implementation of the transport layer);

» TcTPKT.Lib (Transport-Packetizer);

« TcCollections.Lib (Collection-Classes);

» TcSocketHelper.Lib (TCP/IP auxiliary functions);

» Tcplp.Lib (TCP/IP basic functions);

+ TwinCAT TCP/IP Connection Server;

Installation

Demo version

If you did not get a valid product key, you have the possibility to use a limited demo version of the IEC
61850/61400-25 Server. Therefore, you have to insert Demo as a product key. Now there are maximum
three logical Nodes available and after an hour the connection to the Client will cut off. But this hour is
enough for a basic communication test. After this hour you can do a restart of the server.

8 Version: 1.1 TS6511
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Windows XP, XPe

The PLC libraries will be copied into the .\TwinCAT\PIc\Lib-folder during the installation. The TwinCAT TCP/
IP Connection Server is going to be listed in the TwinCAT Server list. At the TwinCAT Start the TCP/IP
Connection Server starts automatically and at a TwinCAT Stop the Server stops.

Windows CE
The product version for the runtime system under Windows CE is available as a separate product. Follow the
following steps if you have a product version for Windows CE:

* Install the product on your programming-pc as usual. The PLC libraries will be copied in the ..
\TwinCAT\PIc\Lib-folder during the installation.

+ X86 CPU (CX1000, CX1020, IPC, ... ):

o After the installation you will find a Cabinet-file for the CE-runtime system in this folder: ...
\TwinCAT\CE\TwinCAT PLC IEC 61850 Server CE\

o Copy the data file: TcPlclec61850Svr_CE.I586.CAB in a folder on the CE-runtime system.

+ ARM CPU (CX9000, CX9010, ... ), TwinCAT PLC Library: IEC 60870-5-104 Understation (slave)
v2.0.4 and higher:

o After the installation you will find a Cabinet-file for the CE-runtime system in this folder: ...
\TwinCAT\CE\TwinCAT PLC IEC 61850 Server CE\

o Copy the data file: TcPlclec61850Svr_CE.ARMV4l.CAB in a folder on the CE-runtime system.
* On the CE-System: Install the CE-components (by double-click on the Cabinet-file).

* Reboot the CE device. The TCP/IP Connection Server is going to be started automatically with the CE-
operating system.

@ During the installation you will be asked if you want to work "case sensitive" or not. When you
choose this option, this applies for all TwinCAT projects that are on the installation device. If you do

1 not use this option, the intended differentiation of case sensitive from IEC 61850 or IEC 61400-25
will be ignored and everything will be communicated in capital letters.

Introduction/Tutorial

For the TwinCAT IEC 61850 Server there is a detailed step-by-step instruction available. A programming

code for a fast communication test you will find under examples [P 61] in the attachment of this
documentation.

Further documentation
+ Standard IEC 61850-7-1:2003
+ Standard IEC 61850-7-2:2003
+ Standard IEC 61850-7-3:2003
+ Standard IEC 61850-7-4:2003
- Standard IEC 61850-8-1:2004
« Standard IEC 61400-25:2003
+ Standard ISO/FDIS 9506-1
 Standard ISO/FDIS 9506-2

« TwinCAT TCP/IP Connection Server

TS6511 Version: 1.1 9
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3 Protocol

The IEC 61850 is a general transmission protocol for protective and control equipment in medium and high
voltage electrical substations. Physically this communication is based on the Ethernet Technology. At
present the Server-Client-communication over MMS (Manufacturing Message Specification) and TCP/IP
(Transmission Control Protocol/ Internet Protocol) is supported. The communication stack for the Server
which is developed by Beckhoff (see graphic below) is integrated step-by-step into the TwinCAT PLC in form
of libraries. In the following graphic you can also see the IEC 61400-25 which has been defined especially
for the Wind turbines and therefore is a specialization of the IEC 61850.

IEC 61400-25 Wind-Power-Plants

IEC 61850

Weitere Kanile wie z B. Goose
(‘;llant-&ewar-Sarvit:as TN R
ACSI -
7 I I I Application Layer
MMS
6 ASN.1/BER Presentation Layer
) CcO Session Layer
4 TCP/IP lransport Layer
3 Network Layer
2 Data Link Layer
Ethernet
1 Glasfaser / Twisted Pair Physical Layer
The most important libraries which are responsible for the mapping of the IEC 61850 will be described here:
Library Description
TcACSI.Lib This library is responsible for a clean interface to the subordinate layers. The therefore

realized "Abstract Communication Service Interface" contains all basic-data types of
the above named standards and the corresponding blocks to browse through the
hierarchical structures of the IEC 61850 or IEC 61400-25. This ACSl-interface allows a
universal and future-proofed connection of the norm to the subordinated protocols.

TcMMS.Lib In the TcMMS.Lib the necessary services for the communication have been
implemented.
TcASN1.Lib In this library the user has all of the coding- and decoding function blocks for the in

BER (Basic Encoding Rules for ASN.1) coded telegrams.

To realize the TCP/IP communication the TwinCAT TCP/IP Connection Server is used underneath the
known libraries. This Supplement product is responsible for the realization of one or more TCP/IP-Server/-
Clients in the TwinCAT PLC.

The in 2004 released IEC 61850 is strictly object-oriented and its data model is build up hierarchically. There
are 5 hierarchical levels which have been implemented into the TwinCAT PLC through the corresponding
libraries of the standards. Explanations and examples how to apply such a structure are defined under

Protocol Overview [P_11].

10 Version: 1.1 TS6511
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Example of use

In this case the IEC 61400-25 allows that wind turbines from different manufacturers can communicate with
a central control station. Because of the standardization the expectations are that manufacturer-specific
protocols will be avoided. The company Beckhoff supports this way by the implementation of IEC 61850 and
IEC 61400-25 into the TwinCAT Automationsuite.
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N EC 6140025 || \
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I‘-S ——. : |.05925

"

IEC 61400-25
IEC 61400-%5

|IEC §1400-25

IEC 61400-25

I
I
|
|
|
|
I
|
|
|
IEC 61400-25 Client I
|
|
W

e e e R T e

Confrol Room froma
manufacturer of wind turbines

IEC 61400-25
Client

3.1 Data model

The IEC 61850 is the basic norm for different application-specializations (et.al. for the IEC 61400-25). Thats
why all data- and object models for the standards that are based on this norm are equal. This data model is
structured into five hierarchy levels. Thereby the corresponding standards provide the necessary Logical
Nodes, Data Objects and Data Attributes. The user only needs to make sure that his Server is connected to
the communication system and apply his own Logical Devices.

TS6511 Version: 1.1 11
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_:ﬂ Server

Lp Losgical LD Logical LD Logical
Device 1 Device 2 Devicen
Logical Logical Logical Logical Logical
w Node 1 w Node 2 w Node 3 w Node 1 w Node 2
Data Data Data Data @ Data
Object 1 Object 2 Object 1 Object 2 Object 3
Data Data Data Data Data
Attribute 1 Attribute 2 Attribute 3 Attribute 1 Attribute 2

3
=l Server

The first hierarchy level in the data model of the IEC 61850 or the IEC
61400-25 forms the server. The server offers a connection point for a device,
whereby communication systems that are based on Ethernet can be linked. In
this case TwinCAT would display such a server with the libraries that are
included to the protocol on an Industrial PC or Embedded PC.

LD

Logical Device

The Logical Devices form the second hierarchy level in the data model of the
IEC 61850 and IEC 61400-25. This level separates a single physical device
into several separate components, the so called Logical Devices. The
advantage of this separation is that functions or objects that belong together
will stand together because of their similarities. And they also can be switched
into another operating mode. According to the device different Logical Nodes
can be implemented out of the third hierarchy level.

W Logical Node

The Logical Nodes form the third hierarchy level in the data model of the IEC
61850 or the IEC 61400-25. They represent the information of all the sub-
functions that can occur in the digital station control technology and in wind
energy plants. These are all the protective functions but also automation
functions and functions to process measurement- and meter data. For all the
normed Logical Nodes of the IEC 61850 and IEC 61400-25 there are defined
identifiers that always consist of a shortcut with four letters. For example, the
shortcut XSWI stands for Circuit Switch. A Logical Device can consist out of
several of these nodes.

w Data Object

A Logical Node can consist of several Data Objects that form the fourth
hierarchy level of the IEC 61850 and IEC 61400-25 data model. Characteristic
of this hierarchy level is, that data objects can be interlaced hierarchically. A
data object can consist of several sub data objects before it will access on a
basic- or complex data type in a Common Data Class (CDC).

12
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Protocol

The lowest hierarchy level of the IEC 61850 and IEC 61400-25 are forming the
W data attributes. They display the detailed information or values of the data
Data Attribute objects. Because the same scale of data attributes is defined for several data
objects, the attributes of an object are combined into the so called Common
Data Classes (CDC). Thereby the corresponding CDC is named for every data
object. You can also say that the data objects are specializations of the CDC.

3.2 Interoperability Check List

Contents
1. Profile compliance

» A profile support [»_13]
T profile support [P_14]

* MMS InitiateRequest general parameters [»_14]

* MMS InitiateResponse general parameters [»_14]

» Client/Server services supported [» 14]

2. MMS conformance

* MMS Initiate request general Parameters [P_15]

* MMS Parameter Conformance Building Block (CBB) [»_17]

» Alternate AccessSelection Conformance Statement [»_18]

» Variable Access Conformance Statement [» 18]

» Variable Conformance Statement [» 18]

» Read Conformance Statement [P 18]

» GetVariableAccessAttributes Conformance Statement [>_18]

« DefineVariableAccessAttributes Conformance Statement [P _19]

* GetNamedVariablelist Conformance Statement [»_19]

» DeleteNamedVariablelist Conformance Statement [»_19]

» GOOSE Conformance Statement [»_19]

1. Profile compliance

N*in development

A profile support

Profile Client Server Comments
A1 Client/Server N Y
A2 GOOSE/GSE N N Only GOOSE, not GSE
Management Management
A3 GSSE N N
A4 Time sync N N* Time accuracy: 1ms
(performance class T1)
Time resolution: approx.
0.9ms
TS6511 Version: 1.1 13
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T profile support

Profile Client Server Comments

T TCP/IP profile N Y

T2 OSI T profile N N

T3 GOOSE/GSE T N N Only GOOSE, not GSE

profile
T4 GSSE T profile N N
T5 Time sync T N N
profile
MMS InitiateRequest general parameters
InitiateRequest Client-CR Server-CR
InitiateRequest
localDetailCalling N Y
proposedMaxServOutstandingCalli N Y
ng
proposedMaxServOutstandingCall N Y
ed
initRequestDetail N Y
InitiateRequestDetail
proposedVersionNumber N Y
proposedParameterCBB N Y
servicesSupportedCalling N Y
MMS InitiateResponse general parameters
InitiateResponse Client-CR Server-CR

InitiateResponse
localDetailCalled N Y
negotiatedMaxServOutstandingCall N Y
ing
negotiatedMaxServOutstandingCall N Y
ed
initResponseDetail N Y
InitiateResponseDetail
negotiatedVersionNumber N Y
negotiatedParamterCBB N Y
servicesSupportedCalled N Y

Client/server services supported

IEC 61850-7-2 model

IEC 61850-7-2 services

Implemented (Y/N)

Server GetServerDirectory Y
Association Associate Y
Abort Y
Release Y
Logical Device GetLogicalDeviceDirectory Y
Logical Node GetLogicalNodeDirectory Y
GetAllDataValues Y

14
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IEC 61850-7-2 model

IEC 61850-7-2 services

Implemented (Y/N)

Data

GetDataValues

SetDataValues

GetDataDirectory

GetDataDefinition

Data Set

GetDataSetValues

SetDataSetValues

CreateDataSet

DeleteDataSet

GetDataSetDirectory

Substitution

GetDataValues

SetDataValues

Setting Group Control Block

SelectActiveSG

SelectEditSG

SetSGValues

ConfirmEditSGValues

GetSGValues

GetSGCBValues

Report Control Block

Report

GetBRCBValues

SetBRCBValues

GetURCBValues

SetURCBValues

LOG Control Block

GETLCBValues

SETLCBValues

GetLogStatusValues

QueryLogByTime

QueryLogAfter

GOOSE

GetCoCBValues

SetGoCBValues

GSSE

GetGsCBValues

SetGsCBValues

Control

Select

SelectWithValue

Cancel

Operate

CommandTermination

TimeActivatedOperate

FILE transfer

GetFile

SetFile

DeleteFile

GetFileAttributeValues

2\ Z2|Z2\Z2\Z2|Z2\Z2\Z2|Z2Z2\Z22Z22Z2Z22Z2\Z2Z22Z2\ 2

2. MMS conformance

MMS Initiate request general Parameters

MMS Service Supported CBB

Client-CR

Server-CR

realized value/ range

realized value/ range

status

N

TS6511

Version: 1.1
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getNamelList

identify

rename

read

write

getVariableAccessAttributes

defineNamedVariable

defineScatteredAccess

getScatteredAccessAttributes

deleteVariableAccess

defineNamedVariableList

getNamedVariableListAttributes

deleteNamedVariableList

defineNamedType

getNamedTypeAttributes

deleteNamedType

input

output

takeControl

relinquishControl

defineSemaphore

deleteSemaphore

reportPoolSemaphoreStatus

reportSemaphoreStatus

initiateDownloadSequence

downloadSegment

terminateDownloadSequence

initiateUploadSequence

uploadSegment

terminateUploadSequence

requestDomainDownload

requestDomainUpload

loadDomainContent

storeDomainContent

deleteDomain

getDomainAttributes

createPrograminvocation

deletePrograminvocation

start

stop

resume

reset

kill

getProgramlnvocationAttributes

obtailFile

devineEventCondition

deleteEventCondition

getEventConditionAttributes

getEventConditionStatus

Z2\Z2\Z2\Z2\2Z2\Z2\Z22Z22Z222Z2 2222222222222 222222222222 <X KXKX|Z2Z2Z2Z2<XKXKZ2<X<

16
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getEventConditionMonitoring

triggerEvent

defineEventAction

deleteEventAction

alterEventEnrollment

reportEventEnrolimentStatus

getEventEnrollmentAttributes

acknowledgeEventNotification

getAlarmSummary

getAlarmEnrollmentSummary

readJournal

writeJournal

initializeJournal

reportJournalStatus

createdJournal

deletedJournal

fileOpen

fileRead

fileClose

fileRename

fileDelete

fileDirectory

unsolicitedStatus

2\Z2\Z2\Z2\2\Z22Z22Z2\Z2|2\Z22Z2 22222222222

informationReport

zZ
*

eventNotification

Z

attachToEventCondition

pd

attachToSemaphore

pd

conclude

<

cancel

zZ
*

getDataExchangeAttributes

exchangeData

defineAccessControlList

getAccessControlListAttributes

reportAccessControlledObjects

deleteAccessControlList

alterAccessControl

reconfigurePrograminvocation

2Z22Z2\Z2|22 22

MMS Parameter Conformance Building Block (CBB)

MMS Service Supported CBB

Client-CR

Server-CR

realized

value/ ranged

realized

value/ ranged

STR1

Y

STR2

VNAM

VALT

VADR

VSCA

TPY

VLIS

<<z z|<|<|/<

TS6511
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REAL N
CEl N
Alternate AccessSelection Conformance Statement
AlternateAccessSelection Client-CR Server-CR
realized value/ ranged realized value/ ranged
accessSelection N
component N
index N
indexRange N
allElements N
alternateAccess Y
selectAccess N
component N
index N
indexRange N
allElements N
Variable Access Conformance Statement
VariableAccessSpecification Client-CR Server-CR
realized value/ range realized value/ range
listOfVariable Y
variableSpecification N*
alternateAccess N*
variableListName N*
Variable Conformance Statement
VariableSpecification Client-CR Server-CR
realized value/ range realized value/ range
name Y
address N
variableDescription N
scatteredAccessDescription N
invalidated N
Read Conformance Statement
Read Client-CR Server-CR
realized value/ range realized value/ range
Request
specificationWithResult N
variableAccessSpecification Y
Response
variableAccessSpecification N
listOfAccessResult Y

GetVariableAccessAttributes Conformance Statement

GetVariableAccessAttributes

Client-CR

Server-CR

18
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realized value/ range realized value/ range
Request
name Y
address N
Response
mmsDeletable N*
address N
typeSpecification Y
DefineVariableAccessAttributes Conformance Statement
DefineVariableAccessAttributes Client-CR Server-CR
realized value/ range realized value/ range
Request
variableListName N
listOfVariable N
variableSpecification N
alternateAccess N
Response N
GetNamedVariableList Conformance Statement
GetNamedVariableListAttributes Client-CR Server-CR
realized value/ range realized value/ range
Request
objectName Y
Response
mmsDeletable N*
listOfVariable Y
variableSpecification Y
alternateAccess N
DeleteNamedVariableList Conformance Statement
DeleteNamedVariableList Client-CR Server-CR
realized value/ range realized value/ range
Request
Scope N
listOfVariableListName Y
domainName Y
Response
numberMatched Y
numberDeleted Y
DeleteNamedVariableList-Error Y
GOOSE Conformance Statement
GOOSE Subscriber Publisher Value/Comment
GOOSE Services N N
SendGOOSEMessage N N
GetGoReference N N
GetGOOSEElementNumber N N
TS6511 Version: 1.1 19




Protocol BEGKHOFF
GOOSE Subscriber Publisher Value/Comment
GetGoCBValue N N
SetGoCBValue N N
GSENotSupported N N
GOOSE Control Block N N ReadOnly
20 Version: 1.1 TS6511
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A Configurator

The TwinCAT Telecontrol Configurator enables a perfect separation between the configuration of the
standardized data model and the programming in the PLC. The PLC code which is generated after the
configuration can easily be integrated and used as an export-file into the PLC Control.

File Edit Build Help

R H Q0 WS

I— Create ICD File

Create Scope View Data File
Create PLC Export File

Create New Common Data Class

Create New Logical Node
Save Project

Open Project
MNew Project

By pressing the New Project button in the toolbar of the configurator a Wizard-Window opens as it is shown
in the next picture. This wizard helps to create a first start configuration. You can enter a Logical Device
name and to select the Logical Nodes out of the different standards. The mandatory nodes LLNO and LPHD
do not have to be selected especially because they will enter automatically. Another advantage is that you
can enter the number of instances for a Logical Node. This will reduce the time of configuration.

r |
é% MNew Project Wizard ﬂ
D1 |
Logical Device Mame: Count 1
Device _1 -
Logical Mode List: it Motk
Logical Mode Court Descriptions:
BT cow 4 |IEC 61850 v
BT LLnD 1 Groups:
E¥ LPHD 1 = v]
BT mmxu 4 S
B TTNS 1 '
BT xcBR 3 |XCBR v
L 1
Count: 1
Add LMode
Cancel ] [ Create
b
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Next to the standard functions Open and Save the TwinCAT Telecontrol Configurator offers the possibility to
define own, private Logical Nodes and Common Data Classes. Therefore, the user needs to use the given
data types of the IEC61850 to maintain conformance. To see how the creation of custom specific extensions

will work, read here: Private Logical Nodes [ 35] and Private Common Data Classes [» 37].

The most important functionality of this configurator is, that you can build a PLC export data file out of the
created configuration. Thereby only the data types and objects that are really needed in the configuration will
be exported. Resources will be saved, which makes this Supplement product much more scalable. Details of
the content of the Export data file and how to include these into a TwinCAT PLC project will be explained

here [P 38].

You can find all the toolbar functionalities also in the menu bar of the configurator. Under File you can also
find the function Save As.... Furthermore, the surface of the configurator is divided into five important parts.

File Edit Build Help

FEFRY R LEL

DataSet Reference o it Name Loc

PPDataSet 1 IEDDevice TESTAXCE. 1 Description Local cortrol behaviour T
B DataSet_2 IEDDevice_TEST/XCE.. 3 cOC. SPS
¥ Dataset_3 |EDDevice TEST/XCE.. 4 Presence Mandatory

231 Server Configuration:

Nodes: Server Configuration [P 23]

@ The Server overview contains all of the configurated Logical Devices and also offers the Logical
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241 Data Object Configuration:

server configuration: Data Object Configuration [P 24]

@ This overview contains all data attributes of the data object which have been selected in the

»29] Object properties:

In this window you can see the corresponding properties of the selected objects: Object
@ properties [P 29]

P31 Reporting:

@ In this window all of the generated reporting blocks will be listed: Reporting [P 31]

[»33] DataSets:

@ In this windows all of the generated DataSets will be listed: DataSets [»_33]

4.1 Server Configuration

In the server overview of the TwinCAT Telecontrol Configurator you can see all the configurated Logical
Devices and the corresponding Logical Nodes. In this window you have the possibility to add Logical Nodes
to the existing configuration and to activate the optional Data Objects of a node.

Fle Edit Build Help
R H Q0 RS

=l Server

=2 Server

=4 1ED
L0 Device TEST
-] B LLND

-] BF LPHD1
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If you open a new configuration the mandatory Logical Nodes LLNO and LPHD will automatically be applied.
You can identify that these are mandatory because of the red marks in the checkboxes of the nodes.

This differentiating factor applies to all objects in the configurator. If optional objects will be activated, they
will get a blue mark. You also have the possibility to change the name of the Logical Device by click on the
name.

Edit ; Build  Help
BEH TG Eﬂnlcn_

= Server == W
Bé Server
=% ED
oL [
’_ Add Logical Nodes L4 Private Configuration  »
Rename Logical Device IEC 61850 3
Delete IEC 61400_25 * WALM - Wind power plant alarm information
4 Copy Logical Device WAPC - Wind power plant active power control
ACOTUT
IF xswi WCNY - Wind turbine converter infermation
WGEN - Wind turbine generatar information
WMET - Wind power plant meteorological information
WMNAC - Wind turbine nacelle information
WROT - Wind turbine rotor information
WRPC - Wind power plant reactive power control information
WTOW - Wind turbine tower information
WTRF - Wind turbine transfermer information
WTRM - Wind turbine transmission information
WTUR - Wind turbine general information
WY AW - Wind turbine yawing information
Property
|| # Datasets

With a right-click on the respective Logical Device the context menu opens. There you have the option Add
Logical Node. In another window the user has the possibility to choose a Logical Node out of different
databases. There is always a private and an IEC 61850 database. Depending on what product license you
have got, other databases will be activated. In this example the database of the Wind Turbine standard IEC
61400-25 is also available.

The configuration of the individual data objects will be carried on the right side of the configurator in the Data
Object Configuration [P 24]

4.2 Data Object Configuration

In the data object overview on the right side of the Telecontrol Configurator the data attributes of the different
data objects can be configurated.
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=ren x
File Edit Build Help
VEH D0 OA'S
=1 Server IEDDevice 1/XCBR1.5¥.Loc.subl) B
= Eﬂ Server = F Loc [ type = 5P5 |
=-EL |ED =-5T 5T [ Status informatian |

LmE

=-LP Device 1
LLMO
LPHD
= #CBRT
Carnrmon LM
E) Dezcriptions

Y EEHealth [ type =EMS ]

Y LocKey [ twpe = SPS )
oc [ type = 5P5 |

Y OpCrt [tpe = [NS )

Y CBOpCap [type=1IM5 )

Y POWTCap [ twpe =EMS ]

Y M asOpCap [ type =1MN5 ]

Y Do type=5P5 )

[5 Measured and metered values

E Controls

% Settings

Reporting

Datasets

perEen

atval [ tppe = BOOLEAM ]
g [ twpe = Quality |
L[ type = Timestamp ]
=0 5y [ Substitution ]
[T :ubEria [ type = BOOLEAM |
[CTEET 0 jbival [ type = BOOLEAN )

E sublD [ by lmttribute Options |I

=-5% DL [ Descriptian |
F= d [ type =VISIELE STRIMNGZ255)
[C]EEY U (type = UMICODE STRINGZ55
=-8% Ex [ Extended definition |
= cdcMz [ bppe =YISIELE STRIMNG 255
] cdcMame [ type = YISIBELE STRING285 )
FF dataMs [ type = VISIELE STRINGZ255 )

Property - DA ‘"sub®

M ame

IEC Type

FLC Type

Trigger Option
Prezence

Defaultf alue
DataSet

Scope View selected

subl

Cuality
T_ACS_QUALTY
dchg

Optianal

Falze

As in the server configuration [P 23] you can activate the optional data attributes by the corresponding
checkboxes here. Furthermore, it is possible to get in the Set default Value dialog by double-click or with the

help of the context-menu of the data attribute.
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(=

Options

. S )
" it

Default Values

| DataSets | Scope View lkems |

= sub (type = Quality )
EIE'E':,' value (T_QUALITY)

@ wvalidity (E_QUALITY Validity) := eQUALITY Validity_Good

2B detailQual (T_QUALITY_Detail)

----- i@ oveflow (BOOL) =

----- i outOfRange (BOOL) =
----- i badReference (BOOL) :=
..... & oscilatory (BOOL) =
----- ¥ failure (BOOL) =
----- & oldData (BOOL) :=

----- i inconsistert (BOOL) =

----- i inaccurate (BOOL) =

i source (E_QUALITY Source) := eQUALITY Source_Process
@ test (BOOL) =

i operatorBlocked (BOOL) =

L

In the Set default Value dialog it is possible to set initial values for the data attributes. Therefore, the user
gets an offer of all choices for the corresponding attribute, except of numerical values. Later, these values
will be exported in the PLC code.

If you select an attribute as it is shown in the first picture you will see the information for the adjusted initial
value in the overview of the object settings [»_29].

Under the tab "DataSets" it is possible to assign the selected attribute to a DataSet. If the attributes contains

sub-elements these will be shown in a tree as you can see in the following pictures.

26
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r. Options

DiataSets
VI DataSet_1
' DataSet 2
' DataSet 3
| DiataAttributes Subitems
B
|
|
| Cancel | | oK
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f A . B
d& Options } ST

Default Values | DataSets | Scope View ltems

DiataSets
/B DataSet_1
' DataSet 2
' DataSet 3

DataAtributes Subtems

= pulseCorfig (type = PulseConfig )
-] @ cmdQual (ENUMERATED_cmdQual)

[w] ¢ onDur INT32U)
[w] g offDur INT32L)

Cancel | |

oK

=

Under the tab "Scope View ltems" you can select all the elements of the selected attributes for a Scope View
configuration.
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-

r e a ™
i Options _~ o eEe

| Default Values | Dat35e°t5| Scope View tems |

E--@ subld | type = Quality )
=-B value {T_QUALITY)

----- i wvalidity (E_QUALITY Validity)
&3P detailQual (T_QUALITY_Detail)

..... [] % ovedlow (BOOL)

..... [] 4 outifRange (BOOL)

----- i badReference (BOOL)

----- [ oscilatery (BOOL)

----- [] & failure (BOOL)

----- i oldData (BOOL)

----- [] % inconsistert (BOOL)

----- [] % inaccurate (BOOL)

----- [] % source (E_QUALITY Source)

| & test (BOOL)

----- [] ¢ operstorBlocked (BOOL)

=

4.3 Object properties

In the object properties you will find useful information for the selected object.

Logical Node:

Property - LN XCBR’

Mame ¥CEBR
Description Circutt breaker
Group Switchgear

Name: Name of the Logical Node, as it is shown in the data model tree.

Description: Offers a short description what the short cut means.

TS6511 Version: 1.1
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Group: Names the superior group where the Logical Node (IEC 61850-7-4) is part of.

Data Object:

Property - DO "BlkOpn’
Mame

Description

CDC

Presence

BlkCpn

Block opening
SPC
Mandatony

Name: Name of the Data Objects, as it is shown in the data model tree.

Description: Offers a short description, what task this data object has.

CDC: Names the Common Data Class (IEC 61850-7-3) where the selected data object belongs to.

Presence: Says if the selected data object is a mandatory or an optional object.

Data Attribute:

Property - DA "subEna’
Mame

|EC Type

PLC Type

Trigger Option

Presence

DefaultValue

DataSet

Scope View selected

subEna

BOOLEAN
T_ACS|_BOOLEAN
dchg

Optional
(value:=TRUE}
DataSet_1

True

Name: Name of the Data Attribute, as it is shown in the data model tree.

IEC Type: Names the data type of the attribute, how it is defined in the IEC 61850.

PLC Type: Names the data type of the attribute, how it is mapped in the PLC.

Trigger Option: Names the trigger option for the respective attribute. This is important for the Data Sets and

for the Reporting.

Presence: Says if the selected attribute is a mandatory or optional attribute.

Default Value: Shows the set default value, as set in the PLC when there is an export.

Functional Constrain:

30
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Property - FC "5V

Mame SV
Description Substitution
Bit Mash: 16H00000010
DataSet

Name: Standardized shortcut of the selected Functional Constrains.
Description: Meaning of the shortened Functional Constrains.
Bit Mask: Bit Mask which will be set in the PLC Export-data file.

DataSet: Lists the DataSets in which the Function Constrain is included.

4.4 Reporting

Reporting blocks can be created out of the context menu as it is shown in the picture below. You have the
possibility to create "bufferd" or "unbufferd" reporting blocks. Because the reporting blocks are allocated to
the Logical Nodes the corresponding context menu entry only is available at the selected Logical Node. After
that a dialog opens where you can enter the name of the reporting block. After you have confirmed the dialog
the reporting block will be attached to the Logical Node and will be listed in the reporting list (see second
picture).
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File Edit  Build Help

RS H| 20 NS

~iServer -  jlEexice: LESEATRED
E|,§ Server EW XCERZ
EIJE_E_ IED E[S Comman LN
E|--.|-F' F Beh (type =ENS )

EI[S Status information

Loc (type = SPS)
. gt OpCrt (type = INS )
= Controls
Reset "Optional” option recursively Pos (type = DPC)
Delete BlkOpn (type = SPC)
Add Reporting » | BRCB - (Bufferd Report Control Block)
""" | Create DataSet | URCE - (Unbufferd Report Control Block)

----- I:‘ COCREY [IypE = 5ra]
----- Loc (type = SPS)

----- OpCrit (type = INS )

----- [TE CBOpCap (type = INS )
----- M POWCap (type = ENS )
----- B MaxOpCap (type = INS )
----- [ Dsc (type = SPS)

[ Measured and meterad values
- Controls
[ Settings
[~ Reporting
-] XCBR3

- '1
mo Create Reportin ﬂ
p q

= e gl =R epornting Block BRCE 1

[ Cancel ] [ Create ]

It is possible to link the reporting blocks with a DataSet in the reporting list. The reference of the DataSet will
be written into the attribute "DataSet" of the reporting block. Furthermore, you have the possibility to rename
or to delete the reporting block.
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File Edit Build Help

VEH DO

= Server IEDDevice  TEST/XCBR2 ReportingBlock URCB_1
1% Common LN » | - ReportingBlock_URCB_1 (type = URCB)
EI E) Descriptions = RP ( Unbuffered Reporting )
| B P EEName (type=DPL) k] BT RptID {type = VISIELE STRING 123}
=5 Status irformation -.[w] 2 RptEna (type = BOOLEAN )

% Resv (type = BOOLEAN )

EY DatSet | type = ObjectReference )
A ConfRev (type = INT32U)

BT OptAds (type = OPTION FLDS )

A BufTm {type = INT32U )

2 Sghum {type = INTEU )

2 TrgOps {type = TriggerCon )

% IntgPd (type = INT32U )

EY G| {type = BOOLEAN )

A Owner {type = OCTET STRINGE4 )

Y EEHealth {type = ENS )
U LocKey (type = SPS)
Loc (type =5F5)
OpCrt (type = IN5)
CBOpCap {type = INS5 )
POWCap (type =ENS ) h
0 MaxOpCap (type=INS} L by
Dsc {type = SFS) 1o -
[ E) Measured and metered values :
2% Contols Wi
A% Settings
=-1% Reporting

% ReportingBlock_BRCBE_1 {type = BRCB ) E
4l

m

ReportingBlock_URCB_1 (type = URCE )

DrmmdimaDlanl- 1ODED T fhees = DD

| Reporting
Reporting Block Reference
FﬂeportingBlock_EF{CE.. |IEDDevice_TEST/XCBR2.ER. F{eportlngBlock BHEE 1

"M ReportingBlock_URC... | IEDDevice_ TEST/XCBR2.RF Ry . fer
B ReportingBlock_URC...  |EDDevice_TEST/¥CERZ.RP Ry UL s T
X Delete
| Set Databet » | DataSet_1
DataSet 2
DataSet 3
| Datasets Property - DO 'ReportingBlock_URCB_1'
DataSet Reference List Count Name ReportingBlo
¥ DataSet_1 |EDDevice_TEST/XCBR2.DataSet_1 2 Description Unbuffered F
¥ DataSet_2 |EDDevice_TEST/¥CBR2.DataSet_2 2 CDC LRCE
P DataSet_3 |IEDDevice_TEST/XCER2 DataSet_3 3 Fresence Mandatory

If you select a reporting block out of the reporting list the DataAttributes of the reporting block will be shown
in the window on the right side.

4.5 DataSets

DataSets can be generated out of the context menu as you can see in the picture below. Because the
DataSets will be allocated to the Logical Nodes the corresponding context menu entry is only available at the
selected Logical Node. After that a dialog opens where you can enter the name of the DataSet. After you
have confirmed the dialog the DataSet will be listed in the DataSetlist (see second picture).
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File  Edit Build Help

REH a0 NS

[=IServer
El.j Server
=24 IED

=] 12

Device_TEST

IIIHEH =

Reset "Optional” cption recursively

x Delete

Add Reporting
Create DataSet

..... [ tackey 17
Loc (type = 5P5)
CpCrt (type = INS)
CBOpCap (type = IN5)
POWCap (type = ENS )
MaOpCap (type = IN5 )
Dsc (type = 5P5)
Measured and metered values
Controls
Settings

[ Reparting
w-[w] ¥ XCBR3

F T
. Create Dataset u
Name:

| Cancel | | Create |

m
=

B
B
B
]

When you choose a DataSet out of the DataSetlist all the DataAttributes and Functional Constrains that are
belonging to the DataSet will be shown in the window on the right side.
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File Edit Build Help

FEL IR R

=l Server IEDDevice TEST/XCBRZ2 DataSet 2
=13 Server =¥ DataSet_2
-4 1ED BB |EDDevice_TEST/XCBR2SSSTSSOpCtSSq
=-L0 Device _TEST . |EDDevice_TEST/¥CER2855VE50pCrtsSsubVal

LLMD
LPHDA
¥CBR1
¥CBR2
¥CBR3

-] Reporting

Reporting Block Reference

ﬁ? ReportingBlock_BRCE... IEDDevice_ TEST/XCER2 BR ReportingBlock_BRCE_1
F ReportingBlock_URC...  |IEDDevice TEST/XCER2.RP.ReportingBlock_URCE_1
[ ReportingBlock_URC... |EDDevice TEST/XCERZ.RP.ReportingBlock_URCE_2

= Datasets Property - LN XCBR'

DataSet Reference List Court Name ¥CBR

F DataSet_1 |IEDDevice_TEST/XCBR2 DataSet_1 1 Description Circuit breaker
g IEDDevice_TEST/XCBR2.DataSet_2 Group Switchgear

B DataSet_3 IEDDevice_TEST/XCBR2 DataSet_3 3

In the DataSetlist all DataSets with the corresponding reference and the amount of the attached elements
will be shown. In the context menu you can change the DataSetname or to delete the DataSets.

4.6 Private Logical Nodes

With the function New Logical Node it is possible to define your own Logical Nodes or to extend existing
Nodes. Thereby the new elements will be written into a private database. These elements then will be
available for every new configuration.
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i Create new Logical Node i -

LN Name: MyLN Short Description: My Own Logical Node

Description: My Logical Mode is a new group of Data Objects.

DataObjects: Add Groups:
Name coC Group Description Presence %ONFQ'?:_
MyDO1 ENG = || Status information = | My Own Data Object Nr 1 |Optional | Measured IE::nd metered
MyDO2 SPS ~ | Settings | My Own Data Objsct Nr2 | Optional - ;EIELLLI;ZS

| MyDO3 SPS - || Settings ~ | My Own Data Object Nr 3 i i | Status information

= = = |

In the shown window you can define your own Logical Nodes. Therefore, you can select a Common Data
Class for each Data Object. Furthermore, you can assign the object to a group. This will lead to a clearly
represented categorization in the configurator. In the column Presence you can set if the element should be
activated per default or should be optional.

Create new Logical Node ! P
LN Name: XSWI_1— Short Description: My Circutt switch extension
Description: Thig LN iz used for modelling switches without short circuit breaking capability, for example disconnectors, air break switches, earthing switches, etc. Additional LNz,
SIMS, etc. may be required to complete the logical model for the switch being represented. The closing and opening commands shall be subscribed from CSWI. f no
gllnéeﬁ“;l-c;_l;]ated control” service is available between CSWI or CPOW and ¥5W|, the opening and closing commands shall be peformed with a GSE-message (see |[EC
DataCbjects: Add Groups:
Name coC Group Description Presence Descriptions
EEName DPL + | Descriptions * | Edemal equipment name .. |Optional T gtoa:nurzlrformaﬁon
EEHealth ENS || Status information + | Bxtemal equipment health | Optional -
LocKey SPS - || Status information + | Localremote key Optional - I
Loc SPS - || Status information + | Local control behaviour Mandatory -
CpCrit INS - || Status information + | Operation counter Mandatory -
SwTyp ENS - || Status information + | Switch type Mandatory -
SwipCap ENS - || Status information + | Switch operating capability | Optional -
MaxOpCap INS - || Status information + | Circuit switch operating ca... |Optional -
Dsc SPS - || Status information + | Discrepancy Optional -
LocSta SPC - || Controls + | Switching authority at stati... |Optional -
Pos DPC - || Controls + | Switch postion Mandatory -
BlkOpn EEE - || Controls + | Block opening Mandatory -
BlkCls SPC - || Controls + | Block closing Mandatory -
ChaMotEna SPC - || Controls + | Charger motor enabled Optional -
b | MyBEdension ToXSWI BCR ~ || Controls w | My X5WI Data Object Optional .
¥ = = = Add ]
EREEe e e s e | )

In this graphic the in the standard defined Logical Node XSWI (Circuit Switch) is extended user-specifically.
Therefore, you can select a Template for a Logical Node at the upper right side of the window. In order to
avoid a conflict, the name of the Logical Node needs to be another than the name of the template.
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By confirmation with the Add Button the new Logical Node will be written into the private database and is
available for the configuration.

4.7 Private Common Data Classes

With the function New Common Data Class it is possible to define own Common Data Classes or to extend
existing CDCs. Thereby the new elements will be written into a private database. This elements then will be
available for every new configuration.

. Create new Common Data Classes

||
|| CDC Name: FRI

H CDC Description:  Private common data class
d DataAttributes:
'I Name ACSI ACSI DataType FC ACSI TrgCp

t INT Sk dchg
INT128

SubDataObject: -
Name cDC Description Presence

[ Add l

[ Close l

L = = =) g

If you apply a new Common Data Class it is possible to include further Sub Data Objects in addition to the
attributes. Therefore, you have the possibility to select a CDC at the bottom of the window. For the attributes
you can select the data types of the IEC 61850. This could be an integer for example. To describe the exact
size of the integer there is a selection for the respective data type under ACS/ Data Types. The Functional
Constraints and the Trigger Option can be set as well. In the column Presence you can set if the element
should be activated per default or should be optional.
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r. Crea& nﬁrw_Cmm:on D:la Classes E@u
CDC MName: CTE_‘I— CDC Template: [CTE v]
CDC Description:  Event counting
Datafttributes:

Name ACSI ACS| DataType FC ACS| TrgOp Presence Amay  Court
(3 ct INTU - |INT32U * (ST | = (none ¥ | Optional &

dly INTU - |INT32U » ST |+ [dchg v | Optional hd

mhy INTU - |INT32U » ST |+ [dchg ~ | Optional -

yy INTU - [INT32U » ST |+ [dchg ~ | Optional -

fot INTU - [INT32U » ST |+ [dchg + | Optional -

rsPer CODED ENUM ~ |CODED ENU... |* |ICF |~ [ncne + | Optional -

d VISIBLE STRING (= [|VISIBLEST... |+ |{DC |+ none ¥ | Optional -

du UNICODE STRING |+ |[UNICODES... |+ (DC |+ |none v | Optional -

| cdcNs VISIBLE STRING [~ [|VISIBLEST... |+ |[EX |+ (none + | Optional A

i cdcName VISIBLE STRING |~ [|VISIBLEST... |+ |[EX |+ none ~ | Optional -

i dataNs VISIBLE STRING | [|VISIBLEST... |+ |[EX |+ [none ~ | Optional -

I

SubDataCbject:
Name CcDC Description Presence
3 SPC - | Manual forced reset Mandatony -
II hizRs INC - | reset counting information Optional - H
actCtVal INS = | Actual event counts Mandatory -
oldCtWal INS = | Previous event counts Mandatory - ’ Add ]
* - v

In this graphic the in the standard defined CDC INC (Controllable Integer) is extended user-specifically.
Therefore, you can select a Template for a CDC at the upper right side of the window. In order to avoid a
conflict, the name of the CDC needs to be another than the name of the template.

By confirmation with the Add Button the new Common Data Class will be written into the private database
and is available for the configuration.

4.8 PLC Export data file

After the compilation of the configuration for the IEC 61850 Server the Create PLC Export File in the toolbar
can be activated to generate the export data file. The later import into the TwinCAT PLC Control makes the
data model of IEC 61850 / IEC 61400-25 useable in the PLC.
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- T =
aE Save As M
@Uv| | <« Local Disk (C:) » TwinCAT » = | ¢4 || Search TwincaT ol
Organize = Mew folder == = (7]

» Y Favorites Marne Date modified Type =
. ADS Api 12/6/201011:30 AM  File fol
* 74 Libraries . Boot 12/8/2010 7:58 AM  File fol
. Driver 12/6/201011:30 AM  File fol
4 18 Computer E . EventLogger 12/6/201011:30 AM  File fol
b *E_" Local Disk () . Infosystemn 11/19/201010:42 ... Filefol 2
. lo 12/6/201011:30 AM  File fol
o IO Api 12/6/2010 11:30 AM  File fol
i . Plc 127772010 212 PM  File fol
. Resource 12/6/2010 11:30 AM  File fol
. Samples 12/2/2009 405 PM  File fol
. Scope 11/19/201010:42 ... Filefol—
e 16N 1196 AN Eilafnl T
- | 4 ] b
File name: ExportFile.exp -
| |
Save as type: | TwinCAT PLC Control Export File (*.exp) vl
= Hide Folders [ Save ] [ Cancel ]
b

In the Save as... dialog the memory location can be selected. You can read the export data file in the
TwinCAT PLC Control with the Import function. Therefore, you must select Project and then Import in the
menu bar... as it is shown in the next picture.

JB8 TwinCAT PLC Control - (Untitied)" -

L e

B File Edit [Project| Insert Extras Online Window Help

Build

Rebuild all
Em Clean all

Object
Project database

Options...

Document...
Export...
Import...

Merae...

Load download information...

Translate into other languages

Ctrl+F&

Because of the import two folders will be created in the Data Types tab. On the one hand [internal] and on
the other hand a folder which has the name of the Logical Device that we created in the configurator. As you
can see in the next picture the folder has the name WindTurbine. This folder contains the actual
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configuration with every Logical Nodes and the subordinated hierarchical levels. In the folder [internal] you
will find some structured data types which will be used in the configuration. Normally this folder is of little
importance for the user.

T— —

! TwinCAT F'LC Control - (Untitled)* - [MAIN (PRG—STI‘
P T =

!Elle Edlt Project  Insert Extras  Online Window H

S EIRE e R T A L

I =] Dt types
B3 [internal]

: - 23 Erumns

-] Structs

E| 'a WindT urbine

~[Z3 LMD

~[Z LPHD1

- wWCNy

-0 WGEN1

~[Z3 wiNAC

-1 wROT1

- WTRM?T

-1 wTUR1

B8 ST | D wWindTurbine [STRUCT)

B

. . F'EIUsl o Data typesli Ulsuallzatlnnsl % Hesnurcesl

In the folder WindTurbine you can see the structure ST_LD WindTurbine. This structure must be
instantiated in the PLC project and needs to be committed to the function block FB_IEC6850Server. You will

find detailed information about this point in the examples [»_61] of this documentation.
198 s oo D e e

DB File Edit Project Inset Extras Online Window Help
|
e e A e
[0001) TPE ST_LN_WindTurbine_WGEN1 (*LN: Wind turbine generator information *)
|| [(3 Datatypes [0002|STRUCT
B a [intermal] (0003 {library private}
] B Enume [0004  info ST_ACS|_StanTag = (eType = sACS| TYPE_STRUCTURE):
. G20 Stnucts [D00E| vy putiic)
B33 WindT ubine [ 0008 (*Common LM<
23 LMo {0007 Beh ST_CDC_WindTurkbine _WGEN1_Beh_ENS; t"‘BehaviDur")
23 LPHDT | 0008 *Analogue information®)
"I-_'IWENVT 0009 Spd ST_CDC_WindTurbine_WGENT_Spd_hv: (* Generator speed *)
H (o010l GnTmpSta ST_CDC_WindTurbine _WGEN1_GnTmpSta_hy; (* Temperature measurements for generatar stator ™)
{0011 GnTmpRtr ST_CDC WindTurbine _WGENT_GnTmpRir_ty: (* Temperature measurements for generatar ratar %)
(0012 GnTmplnlet ST_CDC_WindTurbine_WGENT_GnTmplnlet_MY: (* Temperature measurements for inlet airhwater temperature at generatar *)
5 {003 {librany private}
|:| WNAEW (0014 end ST_ACSI_EndTag;
-1 WROT1 L0QTS lirary publich
i [0016{END_STRUCT
(21 WTRMI (0017 =ND TYPE
23 wWTUR1 T
B8 ST | D WindTuibine STRUCT) e
. K™ B

If you open each folder of the Logical Nodes you can see the containing Data Objects in another structure.
The variables info and end are for the internal communication. These are only relevant for the user if he
wants to do a manual copy of the created structures. They need to exist in every structure. The folder
Common Data Classes contains the attributes of the different objects.
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B e e Tl T =
BB File Edit Project Insert Extras Online Window Help _[a]x=
|
i e e A L e
00| TPE ST_CDC_WindTurhine_M/GENT_Spd_MY (* CDC: Measured value )
|| '3 Datatypes 00025 TRUCT
g @ [intemal] 0003 librany private}
o BRCD Enums oond  infa . ST_ACSI_StarTag = (2Type == eACS|_TYPE_STRUCTURE):
(20 Struets (D00 library publich
B3 WindTubine [OODB{(t. *) |
B3 LN 0007 mag : ST_IECE1850_Analoguetalue; (*~ACS|_PROP[I001]: 16#00000002)(ACSI_PROPIO00Z]: 16#40) %)
& L1 0o0E g T_ACSI_DUALITY: [+ ~[ACS_PROP[OD0T]: 16#000000023(ACS|_PROP[N00Z] 16#20)%)
oong| t T T_ACSI_TIMESTAMF: (™ [ACSI_PROP[000T]: 16#00000002) *)
B0 WONvT T [
o SWEENT 0011 units :ST_IECE1850_Unit |Unit=fvalue=elECE1850_SIUnit_MetersPerSecond)multiplier=fsalue:=elECET850_rmultiplier_NULL (*~(ACSI_F
B3 Common Data Classes 0012|{library private}
- B8 5T_COC_MwindTurbine_wGEN1_Beh|| (0013 end :ST_ACS|_EndTag:

Exemplary you can see here the attributes for the Data Object Spd (Wind Turbine Generator Speed).
Because of the comments the controller gets information as for example about Functional Constrain or
Trigger Option. But also the Default Values which has been set in the configurator will be visible. So, it is

=
=
=

B8 5T_COC_‘WindT urbine_WGEN1_GnT)

™

Hlibrary public)

B8 §T_COC_windTurbine_wGEN1_GnT|| [DOISEND_STRUCT
B8 ST_COC WindTurbine WGENT_GnT|| |DATBIEND_TPE

[t sT_coc ine WGENT_Spdl |l ol
] g7 sl WL
=03 5T_LN_WindTubine WGEN1 [STRUCTI|| g
B0 WHACT [o020|
B3 wROT1 [00z1]
EHC WTRMI L0022
B2 WTURT 0023
=2 T | 0 windTubine (STRUCT) |d024

possible to detect that Meters per second is set for the attributeunits.

e —

!Eile Edit Project Insert Extras Online Window Help

=Rl e = A e e
0o0TfAR_GLOBAL
| %Hessourcen 000Z > Server*)
B[ Bibliothek STANDARD.LIB 5.6.98 120202 4| 0003 fhIECE1850Servar :FB_IECE1850Senver:
B3 Globale Variablen [IIE|
. Globale_Wariablen DODS(™ Logical Devices )
000& [EDDevice_1 CST_LD_IEDDevice_1;
0007,
e - 0008/ DataZets *)
Alamkonfiguration 0003  DataSet ! | 5T_DataSet IEDDevice_1_XCBRI_DataSet_1:
""" % dabeitshereich 0010 DetaSet 2 -ST_DataSet_IEDDevice_1_®XCBRI1_DataSet_2:
""" (] Biblicthek s vervalter 0011 DataSet_3 - ST_DataSet_IEDDevice_1_xCBR1_DataSet_3;
----- Ef Logbuch D01ZEND_VAR
""" Steuerungskonfiguration 0013
Taskkonfiguration no14
""" Traceaufzeichhung gg:: g
Q Watch- und Rezepturvenwalter i
no18
0014
noza
o2
0oz
0023
24
0025
nneR

Global variables will be generated when you import the Export data file . The object
"TcTelecontrol_GLOBAL_VAR" will be generated and contains an instance of the FB_IEC61850Server - on
instance per Logical Device and one instance of the generated DataSets.

4.9

Scope View configuration data file

After the generation of the configuration for the IEC 61850 Server the Create Scope View Data File can be

actuated in the toolbar to create a Scope View configuration data file with all the selected attributes. The
allocation of the individual elements to the different channels will be carried out by the following dialog:

TS6511

Version: 1.1
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- -
é% Create Scope View Configuration & . . ﬂ
Net|D: 172.16.3.204.1.1 Port: 80 Instance Programname:
pal g ﬂ x Device_TEST |
B--M Scope D i i
423 Chart_1 IE Refresh Channel
-dos Aus_1 _
. 218 IEDDevice_TESTXCBR1 BlkOpn subEna fHighaste bee
i i i XCBR1.BIkOpn subEna.value i ¥CBR1.MaxOpCap subVal value DINT
|| E--Jfﬁé Pods_3 i ¥CBR1.CBOpCap subVal value DINT
EI __I B%| IEDDevice_TEST.XCER1.MaxOpCap subVal (1 XCBR1.OpCnt subVal value DINT
H 5 - i@ ¥CBR1 MaxCpCap subVal valus i ¥CBR1.BlkOpn subEna value BOOL
EI __I IEDDevice_TEST.XCER1.CEOpCap subVal
i i@ XCBR1.CBOpCap.subVal value
__I IEDDevice_TEST.XCER1.0pCnt.subVal
i i@ XCBR1.0pCrt subVal walue
H
Create Scope View Configuration File [ Ea ] [ oK ]

On the left side you can see the Scope View configuration tree with the known Scope View elements

"Scope", "Chart", "Axis" and "Channel".

On the right side you can find all the selected attributes out of the Telecontrol configuration.

To connect the attributes with a channel you need to pull the attribute by drag and drop to the corresponding
channel. The attribute will be added automatically to the channel and the channel name is going to be
adapted to the corresponding attribute. On the other hand, the channel name also can be changed manually.

To create the Scope View configuration data file you need to apply the "Create Scope View Configuration
File" button. In the dialog "save as" you can select the storage location of the data file.
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5 PLC API

The most important PLC function blocks, functions, data types and constants of the TwinCAT IEC 61850
Server are discribed in this part of the documentation. For using this elements you have to insert the
TclEC61850Server.lib in your TwinCAT PLC Control project.

Requirements

Development Environment Target PLC Library
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TclEC61850Server.Lib

5.1 TclEC61850Server

51.1 Function Blocks

5111 FB_IEC61850Server

FBE_IECK18505ERVER

—appPara;: ST_MMS_ApplicationPara systerm : ST_IED_Systemi—
—srvPara ST_MMS_ProtocolPara eState E_IED_STATER—
—pLD : DWORD
—chLD: LDINT

With this function block you can realise a Server according to the IEC 61850 standard in the TwinCAT PLC.
The connection parameters like IP-address and the application-specific parameters will be set over the input
variables appPara and srvPara.

The Server block offers two actions:

« A_INIT; At the call of this action the server changes into the INITIALIZING condition. At this phase the
internal database will be initialized (the instances of the joint data classes, attributes, logical nodes etc.
will be generated). After the initialization of the internal database the Server is in the PREOP condition.
At this condition furthermore application-dependent data classes can be generated in the database e.g.
Datasets.

* A OPERATE; The Server changes to the OPERATIONAL condition by calling this action. At this
condition the Server can connect to the Client and exchange data actively.

VAR_INPUT
VAR INPUT
appPara : ST MMS ApplicationPara; (* Application parameter *)
srvPara : ST _MMS ProtocolPara; (* Communication parameter *)
pLD : DWORD := 0; (* Pointer to logical device node *)
cbLD : UDINT := 0; (* Byte size of logical device node *)
END_VAR

appPara: Application-specific configuration parameters [P 47] (MMS and IEC 61850 parameter).

srvPara: Parameters [P 47] that basically affect the configuration of the communication stack beneath MMS.

pLD: Pointer (address) on the instance of the structure with the model description of the logical device (LD).
The address can be determined with the ADR operator.
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cbLD: Size of the byte of the structure with the model description of the logical device (LD). The size of the
byte can be determined with the SIZEOF operator.

VAR _OUTPUT

VAR _OUTPUT
system : ST IED System;
eState : E_IED STATE;
END VAR

system: System [P 46] variable.
eState : Device status [P 45].

Example:

You can find further examples including every source under: Examples [P 61].
PROGRAM MAIN

VAR

bInit : BOOL := TRUE;

bOperate : BOOL := TRUE;

bServer : FB IEC61850Server := ( srvPara := ( sHost := '127.0.0.1', (* change the IP-
Address to meet your needs *)

debug := ( bError := TRUE, bLog := TRUE ) ) ); (* Server instance *)

fbChange : FB_ACSI ChangePresence; (* This function block changes the mandatory/
optional presence parameter *)

Relay : ST LD Relay; (* Our logical device ¥*)
END VAR
IF bInit THEN
bInit := FALSE;
fbServer.appPara.bAccessCtrl := FALSE; (* TRUE = Use access control/
authentication, FALSE = Don't use access control/authentication *)
(* first user *)
fbServer.appPara.accessCtrl[1l] .bAuthentication := TRUE; (* TRUE = access control/
authentication for this user enabled, FALSE = Disabled *)
fbServer.appPara.accessCtrl[1l].authentMechanism := '2.2.3.1"';
fbServer.appPara.accessCtrl[1l] .authentPassword := 'PASSWORD';
(* second user ¥*)
fbServer.appPara.accessCtrl[2] .bAuthentication := TRUE;
fbServer.appPara.accessCtrl[2] .authentMechanism := '2.2.3.1"';
fbServer.appPara.accessCtrl[2] .authentPassword := 'OTHER';
(* at this point you can change the presence of some attributes... *)

(* change presence of some attributes *)

(* fbChange ( pDO := ADR( Relay.LLNO.Loc.subEna ), cbDO := SIZEOF( Relay.LLNO.Loc.subEna ), bPr
esence := TRUE );*) (* change to mandatory *)
(* fbChange ( pDO := ADR( Relay.LLNO.Loc.t ), cbDO := SIZEOF( Relay.LLNO.Loc.t ), bPresence :=

FALSE );*) (* change to optional *)

fbServer.A INIT( pLD := ADR( Relay ), cbLD := SIZEOF( Relay ) );
END IF

IF bOperate THEN(* switch to oparating state *)
IF fbServer.eState = eIED STATE PREOP THEN

bOperate := FALSE;
(* at this point you can configure your data sets...¥*)
fbServer.A OPERATE ( pLD := ADR( Relay ), cbLD := SIZEOF( Relay ) );
END IF
END IF
fbServer ( pLD := ADR( Relay ), cbLD := SIZEOF( Relay ) );
Requirements
Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (X86, ARM) TclEC61850Server.Lib
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51.2 Functions

5.1.21 F_GetVersionTclEC61850Server

F_GETYERSIONTCIECETG505ERVER

—nversionElement : INT F_GetversionTclECE18505erver : UINT—

With this function it is possible to read information of the version from the PLC library.

FUNCTION F_GetVersionTclEC61850Server: UINT

VAR INPUT
nVersionElement : INT;
END VAR

nVersionElement : Version element, that should be read. Possible parameters:
* 1 : major number;
e 2 : minor number;
» 3 : revision number;

Requirements

Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcIEC61850Server.Lib
5.1.3 Data types

5.1.3.1 E_IED_STATE

Operating mode of the server.

TYPE E_IED STATE :
(
eIED STATE IDLE := O,
eIED STATE INITIALIZING,
eIED STATE PREOP,
eIED STATE OPERATIONAL,
eIED STATE STOPPING

)i
END_TYPE

The server is in the IDLE state after the server-code has been downloaded onto the target device and none
of the server-actions (A_INIT oder A_OPERATE) have been called.

At the call of the action A_INIT the server changes into the INITIALIZING state. In this phase the internal
database will be initialized (the instances of the common data classes, attributes, logical nodes, ... will be
generated). After that the server changes into the PREOP state. In this state more application-dependent
data classes can be generated in the database, for example data sets. When all of the data sets have been
configurated the OPERATIONAL state can be changed by calling the action A_ OPERATE. In this state the
server can build a connection to the client and can change data actively.

Requirements
Development environment Target system PLC libraries to be included
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcIEC61850Server.Lib
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5.1.3.2 ST_IED_System
TYPE ST IED System :
STRUCT
vmd : ST MMS VMD;
END_STRUCT
END_TYPE

vmd: This structure [P 50] represents the VMD-Object (Virtual Manufacturing Device).

Requirements
Development environment Target system PLC libraries to be included
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TclEC61850Server.Lib

5.2 TcMMS

5.21 Functions

5.21.1 F_GetVersionTcMMS

F_GetVersionTcHMS
nVersionElenent —

With this function versioninformation of the PLC-library can be readout.

FUNCTION F_GetVersionTcMMS : UINT

VAR INPUT
nVersionElement : INT;
END VAR

nVersionElement : Versionelement, that should be readout. Possible Parameters:
* 1 : major number;
* 2 : minor number;
* 3 : revision number;

Requirements

Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib
5.2.2 Data types

5.2.21 E_MMS_Environment

TYPE E MMS Environment:
(
eMMS Environment None := O,
eMMS Environment Establishing,
eMMS Environment Running,
eMMS Environment Relinquishing
)
END TYPE

This variable delivers the status of the MMS-environment.
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eMMS_Environment_None: MMS-environment is in inactive status.
eMMS_Environment_Establishing: MMS-environment is set up right now.
eMMS_Environment_Running: MMS-environment is active (MMS-services can be executed)

eMMS_Environment_Relinquishing: MMS-environment will be break down.

Requirements
Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib
5.2.2.2 ST_MMS_ApplicationPara
TYPE ST MMS ApplicationPara :
STRUCT
(* Default mms settings *)
maxPDUsize : UDINT := 65000;
localDetail : DINT := 65000;
maxServOutCalling : INT := 10;
maxServOutCalled : INT := 10;
services : ST MMS ServiceSupportOptions; (* Default supported services ¥*)
parameters : ST _MMS ParameterSupportOptions; (* Default parameter support CBB *)
nestinglLevel : SINT 5; (* Default nesting level *)
(* authentication / access control *)
bAccessCtrl : BOOL := FALSE; (* Access control: TRUE = enabled, FALSE = disabled *)
accessCtrl : ARRAY[1..MAX MMS ACCESS CONTROL USERS] OF ST MMS AccessControl;
END_STRUCT
END TYPE

maxPDUsize: max. Byte length of the PDU (protocol data unit)
localDetail: Local detail called.
maxServOutCalling: max. authorised number of unconfirmed MMS-services at the calling system.

maxServOutCalled: max. authorised number of unconfirmed MMS-services at the called system.

services: Supported MMS-services [P 49].

parameters: Supported CBB-parameters [P_50].

nestingLevel: max. interlacing depth of the MMS-object data.

bAccessCtrl: Activates/deactivates the authentication over a password. If this variable is set at the

connection establsihment the configuration settings in the array variable "accessCtrl" are getting proofed.

accessCtrl: User-access [P 49] and -configuration settings. Every array element equates a user, so it is

possible to configurate MAX MMS ACCESS CONTROL USERS [r 53]

Requirements

Ddevelopment environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib
5.2.2.3 ST_MMS_ProtocolPara

MMS communication parameters.

TYPE ST _MMS ProtocolPara:

STRUCT
sSrvNetID : T AmsNetID := ''; (* TwinCAT TCP/

IP Connection Server network address (default = empty string) *)
bClient : BOOL := FALSE;

(* TRUE => act as client, FALSE => act as server (reserved for future use) *)
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sHost : T IPv4Addr := '127.0.0.1'; (* If client => remote address, if server => lo
cal address. String containing an (Ipv4) internet protocol dotted address. ¥*)

nPort : UDINT := 102; (* If client => remote internet protocol (IP) port, if serve
r => local listener port (default 102) *)

nMode : DWORD := 16#80000001;

(* Additional (optional) parameters e.g. bit 31 = CONNECT MODE ENABLEDBG, bit 0 = LISTEN MODE CLOSEA
LL *)

eAccept : E SocketAcceptMode := eACCEPT ALL; (* Connection accept flags (server only) *)
local AP title : STRING := '1.1.1.999.1';
local AE qualifier : UDINT := 12;
local T selector : STRING := '0O0 01'; (* local-transport-selector ¥*)
local S selector : STRING := '00 01'; (* local-session-selector ¥*)
local P selector : STRING := '00 00 00 O1'; (* local-presentation-selector *)
remote AP title : STRING := '1.1.1.999';
remote AE qualifier : UDINT := 12;
remote T selector : STRING := '00 01'; (* remote-transport-selector *)
remote S selector : STRING := '00 01'; (* remote-session-selector *)
remote P selector : STRING := '00 00 00 Ol'; (* remote-presentation-selector *)

eTPDUsize : E_COTP_DUsize := eCOTP_DUsize 1024;
debug : ST_MMS DebugPara;

END STRUCT

END TYPE

sSrvNetID: The network address of TwinCAT TCP/IP Connection Server (default = empty string);

bClient: Reserved and not used. If set, then the device acts as client. If not set than as server (default =
FALSE);

sHost: Local IPv4 server host address as string (default ='127.0.0.1" = loopback address);
nPort: Local server port address (default = 102);

nMode: Additional (optional) parameters (default = CONNECT_MODE_ENABLEDBG OR
LISTEN_MODE_CLOSEALL):

» Bit 31: Enables/disables socket creation/release debug messages (use the constant
CONNECT_MODE_ENABLEDBG to mask/set this bit);

+ Bit 0: Enables/disables the automatic close of old connections/sockets on PLC start (user the constant
LISTEN_MODE_CLOSEALL to mask/set this bit);

« All other bits are reserved.

eAccept: Reserved and not used. Server only: connection accept flags (default = eACCEPT_ALL = accept
all incoming connections);

local_AP_title: ACSE AP-Title of this device as string (default = '1,1,1,999.1");
local_AE_qualifier: ACSE AE-Qualifier of this device (default = 12);

local_T_selector: Local TSAP-Address as string (TSAP = Transport Service Access Point, default = '00
01');

local_S_selector: Local SSAP-Address as string (SSAP = Session Service Access Point, default = '00 01');

local_P_selector: Local PSAP-Address as string (PSAP = Presentation Service Access Point, default = '00
00 00 01');

remote_AP_title: ACSE AP-Title of remote device as string (default = '1,1,1,999');
remote_AE_qualifier: ACSE AE-Qualifier of remote device (default = 12);

remote_T_selector: Remote TSAP-Address as string (TSAP = Transport Service Access Point, default =
'00 01');

remote_S_selector: Remote SSAP-Address as string (SSAP = Session Service Access Point, default = '00
01');

remote_P_selector: Remote PSAP-Address as string (PSAP = Presentation Service Access Point, default =
'00 00 00 01";
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eTPDUSize: Max. byte length [P 52] of the transport layer data segment ( default = eCOTP_DUsize_1024 =
1024 byte );

debug: This structure [»_51] configures the behavior of debug messages. The member variables are
enabling/disabling logging of debug messages to the TwinCAT System Manager Logview.

Requirements

Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib
5.224 ST_MMS_AccessControl
TYPE ST MMS AccessControl :
STRUCT
(* authentication *)

bAuthentication : BOOL := TRUE; (* Authentication: TRUE = enabled, FALSE = disabled *)

authentMechanism : STRING := '2.2.3.1'; (* Authentication mechanism: (joint-iso-
ccitt.2.3.1) = 52 03 01 hex *)

authentPassword : STRING (MAX MMS PASSWORD LENGTH) := 'PASSWORD';

(* Authentication password *)

services : ST _MMS ServiceSupportOptions; (* Supported services *)
parameters : ST MMS ParameterSupportOptions; (* Parameter support CBB *)
nestingLevel : SINT := 5; (* Nesting level *)

END_ STRUCT

END_TYPE

bAuthentication: The authentication-settings are activated for this user if the parameter is set on TRUE.
Over this parameter you can temporary deactivate the access for some users.

authentMechanism: Authentication-Mechanism (default = "2.2.3.1").
authentPassword: Authentication-Password [P 53] (default = "PASSWORD").
services: Supported MMS-Services [P 49].

parameters: Supported CBB-Parameter [P 50].

nestingLevel: Max. permitted interlacing-depth of the MMS-Variables (default = 5).

Requirements

Development environment Target system PLC libraries to include

TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib

5.2.2.5 ST_MMS_ServiceSupportOptions

TYPE ST MMS ServiceSupportOptions:

STRUCT
status : BOOL := TRUE;
getNameList : BOOL := TRUE;
identify : BOOL := TRUE;
read : BOOL := TRUE;
write : BOOL := TRUE;
getVariableAccessAttributes : BOOL := TRUE;
defineNamedVariableList : BOOL := TRUE;
getNamedVariableListAttributes : BOOL := TRUE;
deleteNamedVariableList : BOOL := TRUE;
getDomainAttributes : BOOL := TRUE;
kill : BOOL := FALSE;
readJournal : BOOL := TRUE;
writeJournal : BOOL := TRUE;
initializeJournal : BOOL := TRUE;
reportJournalStatus : BOOL := TRUE;
getCapabilityList : BOOL := TRUE;
FILEOPEN : BOOL := TRUE;
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FILEREAD : BOOL := TRUE;

FILECLOSE : BOOL := TRUE;

fileRename : BOOL := FALSE;

fileDelete : BOOL := TRUE;

fileDirectory : BOOL := TRUE;

unsolicitedStatus : BOOL := TRUE;

informationReport : BOOL := TRUE;

conclude : BOOL := TRUE;

cancel : BOOL := TRUE;
END_ STRUCT
END_TYPE
Requirements
Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib
5.2.2.6 ST_MMS_ParameterSupportOptions

Parameters that will be negotiated between the two communication partners during the connection
establishment (Association).

TYPE ST MMS ParameterSupportOptions:
STRUCT

strl : BOOL := TRUE;
str2 : BOOL := TRUE;
vnam : BOOL := TRUE;
valt : BOOL := TRUE;
vlis : BOOL := TRUE;
END_STRUCT
END TYPE

str1: When this is set the device supports the Array-Type-ldentifier for the type-description of the Array-
Variables.

str2: When this is set the device supports the Structure-Type-Identifier for the type-description of the
structured variable.

vham: When this is set the device supports the named-access in variableSpecification.

valt: When this is set the device supports the so-called AlternateAccess. Indicated access to Array-Elements
(INDEX or INDEX-RANGE).

vlis: When this is set the device supports the variableListName in variableAccessSpecification.

Requirements
Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib
5.2.2.7 ST_MMS_VMD
TYPE ST MMS VMD :
STRUCT
vendorName : T MaxString := 'BECKHOFF';
mode1Name : T MaxString := 'TwinCAT IEC 61850 Server';
revision : T MaxString := '1.0.0';
Associations : ARRAY[1..MAX MMS APPLICATION ASSOCIATIONS] OF ST MMS ApplicationAssociation;
errors : FB_MMS ErrorFifo;
nAllocLoad : UDINT := 0;
END STRUCT
END TYPE

vendorName: VMD-Name of manufacturer.

modelName: VMD-Name of model.
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revision: VMD-Version number as a String.

Associations: A list of the application-associations [P 53]. An application-association [» 51] describes a
client-server-connection (mapping). At the setting up of a new connection an unused array-element is
assigned to the new connection. The application-association-structure variable provides status information of
the association.

errors: Error-Fifo.
logs: Log-Fifo.

nAllocLoad: Percentage filling status of the MMS-object database.

Requirements
Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib
5.2.2.8 ST_MMS_ApplicationAssociation
TYPE ST MMS ApplicationAssociation :
STRUCT
aaldentifier : UDINT := 0;
authentPassword : STRING(MAX MMS PASSWORD LENGTH) := '';
services : ST MMS ServiceSupportOptions;
parameters : ST MMS ParameterSupportOptions;
nestingLevel : SINT := 0;
bAuthentUser : BOOL := FALSE;
(* TRUE = User with authentication, FALSE = User without authentication *)
eEnvironment : E_ MMS Environment := eMMS Environment None;
END_STRUCT
END TYPE

aaldentifier: Application-Association-ldentifier.
authentPassword: Authentication-password [P _53].

services: Supported MMS-services [P 49].
parameters: Supported MMS-CBB-parameters [P 50].

nestingLevel: max. interlacing-depth of the MMS-data structure.

bAuthentUser: This variable is set TRUE if you used an authentication-password at the buildup of the
application-association

eEnvironment: Status of the MMS- runtime environment [P 46].

Requirements

Deveopment environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib
5.2.2.9 ST_MMS_DebugPara
TYPE ST MMS DebugPara :
STRUCT
bError : BOOL := FALSE; (* Enable/disable error messages. *)
bLog : BOOL := FALSE; (* Enable/disable log messages. *)
mms : ST ProtocolDebugPara;
ulosi : ST _ProtocolDebugPara;
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cotp : ST ProtocolDebugPara;
END_STRUCT
END_TYPE

bError: Activates / deactivates the output of error messages in the TwinCAT System Manager logger-view-
window.

bLog: Activates / deactivates the output of log messages (information, warnings) in the TwinCAT System
Manager logger-view-window.

mms: This structure [P_52] contains the configuration parameters for the debug output of the MMS-layer.

ulosi: This structure contains the configuration parameters for the debug outout of the upper-layer-OSlI-layer
(ACSI, Presentation, Session).

cotp: This structure contains the configuration parameters for the debug output of the transport-layer.

Requirements

Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib

5.2.2.10 ST_ProtocolDebugPara

TYPE ST ProtocolDebugPara:

STRUCT
eTx : E DbgDirection := eDbgDirection OFF; (* Enable/disable debug output of data-requests. *)
eRx : E DbgDirection := eDbgDirection OFF; (* Enable/disable debug output of data-
indications. *)
eCtrl : E DbgDirection := eDbgDirection OFF; (* Enable/
disable debug output of connection control events/actions. *)
END_STRUCT
END TYPE

eTx : Activates the output of the outgoing telegrams.
eRx : Activates the output of the incoming telegrams.

eCtrl :Activates the output of the control news.

Requirements

Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib

5.2.2.11 E_COTP_DUsize

TYPE E7COTP7DUSize:

(
eCOTP_DUsize Unused := 0, (* *)
eCOTP_DUsize 128 : (* 128 byte (default) ¥*)
eCOTP_DUsize 256 : (* 256 byte *)
eCOTP_DUsize 512 : (* 512 byte *)
eCOTP DUsize 1024 : 0, (* 1024 byte ¥*)
eCOTP_DUsize 2048 : 1, (* 2048 byte *)
eCOTP DUsize 4096 2, (* 4096 byte *)
eCOTP DUsize 8192 : 3, (* 8192 byte *)
eCOTP DUsize 16384 := 14, (* 16384 byte *)
eCOTP_DUsize 32768 15 (* 32768 byte *)

o
[ee)

)
END TYPE

Larger data files will be segmented from the transport layer. This variable configures the maximum length of
a data segment.
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Requirements

Development environment Target system PLC-libraries to be included
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcRFC1006.Lib

5.2.3 Constants

5.2.3.1 MMS constants

Value Value Description
MAX_MMS_APPLICATION_ASSOCIATION |1 Maximum amount of coexistent active

S Application-Associations.
MAX_MMS_PASSWORD_LENGTH 10 Maximum length of the authentication-password.
MAX_MMS_ACCESS_CONTROL_USERS |4 Maximum amount of the user account.
Requirements

Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcMMS.Lib

5.3 TcACSI

5.3.1 Function blocks

5.3.1.1 FB_ACSI_CreateDataSetFromCSV
FB_ACS|l CreateDataSetFromCsy

—s05Ref eError

—pList

—chList

—dhb &

With this function block DataSets for the IEC 61850/61400-25 can be generated. The generation of the
DataSets only can be done after the completion of the initialization of all of the Logical Devices.

VAR_IN_OUT

VAR IN OUT
db : T HACSIDB; (* ACSI configuration database *)
END VAR

db: Is the database of the IEC-Server

VAR_INPUT

VAR INPUT
sDSRef : T MaxString := ''; (* data-set reference string (data-set name) *)
pList : DWORD := 0; (* Adress of data-set member list (CSV-String) *)
cbList : UDINT := 0; (* Byte size of data-set member list (CSV-String) *)

END VAR

sDSRef: Names all DataSet references of the corresponding DataSet-instance.

pList: Pointer (address) onto the list of the structure of the DataSet-instance. The address can be found out
with the help of the ADR-Operator.
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cbList: Length of the list of the DataSet-instance.

VAR_OUTPUT
VAR_OUTPUT

eError : E ACSI ServiceError := eACSI ServiceError Success;
END_VAR

eError: Give-back parameter. See E ACSI ServiceError [P 58]

Example:

In the following example the generation of the DataSet that is applied in the TcTelecontrol for the IEC-server
is shown

PROGRAM MAIN
VAR
fbCreateDataSet : FB_ACSI_CreateDataSetFromCSV; DataSet_ 1 : ST DataSet IEDDevice XCBR1 DataSet 1
; (* Your configured DataSet from TcTelecontrol ¥*)
END VAR

(* create DataSet *)
fbCreateDataSet (sDSRef := DataSet 1.sDSRef, pList := ADR(DataSet 1.sList), cbList := LEN(DataSet 1.s
List) +1, db := fbIEC61850Server.system.db, eError =>errlD);

Requirements

Development environment Target system PLC-libraries to be included
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcACSI.Lib
5.3.1.2 Event Detection FUNCTION_BLOCKS

This function blocks will be used to detect value changes at the variables of an IEC-server. Different events
can be detected at a variable. The block can also be used to send a reporting frame to a client.
Therefore the corresponding variables in a Report Control Block need to be available as a reference.

This form of function blocks exists for every IEC-data type in the TcCACSI.lib. As the function blocks only differ
from this data type there is an overview of the function blocks on this page where some of them are
described.

Every function block offers three actions:

» A_SetValue: Sets a value in the IEC data structure and informs the server-block that the value of a
data attribute has been described with a new or the same value (UPDATE or CHANGE). That is the
only way how the server block can detect that he needs to generate a reporting for this data attribute. A
reporting only can be generated if this attribute has been configurated in the corresponding dataset of
the Report-Control-Block.

« A_GetEvent: Identifies if a client has changed or read a data attribute in the IEC-data structure. Now
these events can be detected: ACSI_EVENT_WRITE, ACSI_EVENT_READ, ACSI_EVENT_UPDATE,
ACSI_EVENT_CHANGE. A_GetEvent is used in combination with A_ClearEvent.

* A_ClearEvent: Sets back a detected event, so that the next change can be detected.

A_SetValue A_GetEvent A_ClearEvent
value, bits, or octets The new attribute value |Is not used Is not used
that should be written
event_ctrl Reserved for future Is not used Defines which event
applications and should should be resetted/
be accepted. Multiple events
zero (0 can be resetted with one
©) call. The following values
can be "wired-OR":
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A_SetValue

A_GetEvent

A_ClearEvent

ACSI_EVENT_WRITE,
ACSI_EVENT_READ,
ACSI_EVENT_UPDATE,
ACSI_EVENT_CHANGE.
To set back all the values
at the same time you can
use the value
OxFFFFFFFF.

applications and is not
used now

applications and is not
used now

event_ind This variable is a bitmask. |This variable is a bitmask. |This variable is a bitmask.
Every bit is equivalent to |Every bit is equivalent to |Every bit is equivalent to
an event. An event an event. An event an event. An event
applies when the applies when the applies when the
corresponding bit will be  |corresponding bit will be |corresponding bit will be
set. set. set.

event_cnf Reserved for future Reserved for future Reserved for future

applications and is not
used now

Function blocks with interface "value":

FB _ACSI _BOOLEAN = BOOLEAN
FB ACSI INT8 > INT8

FB ACSI INT16 = INT16

FB ACSI_INT32 > INT32

FB ACSI INT64 > INT64

FB ACSI INT128 > INT128

FB ACSI UINTS = UINTS8

FB ACSI UINT16 = UINT16

FB ACSI UINT32 = UINT32

FB ACSI UINT64 = UINT64

FB ACSI UINT128 > UINT128

FB ACSI FLOAT32 = FLOAT32

FB ACSI FLOAT64 = FLOATG64

FB ACSI_ENUMERATED = ENUMERATED

FB ACSI VISIBLESTRING255 = VISIBLESTRING255
FB ACSI UNICODESTRING255 = UNICODESTRING64
FB ACSI ENTRYTIME = ENTRYTIME

FB ACSI TIMESTAMP = TIMESTAMP

FB ACSI ENTRYID = ENTRYID
FB_ACSI_QUALITY > QUALITY

FB ACSI TRIGGERCON = TRIGGERCON
FB_ACSI OPTIONFLDS = OPTIONFLDS

Function block FB_ACSI BOOLEAN:

FE_ACSI_BOOLEAM
—{ensent_ctrl bOk—
—fvalue erent_ind—
—{attr &= evvent_chfl—

Fig. 1: TcPIcLibACSI_FB_ACSI_BOOLEAN

VAR_IN_OUT

VAR _IN_OUT
attr

: T ACSI |

BOOLEAN;

(* ACSI attribute;

attr: Is the attribute of the IEC-standard from the corresponding data type.

It depends on the data type *)END VAR
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VAR_INPUT
VAR INPUT
event ctrl : DWORD := 1l6#FFFFFFFF;
(* Event control mask (used by A ClearEvent), default: clear all events ¥*)
value : BOOL; (* New value to set; The data type depends on the Function Block *)
END VAR

event_ctrl: See chart above.

value: See chart above.

VAR_OUTPUT

VAR OUTPUT
bOk : BOOL; (* TRUE = Success, FALSE = Access failed *)
event ind : DWORD := 16#00000000;

(* Event indication bits, bit set => event indication, bit reset => no event indication *)
eventicnf : DWORD := 1l6#FFFFFFFF;

(* Event confirmation bits, bit set => event confirmed, bit reset => waiting for event confirmation
&

EI)\IDi\/AR

bOk: If this value is TRUE, no errors appeared, and the editing can go on. If it is FALSE an error exists.
event_ind: See chart above.

event_cnf: See chart above.

Example:

In the following example the use of A_SetValue, A_GetEvent and A_ClearEvent will be shown.
PROGRAM MAIN

VAR

dataCtrl : ST ACSI DATACTRL; bValue : T ACSI BOOLEAN; (* Value from the data type BOOLEAN *)
END VAR
————————————————————— (* Read Value *)
ctrl.BOOLEAN.A GetEvent (attr := IEDRelay.XCBR1.BlkCls.stVal, event ctrl := 0);
IF ctrl.BOOLEAN.bOk THEN (* Detect when value is written (check the event ind bits )*)IF (ctrl.BOOL
EAN.event ind AND ACSI EVENT WRITE) = ACSI EVENT WRITE THEN

write bool counter := write bool counter + 1;
END IF(* Detect when value is read (check the event ind bits) *)IF (ctrl.BOOLEAN.event ind AND A
CSI EVENT READ) = ACSI EVENT READ THEN

read bool counter := read bool counter + 1;
END IF(* clear events (is necessary to detect the next event)¥)
ctrl.BOOLEAN.A ClearEvent (attr := IEDRelay.XCBR1.BlkCls.stVal, event ctrl := ACSI_EVENT WRITE OR

ACSI_EVENT READ); (* clear read and write events *)END IF

————————————————————— (* Write value ¥*)

dataCtrl.BOOLEAN.A SetValue (attr :=IEDDevice.XCBR1l.SumSwARs.actVal, value := bValue.value, event ctr
1 :=0);

Function block with Interface "bits":

FB_ACSI_ CODEDENUMS = CODEDENUMS8

FB_ACSI_ CODEDENUM16 = CODEDENUMI1 6
FB_ACSI_ CODEDENUM32 = CODEDENUM32
FB ACSI CODEDENUM64 = CODEDENUM64
FB ACSI CODEDENUM128 = CODEDENUM128

Function block FB_ACSI CODEDENUMS:

FB_ACS_CODEDEMUNME
—{emsent_cttl bk -
—hits event_ind-
—attr = event_cnf-
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VAR_IN_OUT

VAR IN OUT
attr : T ACSI CODEDENUM8; (* ACSI attribute; It depends on the data type *)END VAR

attr: Is the attribute of the IEC-standard from the corresponding data type.

VAR_INPUT

VAR INPUT
eventictrl : DWORD := 16#FFFFFFFF;
(* Event control mask (used by A ClearEvent), default: clear all events ¥*)

bits : ARRAY[0..0] OF BYTE := 1(0); (* New value to set; The data type depends on the Fun
ction Block *)
END VAR

event_ctrl: See chart above.

bits: See chart above.

VAR_OUTPUT

VAR OUTPUT
bOk : BOOL; (* TRUE Success, FALSE = Access failed *)
event ind : DWORD := 16#00000000;

(* Event indication bits, bit set => event indication, bit reset => no event indication *)
event cnf : DWORD := 16#FFFFFFFF;

(* Event confirmation bits, bit set => event confirmed, bit reset => waiting for event confirmation
*)
END VAR

bOk: If this value is TRUE, no errors appeared, and the editing can go on. If it is FALSE an error exists.
event_ind: See chart above.
event_cnf: See chart above.

Function block with Interface "octets":

FB ACSI OCTETSTRINGS = OCTETSTRINGS

FB ACSI_ OCTETSTRING16 => OCTETSTRING16
FB ACSI OCTETSTRING32 > OCTETSTRING32
FB ACSI_ OCTETSTRING64 = OCTETSTRING64

Function block FB_ACSI OCTETSTRINGS:

FE_ACS_OCTETETRIMNGE
—{envent_cirl bOk—
—octets event_ind—
—aftr & enent_cnf—
VAR_IN_OUT
VAR IN OUT
attr : T ACSI OCTETSTRING8; (* ACSI attribute; It depends on the data type *)END VAR

attr: Is the attribute of the IEC-standard from the corresponding data type.

VAR_INPUT

VAR INPUT
event ctrl : DWORD := 16#FFFFFFFF;

(* Event control mask (used by A ClearEvent), default: clear all events ¥*)
octets : ARRAY[0..7] OF BYTE := 8(0);

(* OCTETS: 8 byte; New value to set; The data type depends on the Function Block *)
END VAR

event_ctrl: See chart above.

bits: See chart above.
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VAR _OUTPUT

VAR OUTPUT
bOk : BOOL; (* TRUE = Success, FALSE = Access failed *)
event ind : DWORD := 16#00000000;

(* Event indication bits, bit set => event indication, bit reset => no event indication *)
event cnf : DWORD := 16#FFFFFFFF;

(* Event confirmation bits, bit set => event confirmed, bit reset => waiting for event confirmation
gl)qD_VAR

bOk: If this value is TRUE, no errors appeared, and the editing can go on. If it is FALSE an error exists.
event_ind: See chart above.

event_cnf: See chart above.

Requirements

Development environment Target system PLC libraries to be included
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcACSI.Lib
5.3.2 Functions

5.3.21 F_GetVersionTcACSI

F_GetVersionTcACSI
nVersionElemnent —

With this function versioninformation of the PLC-library can be readout.

FUNCTION F_GetVersionTcACSI : UINT

VAR _INPUT
nVersionElement : INT;
END VAR

nVersionElement : Version element, that should be readout. Possible parameter:

* 1 : major number;
e 2 :minor number;
* 3 :revision number;

Requirements

Development environment Target system PLC libraries to include
TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcACSI.Lib
5.3.3 Data types

5.3.31 E_ACSI_ServiceError

ACSI service errors

Constant Value Description
eACSI_ServiceError_Success 0x0000 No error
eACSI_ServiceError_InstanceNotAvailable 0x8500 Instance not available
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Constant Value Description
eACSI_ServiceError_InstancelnUse 0x8501 Instance in use
eACSI_ServiceError_AccessViolation 0x8502 Access violation
eACSI_ServiceError_AccessNotAllowedInCurrentS |0x8503 Access is not allowed in the current

tate state
eACSI_ServiceError_ParameterValuelnappropriate |0x8504 Parameter value is not qualified
eACSI_ServiceError_ParameterValuelnconsistent |0x8505 Parameter value is inconsequent
eACSI_ServiceError_ClassNotSupported 0x8506 Class is not supported
eACSI_ServiceError_InstanceLockedByOtherClient|0x8507 Instance is blocked by another client
eACSI_ServiceError_ControlMustBeSelected 0x8508 Service must be selected
eACSI_ServiceError_TypeConflict 0x8509 Type conflict
eACSI_ServiceError_FailedDueToCommunications|0x850A Failed because of limitation in the
Constraint communication
eACSI_ServiceError_FailedDueToServerConstraint|0x850B Failed because of limitation in the server

Requirements

Development environment

Target system

PLC-libraries to include

TwinCAT v2.10.0 Build >= 1340

PC or CX (x86, ARM)

TcACSI.Lib

5.3.3.2

ST_ACSI_DATACTRL

The structure DATACTRL contains function blocks for all IEC-data types to accomplish a control of value
changes. These can be used for the realization of the reporting functionality.

TYPE ST ACSI StartTag: (* ACSI-Type start delimiter *)

STRUCT
BOOLEAN FB ACSI BOOLEAN;
INTS FB ACSI INTS8;
INT16 FB ACSI INT16;
INT32 FB ACSI INT32;
INT64 FB ACSI INT64;
INT128 FB ACSI INT128;
UINTS FB ACSI UINTS;
UINT16 FB ACSI UINT16;
UINT32 FB ACSI UINT32;
UINT64 FB ACSI UINT64;
UINT128 FB ACSI UINT128;
FLOAT32 FB ACSI FLOAT32;
FLOAT64 FB ACSI FLOAT64;
ENUMERATED FB ACSI ENUMERATED;
CODEDENUMS8 FB_ACSI_CODEDENUMS;
CODEDENUM1 6 FB ACSI CODEDENUMI6;
CODEDENUM32 FB ACSI CODEDENUM32;
CODEDENUM64 FB ACSI_CODEDENUM64;
CODEDENUM128 FB ACSI CODEDENUMI128;
OCTETSTRINGS FB ACSI OCTETSTRINGS;
OCTETSTRING16 FB ACSI OCTETSTRING16;
OCTETSTRING32 FB ACSI OCTETSTRING32;
OCTETSTRING64 FB ACSI OCTETSTRING64;
VISIBLESTRING255 : FB ACSI VISIBLESTRING255;
UNICODESTRING64 FB ACSI UNICODESTRING255;
ENTRYTIME FB ACSI ENTRYTIME;
TIMESTAMP FB ACSI TIMESTAMP;
ENTRYID FB _ACSI ENTRYID;
QUALITY FB ACSI QUALITY;
TRIGGERCON FB_ACSI TRIGGERCON;
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OPTIONFLDS

END_STRUCT
END_TYPE

FB ACSI OPTIONFLDS;

Requirements

Development environment

Target system

PLC libraries to be included

TwinCAT v2.10.0 Build >= 1340

PC or CX (x86, ARM)

TcACSI.Lib

5.3.4

5.3.4.1

Constants

ACSI constants

ACSI-Objectdatabase-Parameter

Constant

Value Description

MAX_ACS|_OBJECTNODE_ALLOC

30000

Max. number of the objects that are available

MAX_ACSI_OBJECTNAME_LENGTH 31

Max. Object name-String length (symbols)

Functional Constraints bit mask

All functional constraints of the basic norm IEC 61850 were implemented in the TwinCAT PLC as a constant
of the ACSI Library.

ACSI_FC_ST :DWORD := 16#00000001; (* Status information (use of FC in the definition of DATA) *)
ACSI_FC MX :DWORD := 16#00000002; (* Measurands (analogue values) (use of FC in the definition of DA
TA) *)

ACSI_FC _CO :DWORD := 16#00000004; (* Control (use of FC in the definition of DATA) *)

ACSI_FC_SP :DWORD := 16#00000008; (* Setpoint (use of FC in the definition of DATA and control block
s) *)

ACSI_FC_ SV :DWORD := 16#00000010; (* Substitution (use of FC in the definition of DATA)

ACSI_FC _CF :DWORD := 16#00000020; (* Configuration (use of FC in the definition of DATA)

ACSI_FC_DC :DWORD := 16#00000040; (* Description (use of FC in the definition of DATA) *)

ACSI_FC_SG :DWORD := 16#00000080; (* Setting group (use of FC in the definition of DATA)

ACSI FC _SE :DWORD := 16#00000100; (* Setting group editable (use of FC in the definition of DATA) ¥*)
ACSI_FC_EX :DWORD := 16#00000200; (* Extended definition (use of FC in the definition of DATA) *)
ACSI_FC_BR :DWORD := 16#00000400; (* Buffered report (-

> Reserved for control classes and use of the FC in the definition of control blocks) *)

ACSI_FC_RP :DWORD := 16#00000800; (* Unbuffered report (-

> Reserved for control classes and use of the FC in the definition of control blocks) *)

ACSI FC_LG :DWORD := 16#00001000; (* Logging (-

> Reserved for control classes and use of the FC in the definition of control blocks) *)

ACSI_FC GO :DWORD := 16#00002000; (* Goose control (-

> Reserved for control classes and use of the FC in the definition of control blocks) *)

ACSI_FC_GS :DWORD := 16#00004000; (* Gsse control (-

> Reserved FOR control classes AND use OF the FC in the definition OF control blocks) *)

ACSI_FC MS :DWORD := 16#00008000; (* Multicast sampled value control (-

> Reserved for control classes and use of the FC in the definition of control blocks) *)

ACSI_FC US :DWORD := 16#00010000; (* Unicast sampled value control (-

> Reserved for control classes and use of the FC in the definition of control blocks) *)

ACSI _FC XX :DWORD := 16#00020000; (* Shall represent all DataAttributes of a Data of any FC. "XX" sh
all not used as value in DataAttributes *)

Trigger Options bit mask

(* ACSI TrgOp_ rsv DWORD := 16#80; reserved *)

ACSI TrgOp_ dchg DWORD := 16#40; (* data-change *)

ACSI TrgOp qgchg DWORD := 16#20; (* quality-change *)

ACSI TrgOp dupd : DWORD := 16#10; (* data-update *)

ACSI TrgOp intg DWORD := 16#08; (* integrity *)

ACSI TrgOp gi : DWORD := 16#04; (* general-interrogation *)

Requirements

Develoment environment Target system PLC libraries to include

TwinCAT v2.10.0 Build >= 1340 PC or CX (x86, ARM) TcACSI.Lib
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6 Examples

The examples use the following Host-IP-address: "127.0.0.1" (Loopback-Adapter). The Host-address in the
example project needs to be consistent with the address of the target system where the server should run.
For example, if you have a CX10xx with the IP-address "172.16.11.83" that should be the Server you need to
configurate the IP-address in the example project of the CX10xx and download the project on this device. In
the Client (control station) the address of the CX10xx needs to be entered as well as a host-address.

The maximum number of nodes at an evaluation version is limited on 3.

Example

Description

https://infosys.beckhoff.com/
content/1033/
teplclibiec61850server/
Resources/11681715851/.zip

A small IEC 61850 Demo-Server with the following nodes: LLNO, LPHD,
MMXU, XCBR
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7.1 TCP Keep-Alive Messages

A Keep-Alive Message is a confirmation message or an "acknowledge". Therewith you can proof in the
backround if a communication partner who established a connection, is still active and therefore is
participating in the communication. If the communication partner should not be active anymore, the
communication channel will be closed clearly and regular, to be free for a new attendant.

Keep-Alive can be configurated in the registration by the keys Keep-Alive-Time and Keep-Alive-Interval. The
default value for the Keep-Alive-Time is set on two hours. The interval-time is set by default to one second.
This is the time until there is a repetition of a not-answered Alive-request. All values are stated in
milliseconds. If the corresponding key is not listed in the registration they need to be applied as follows.
These are no TwinCAT-settings but specific settings of the operating system. Therefore you will find further
information in the operating system documentation, e.g. at the Microsoft homepage.

Under Windows W2K, XP, Windows Embedded Standard:

¢ In the folder HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\ an
object with the name KeepAliveTime needs to be applied as DWORD. Therefore you need to insert
under Edit -> New -> DWORD Value. If you set it to the value 0x4E20, this equates 20 seconds.

* In the folder HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\ an
object with the name KeepAlivelnterval needs to be applied as DWORD. Therefore you need to insert
under Edit -> New -> DWORD Value. If you set it to the value 0x1388, this equates 5 seconds.

Under Windows CE:

* In the folder HKEY_LOCAL_MACHINE\Comm\Tcplp\Parms\ an object with the name KeepAliveTime
needs to be applied as DWORD. Therefore you need to insert under Edit -> New -> DWORD Value. If
you set it to the value 0x4E20, this equates 20 seconds.

* In the folder HKEY_LOCAL_MACHINE\Comm\Tcplp\Parms\ an object with the name KeepAlivelnterval
needs to be applied as DWORD. Therefore you need to insert under Edit -> New -> DWORD Value. If
you set it to the value 0x1388, this equates 5 seconds.

&' Registry Editor 10l =l
File | Edit Wiew Favorites Help
e k Key ﬂ Mame | Twpe | Data
(Default REG_SZ walue not set
Permissions. .. Skrimg Value ( ) = ( ) i
e DataBasePath REG_EXPAMND_S5Z “oaystemRoot ¥\ Systemn32idriversietc
Delete Del ['."'r'-.-[-. T fig|DeadcWhetectD... REG_DW/ORD O0x00000001 (1)
Renane T Dhchc-main REG_SZ beckhoff,com
Multi-String Yalue >
T T e [ab]DhcpMameserver  REG_SZ 172.16.1.19 172.16.1.18
SRESREE B : [a]Domain REG_S7
Find. .. Chrl+F fe|DorkaddDefaulks, .. REG_DWORD Ox00000000 (0)
Find Mext F3 Enab|eICMPRedir. .+ REG_DWORD 0x00000001 (1)
” 5L Toop R¥]EnablesecurityFil...  REG_DWORD 0%00000000 (0)
: fig|FarwardBroadcasts  REG_DW/ORD 0x00000000 (D)
[2b]Hostrame REG_SZ §33204-001
BY]IPEnableRouter  REG_DWORD 000000000 (0)
EthamBSBrver RES_S5Z
{:| DMSReqisteredadapters J N\z' Hostname REG_5Z §33204-001
{1 Interfaces ab]Searchlist REG_SZ
{:l PersistentRoutes UseDomainName... RES_DWORD 0x00000001 (1)
: L] Winsock
&[] Performance
=0 Security ||l | |
R . . i
Adds a new DWORD value, 4
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g,'.-' ' Registry Editor ;|g|5|
File Edit Wiew Favorites Help
--{:I TeCam (o] | Hame | Type | pata
: -] TeELE0xxsPFilker [aB](Default) REG_57 {walue nat set)
2] x| (2b]DataBasePath REG_EXPAND_SZ SystemPont ) Systemazidriversiete
B¥]DeadGwWhetectD.., REG_DWORD 0x00000001 (1)
Yalue name: Dhchomain REG_SZ beckhoff.com
|Keep-’-‘n.|iveTime DhcpNameServer REG_SZ 172,16.1,19 172.16.1.18
[ab]pamain REG_5Z
Yalue data: Base ———— B¥|DontaddDsfaukG.,. REG_DWORD 0x00000000 (0}
% Hexadecimal RE]EnableICMPRedr... REG_DWORD 000000001 {13
" Decimal @EHEHESECUHWFH... REG_DWORD 000000000 (D)
ForwardBroadcasts REG_DWORD 0x00000000 (0)
’TI e | Hostname REG_5Z £§33204-001
IPEnabIeRouter REG_DWORD 000000000 (D)
T ] Adapters NameServer REG_5Z
. (] DNSRegistersdadapters ] Hostname REG_5Z Saseindl
{7 Interfaces J SearchList REG_SZ
D PersistentRoutes UseDomainName... REG_DWoORD 000000001 {1}
{3 winsack B8lkeeptiveTime REG_DWORD 00000420 (20000}
Q %ecu.rlt';.: j 4 | |

slE

My Computert\HKEY _LOCAL_MACHIMNEYNSYSTEM\CurrentControlSet! Services) TopipParameters

7.2 Firewall Settings

The TwinCAT IEC 61850/61400-25 server uses during the client/server communication (MMS mapping) the
TCP/IP as transport protocol (T profile). You must regard, that the correspondent TCP port is enabled by
using a firewall. The table below lists the ports, that must be considered by using a firewall.

Description Type Protocol Port
Connection Oriented Transport Protocol (COTP, ISO Protocol TCP 102
8073)

The configuration of the windows firewall is done via a dialog in the system control. Further information can
be found in the windows resp. firewall documentation.

@ Please note, if you use an embedded controller without display and USB, you have to enable the
port for remote display (Windows CE) or remote desktop (Windows XP / Windows Vista) in the fire-
wall. Otherwise you have no possibility to administrate the computer via network.

7.3 FAQ - Frequently asked questions

In this area frequently asked questions will be answered to help you to work with TwinCAT IEC 61850.
If you have any further questions please contact our support (Hotline +49(0)5246/963-157).

1. Is it possible to apply my own Logical Nodes and Common Data Classes? [P 63]

2. Is it possible to extend the existing standard Logical Nodes and Common Data Classes? [P 63]
3. Which PLC library needs to be included for the communication stack in TwinCAT PLC Control? [» 64]

? Is it possible to apply my own Logical Nodes and Common Data Classes?
Yes, this is possible in the Telecontrol Configurator. By the usage of the configurator the own definitions will
be written in an "own" XML database. The corresponding objects are available for each new configuration in

the configurator. You will find further information under Private Logical Nodes [P _35] and Private Common
Data Classes [P 37].

? Is it possible to extend the existing standard Logical Nodes and Common Data Classes?
Yes, extensions are possible. But it is not possible to take the name of the original and the extension can

only be saved in the "private" XML database. How this works you will see under Private Logical Nodes [P 35]
and Private Common Data Classes [P 37].
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? Which PLC library needs to be included for the communication stack in TwinCAT PLC Control?

IAfter a successfull installation the TcIEC61850Server.lib needs to be embedded into the TwinCAT PLC
Control project out of the TwinCAT library register.
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