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HNERRFAOKNNE, ARGEE—HFEIEBLAEN. ZEFFETICERBAME.

5.2 00

BEMG AR LIL SRR E RGN F REF SRR |
- BEREANER
- BMRMERF
- ERRERAERR

BRBUEER
HITENR, BRENHHIE. Bk, BB BST (B8RSR, https://www.beckhoff.de/default.asp?

industrial_pc/bst.htm) ¢l PC MEDER.
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Windows 7/10/11 1R ZAE B SEFHHEI, Bl Windows B#RS. AMLETERERARL, SEEHEMN
BEPEET Windows FFARSS. Windows EFARIM Microsoft FEHFrhRLE, MNRBAT Windows
BHRS, WEERREZEM Microsoft Windows BHIRS 8B FXINEH . SRESBEEDEIMNENE
ZIEEHITI, PFISEMEHRERE Microsoft EAIFBMESE, LUEREHEL M,

TEHBHNES EMREG&RNMR. XX TWIFERITERGATEEMEME, FW, WRERTSRIPT
iEa%, NWESMBNSEFARBE—TIERMRENER, NT7EEXMER, BNRABUTIE:
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BRIFRY

./ Mew updates \"-.
\ available -’1
b

" Write Filter .

T-._  active? 7

yes

Deactivate
Write Filter

'

Reboot o

l

Apply updates

Activate
Write Filter

Reboot

h J

il ™
: Finished }-l
& y

no

h J

Apply updates

Reboot

EPEZE, FERERHATEENVR, UHRRRERSET. SREESFERE—REIERNI

BiRG, HAEEHREH Windows Eif.
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XL A B EEIRS KA, EATF Windows 7/10/11, AL EBRMISENETIS.
FiEEnl:
+ https://www.beckhoff.de/default.asp?industrial_pc/bst.htm

5.3 NN

WP
FEMEZBBNZRLEIX. Windows RS TwinCAT XK, XATRES | K,

—figRiR, BRIUMIGRESEURIPBBXHNEREERERNNILE. B2, NRMIEHEER, X&
SIENRIPRABAERE, AtBLENBENXHMERH#ITINE, LUREESMIRE,

@ EFS (MEXHZRY) , Windows RIETMNETNEE, AIWENXHHENBERHITMNE. Eit, IR
HESMIR 2R FIFIINZE R
MEEREN—EELEEEERAME B TE:

© EMNIZIRIFIHRIN?

- BAMLESHIIBER? (USB B8l PIN. ZiE. AR IMEEE)

- WA EERA?

Tieanfa, BIEERENERNEERRIRIPH.

HEEEZ T, BitLocker STHRIENEIREHMAHITINE, LLSh, BitLocker 5 TPM (RIfEFAIRIR) —iECfEMAR
AR MHRAREERERIT, ¥ TPM X,

[ EFS

1 BRBE—IXEREXMY, AREMTAN LT XCERERIEFEN.

2. fIABEMET R~ H R EBRo

3. EMEXHREXHE, FiEFENBEREUERPEESIEE,

= MNEXZH —NUXMHAXMBREIE, FBA Windows & BEIEARHIEPEFEX PO EFS IEH. S
RIFIED, SNEEMREHE BEREFIES [» 18] -

0ooo

1. [B5h certmgr.msc,

2. RERM, EERNARKP, ARRE4ER,

B DN XHFHA RS
= BNIZER—MU “MEBEXHERS” Fh “TUEAEN” BEH.

 BERFIULS, ARREIERHEEMREES > .

. EES AR,

BN AGERMR. FEFRFIES: ... U RERERP.

. BBEATRIPIEBIERE, HIEBHEERERSAN.

. BERFIEBNEZ. BIIBREES—1TL2ME,

w

0 N o b
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54 Hoouggo

54.1 mininin
REFBERIEASRENERRIR. FRINBEREIFERASRIINERR IMTEER. APUIENRA
FRMENG, BN, BRERESRIMBREIRERNAZBIIE,
1EHIZR ST AHBY R UEFI/BIOS ZH5, RFEIN AL D EL— M,
AEPENTREMS. XEESMIHREENRERERBHN. ZRSEKRBFAENRENE, Am, W
UERIRFR G T AR MBI,
U AE RS -
© BTRAPMRSERN ZEMHE—,
- BHEERE: BENEEAEFE. NEFE. BF. BRRAFSHRAKF.
- BEKE: ZBELDNH 10 MFR.

- 57— LENER, EHBINABCHENRZER, MREZBHAZXBNHOAIEZEFAER. 3
iEZ& I https://arstechnica.com/information-technology/2016/08/frequent-password-changes-
are-the-enemy-of-security-ftc-technologist-says/

- BERZRNANZ FIRERFIFHFHEZER.

000000
BZMAREELLEE, TRERTERFBN—FMEE. XMEEEEEFIEIZERED:
EF AN
1. A= RN FF 8. EXATHERSE
2. MBRE= A& Complexpasswordsaremoresecure
3. FEE R RAIHE IR, Complxpasswordsarmorescure
4 NS FEHRF U BEE, Complxpasswordsarmorescure#529954#
0ooooo
MEILTFEND FERAEFN T REBMEZLEI TN T, AL, RiFERe:
- FHAREIE

- RABEEE. BUHERIRNES
- EEFY, 9012345678 5% abcdefgh
- PAER, NER. BMHESHE. BiESH
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RIERS

5.4.1.1 0000
L fIHRE, _EHKF.

Settings - m} X

Windows Settings

| ‘:\-*dasetti‘g A
P AN
= S Z
N
System Devices Network & Internet Personalization Accounts
Display, notifications, apps, Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN Background, lock screen, Your accounts, email, sync,
power colors work, other people
-~
(., { 1 » N
AT ~ R_/
Time & language Ease of Access Privacy Update & security
Speech, region, date Narrator, magnifier, high Location, camera Windows Update, recovery,
contrast backup
s .,
2. EEBFED, SEEXEPRIERN.
Settings - m} X
Windows Settings
| \:\“dasetti‘g E
Settings — [m| hed
& Home < Windows Hello
| Find a setting £ o ) : ) ) )
Sign in to Windows, apps and services by teaching Windows to recognize you.
A t: . . : . ]
ceounts Windows Hello isn't available on this device.
= Your info

See how it works and find compatible devices.

E Email & app accounts

@, Password

I €, Sign-in options

Change your account password

Access work or school

R, Other people
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3. IANEEMEN, RET—%

Change your password

First, confirm your current password.

M Administrator

4. MNHER, s =%,

(®© Change your password

New password
Reenter password

Password hint

e
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> ZNEEE,

(®© Change your password

Next time you sign in, use your new password.

Administrator

Local account

e

5.4.1.2 ooof

(EFREETD SR AT LURSIFR P P HOBIDAE, GERPARRST0, SINEIDREALERAEERES
B, REGRASBENKENERRE,

L T EHER A EETA > SRS RS,

. FEATFRA0ET R Ik S0 > IR RS

BTG E,

 RETEANE, THERELERERE— AR (UERNRM) , KERASIERAR BREH,

T Local Security Policy - O %

oW N

File  Action View Help
=5 HHEXE = HE
h Security Settings Policy Security Setting

v |4 Account Policies

Enforce password history 0 passwords remembered

g' S Ly . Maximum password age
4 Account Lockout Policy

i 12 Minimum password age 0 days

s Local Policies 5

B Wit el vt Aasung SN VEreseRss papprcniiEngth Ohefaeier
-_'.. Network List Manager Policies =4 Minimum password length audit Mot Defined
= Public Key Policies iy, Password must meet complexity requirements Disabled
Software Restriction Policies lzia| Store passwords using reversible encryption Disabled

| Application Control Policies
,g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

22 hRas: 1.8 IPC Security Guideline



BECKHOFF BIER S

5. ATERTIBHERN, ALUKEBBYTAESREERRE, BRAZRKRE, RENBHHLAED
BEXREFE. NEFH. BFNRHHEFT.

 Local Security Palicy - O *
Eile Action Wiew Help
e n@ XE = HE
i Security Settings Policy Security Setting
v ig ﬁ:.cc;»unt Pogc;esl_ \2i Enforce password history 0 passwords remembered
'ﬁ il i 12z Maximum password age 42 days
_a Account Lockout Policy o
B Local Policies 125 Minimum password age 0 days
| Windows Defender Firewall with Advz WM?nfmum ol el ; Gchara#ers
Minirmum password length audit Mot Defined

Enabled
Disabled

| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
» || Application Control Policies
» g IP Security Pelicies on Local Compute
| Advanced Audit Policy Configuration

Password must meet complexity requirements

|2 Store passwerds using reversible encryption
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6. ARLEIENAF SMIESIENKRE, AIEKP ERBTHTIRE, REVWEAFAKFPNERKBOR
o 1ERILAF BB P BIERHC SRBS IR B BIEK P /£ B h 2SR REFFBERRHK (U3 s 8D o

_95 Local Security Policy - O x
File Action View Help

e nE X HE

i Security Settings Policy Security Setting

v 8 P:ccsunt Pn!c;’esl. 1) Account lockout duration 1 minutes
5 AasswnrtL D;cytp " 12y Account lockout threshold Sinvalid logon attempts
ccount Lockout Poli .
4 = |2;) Reset account lockout counter after 1 minutes

‘5, Local Policies

| Windows Defender Firewall with Adve
| Network List Manager Policies

| Public Key Policies

| Software Restriction Policies

| Application Control Policies
,g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration

= FHIERIRBIE X

5.4.1.3 IPC 000

AIIEE IPC iZHIMBIIZ B AP &5, mh@idina 443 L https B4R

EHTRET, AP ET https EFSNEIEE EHTAMIELE, IPCREASHEBE,
IPC R&MS2HRTAF BREIAZS,

5iEE0:

ERAZGHEX IPC SRR

5.4.2 gogg

ATHIEEEERNABRE—RNERERBRAIZARY, JLUKERFBRE. AL, AILE “BER
PiEF" IREFHE—TIE. BE—E, KMEANASMIIE, AREERRHITE NI,
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& Screen Saver Settings =

Screen Saver

& K
-
Screen saver
(Mone) w Settings... Preview
Wait: 5 = minutes 4] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

Concel | [ 00l

5.4.3 gogg

RS EEMEINEZTNL 2B EN—HD, TAEMB—RLeHITESRNEEN RS, REHITEN
B, —BERESKENRE, Tl PCRIZASIBEMAEITES. FW0, BRERIGREER X4 HFE
B, EBETLAXS AN RAY I REITIE R,

XEQSARATHE, MBEBNERBRUAIMEENSRTG, BTIUE, UEBEXKEHHAT, AILE
R#HITIRE, WaiEdBmtilERATERHIT. ETHERERAXE, XEURTIMEMNA, Flt,
B AT R R EPLEIRERERICR.

Am, BEIZMNZSHEXOTN. BEIESREXFERRF, BXFERBZHRANBE, HERE
WEEENHRELE, B, BESHARFRUEHTTENEEN/HFEFRE, BHEERERE
SREBHIRIFHE.

Microsoft %75 7 —f) Windows R 8#itige, HPESEXREMNRERE. EAHITRBOENTE
B, KERIETLEA, BANRA:

. EIABREL b 26]

- B ERARS [b 27]

. EHBRER

.+ EHRIHI

. B ERTE

. ETRRERER

. EitTRRE

- RO
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1BIERL: BECKHOFF
5.4.3.1 000000oo
EEELEEERTHRIUTEREN, NREBHT MBS IP ULERTNLREE, WaERBERAERRE,
BEPRNT:
1. EdRIERE [Windows 8] + [R] B “B17” *EHE, A secpol.msc,
HIA R S RIEE .
5 Local Security Palicy — O X
File Action View Help
el EXE= HE
::j_!n Security Settings Policy 3 Security Setting
? -5 fccc;upntl.Pu_T»llmes udit account logon events No auditing
v L& _fc: ;_;;;Iels_ 2o Audit account management Mo auditing
_‘3 U:er Riguhit?hssignment lgigl Audit directory service access MNo aud?ting
o i & 2z Audit logon events Mo auditing
& Security Options : S o
| Windows Defender Firewall with Adve| - ~udit object access i g
[ Metwork List Manager Policies "4/ Audit policy change Mo auditing
» [ Public Key Policies |2 Audit privilege use Mo auditing
\ -:i Software Restriction Policies 12y Audit process tracking Mo auditing
» || Application Control Policies L Audit system events Mo auditing

W

» g IP Security Policies on Local Compute

| Advanced Audit Policy Configuration
5 18 System Audit Policies - Local Grou

2. mEEMEHPRZAhRE > BHitHRE, AREFREHEITKPERES

26
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BRIERS

3. MRARBMERAMIINZIE, HEFRRMEEE, NREBVIERATHER, HEEMIH

Audit account logon events Properties ?

Local Securty Setting  Explain

i' Audit account logon events
SN

Audit these attempts:
Success
Failure

. This setting might not be enforced if other policy is configured to
é ovemide category level audit policy.
For more information, see Audit account logon events. (3521468)

Cancel | oy

X

pric 8

= MEAUGEESHEERTEEERNEE, &3 [Windows §#] + [R] F1%H eventvwr ENEEH. ARG

A LI7E Windows BE > R TEAXEXH,

5.4.3.2 mininininininin

[
1 Windows BERX/)\HEEEFBEFRBRANMER. EEABER T8,

XM 4 RIFRHE(ER] LATE Windows F#ITIER. SHAFIHRNEERIX A XY, Windows B

PRMAICRFTBNVEZEM
BUEESTHFRISC I FE iR B it SRS«
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1. @i RER [Windows $#] + [R] A “Z177 FHEHE, I secpol.msc,
At R 2RI E Lo
F Local Security Policy — O *
File Action View Help
e AR XE= HE
i Security Setfings Policy Security Setting
? -5 Prepuint PF’IICIES l Audit account logon events Mo auditing
v ia _L:}cal Pt?llcnes. i Audit account management Mo auditing
& Audt Policy l2s) Audit directory service access Mo auditin
» [[@ User Rights Assignment P : i ;5 g
. : d 125 Audit logen events Mo auditing
> g Security Options < T
[] Windows Defender Firewall with Advz|| = e Al tng
|| Metwork List Manager Policies iy Audit pelicy change Mo auditing
» [ Public Key Policies g At prlege e R
s ] Software Restriction Policies 2| Audit process tracking Mo auditing
|| Application Control Policies 24 Audit system events Mo auditing

» g IP Security Pelicies on Local Compute
» || Advanced Audit Policy Configuration

2. BHAMSHM R AERE > BiHERER, AGEEEEITRIFRIRE.
3. MR RBIERARAMINATIAIR, FEFRRMEEE, MREBICRATNIAIE, HEEMINEEE,

Local Security Setting  Explain

-

Audit account logon events

Il"
L

Audit these attempts:
Success
Failure

Audit account logon events Properties

h This setting might not be enforced i other policy is configured to
R85 pyemide category level audit policy.
For more information, see Audit account logon events. (G921468)

7 >

Cancel Apphy
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4. ARBEEXIXMAEXHEE, AEREEME.
5. ERREET+, AErREREK.

tc_proj Properties =

General Sharng] Securty Previous Versions Customize

Object name:  C:A\Users\Administrator’.Desktoptc_proj

GI’GIIJD ar user names:

SYSTEM
2 Administrator {CX-3BB93A \ Administrator)
S Administrators (CX-3BB93A" Administrators)

To change pemissions, click Edit. Edit

Permissions for SYSTEM Allow Dery

Full contral 7
Modify

Read & execute

Ligt folder conterts

Read

Write bl

For special pemissions or advanced settings, I [ R
click Advanced. i T

[ ok J1 concl | [ desh
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6. EEEIDET &, KRN, SIRFNEITRE,

Advanced Security Settings for tc_proj O et
Marne: Ch\Users\Administrator\Desktopitc_proj
Chwner: Administrators (CX-3BB%3AVAdministrators) E; Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry, To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to
8% Succ..  Administrators (CX{-3BB93AVA.. Read & execute Mone This folder, subfolders and files
Add Remove View

Disable inheritance

[ Replace all child ohject auditing entries with inheritable auditing entries from this object

[ ok || Cancel | | Apply

7. BENBARAIRERIT, BRAMERFSANZT, ARERRE.

O
/

Principal:

Type: Success

Applies to: | This folder, subfolders and files

Basic permissions: Show advanced permissions
Full control Select User or Group X
Maodify
| Read & execute Select this object type:
| List folder contents |U5er. Group, or Built-in security principal | Object Types...
Read From this location:
Write [cx-aBB32A || Locations... |

Special permissions =
IEnterthe object name to select (examples):

Only apply these auditing settings to objects and/or| J|Pdministrator Check Names Clear all

Advanced... . Cancel

| Ok Cancel

8. MEAUEEHEERTEEIIRNEE, & [Windows §#] + [R] 15X H eventvwr BIEIAR. AE
A LI7E Windows BE > R TEEXELXH,
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5.5 Hin

5.5.1 Joogn

NAEFBERABLERITRERZASHUENER, BIEER, SEATIE—MRATFRAFRITHERE
NAREFIIR. SRAFRETRNE, THER/EEMNTEESFNRERE. JEEMIFBNXBER
B, AFBEY KPR, ATIKEA, ZINRFEUERSRHERZ 4P, Windows RETHEER A
AppLocker,

WY AR, R UAREEMLERF I UERS LT, XEERAITEARREERE.

Windows 2 EFmfHEZ EHIEST:

- BHBRHIREE (SRP)
+ AppLocker

M IRGIRERIRM—SEE, PAMEEMERF I UERS LT, FIEEMWEFHABIERIT. XLEREKEA
B MR EREE RS,

Windows 7 121 AppLocker, BB BHINEESEE,. AppLocker # SRP HEZIZ LA,

5.5.1.1 OO0 (SRP)

A LUE RSB E NBINE, BT LU BRIARRITE X FIIME

RLEF R

AT R AT

AR T2 R AT LB FI BRI PR B9 A PRIE T

PR 5 P BB R LIRS IR S TAZ R .

Al AN SLEAR R R N T HUBINAN, AR MR FR I B AN -

R R

B ZEHN TSR AR ERIER X, BEXXHS.,
By NEEH, YAEHKLIEN,

SEHIN AFERSENERERETEEPIER M.

B2 AFEERENNRER X, BEEUES SEFMIFETE (1
%PROGRAMFILES%),

BX o XK B Internet Explorer & X B XIHHHIFER

TS E L EE BN B Windows B kiosk 183, TEZER TRl LUET S M AR

https://learn.microsoft.com/en-us/windows/security/application-security/application-control/app-
control-for-business/applocker/applocker-overview

Microsoft FY—RREREfem A TE LM R F)

https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-
application-control/applocker/applocker-policies-deployment-guide

HiEEN:

+ Applocker[» 31]

5.5.1.2 AppLocker
AppLocker B] LARRHIFZFEBIETTo
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1. i517 secpol.msc 3T AL EHKER, TEFMAEFIEHIEREE, THT/51%EE AppLocker, #NITHHEZ L
AR

Eﬁ Local Security Policy
File Acton View Help
| nm Hm

Fh Security Settings
» 5 Account Policies

» [ & Local Policies

5 | Windows Firewall wath Advanced Seci
7| Metwark List Manager Policies

5 [ Public Key Policies
| Software Restriction Policies

w || Application Control Policies

~ 74 Applocker

/= Ex.e cutable Rules +EXE‘J" LCom

er-'ud-:nvs Installer Rules — J'I'IS'U‘ J'I'ISFU" .mst

(5[ Script Rules T f‘ b } dj‘ b ;J
B Packaged app Fules == +F.51 -oat/.cmd/. vbs

» .g IP Security Policies on Local Compute
» [ Advanced Audit Policy Configuration

2. BRI ARBEHP—FMAN, wF IR,
3. EERITIHELE, UKMNNERIAFEA:

Create Executable Rules x

I T Parmissions

Before You Begin Select the sction to use snd the user of group that this rule should apphy to. An
m allow acticn permits affected files to run, while a deny action prevents affected

files from nenning.

Caonditions
Publisher
Exceptions
Marne
) Allow
) Deny
User ar group:
T .
\Everyone [ Select...

More about rule permissions
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BRIERS
4. PFHPNEZREEBEHKMILEE:
Create Executable Rules x

Conditions

Before You Begin
Permissions.

l_::r.n-:llhn-n':

Publisher
Exceptions

Mame

Select the type of primary condition that you would like to create.

(® Pyhhisher

Select this option if the application you want to create the rule for is signed by the
software publisher.

O Path
Create a rule for a specific file or folder path. If you select a folder, all files in the
flder will be affected by the rule.

() File hash
Select this option if you want to create a rule for an application that is not signed.

Mare about rule conditions

< Previous _ Crenle Cancq_

IPC Security Guideline
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5. BAILUBEISE “RWME” . BE 3 XY BEEEEWUEEAN. i, RHE . OB
2" M X e EERR UKL R HR

Create Executable Rules

x

Er

| | Exceptions
Before You Begin : : A

—3 To add an exception, select the type of exception and then click Add. Exceptions are

Permissicns optional and sllow you to exclude files that would normally be included in the rule. To
Conditions continue configuring this rule without adding an exception, click Next.

Path

T Primary condition:

SOSDRIVE\Users\ Administraton Desktop\*

Name

Add exception:

Publisher e

Exceptions:
Exception Type Add...

< Previous Create Cance]

= Elt, EBEITFEMTER T

ABED
* AppLocker BRIAMEA “AIFFTIR" BT,
o ApplLocker RSB R LB EFELIZIENFN,
o IELEIRIERVRINEL SRR ER RN SR E S,
- MAFFERFRE Windows 24X 14,
- BILABIEAMBR “FRERIN”  (Windows RGEXXHFN)
- &I LUEE AppLocker B E2BIEEECSHREFKZ I
#hFEifeA:
« AN —ENREN/SHEIS—E128
« MNRTETE HLKM\Software\Policies\Microsoft\Windows\SrpV2 H1,
- MABTIR AR S17IRBIARSS (Appidsvc) A BEIRFIS .
EZEE158 M Microsoft 3X14:

+ https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-
application-control/applocker/using-software-restriction-policies-and-applocker-policies
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5.5.2 mjninln

ATRIFRFLERRBAERAFANYE, BT RIERFHNTIREIEM IS REIX L,
R LUEd B8 PR HIRE R R E T,

FiEEM:

EEFEEZE [»31]

7£ Windows T, BILUEE BelCEM RS TIhEE:

0oo

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\System

&7 “DisableRegistryTool” BfEH 1 W& BRI LABGLEAF BohEMRmESS.

ugoog

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\System
/7 “DisableCMD” M BERIEEHEEARRNIER:
« 0: AFEmLITIANE, BIURITHAIES 4,
« 11 RAGFGLTIAR, REIBRITHAIES 4,
« 2! FaFeLiTiAE, BRI LAITHERMIESH
oooo
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\NonEum\

#7 “{FO2C1A0D-BE21-4350-88B0-7367FC96EF3C}” H{&M 1 #J DWORD % B amMRIFiE,

goooogon

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\

27 “NoViewOnDrive” 1 “NoDrives” HJ REG_DWORD % B o] LI B REC & M IZ R HIRIIRshEs = &,
“NoViewOnDrives” PR&IIAIRIIREIZE. “NoDrives” {XPRiEiRkchzs F &, HRMNE#H1T,. BMANER TR
P FRINEZE S

A:l G: 64 M: 4096 S: 262144 Y: 16777216
B: 2 H: 128 N: 8192 T: 524288 Z: 33554432
C: 4 I: 256 O: 16384 U: 1048576 All: 67108863
D: 8 J: 512 P: 32768 V: 2097152

E: 16 K: 1024 Q: 65536 W: 4194304

F: 32 L: 2048 R: 131072 X: 8388608

N, EEMREIIRENEA. B, D AP Byisial, MNEKE 1+2+8+32768=32779, EBEZIE, BIERYS
’\\Zﬁi%ﬁgﬁby Ll@i&%ﬂi&&o

EZIRERTUC ST I,

5.5.3 Joooooooo

AT RNEEE, NMNBFBRTEERREFNIRERFA S,
ReEmFBATHHRSA N, SNARSENRESBEFLTEABERET.
ERRFMINEE TRERIERT, S UEHAFENIZFHM Windows At
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i&1T “control appwiz.cpl” RIEZiHIEZINAE,

5.5.4 AutoStart( [ /[[1[][]

HERIMNERIREET (7140 USB FEN REER), ITHBRREZBIXEERWER. LEHEHHEN USB T
SRR G ILENIT B B EhiRE.

MRTREXLENS], MZEHEHER, XEX AutoPlay (B&HER) (BHRERERERIEA) M AutoRun
(BahiEfT) (BapiER) #1TT7TESD.

AT BEBIARBTEFERA BTN E BRI, MR TSR,

36 hRas: 1.8 IPC Security Guideline



BECKHOFF BIER S

1. fTFHASRER (51T “gpeditmsc” ) HSMETENEE > BIERIR > Windows A >AEHER KR, 7
X8, EEREXEEMERNIZEBDETHRINTA, TR

c = [m] x
File Action View Help
ol AN Nlecs (NERN 7|
L[ Local Computer Policy * || Setting State Comment
v i C__nmputar Configurstion & Turn off Autoplay Enabled Mo
% \S;_ﬁ:'am Sseettttmgs \iz| Prevent AutoPlay from remembering user choices. Not configured No
’ j Adm .o\./:: " m-?s st Disallow Autoplay for non-volume devices Not configured Mo
v ministrative Templates
B | Control Panel e |iz| Set the default behavior for AutoRun Enabled No
» [ Network
[ Printers & Tumn off Autoplay O x
[ Server
| Start Menu and Taskbar = Turn off Autopla = 7
y [ System E‘ Py e Mext Setting
~ ] Windows Components & o
(7] ActiveX Installer Service O Not Configured ~ ~CMMent
|| Add features to Windows 10 @® Enabled
| App Package Deployment
| App Privacy (O Disabled
L] App runtime Supported on: [ At jeast Windows 2000
| Application Compatibility
| AutoPlay Policies
> [ Biometrics Options: Help:
» [ 7] BitLocker Drive Encryption
=l Camera -
j T — Turn off Autoplay on: This policy setting allows you te turn off the Autoplay feature. ~
| Connect All drives v Autoplay begins reading from a drive as soon as you insert
| Credential User Interface media in the drive. As a result, the setup file of programs and the
=] Data Collection and Preview music on audio media start immediately.
[ Delivery Optimization et Prior to Windows XP 5P2, Autoplay is disabled by default
< > Extended )\Standard on removable drives, such as the floppy disk drive (but not the
4setting(s) CD-ROM drive], and on network drives.

Starting with Windows XP 5P2, Autoplay is enabled for
removable drives as well, including Zip drives and some USB
mass storage devices,

If you enable this policy setting, Autoplay is disabled on
CD-ROM and removable media drives, or disabled on all drives,

This policy setting disables Autoplay on additional types of
drives. You cannot use this setting to enable Autoplay en drives
on which it is disabled by default,

v

= O x

File Action View Help
Lo AN RESE 7 Rool i 4
L5/ Local Computer Palicy * || Setting State Comment
v _g?r;p;:r (osnflguratmn =| Turn off Autoplay Enabled Mo
'_—_I ‘.': dara :::;ngs Prevent AutoPlay from remembering user choices. Mot configured Mo
i j A;n m.n: " m?; i Disallow Autoplay for nen-volume devices Mot configured Neo
v ministrative Templates
| Control Panel 4 i Set the default behavior for AutoRun Enabled No
s [7] Network
] Printers
[ Server A Set the default behavior for AutoRun O ®
[ Start Menu and Taskbar
» [] System
- e S E} Set the default behavior for AutcRun e ST e
|| ActiveX Installer Service
] Add features to Windows 10 ) Not Configured ~ Comment:
| App Package Deployment @ Ensbled
7 App Privacy
| App runtime (O Disabled
7 Application Compatibility Supported on: [ At |east Windows Vista
~ AutoPlay Policies
> [ Biometrics
> g BitLocker Drive Encryption Options: Help:
|| Camera
j Eluonu:e;ontent Dafaile AiitoRiin Behaven This. policav setting sets the default behavior for Autorun ~
- commands,
" Credential User Interface Do not execute any autorun commands ~
] Data Collection and Preview Autorun commands are generally stored in autorun.inf
| Delivery Optimization o files. They often launch the installation pregram or other
routines.
< > Extended }, Standard
4 setting(s) Prior to Windows Vista, when media containing an autorun
command is inserted, the system will automatically execute the
program without user intervention.

This creates a major security concern as code may be
executed without user's knowledge. The default behavior starting
with Windows Vista is to prompt the user whether autorun
command is to be run. The autorun command is represented as
a handler in the Autoplay dialog.

If you enable this policy setting, an Administrator can
change the default Windows Vista or later behavior for autorun
to:

v
Cancel Anp
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= BEFRGE, KRETTM.

5.5.5 gogd

RENMERIPRAS, LSRR EIHIEHFINERARS, cARNEEMNTERHNERZE, 1T
MR ITIE AR RIFRIRT, UWEIRFIEENRGE XMt E i,

RFESEFRIRANENNEERY ( “BRE” ) , FAEBERITERRERE,
M, FEAHNZERE ( “BERRMARN" ) #17EH, XRMABENRSEFNRANEE.

MRE—ANSELERIETR— 2R, WNERNENMANBRESE EEMERT, &BFuHTRE:
GREEFPEXARZEFEMNEMGLEERSEN. 22, VBAREHZRENEELFE, SFEERE
EREEFI TEEHTNE,

I ERISEERIERE, Windows Defender @rRJ5ERY, F B S TwinCAT A, A, BATIRAREHEIRHR
X, DiEEYFINZ LRI

15325 TwinCAT £5 AN, WANASEFNERHITEERNTE, RAXERFSERIERFRHT
REIRE, MMM TwinCAT BISCBTEMEETT,

TwinCAT BB 5XFEFHNERBTE B CHER:
AEEFHREN

B %5 Bi520% Microsoft X#4: https://support.microsoft.com/en-us/windows/stay-protected-with-
the-windows-security-app-2ae0363d-0ada-c064-8b56-6a39afb6a963

5.6 Joogn

Windows 5 N\idJE282E Microsoft Windows ZIT AT R, AFRIFSXEZENIGE. ENBRISEE
mZE| RAM, FAtDXEFERERS FTREFEERP. TEHBIGE, RAEDNEENRIEXHIRS,

ARIEERRREES ANRIPTIESR. XiF, RAEFARIBINENILREM. HFREXTNATFEAN
IRIBYS o

ugoogobogo

MIRERHAERE, MREEHMBHE, SERAFAERECUREE, HERTUMERE, X2EEN. 8
X MNERZE, ROBHREIIXTRAIKENGES, REMETEBRRE,

Mme, FIANXASTIERHERLRESRIE. AREELLXENERT, MRAFRESNTIERIRE, BAK
HE AR,

20 RAM BENHMEES

EREFEEITAEFERMMASTERENERT, UWF REAELETT (&8XB) . AFEANIAR (BMfE
EHIRXEL) , RAM BESHMEBE N AFSERKIIRATIRE, HEISANARRK,. XiF, BRERRE
TEBIETT.

UWF (#5i—B5 NidiE28) =M Windows 10 LA ERRAZEMTES NidiE2s, AR LLUBEER B R EER
“BEA—BNTIERTIER” ITH UWF, ZEHHRE T — S REEED, £IPIHEERITE Windows @
TH{ER, Microsoft XA EIFANE:

https://docs.microsoft.com/de-de/windows-hardware/customize/enterprise/unified-write-filter

UWF (10100000

AILTEBMET -~ EIRE UWF R, KENBEKR/ . EHERARERSNIIES.
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BECKHOFF

BRIERS

B

2

D

L) Beckhoff UWF Manager (2.0.0.1)

General File Exclusions Registry Exclusions
Current Session
UWF-Mode RAM
Status .
Overlay (MB) 1024

Next Session

®)(a][x]
BECKHOFF

RAM

T |

1024

(&

Protected Volumes

MIE 1: UNF B3R TF RAM IR, X C: K2R,

RLUWF ooooon

HmS R
1 BT IZFRH ] UFRIPE TN P Ko
2 et B RHFEIHY UWF 2. IREMBEZ K,
3 Al TEXEEETN-R _ETE MO AR AR,
4 MREETN, HARETR UWFBIRRRE. FRBBUZET RAM MBEEET Z BT,
5 L@ IEIREBE A/
Current Session Next Session
UWF-Mode DISK DISK . change
2] Status . @ L
Overlay (MB) 10240 Max:li?:gg v
[o5 P:
.} Protected Volumes v .

P 2: UWF BB THERN, T—REBRFRIFSXC:

R2UWF OO 0000000

HS R

1 It =XxH, TRP
ZFE=AB, RRFF

3 ER-FRB, TREBERRFEF.

00000

£ SHRBRIT EmR L, ATUBREFISMER, HAFNENXEEXHEEHITENIA.
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LH Beckhoff UWF Manager (2.0.0.5) [&][][X]
General File Exclusions  Registry Exclusions BEcKHn FF
» =

Exlcuded files will still cccupy space in the overlay. Pay attention to the size of the data being written to a protected volume.

C:\Data (Target does not exist)

a8
| C:\ProgramData\Beckhoff\TwinCAT\3.1\Boot\, 2
8]

C:\Program Files (xsﬁ)\BeckhoffT winCAT\3.1\Target\
C:\Program Files (x86)\Beckhoff\TwinCAT\3.1\Driver\Autolnstall (Target does not exist)

A restart is required to activate settings! -

FMIE 3: UWF EIRERHISCAHHERRT

K3 UWF OOO0000000000
HS R
1
2

AR HEHETEHEBRT A AN XX A 3o
AR R T TR S K I HEFR I

gooooo

AILUE EMRHBRIU EBF EREGISMESR, HAFNBENEMRBERITENILR,

L) Beckhoff UWF Manager (2.0.0.1) @ @

BECKHOFF

General File Exclusions

HKLM\SOFTWARE\Beckhoff a8

| HKLM\SOFTWARE Wow6432Node\Beckhoff all &

A restart is required to activate settings! -

MIE] 4: UWF BEIR2S09 MR HBRIN,

R4 UWF DOOO0000000000

HwS R
1 A AR AR B E RN ZHFRT .
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ws R
2 B R T FF S K H A HIFR I

£ UWF e FE2spRSHERT, HEHF (RAM BX) HHEBSMFAES NGRSO, SENAT
. ERGE, Windows IFEMHLUTRIE XAPRERR.

Read data (Partition)
Application software —> Write data (Overlay)
Read data (Overlay)

MIE 5: Windows 5 N:ZiE28, WAXMAHE RAM RV TFRIEITRT.

Ite5h, ERTEAGER UWF BEGISMES, MMATFR BN XAERIEMRBEHITEANLE. BEE,
FISMERASHEEREBEBANDK, FEILZAEE RAM BERHEBERE .

MRRZABERSAAEHIE, WNE UWF RRXESIEE X OFISMER. FILERER UWF E1EE0
MBENEFEREBENXHE, LURAIEAEFSH. Alt, SHER[E UWF EERNKETIRE "BRESR
=Bt

CB Beckhoff UWF Manager (2.0.0.4) EI
el " File Exclusions  Registry Exclusions BEcKHn FF
Current Session Next Session

8 a

- wan o

Overlay (MB) 1024 1024 -

Protected Volumes .

MiE 6: UWF BIESEIGE
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Cfj Options X

Start with Windows (|

Add Beckhoff exclusions

| Enable Overlay tracing

[{<

MIE 7: UWF €38 “ERBRRE SikE

B UWF [FEJE Windows, &8 UWF BIESEARSHIM—MINEDR=, HPFHTBSZEPHIXEMEX
RN,

G Beckhoff UWF Manager (2.0.0.4) % [o][x]
General File Exclusions  Registry Exclusions M onsumption BEBKH“FF
Violumne File Size
c \SBitMap:SDATA 274432
c \$Extend\SRmMetadata\$Repair SCormupt SDATA 8192
= \SExtend\SRmMetadata\STxfLog\3TxfLog.bif -SDATA 65536
c \SExtend\SRmMetadata\STxfLog\STxfLogContainerD0000000000000000001: SDATA. 12288
[ \$Extend\SUsnJrml:5.J:SDATA 331776
¢ \SLogFile-SDATA 7036928
c \SMIL-SBITMAP 12288
c \SMIL:SDATA 1638400
[ \$Secure-SSOH:SINDEX ALLOCATION 8192

MIE 8: UWF EIESRBETHAE
ERAIZET, UWF RESERIETT

ERINRE T, UWF REEELET (8X1&E) - BFEANIAR (BMEERRXE) , RAM BESHEES
INFFFEEREIRATIRE, HEISNBRERK. REEERES B RERESEE.

Tt RAM BEFMEBENREBZ K, RAMAREFAERNER TEH. RAMBELHERRAE, BN
ERZALEFEEN 50 %, (IR RAM RHEBBEEH, #—IHNEAZRSKW. AXMRET, E9%
BAIRETABARN, HARREFRE, MEBEIRE—MRRAAE, RAEEBNTNAEMAEEMENEY
AEH.

&2 0 Microsoft X414 :
https://docs.microsoft.com/en-us/windows-hardware/customize/enterprise/uwfoverlay

EREENES
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BERNETARFHRIN. #H UWF EERSMALTIRERS, UMER UWF, BEXEHRFARESXELTHES
17, T—Hl5h. EBEEFIAENS50% M 70% 8, NAFRERER, BSUIEXLEES,

fEA UWF #{TZ TR
TRIBRASEM Za0, HAEFA UWF, BN, EFRAZLTH UWF 2WEIREEE., MEEHE, FIBXAH
SIEME B A UWF,
—RRERIN
1. BENEESGET (2XREE1T) BERTHE RAM BEH UWF,
2. HRSEHESFE UWF 281, NAETABTIEENDS .
AR RIR AR BRI
- HUE/A. RAM ZBE. HERIATIE/) — RAM IR
- HEEERBNAATE, FEERERA - BEES
- BUEE K - AYIEEE S, NEAR UWFRIF C:

5.7 Joogt

RELERE—TRIPRARR TEIHIEHE’J_J““’I?LO fgn, AILARRLE SR AR IR HAVIRER. (NERNA
EFREFTENRERN. I, EILUEEEARETERNVRER, EEITEATIERETHRE
Ao

BEDIESMEM TS —MAER, TURMAFLERERS, NMRKERENAEEERFEIRR.

BERT, [ECE “kiosk #BI\” , a0, RIHERNAF REERDH HMI NARER. AR TEREMIZ
F" WIER IPC RIEXAFH L,

Windows 10 AItbRH T —TARSS. 7ELL, BAPEMAMAECEURMNEHITRE,

BT ARE Windows 10 Thae, BIRIEAIZARSS. 7k, BFTHXIEEST A KA Windows IhEE, Hik#
FETLEHME TR ISR/, ARER PC

-
i Windows Features = [m] X

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its check box. A
filled box means that only part of the feature is turned on.

0

.NET Framework 3.5 (includes .NET 2.0 and 3.0)
# @ .NET Framework 4.8 Advanced Services

()7 Active Directory Lightweight Directory Services
()7 Container Server

()" Containers

()7 Data Center Bridging

B  Device Lockdown

()" Unbranded Boot
(C)" = Unified Write Filter
O Guarded Host

e o

OK Cancel
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= Run X
=) Typethe name of a program, folder, document, or Internet
&= resource, and Windows will open it for you.
open: | [senicesmse | <
& This task will be created with administrative privileges.
Cancel Browse...
4 Services e [m] X
File Action View Help
e mEc= Hm »Enw
£ Services (Local) Name ’ Description Status StartupType  Log On As
) Microsoft Edge Update Servi.. Keeps your Microsoft software up to dat... Manual (Trigg..  Local System
- i ™ YT o= 7
€} Microsoft Passport Container  Manages local user identity keys used t.. Manual (Trigg.. ~ Local Service
&) Microsoft Software Shadow .. - Manages software-based volume shado.. Manual Local System
18 Microsoft Storage Spaces S.. _Host service for the Microsoft Storage S... Manual Network Se..
o Extended )\ Standard
— . S 3
1. 35 Microsoft fB&iFiE2EARSS
SEEARRE N E:
2. BEhERIRENRN :
Microsoft Keyboard Filter Properties (Local Computer) X
General |ogOn Recovery Dependencies
Service name: [MsKeyboardFilter]
Display name: Microsoft Keyboard Filter
Description: Controls keystroke filtering and mapping a
v
Path to executable:
C:\Windows\system32\svchost.exe - netsvcs -p
Startup type: Automatic I v
Service status: Stopped
Start Stop Pause Resume
You can specify the start parameters that apply when you start the service
from here.
Start parameters:
| ok Cancel Apply
N =
<
3. {IF MR IR 2
= Run X
=7 Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.
v

Open: I|_LEQEdi'I I

Cancel

& This task will be created with administrative privileges.

Browse...

4. Sfin=E KeyboardFilter: HKEY_LOCAL_MACHINE>SOFTWARE>Microsoft>Windows Embedded

[ Registry Editor s a X
File Edit View Favorites Help
Windows Desktop Search A || Name Type Data
v W'":°";:’:'F’Fk‘"’°d aB) Alt+Space REG_SZ Allowed
4 - ;7 N: ‘|' = Alt+Tab REG S7 Blocked
indows Mail :

) b -

> Windows Media Device Manager ,7;]Ak+\{v|n. REGSZ Allowed

> Windows Media Foundation 2] Application REGTSZ Allowed

Windows Media Player NSS BreakoutKeyScanCode ~ REG_DWORD 0x0000005b (91)

5 [T} Windows Messaging Subsystem b BrowserBack REG_SZ Allowed

. Windows NT v !’_!5] BrowserFavorites REG_SZ Allowed
< > < >

I Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Embedded’\KeyboardFilterI

5. MEMEBRESAHIITE RSP,

= REDIEBME R,

44
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UTFHERRSMRES:

& faig
“RIF” AFREAR
E3E HPREA R
DisableKeyboardFilterForAdministrator |EI2GERNEREEITIELS
E ‘17
BreakoutKeyScanCode & “01” YEIR R ESC 31853
THRERBESRFR:
& ik
CTRL-SHIFT-ESC A ESEREER
CTRL-ALT-DEL ER LA TR T3 8
MERSR
IS EiEes
BCE
KARSR
TR

EZEEIEEIA Microsoft 3X#4: https://docs.microsoft.com/en-us/windows-hardware/customize/
enterprise/keyboardfilter

5.8 USB [1117]

S5NARFEREEM, USBIREWMAILKIIARERIRSE. BIFRFEBTEITERETIRFHI USB 1L
o [k, ATHIMSE, FAIUENXS—K USB IRSNER, HRRasSHiENNAERER, FAERNE,
Eitt, IFENABEF (WRA) USBAEFEFREMEMAREE. USB TiERRSEIERTAAET USB &
BENRE. B0, TEERAT/EESF HID &&E, UKk USBAFE. BEMRRESFMERBTEFHEIRS.

M, RIERZHE USB T E2s 28 USB AV &A= ID (577 ID [VID]/F=& ID [PID]) , X%:1D
RENMZEZSM, AIURE,

797 BRET USB FIMBIEEN, AILAMEATYIRERP, FlIDETIEGIE. (B2, AEREREETFIESR, B
I ELFERIL AR USB EZORIBI. ATENEEE, FRERFETMHEZONERANIZEEERI
PRHIEY,

PR, USBZIESsLATAVIZERY ID HEEMERF, XEKREFEALSITEIIHNEN USB IREHFHITERRE
B BA%Eid USB 1323,
BEESMIEIRERF SRR LRSI USB K& A%,
- NRIGFEEARRE, TBEIELHFIBAFRMAZAFIARLUT X HRP LR :
o %SystemRoot%\Inf\Usbstor.pnf
o %SystemRoot%\Inf\Usbstor.inf
° %SystemRoot%)\System32\DriverStore\Usbstor.inf*
« ATHLE USB KBEFMHIZENZRBFER, AT
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSer\services\USBSTOR FHUEMZRFIEEE
“ImagePath” &B AT EER.
o LEAMER T NN SRERIR E (5 4ARER) EXEAMIPRS] USB & BIER.
« WAEJLATE BIOS XAl USB . AR, EAXMAINN, BEMBIAFRNGERFA BT XHANE
HI
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[ ]
1 AR, BEEMRKENEFSAHSERBKARENERND . BN TeBIARBRHEITIRE.

B Windows 10 2, AJECE AT IE USB I&&FRIIEDL,

ID R{EA— LECRYIR &

1. £ “&B17° BO0%%A gpedit.msc, FTHAERBRGRIESR. RIBNARER, EEHLE/AITFRESXEIGE

=l Local Group Policy Editor

= O x
Eile  Action View Help
o9 2@z T
5[ Local Computer Policy A || setting State
v i Fpmputer Conﬁguration |i=] Allow administrators te override Device Installation Restriction policies Met configured
‘J_ So.ftware Settlhgs || Allow installation of devices using drivers that match these device setup classes Mot configured
o j f;::i:\i":r:;ztlen'?;mplates |i=] Prevent installation of devices using drivers that match these device setup classes MNet configured
| Control Panel iz Display a custom message when installation is prevented by a policy setting Mot configured
| Metwork || Display a custormn message title when device installation is prevented by a policy setting  Not configured
= Printers Allow installation of devices that match any of these device IDs Mot configured
| Server event installation of devices that match any of these device IDs Net configured
| Start Menu and Taskbar =| Time (in seconds) to force reboot when required for policy changes to take effect Mot configured
v [] System |i=| Prevent installation of removable devices Mot configured
| Access-Denied Assistance |i=] Prevent installation of devices not described by other policy settings MNet configured
1 App-v
| Audit Process Creation
| Credentials Delegation
| Device Guard
~ || Device Installation
| Device Installation Restrictions
| Device Redirection
| Disk NV Cache
| Disk Quetas
| Distributed COM vl < >
< - o E)d:ended)\Standard/
10 setting(s)
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2. BUERARBSFHIMA ARSI R IEAYIRE

ce IDs O *
E} Prevent installaticn of devices that match any of these device IDs Pirssimis Satis Next Setting
() Mot Configured Comment:
(@) Enabled
() Disabled
Supported on: [ At |east Windows Vista
Cpticns: Help:
Prevent installation of devices that match anv of This policy setting allows you to specify a list of Plug and Play
these Device IDs: i hardware IDs and compatible |Ds for devices that Windows is
EseLevice [Ls prevented from installing. This policy setting takes precedence
Show over any other pelicy setting that allows Windows to install a
device,
Show Contents O X

If you enable this policy setting, Windows is prevented from
installing a device whose hardware ID or compatible ID appears

Prevent installation of devices that match any of these Device Ds: in the list you create. If you enable this policy setting on a remote
desktop server, the policy setting affects redirection of the
Value specified devices from a remote desktop client to the remote

desktop server.
L4

If you disable or do not configure this policy setting, devices can
be installed and updated as allowed or prevented by other policy
settings,

oK Cancel Apply

oK Cancel
= USBidiE2s Il BB E R,
5

EXEZER, 520 Microsoft 3X#4: http://msdn.microsoft.com/en-us/library/bb530324.aspx
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6 000

i, FPFEHR—LES5BEE XM, NPRSERR IPC LUSMIER, MMNEDER.
TwinCAT = fERRIHRAFIRA Ritt4k: E2 TCP/UDP ik [» 51]

6.1 NN

AP TE TSP EERHER. EfRSEAARNIER REBER EREIHITIZIZER,

HFETHEHNERN, TR4MBEEESKAAN, BEATRBEREHRERERN, Z2EHEBEHR
RBREE, FXEEERE ARG BT,

EXAEEBEESLITNE, LIBHIET IR R AT TN S,
BiEEN:

- VPN [» 51]
- RDP[» 51]

6.2 Jot

P IEIR B RRIPRAARZNEAREN—MFE, NMELERFENENGO, AM, EXEFNDERFAER
SEAT AR EROANRS . BHITUENIRE, MOTNFAERNROETHRR, 585 MEXARETH
o

D AR E] USRS B M R B D ASERARATIE T, IR0, BEXRRS. EERETEFHE
WEMN, Fitt, FAERR ORI TR,

D AR R] LIRS B, WA IR IRER AN — BN N B HIRE. BMEASEFE, i, S5MER
MIEARE, (ERIRERSEAMBIBIHAEN A EERNIZFHITER, BEhERZREEMMHER. BEN
=R,

AR SIREENB AS M AT LU LIRS PN AR YR, B EREMBEZNAS. N TEBLERS
(FIANMEER ) , ERMEFRMERESRAL, HEREFFHREMAITNE. AL, PBHAETUEE
RE, FEIHEIEIIER T,

P AR RENRIRIIRE R —ERAVEE, MMRELEEERRIFRER,
EZ TCP/UDP ir [ [» 51] BB R ECE MG BEFEZ SR TCP/UDP inO5%&,

BEE AN, FILUMBLTEISHS wl.msc 17T MMC i AERAR 4R Windows BiAE, FIEA
FRFRNAZ A AR NN o

PETE B9 L S ARSS RN AT LA R R e @A BTN, °J LRSS MIBRANI R EE Az
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R

]

1. fIABASEIRE

0 Windows Defender Firewall with Advanced Security - X
File Actien View Help
L A Healea (Y
P Windows Defender Firewallwi Actions
g:’;”;u‘::“"':“es Name Group R Profie  Ensbled  Action  Overide  Progrem  Locel Address || Inbound Rules -
By Connection Security Rules || @ 1CMPvd Al Ves Mlow  No Any Any i@ NewRule..
» B, Monitoring @ IcvPve Al Yes Allow Mo Any Any T Filter by Profile =
1 IPC-Diagnostics Al Ves Allow Mo Any Any
IPCDiagUAPort Al Ho Alew Mo PRl Any i¥: Filter by Siate L
NTP Server Al No Allow  No Any Any 7 Filter by Group 4
% OpenSSH SSH Server Preview (sshd) All Yes Allow Mo CA\Progr..  Any View »
@ TwinCAT ADS (TCP) Al Yes Allow No Any Any B e
€ TwinCAT ADS (UDP) Al Ves Miow Mo Any Any G Refres
% TwinCAT ADS Secure (TCP) All Yes Allow Mo Any Any = Export List...
Allsyn Router (TCP-In) Allsyn Router Domai.. No Allow  No CAWind...  Any Help
AllJoyn Router (UDP-In) AllJoyn Router Domai.. Mo Allow Mo CAWind..  Any
BranchCache Content Retrieval (HTTP-In) BranchCache - Content Retr... All No Allow No SYSTEM Any
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... All No Allow No SYSTEM Any
BranchCache Peer Discovery (WSD-In) BranchCache - Peer Discove... All Mo Allow Mo CAWind..  Any
Carb b Pomasimm S1im mbimim e s £l A an TN Cmrb B M simm S1vm i b s [ LY Allmass LU FANG- L &
< > < >
N N W Nf— bor
2. WEMBFN, BIeISBBuZAN, BIAaiFskPalmEiE, FRFMEMMNZEHRI,
e rEA—T = BER= N .
XEBEIAS, 5|FETMZFIED:
i Mew Outbound Rule V *
Protocol and Ports
Specify the protocols and parts to which this rule applies.
Steps:
i 7
@ Rule Type Does this rule apply to TCP or UDP?
& Protocol and Ports ® TCP
@ Action ) upp
@ Profile
@ Name ) .
Does this rule apply to all remote ports or specific remote ports?
() All remote ports
(® Specific remote ports:
Bxample: 80, 443, 5000-5010
< Back MNext = Cancel

IPC Security Guideline
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3. XEHM Rt A LIEFEeL:

TwinCAT ADS (TCP) Properties >
Protocols and Ports Scope Advanced Local Principals Remote Users
General Programz and Services Remote Computers

General

% MName:
[TwinCAT ADS (TCP]
Description:
Enabled

Action
=54 (@ Allow the connection
J
A" () Mlow the connection if it is secure

() Block the connection

Carcel | |50

= B8 RBHAESIE—SFRN,
BEZEBiEZ 0 Microsoft SX#4:

https://docs.microsoft.com/en-us/previous-versions/windows/desktop/ics/windows-firewall-
integration-and-best-practices

6.3 gooo
AR LN R SRS

6.3.1 Modbus

Modbus ¥ &#TF 1970 FREHEANBTREDNEA L. HEEBIRE N T NARE—FEE N,
XMBENING TRIUMMER, HAJUELEAAESRENER MMERdE. BTX—E%2E, EBELR
177 30, BE, XTERMES Modbus FIA T T HgELUER, XLET B EHINEEERNE
K, L2 MMEEEE, YK Modbus MR EIEMER S HIIFERLIEHE.

RE {5859 Modbus RTU #1 Modbus TCP 12 #h TwinCAT Thag, FRIMBAEIERELHFMMN, N4
B HEL2HIH OPC UA,
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BECKHOFF P

6.3.2 ADS

Bolfbi&EHSE (ADS) RERAANEEBENY. HiITRA T HAEAREERNY THE@EEMABE MY
(30 TCP HEETT) o ADSFERITEIRZER SN, WAEENERE, BRI tENBEEEhET
i,
BIRITZ IR ERFE A ADS SiERE YN T 2FHEE,
ADS BRIEM TCP i@ E ZF =
+ ADS-over-MQTT
- £ ADS

6.3.3 OPC UA

OPC 4—28#4 (IEC 62541) B OPC B RAUH—AKAK, HENRRE. ARHSHEREXRNAGIVUETHIER
YREURFITMIBE R, BEHMEIEMBFHNEFMXISK ERP R, BT OPC UA, FRERMNHINAMERAG
AJTEEEIEYE. At RRIGPBPERES.

BEXEZELE, 1ES 0 TF6100 TC3 OPC UA X4

6.3.4 VPN

REPAZ A4S (VPN) AT LUBE AHEMBEREIRE ZBRILEMEEMN. TAZHERT, @d QMK L
HUBEHIEEMER. F190, BILGER VPN AL EXRIGIFERLZEMN, BEIRENERNHGERRE
Fo

6.3.5 RDP

2R E Y (RDP) B—M % BT ERIZIZIHR Microsoft TE N

6.3.6 CerHost

CerHost & Microsoft EBHIAENNZENN, BFERIZIZIHRETF Windows CE BIIRIER S,
BT RLIMERER CerHost (i@ R EiimE) .

6.4 oot

RIFRFAZNEZIN S — L REEAREMK, ZEAFRRSFAIRER IPCRIFHMEHR, Xix, X
LRSS —a PC HBEREIRIP.

BT MILSRIFINAESD, RBEIREBITRENEGFAD, MMmsiEEd AEERCMIX LR, M=
PR SSPRT Hl FE AR A SERT BE 7o

6.5 10 TCP/UDP [

RIEFARNNAER, YHEAFL2HNN, EBIRREREMIN QIHELEMEEE VPN) RBRE
S

AEERZ2MNBERT, DIRESmAEH TR 2R,
0ooo
TERERTERMRES, ERBERFARNENKRD
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4B BECKHOFF
BRs3 w0 (fEN)
IPC 32k https: 443 / tcp
iti2EmE - RDP ({XFR 3389 /tcp
Windows 7/10)
TwinCAT ADS KIL: 48899 /udp (HAIfEH)
AEL: 48898 /tcp (HBAIfEL) o TwinCAT/BSD® FimOZEXHH
L4 ADS: 8016 /tcp (HHAIfEH)
oodo

TRER T AIEIMT AN E AIRSS

BRS3 wmO (EN)
SMB 137-139 / tcp
445 [ tcp
OPC-UA: 4852 / tcp
Cerhost (Windows CE) 987 / tcp
FTP 21 /tcp

TwinCAT 0]

TREEAT TwinCAT P m@ = ERma .

ARS3

wA (RRARE)

TF1810 TwinCAT PLC HMI
Web

80 /tcp (fBEN)
BiES M TF1810 LAY

TF2000 TwinCAT HMI

1010 (has < 1.12) . 2010 (hR7s = 1.14) /tcp (Zsith)
1020 (hads < 1.12) . 2020 (hk7Zs = 1.14) /tcp (fEN)
FHiES M. TF2000 AR

TF6100 OPC UA 4840 /tcp (UAPRSS28, EN) , AIEEEK
48050 /tcp (UAWIX, fEN) , AIERK
BiES 0 TF6100 LAY
TF6100 OPC DA 1024 5 65535 Z[E)sh&simEa (BURF DCOM) (B N)

BiESM: TF6120 RIS

TF6250 Modbus TCP

502 /tcp (fEN) , AJEX
BiEB M TF6250 RIS

TF6310 TCP-IP

BB /tcp (fEA. fEH)
BiESM: TF6310 EAISCHY

TF6311 TCP/UDP Realtime

AJERR /tep (RN f2H)
BEFERENRIERG AIERIFM,
iS50 TF6311 FAIXHY

TF6300 FTP 20 /tcp (f&H)
21 /tcp (fBH)
B8 TF6300 LAISCHY
TF6420 #EERS 25 AIARIEEIERE [ tcp (fBFH) HTEX
BiESM: TF6420 ERISTHY
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&S5 wa (FRAgE)

TF67xx loT AIRIEAIE [ tep (fRH) #1TEEX

TF35xx 37 BEB 0 TF670x Fl TF35xx L AISTAY

TwinCAT EAP 34980 /udp (fEN) , AIREE:T UDP fEH EAP,

BIEFRERZENRIER SR AIERIFE,
iS50 EAP BIHY

TwinCAT ADS-over-MQTT  |RAIRIEAIE /tcp (ffH) HITER
FiEE0: ADS-over-MQTT ERISHY

6.6 S oo
RINBIRT, 11S MRS ERATE Windows FRTFIEEPIRTS, FIMNATEREIREEESM PLCHMI, N7 #
—SHRARLEHRFEIMEIRS [ HITIHE], ERILL:
« R IS WRARSS 23
- SUPRHIMINEBITIEL
ETXAMAGERRP—MESE, BRTENERFN. IR, ExeRANERT, FEIHA IS MER

SRONAREFHSTIFM, TEHESE1T. REMERIERE, REERIEEESEFEBAIAE, FRR
HEESRNAMIGENEER, FrEEtNAREFEARRERRRM,

BH IS MRS R

1. A RER [Windows §8] + [R] HERITIEE, ASH A optionalfeatures,
FTFFWindows IHREE .

2. 2/ Internet {5 BIRS THIIEDN,

(5l Windows Features — O >

Turn Windows features on or off e

To turn a feature on, select its check box, To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

| @ M Device Lockdown P

[] | Guarded Host

@ [ | Hyper-V
Internet Explorer 11

=0
@[] | FTP Server
] | Web Management Tocls
m ] | World Wide Web Services

[ | Internet Information Services Hostable Web Core
m [ | Legacy Components
= Media Features
1 Mirrnsoft Messane Quene (MSMON Senver

Cancel

3. MTEA IS ML8ARSS 28 hiE) 1IS MEEARSS BRHIFME N AR F R BIX—Z BRI M,

PREIMIMERIIE] .
1. BERIEMINERIAIR], EERERER [Windows 5] + [R] ABHRITIHENE, ABRA compmgmt.msc,
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2. EAMEMKRPEFRERMESRSFE, HEEE N SRR %<,

3. EAM “BF7 MTFREHE. FHSHERCOSP, http A https WIP k=P 2 BRES (*).

;Ei Computer Management

File Action View Help
= 2w H

(6] » CX-3BBI3A » Sites »

& Computer Management (Local) [ i -
oy
v ﬁ’é System Tools
> @ Task Scheduler Cm.m
» @ Event Viewer P2

> [@| Shared Folders
» & Local Users and Groups
> @ Performance
ﬁ Device Manager
v g Storage
#= Disk Management
v f‘@ Services and Applications
% Internet Information Services
-i,‘;_é; Services

&5 WMI Control

v--aa CX-3BB93A (CX-3BBY:
=} Application Pools
» - @] Sites

qé Sites

Filter: - W Go - ighShow All
MName [[o] Status Binding
0 Default Web Site 1 Started (h... %80 (http), =443

<

Features View |2 Content View

@ This site has multiple
bindings

@ Add Website...
Set Website Defaults...

Edit Site
Bindings...
Basic Settings...

B Explore

Edit Permissions...
x Remove

Rename

View Applications

View Virtual Directories
Manage Website '.é.'
; Restart

P Start v

8 Computer Managerent

(6] » CX-3BBI3A » Sites »

File Action View Help
= zE H
& Computer Management (Local) [ i -
oy |
v ﬁ’é System Tools -
» @ Task Scheduler cm.m
> §2] Event Viewer #

> [@| Shared Folders

v .Hﬂ CX-3BBY93A (CX-3BBY:

G‘i! Sites

5 2 Local Users and Groups Filter: * W Go -~ Show All
& % .3 Application Pools e ° % o
> @ Performance - —
B D Manager &/ Sites Mame D Status Binding
v g E{orage &) Default Web Site 1 Started (h... %80 (http), =443
#= Disk Management
v f‘@ Services and Applications
% Internet Information Services
£k Services S
i 2
& WMI Control Site Bindings *
Type Host Name Port IP Address Binding Add... |
htt a0 *
i Edit...
https 443 *
Remove
Browse
£ >
< > Closze |

@ This site has multiple
bindings

@ Add Website...
Set Website Defaults...

Edit Site
Bindings...

Basic Settings...

Explore

@ "

Edit Permissions...
x Remove

Rename

View Applications

View Virtual Directories
Manage Website '.é.'
3 Restart

P Start v

MIAYFERA KB IMBEYIAE,
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ML&iR(E

4. Yg%E http 3¢ https 5B, HEMA 127.0.0.1 B R iF4tinia,

8 Computer Managerent

- O X
File Action View Help
= 2@ H
& Computer Management (Local) ((:_-:) | E_ » CX-3BB93A » Sites » | o @~
v ﬁ’é System Tools - g
> @ Task Scheduler Connections e Alerts
» Event Viewer . Sites
5 g Shared Folders # é ® This site has multiple
- < % B bindings
> ‘%J Local Users and Groups ™ S EBB‘}_EA (Q( SHE Filter: ~ WGo -~ %I Show All 2
. @ i Application Pools Acti
B Devi Sites MName D Status Binding 5
s Device Manager @ Add Website =
v 22 Storage &) Default Web Site 1 Started (h... %80 (http), %443
. =5 Disk M E Set Website Defaults...
= Disk Managemen
v f@ Services and Applications Edit Site
% Internet Information Services Bindings...
i Services i Basic Settings...
% 2
& WMI Control Site Bindings *
1 Explore
Type  Host Name Port  IP Address Binding | Add. | Edit Permissiniisy
http 0 127.0.0.1 = X Remove
hitps a3 127.0.0.1 it... Rename
i' Remove 2 View Applications
: View Virtual Directories
. .| I Manage Website (al
; Restart
< | Close P Start Y]

= MU, SMERILIEMERISEEIEEZMIRG, HPEE 127.0.0.1/config #1T7Athininl, HEPMEHEMMAERR

FAZ e RIR I,
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6.7 HTTPS [1[

NREFBEAINERE (SEEIER) WNREHMIEPARESEHNNARER, BATZSNBNALIEMNSNE
BRI HTTPS SEE,

IEREEERRATATLRESMIEE, XFEA LGRS AHITNE, REEMEREZT EBRBER
Bo Lo, SMLEREIIEEL HTTPS thilie R U E S FE A X IR AR,

MLEITHESERIDBEERNERRMEMITHENIER, REERUNS—AREEAEXERHTEN
ilﬁ;&?ggﬁl IERAfE, BEEREITEEIRE LUFEIRIP, EERILABALERERANAVIR, Ea] LABLE
ZENNES,

EFATIIERN HTTPS IEH:
WEZB AT PC BEhAERIEBHITHEE,
© AENERMAEMNE (CA) BBIFIEH
- REHBTENHTTPS IEH,

FERNBEREFNLES R,

6.7.1 Joooooon

BRUNZAEMEIRIEREE, WEREEAIER, rIEPERREEESEHTIRE, REESAEI
PC A3t 5z i2 8 Ao

BEPBRNT:

1. SNRET PC E#TAMIETT, RITEXEERAVIEZMEFRIMAN URL http: //localhost/config, /BB
ERIGHEIER, NRFEEAEEERE, BRI https://<IP-Adresse>/confige

2. REEMREWN, AEREIES.

- X
B http://localhost/config £ ~ & | [ Device Manager
L BECKHOFF Device Manager
l;ﬁ Server Certificate
Auto-generate new self signed certificate on changes of hostname n

Auto-generate certifica Enabled

L4
g

Certificate

3. EETERGEBL, EEFER,

4, REA LEANEEFIS, NAER.

= BEIERIEBIERATM. F—F, ARIEFRMENE (CA) BBiFIEF (W: B HTTPSIiFH
57D -
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6.7.2 D0 HTTPS [0

Bf@ LA PC FR{EABY HTTPS ARS528:2 Windows $R BV EEXMI(E B ARSS (11S) ARS3528. @HEBR T, HTF IS
ARs3E%, IEBIMANN (CA) SREE R MAREEMAZRNEBHNRERR, IEBMANAEESRMAE X
EIERIFIERERE, BEBEEREIEBMANIEEIREAE, NREEHE K Windows FRERIRASEHIFHTTIA
iE, LHYL, 55, BEESERT A,

B, BROERT PC LAY IS EERFEIERERIER (CSR), HIRRIEBMANADBIRERIERERE
REGIEBMENI, AT, IEBMENERERMRSZZEBMPENES, USBIERERIER

BESERINT:
1. UEERSMHITATIW PC EREEMNEEARSS (1IS) EIEE.
2. MEMIEER B rER MRS, AENERSSHER.

033 Internet Information Services (IIS) Manager

(e 5 83 ) CX-4rA674 » 7 SR

File View Help

Cosmactions | €3 Ox-4FA674 Home

¥ S5 CX-4FA674 ‘CX"‘FAG"\A""‘q‘ Filter: - % Go -G ShowAll |Groupby: Area - EB-
s

L =B 9 o d &

Authentic... Authorizat.. Compression  Default Directory  ErrorPages  Handler

Rules Document  Browsing Mappings
HE =) =Y I <
€ B o 8§ = H
HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Respon...  CGl Restri... Caching
o= B
o= iR @y
Request Server Worker

Filtering |\ Certificates / Processes
Management

B & #

Configurat...  Feature Shared
Editor Delegation Configurat...

< s | [ Festoesiew] 2 Coment View

Ready 93
o 37 s > SE s
3. HiRMER D, EERUEIERIAR, ARREERESTERN.
93 Internet Inf ion Services (IIS) Manag; - m] X
€5 63 cxamem »
File View Help
;! Server Certificates
o = =
v EliEs 4FA6_74 (FX AEABTA\ it Use this feature to request and manage certificates that the Web server can use with websites configured for
) Application Pools SSL.
, .[@] Sites —
Filter: - Go - \s7Show All | Group by: No Grouping .
Name Issued To Issued By Expiri
CX-4FA674 CX-4FA674 3/29/
< >
< > . = Content View
Ready b E
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4. HFRBUER, HIEBABMFEPRAZT R LRI PCHTLEHE DNS &, MNREH
DNS &7, tAILIER IP #lik, —ARK, EXTMREFE URL FIREIARNEENBEFPERANS
RER IP ttik, SNRFEISTER M IP ALK DNS RFR, BERIEBMEN DG EENMRIEBRYT BR

(EFERRB) BN, EXMERT, R BEKRIIRESS CSR FRE,

Request Certificate ?

Distinguished Name Properties

oV

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: ‘cx-4'a674.plant081S.Example‘com |

Organization: [Exampl: Corporation I

QOrganizational unit:

City/locality ‘Seaﬂl: ]
State/province: lWashington! I
Country/region: ‘US e

Cancel

X

5. BNIZE EIRIER SRR KREIB—1RE A, 1024 I8 RSA RERIANEIRH.

Request Certificate ?

Cryptographic Service Provider Properties

gjjj

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider v
Bit length:
2048 v
Previous Cancel

X

= {RTF CSR XEFHRBELKELLIEBMANE, WERERHMANMNEER, T—PMESANILES (B B|A

WEH [P 59]) o
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6.7.3 Jogg

EIEBIANIE (CA) ZIXIEBERIFEK (CSR) &, BNZZWEI—MEIEXM. FNEXAHERIZI T PC,
REBUT I BIREF, MREKRET SN, BRERT, ERE—NMRBIN " pTb XM, EXHES
TEERVIE P,

BESERINT:

1. UEERSMITA T PC EREEME SRS (1IS) B2

2. MEMEER B ERMERSEE, AENERSIHER.

#3 Internet Information Services (IIS) Manager - m] X
(C 5 63 Cx-4ra674 » W s @~
File View Help
Connections ‘ Actions
@) Cx-4FA674 Home
z Manage Server
bs = = esta
[ € 5 CXAFAGTA (CX-4FAGTAA) | B P e B 2 Restart
- IS - > oy
A @ Stop
= ” " " T i PR
f},& 2 ‘*ﬁl o = & 2 View Application Pools
Authentic... Authorizat.. Compression  Default Directory  ErrorPages  Handler View Sites
Rules Document  Browsing Mappings o NET R eRoh
<« E‘ S = s - e
" & “ Jj &= # = w Web Platform
HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output Components
Respon...  CG|Restri... Caching ©® Hep
\ 2
o= Y ety
Request Server Worker
Filtering \K»Cfrtificatei «/,‘ Processes
Managemen;\—"/ -~
B &
Configurat...  Feature Shared
Editor Delegation Configurat...
Ready 93
-] 37 = Ry s s = > ~ Moo
3. RS, RERRGEBRIEETHMHEEZSNNIES, B ER7 *.pTb.
&5 Internet Information Services (IIS) Manager = O X
fe = |93 Cx-4FAA38 » & e -
File  View Help
Connections L Actions
G;' Server Certificates
= Import...

v 85 CX-4FAA3S (CK-4FAA

Use this feature to request and manage certificates that the Web server can use with Create Certificate Request...

[t Alppllcatlon Pools) | websites configured for S5L. Complete Certificate Request...
v @ Sites
Filter: * W Go ~ % Show All | Group by: _ Create Domain Certificate...
=
Name lssued To Issued By Create Self-5igned Certificate...

CH-AFAA3E CX-4FAA3S Enable Automatic Rebind of
Renewed Certificate

@ Help

£ >

< > [=]] Features View {2 Content View

Ready b
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4. HIMEEIEBMANMEEE . MEHnE, WEREFMEINERFHEX, RIFERSETIERERIE
X (CSR) SREFEBABRMFRPEFNERE, FETIEAIERFEEZERNEITE LD,

5.

6.

Complete Certificate Request ? X

Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority's response:

[cUsers\a

D ktop\resp p7b

=

Friendly name:

|cx—4fa674.plant081 5.example.com

lect a certificate store for the new certificate:

iv

o |

SNE, EFRHIEIRRSSFIEBIIRF,

€ Internet Inf Services (IIS) Manag - [m} X
€ 5 (63, cxaraem » & = R @-
File View Help
ﬂ Server Certificates
Z Import...
¥ qg C‘)’( " 4 (CX VAGMIT | Use this feature to request and manage certificates that the Web server can use with websites configured for Create Certificate Request...
L2} Application Pools Complete Certificate R
i plete Certificate Request...
> -[@] Sites e R
Filter: + W Go -G ShowAll | Group by: No Grouping < Create Domain Certificate...
Name Issued To Issued By Expiri Create Self-Signed Certificate...
- - 3/29l View...
ECA-S1G1 mnnr Export...
Renew...
X Remove
Enable Automatic Rebind of
Renewed Certificate
o Help
< >
: s | [ Festures Vi | 2 Content View
Ready 8
> Y o =2 = =
REEMBERIARLS, ARG R ERBEREEPISE,
€ Internet Inf Services (IIS) Manag - [m} X
(€ @) CX4FA6T4 » Sites » Default WebSSite » & = @-
File View Help
-~ @ Default Web Site Home B & A
xplore
€ -4FAG74 (CX-4FAG74) i -
v 83 CX 6 (FX F 674\Admin — - W.Go ~ Gy Show Al | Group by Ares -B- Edit Permissions...
Y Application Poo
> D Default Web Site o2 ) e~
B B d o 2
Authenti Authori: Compressi Default Directory  ErrorPages  Handler View Applications
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