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System Devices MNetwork & Internet Personalization Accounts
Display, notifications, apps, Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN Background, lock screen, Your accounts, email, sync,
power colors wark, other people
() - N
AT < R/
Time & language Ease of Access Privacy Update & security
Speech, region, date Narrator, magnifier, high Location, camera Windows Update, recovery,
contrast backup

2. Sign-in optionsZ:#R L. /\XT—RIUJ”TChangezoUwvILZFET,

Settings — [m| hed

Windows Settings

| ‘:\-*dasetti‘g F
Settings - o x
% Home < Windows Hello
| Find a setting £ o . . . ) .
Sign in to Windows, apps and services by teaching Windows to recognize you.
Accounts

Windows Hello isn't available on this device.

A= Yourinfo See how it works and find compatible devices.

E1 Email & app accounts

Q, Password

I @, Sign-in options

Change your account password

B=3  Access work or school

A, Other people

3. BIED/AXT— RZANDUTLES 0,

4. FIUWIKRD— RZASD LT TZEN,

2 JIRDT—REFYLY henk Uiz,
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54.1.2 NRADT—RRUS—

JIXIXT—RARUS—(CKo>T. I—HT7HI> bDI)IRDT— RERZFIBEL. I—H(CTZERX/RXT—R%E
BIREED T ENTRECRADFET . BID/ARXT— RRUS—(F, 8LV R T— ROFEANS SR T LAZRE
UEY, FHIDI Y/ RTJ-RORSEEMEZRTELET,

1. Control Panelzfi=. Administrative Tools > Local Security PolicyZz#RUZE T,

2. WLWED > RONT. Account Policies > Password PolicyZzi&#RUZE 9,

3. XXT—RRUS—E/EULET,

4. FARD) AT — REMERZFRE T D(C(E. S RF LN L)X DT— ROEEZ(E T F TOHAR

(BEAI) %R > —dMaximum password ageh'SEELE T,

fg Local Security Policy - O %
File Action View Help
e 2@ XE = HE

i Security Settings Policy T
v [ Account Policies
‘g, Password Policy

| Enforce password history 0 passwords remembered

Maximum password age

i Account Lockout Policy

2% g 12 Minimum password age 0 days
» [ g Local Policies ™ Min i b
= Windows Defender Firewall with Advg | -0 o passwerdieny _ Rl
| Metwork List Manager Policies ‘_Ld Minirmum password length audit Mot Defined
5 7] Public Key Policies 12z) Password must meet complexity requirements Disabled
lzis| Store passwords using reversible encryption Disabled

| Software Restriction Policies
| Application Control Policies
.g IP Security Policies on Local Compute
» || Advanced Audit Policy Configuration
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5. XA — ROEMEERT B/=0(C. Password must meet complexity requirements®DiR)
S—ZERECTETET, CORIUS—EBMCTDE. BBFRESIND/(XT—R(E PR EBAX
F.IIWXF, BF. FEXFZEORENDDFT,

Zh Local Security Policy - O *
File Action View Help
o2 2@ XE = HE
& _S?C'-”it? Settings Policy Security Setting
vis P:_cc;»unt Pol‘;c;esl.. 12| Enforce password history 0 passwords remembered
‘g' SOy . i) Maximum password age 42 days
‘4 Account Lockout Policy i
Sl e g Minimum password age 0 days
5 Local Policies B A P
| Windows Defender Firewall with Adve | 22 B R
Mot Defined

124 Minimum password length audit
Password must meet complexity requirements
|2 Store passwords using reversible encryption

Enabled
Dizabled

[ | Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
> || Application Control Policies
> g IP Security Policies on Local Compute
| Advanced Audit Policy Configuration
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6. 1—HRET — =R T DIREZFH<Tz(C. Account Lockout Policy ' SiXEZITDOCENTE
F£9, OJAICEBUZERICISCUTI-—YT7HD> OV o7 O Mg D%EE ULEI . Account
lockout duration’RU>—&FERA LT, OvoSNET7HDT> SABENICOY JFRENDETD
Bz DB CRECEET,

T2 Local Security Policy - O >
File Action View Help
= 5E X

a Security Settings Policy Security Setting
v [4 Account Policies
‘4 Passwaord Policy
‘5 Account Lockout Policy
‘4, Local Policies
" Windows Defender Firewall with Adve
| Metwork List Manager Policies
| Public Key Policies
" Software Restriction Policies
| Application Control Policies
,g IP Security Pelicies on Local Compute
| Advanced Audit Policy Configuration

12| Account lockout duration 1 minutes
|2 Account lockout threshold 5invalid logon attempts

liy| Reset account lockout counter after 1 minutes

= JIXDT—RRUS—DEE

5.4.1.3 IPCEF IV D —R
11—/ D— R(F, IPCEEIDD T IR—SHSRETEET, httpsDPortdd3n S 7O TEET,

FERMAIREE TS, 1~ httpsh' S8 I 20 T/ A X TO—-DIUHEET DS (CIPCEF1 YT«
D4 —-RAEBLET.

IPCEFa1UFTA D= RE TIAIBD/IIRDT—REEEITDILOII—TF({eLFET,

UFEERULTEE,
e Information System®IPCEZ2MI~—177)L

5.4.2 BEa0J79 bk

ITICOTA L TVBRII—IHNUES<KFERALTLWVRWESFCS AT LARERAINRVELDIC, I—HD
B#OJ 7 I hMERECTCEEI., cNETDICIE. ROYU—>t— /I —DHECHBZEELETI. JZEL
FEERNRRTDE. KMEADOSIRAFAFOVIEIN, I—Y(IBEZRN I DINENSDET,
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& Screen Saver Settings =

Screen Saver

& K
-
Screen saver
(Mone) w Settings... Preview
Wait: 5 = minutes 4] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

Change power settings

Concel | [ 00l

5.4.3 EBRUS—

TINA Rz ND—=D(CHETDRSDTF1 VT WRO—IRE U T, BENBREZIRINT D
(C. EDLNILDOTEFIUTAEBEENEL TV ERET DHENGDFT, tFaUTrEEHEE E
FEAPCET /A REDHEEFANRET D LT EERPCHANRY hOEEBEOJZEKRT D EZ2BK
LET. BIXE. I—INBRUET 7 AILPOT AN T ICRTDENC, 7ovROJ&EHRTCEEH
ER

NSOV (d,. WA RI OIEEEDS DBEEAH SO ZIRE I BIcdDsHl, Fiz(FWRECRET S
T BBEIIHDOBHRINEZEHN ELET, Frv ok, BEMbSNEADZIALAFTZEFH T, A
B(CHDNI—EDHERTCEMTETET . EORXSRIRICHIET DML, BRIEBEWIZTUS—>3>(CELo
TERDZEYT., ULEEH>T. oo a>hOrCEigesndh e s dIL—)LiE. @F, BEERUS
— = F>THELUET,

ULHL. BEDICEZLDIL—ILEFZELIETDE. —BOEB(CRDHIRERA. OJFEBERRTI> N
—TaNHMz D, BEIDIINI—HEECERESINED, BEERANZIAICEK D CRECUIES
N> IEDITBaEEENH D ET ., RSNcOJFTEDRBBEEITDEHIC. O & PRORFHCE
EU, BEWICEHMEULIED, 7—hHATJUIEDITIORRWAETHDIEEEHNET,

IAo0OYVT MME. BETIREENRINTSOFT 0 X %2H/BEHLIEWindowsDtzF1 UF 1 BB HA R%E
FKERUFUR, ERNRETRUS—(CIEUTOATIUNSBDET, INSETITAIL MTEERNICED
TWEIHIBRMETEET .

o 7HU> bDOTA AR NDEE [P 27]

o AL ORI —EZRNDT IR %ZEE [P 28]

o OTA AR FDESE

o ATT U MMODIITLAEET
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e IRUS—DEERER
o FHEERADER

o BEBETOTADIBH

o SAFTLARY NDEE

5.4.3.1 FPHhO> hoOIA> AR FDEE

HNEDIPT RLAMNSWeb1 >A—T T —XR(COTA> UTeh Z R UTZWMBETRE(C. Beckhoff
Device ManagerCOJA> AN hZEBU. BYRRUS —Z28MCUET,

UTFOFIRICH DTS EEZ W,

1. =3 —bAv MWindows F—] + [RITETF 1 7OTZFUH L. secpol.msc EAFUET,
Local Security Policy®™J - > ROMEKREINET,

1 Local Security Policy - O >
File Action View Help

as HEIXE = HE

& Security Settings Policy Security Setting
> '5 fccolupntlf’;'llues udit account logon events Mo auditing
v & ._t.Jc:\ d::e: 2z Audit account management Mo auditing
_5 Uu Ri OhEtCYA . . 12 Audit directory service access Mo auditing
ser Rights Assignmen
-::z Securitj Optionsg i Audit logon events Mo auditing
. [ Windows Defender Firewall with Adve|| -4 Audit object access piirabiaps
| Metwork List Manager Policies ";"EAUdft pl:-bh.f_',f change i aud?tfng
=) Public Key Policies .T;hAumt privilege use Mo auditing
» || Software Restriction Policies 24| Audit process tracking Mo auditing
. [ Application Control Policies 2] Audit system events Mo auditing
) g IP Security Policies on Local Compute
w [ | Advanced Audit Policy Configuration
» -lﬁ System Audit Policies - Local Grou
< »|| < >

2. HflotgswY Y —T. Local Policies > Audit PolicyzZ'Jw /2 L. Audit account logon events
DRV —ZERUE T,
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3. KB U700 OH % LR T DIBE(E. FailuredDF T w2y OREERUET ., RIHUIERT
EOJCEFEUWEEIE. SuccessDF T v IR I EEIRLET,

Audit account logon events Properties ? >

Local Secunty Setting  Explain

a. Audit account logan events

Audit these attempts:
Success
Failure

; This setting might not be erforced if other policy is configured to
i ovemde category level audi policy.
For more information, see Audit account logon events. (921468)

Cancel | | ooy

= [Windows¥—] + [R] T4 77O %=FUH L. eventvwr&E AN 93 E. Event Viewerh'sO4
[CERFSNEI> NI ERRTEEI., COI> MJ—(E. WindowsOds > Securityh SR TE
ESCR

5.4.3.2 4L MNY—EXANDT7 IR BEET

L
1 WindowsOJDEE (. OJI> MUNBMENDZUTIBINLET . /\— R XRTDEEE
EOFRULTLIESY,

T7 AN T AIINDT I RIEVEE. WindowsTOJ E U TR TEET . ERULLT 7 1ILERE
TANACA—INRTIOEXFT I, WHDBERA > M WindowsOJACEREFRENET .

T7AINETAWNITIORADEERY S —ZFH :
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1. > 3— bAHwv FMWindows F—] + [RITETF 1 7O EFUH L. secpol.msc EAHULET,
Local Security Policy®J 1 > ROMNEKRENET,

F Local Security Palicy — O x
File Action View Help

o9 | 1@ XE= HE

i Security Settings Policy Te—
> [3 Account Policies

o i Ly Audit account logon events Mo auditing
via _h?c;. d:;lei il Audit account management Mo auditing
-4 Au oA 12| Audit directory service access Mo auditing

>[4 User Rights Assignment

“& Security Options Audit logon events Mo auditing

. [] Windows Defender Firewall with Adve ‘“ “b-'d 2B Mo audtﬂg

[ 7] Metwork List Manager Policies e Audit policy change Mo auditing
5[] Public Key Policies 12| Audit privilege use Mo auditing
5 || Software Restriction Policies | Audit process tracking Mo auditing
» || Application Control Policies l2g] Audit system events No auditing

b ,g IP Security Policies on Local Compute
» | Advanced Audit Policy Configuration

2. ERIDEIEY ) — T Local Policies > Audit Policy=2'J) w2 L. Audit object accessdDRJ = —
ZEIRUET,
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3. KU 7O RDOH %R T DIEE(E. FailureDF v IRy O ZERLUET, RIHLET7o¢
ABEEFELUIZWEEIX. SuccessDF T W IRy IXEBEIRUET,

Audit account logon events Properties ? >

Local Secunty Setting  Explain

j' Ludit account logon events

Audit these attempts:
Success
Failure

h This setting might not be erforced if other policy is configured to
LR8N gvemide category level audit policy.
For more information, see Audit account logon events. (921468)

Cancel | | ooy

4, ZEITDI7AIFRETAINSGZETIUYIL. PropertiesZEIRLET .
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5. Security? J%i&RL. Advancedz=2'Jwv oI LZET,

tc_proj Properties =

General Sharin;l Securty  Previous Versions  Customize

Object name:  C:A\Users'Administrator'.Desktoptc_proj

GI'GIIJD ar user names:

SYSTEM
a Administrator {CX¥-3BB93A Administratar)
52 Administrators (CX-3BBS3A" Administrators)

To change pemissions, click Edit. Edit

Permissions for SYSTEM Allow Dery

Full contral

Modify

Read & execute
List folder conterts
Read

Write b

For special pemissions or advanced settings. I [ .ﬁ.d d '
click Advanced. - — :

Concel | [ o

6. Auditing¥ J&:ERL. AddEo U I U TEERADHUWIY MU ZERLET .

Advanced Security Settings for tc_praj O x
Marne: Ch\Users\Administrator\Desktopitc_proj
Owner: Administratars (CH-3BB93A\Administrators) G Change

Permiszions Effective Access

For additional information, double-click an audit entry, To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access Inherited from Applies to
8% Succ..  Administrators (CX{-3BB93AVA.. Read & execute Mone This folder, subfolders and files
Add Remove View

Disable inheritance

[ Replace all child ohject auditing entries with inheritable auditing entries from this object

[ ok || Cancel | | Apply
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7. I-UFRBIIN—TOEAZHEI DIC(F. FEIDII-—TFLEFII-TD&RZEANDL. OKZ
BEIRUE T,

Principal:

Type: Success

Applies to: | This folder, subfolders and files

Basic permissions: Show advanced permissions

Full control

Select User or Group *

| Maodify
| Read & execute Select this object type:

List folder contents |User. Group., or Built-in security principal | Object Types...

Read From this location:

Write |cx-3BB33A | | Locations...

Special permissions

i B IEnterthe object name to select (examples):
| Only apply these auditing settings to objects and/of Admiistratod Check Names Clear all
|
| Advanced... Cancel
|
|
OK Cancel

8. [Windows¥+—] + [R]TH 1 7OJ UL L. eventvwr&E AH93&. Event ViewernsO4
[CREFESNEIS NI ZRRTEET. COI> MU—(E. WindowsO¥' > Security SR TS
ESC®

5.5 O35 A
5.5.1 2095 LDIRIAL MURXME

7TV —=23>0RTA MU MME. SAFTATERSNTWVRNWETOTOT S LDETEHIELE
I, RDA MU KNIKD., EEEQFIS AT LANRTEHFOI I DERBEH 7 TIVT—>3>0DYU R NEVERK
UET. DAMIILAMRY I NITFERFERD., BEOTCF 1 VT4 R—ILEESTZHDMENRT7Y T
—NIMEBHDFERA. FILWTTUT—> a3 fEilienizcESEi. U NIRRT 22BN G DX
I, EERTIE. COURRDERITAILAREKY T bEIDELLDIHBEE, BTFLPRITVEETNTVET,
Windows10(CPE SN TUL\DHEEE (FAppLocker EIE(ENZFE T,

R4 MU REERUZMKRICEKD. SRFALTEITARRIOISLZARNICIEETETET. N
SDOMHICKD T AERT— RNSDRENEIGETT,
WindowsT (&, 2DDRERDRTA MUX MDFENARSNTLET,
o VI RITIHIBRRY = —(SRP)
e AppLocker
VI RITVHIBRRYUS —(F S RXFALTEITARRRT OIS LAZARN(CIEET DDA I-TZTE

HFEF, CNICEKD, MDOIRTOTOTSLNRITTERADFET, INSORUS—(F O-HILE
F1UTARUS—DSERATEFEY.

Windows 7 SEBA S CUL\DAppLlocker(C (&, [LEEEI/AMEREZ TIRX CTLVE T, AppLocker &ESRPMDiE
WIS ESTHIAESNTUNET,
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5.5.1.1 VI M1 PHIRRYS—(SRP)

TFIUTALNILET IAIIREUVTERETEEFT, DT ITAIBRDLANLICHUT, fsteERTSE
ia_o

EF1UFsLAL E7L]
Not permitted JO0SLAZETTETER A
Default user FIAINNI—YDOERTIOISLAZFEITTEET,
Not restricted BI1—-UNHIRRALTTOISLZEITTEET,
BEDODTOISACHUT, UTOFINIL—ILZEEZTETET. INSEEIMIL—ILELTEREINET,
I—=ILDEME E7L]
Hash Rule ZESNTUVVRWRFE/N=23 207005 AT 7ILICDWT. J7AILER
BHRINET,
PYvIF—MIDOWTIE. chSD/I\YS1HAETPYIFT— NI IHED
9.
Certificate Rule FRITEIASENRESNL, EULKBRASNZTOTS AT 7AILARR,
Path Rule BENROTOTS AT 7AILHRR, J(RICIE. TL—RRILSFDRREES
(%PROGRAMFILES% "2 EYEEHDCENTEET,
Internet zone Rule Internet Explorer(Ck > TEERSNIZRY ND—OY —-2RWNICHDTOT S L

PATFOFIEE, Windows 10DF AR ITE— RZEREIT DDICHIIEET
https://docs.microsoft.com/en-us/windows/configuration/lock-down-windows-10-applocker
A0V 7T MMEICKBZ—MRIIREASA R(E. CBE5ZCELEEL .

https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-
application-control/applocker/applocker-policies-deployment-guide

UTFHEsRLTLIES0,.
e AppLocker [» 33]

5.5.1.2 AppLocker
AppLockerid, 7O0SLDETZEHIRT DIcHICERTETET.
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https://docs.microsoft.com/en-us/windows/configuration/lock-down-windows-10-applocker
https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-application-control/applocker/applocker-policies-deployment-guide
https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-application-control/applocker/applocker-policies-deployment-guide
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1. secpol.mscZEETLCLEFa1UFTa/RUS—ZMAEET ., Application control policiesziEIRU.
TDTDAppLockerZ:E#RUET ., HAREEDT —FZIL—ILARICTEET

5 Local Security Policy
File Action View Help

= nm Hm

T Security Settings
» [ Account Policies
» [ 5 Local Palicies
5 Windows Firewall with Advanced Seci
| Metwaork List Manager Policies
5 7] Public Key Policies
. Software Restriction Policies
~ [ ] Application Control Policies
w [T3 Applocker
[ Executable Rules
Windows Installer Rules —
5 Script Rules

.exef.com
.msi/.msp/.mst

)

I Packaged app Rules ==

5 .S IP Security Policies on Local Compute
» ] Advanced Audit Paolicy Configuration

.psl/.bat/.cmd/. vbs/

2. )L—)Lonwegnhaesm2o w2 LT, Create new rulez&RTEET,
3. AllowzZ/z(dRefuseZzEIR U T, JL—)LZEA I dUserE /z(IGroupZz:ERUET .

Create Executable Rules

E_ _|_". Permissions

Before You B'-:gin

Select the action to use and the user or group that this rule should apply to. An
m allgw action perrits affected files to ren, while a dery action prevents affected

Ca r files from Mg,
Publisher
Exceptions
MNama
() Allow
O Deny
User ar group:
\Everyone Select...
More about rule permissions
<t ]| G

34
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4. FTUWL—ILISBR I 35 —RADIEEZERUET .

Create Executable Rules X

Conditions

Before You Begin
Permissions Select the type of primary condition that you would like to create.
Conditions

Publisher

Exceptions ® Pyblisher

Select this option if the application you want to create the nule fior is signed by the
Name software publisher.
() Path

Create a rule for 2 specific file or folder path. If you select a folder, all files in the
fzlder will be affected by the rule.

() File hash
Select this option if you want to create a rule for an application that is not signed.

More about rule conditions

< Previous _ LretE Cancq_
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5. Publisher. Path . &£/z(3File hashZiE8E I3 &ET. KDEEDIL—ILEIBETCEEI, MXT.
Publishers. Paths SX U File hashesz ZNZXUL— LSRN TEET

Create Executable Rules

—_—=

| | Exceptions
Before You Begin
Permissions

Conditions

Path

Exceplions

Mame

To add an exception, select the type of exception and then cick Add. Exceptions are
optional and allow you to exclude files that would normally be included in the rule. To
continue configuring this nule without adding an exception, click Next.

Primary condition:
Se0SDRIVE S\ Users\ Admanistrator Desktop\*

Add exception:

Publisher w

Exceptions:
Exception Type Add...

< Previous Create Cance]

= CNTHEFTTTI.

e :
e AppLocker(dZF I 4)L RTlE TAllow list GFRJUX ) | EUTHBELE T,
o ApplLocker(dZFE 9. 77U 3> &mIERITDIL—ILNHINEIHIZFTVIULET,
o PO 3>aEIEEITDIL-IVGE. O3 EHFRITBRIL-ILKDEEFXENET,
o 2TDOWindows> AT AT 7AILZFRILTLZE,

o L\DWD T1Z4E)L—)L]

(Windows> X5 LT 7 ILVADIL—)L) ZIFER TEFET.

e AppLockerzfEHd L. BEBDI A LN SEDZMOE I ZEBETEEY,
B :

o JL—)LEHMMRTA > /R— b/ ITORR— B TEFT,

e JL—JLIE. HLKM¥Software¥Policies¥Microsoft¥Windows¥SrpV2(CRFENET,
o J7AIEBIDIEHIC. PTUT— 3R —EX (Appidsve) ZBIIAL T IZE0N,

FULENYAoOVI bDORFIAD hESBIZSL)

e https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-

application-control/applocker/using-software-restriction-policies-and-applocker-policies

36
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https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-application-control/applocker/using-software-restriction-policies-and-applocker-policies
https://docs.microsoft.com/de-de/windows/security/threat-protection/windows-defender-application-control/applocker/using-software-restriction-policies-and-applocker-policies
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5.5.2 2’095 LADIERS

BEDI—HIIL—T DI 7 O XoIREIEREDERZRIE T D z(C. CN5Z0SO#EE(CL>TIO
W OFRZ(IIERRICT DT ENTIRET T,

TOUSLELVEDEITE. RTA MIXAMECK D TEHRTEET.
UTFEERBRULTSEZL,

TJO0SLDRITA bUZ ME [» 32]
WindowsTELZARMJICEEZNMRADZET. UTOMAREZIFRRICTEFERT,

LAY
HKEY_CURRENT_USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies¥System
2a1h' [DisableRegistryTool] MI> RUDERLICT D E. I—HFRFLZSIANIIST 4 I%=HIBTER
<IEDFET,
> RITOV
HKEY_CURRENT_USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies¥System
[DisableCMD| WS> hUIE, BICKD THEMNERRDET,
e 0: ONRSADTOTCAMNHFeIEN., NN\vFIF7AI)ILERITTCEET,
e 1: OXY RSASFOEADHAENT . Ny FI7 I ERTCEELA.
o 2: AR RSAZT7OCANHFIENFEEAN, \NWFI7AI)LZEITTETET,
Y NO—ORIR
HKEY_CURRENT_USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies¥NonEum¥
%81/ [{F02C1A0D-BE21-4350-88B0-7367FCO6EF3C}] dMDWORDI> hUDEZLICTD E. R
KD —OIRIBNIERRICENET,
BeDRSATXF
HKEY_CURRENT_USER¥Software¥Microsoft¥Windows¥CurrentVersion¥Policies¥Explorer¥

2N [NoViewOnDrive] KU [NoDrives] MREG_DWORDI> hUZFERLT. EORSAIXF
ZHIR T DN ZERECTCEEI. [NoViewOnDrives] (&, RSATINDT7 I ZHIRLET .
[NoDrives] (d. B(CRSATXFEIFRRFICLUET. 7ITCAEOEETT . ANEE. LUTFORICEH
NI T BDXFDI> RUDEFTTT,

A1l G: 64 M: 4096 S: 262144 Y: 16777216
B: 2 H: 128 N: 8192 T: 524288 Z: 33554432
C: 4 I. 256 0: 16384 U: 1048576 All: 67108863
D: 8 J: 512 P: 32768 V: 2097152

E: 16 K: 1024 Q: 65536 W: 4194304

F: 32 L: 2048 R: 131072 X: 8388608

PIZ(E RSATAl B, D\ BRUPANDT7 IR ZHIRT DIHEF. ANER32779
(1+2+8+32768)L1ADET, EOFER. HEZRMT DZH(COSTEBIEEE T DIVENDDET.

WEATZ 3> OFME. ZESICHEFEHSNTLNET,

5.5.3 RERI>DKR—F> bDOBERS
K SEBR RN T BT, FBRTIOYS ABLVOSTIR—2> NIHIBT BUBASOET.
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ARL—F+4 SHSZF I BECKHOFF
S ZFATISKR—R ROEOS UL, BEEDH DT> TS, BERAREL. TOYSADES
CEFTER<BBALEMEN D DET.

Control Panel®Programs and Features T. AERTOT S ABRKUWindows I iR—R> bz T
SAAR=ILTEFET,

COOERE(CEIE 71X FBIC(E.  [control appwiz.cpl] ZFITUE T,

5.5.4 BEhiicH)

IERT) A A(USBRA SL— A5 o PoF—R— RIRE)VMEFR SN TS &, BFIREHDAD X AICK
STO> MO—SHBERICTAILRABRUTUENET, CNUHFIC, USBAT o PHEHRINDZ ET<IC
ARL —F 4 2O RAFARBEENIC T IS 3> 2 TIDEEICHTEEDET,

BEEINAERIGE(E. BNCITIRENSGDET, CZTIlE AutoPlay (9 TICA> X h—=JLEanNT
WBY I RNITTICKBDAT« 7OBEYE) EAutoRun (OIS LDEE) ZXBILET.

JIL—TRU S —(ZLD TAutoRun & AutoPlayZ TR (CEIC T D(C(FE. UTDOFIEEBOBHENS D E
9,
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===

1. gpedit.mscZEEITLTIIL—TRUS —%ZRE. Computer Configuration > Administrative
Templates > Windows Components > AutoPlay Policies(CEB&#ULEJ. €ZT. UTFTDLDIC
Turn off AutoPlay & Set the default behavior for AutoRun®O/RJ > —Z&ELUE T

= m} x
File Action View Help
Sl ARl (RS | ¥
=] Local Computer Policy ][ setting State Corment
v i Computer Configuration & Turn off Autoplay Enabled MNo
_J \S{;&:\tare Sseettttmgs i=| Prevent AutcPlay from remembering user choices, Mot configured No
indows Settings
j Ad S _? i Disallow Autoplay for nen-volume devices Mot configured No
v ministrative Templates
. E i-| Set the default behavior for AutoRun Enabled No
| Control Panel =
» [ Network
1 Printers & Turn off Autoplay m| x
7] Server
| Start Menu and Taskbar
= =] Tum off Autoplay i Next Setting
» [] System
w | Windows Compenents T
] ActiveX Installer Service O Not Configured :
| Add features to Windows 10 @ Enabled
| App Package Deployment
| App Privacy () Disabled
1 App runtime Supported on: [ af east Windows 2000
| Application Compatibility
| AutoPlay Policies
? -J Biometrics Options: Help:
.| BitLocker Drive Encryption
| Camera
S e This policy setting allows you to turn off the Autoplay feature. ~
"9 Cloud Content Turn off Autoplay on: POy, El ¥ poay:
| Connect All drives ~ Autoplay begins reading from a drive as soon as you insert
| Credential User Interface media in the drive. As a result, the setup file of programs and the
] Data Collection and Preview music on audic media start immediately,
il Delivery Optimization & Prior to Windows XP SP2, Autoplay is disabled by default
< > Extended )\Standard on removable drives, such as the floppy disk drive (but not the
| B CD-ROM drive), and on network drives,
}4 setting(s)

Starting with Windows XP 5P2, Autoplay is enabled for
remaovable drives as well, including Zip drives and some USE
mass storage devices,

If you enable this policy setting, Autoplay is disabled on
CD-ROM and removable media drives, or disabled on all drives.

This policy setting disables Autoplay on additional types of
drives. You cannot use this setting to enable Autoplay on drives
on which it is disabled by default.

v
e
R
Gro r = m} X
File Action View Help
Lo AN RENE 7 Rool i 4
5] Local Computer Policy " || Setting State Comment
v % Computer Configuration =| Turn off Autoplay Enabled Neo
) V:ft:rara S:::;ngs Prevent AutoPlay from remembering user choices. Mot configured Mo
= A;n m.n: " m.?s i \=| Disallow Autoplay for non-velume devices Mot configured Neo
v ministrative Templates
= p {#i Set the default behavior for AutoRun Enabled No
5 [ Control Panel
s [7] Network
] Printers
[ Server A Set the default behavior for AutoRun O X
[ Start Menu and Taskbar
| System =] Set the default behavior for AutoRun % :
+ ] Windows Companents & Previous Setting 2
|| ActiveX Installer Service
| Add features to Windows 10 ) Not Configured ~ Comment:
| App Package Deployment @ Enabled
7 App Privacy
| App runtime () Disabled
[ Application Compatibility Supperted on: [ At |east Windows Vista
| AutoPlay Policies
» || Biometrics
7] BitLocker Drive Encryption Options: Help:
] Camera
] Cloud Content = = = =
== This policy setting sets the default behavior for Autorun ~
= Connect Default AutoRun Behavior mmian‘j’; 9
| Credential User Interface Do not execute any autorun commands ~
| Data Collection and Preview Autorun commands are generally stored in autorun.inf
| Delivery Optimization o files. They often launch the installation pregram or other
routines.
< > Extended }, Standard
4setting(s) Priar to Windows Vists, when media containing an autarun
command is inserted, the system will automatically execute the
program without user intervention,

This creates a major security concern as code may be
executed without user's knowledge. The default behavior starting
with Windows Vista is to prompt the user whether autorun
command is to be run. The autorun command is represented as
a handler in the Autoplay dialog.

If you enable this policy setting, an Administrator can
change the default Windows Vista or later behavior for autorun
to:

v
Cancel Al
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= B, RENTTULERT,

5.5.5 DAIIWARRIT OIS

DAILAFTRY T NI T (E. T—AF v UTPRY D=0 Z N U TS AT AILBATIIILIT NS
SATAEREUEI ., CNEBNOTILIT OISV IURIRNTY, WILIIT P HEBHTEDILDIC,
DA)LAFERY T MMIBICERIFORECEDBENGDET ., CNICETAVUY MEHDET,
DAILAFER I OIS Al T TICHSNTWVWBILDT Y (OSvOURN) #RHL. WO 71—
ROETEHELELESEUET,

LU, COTSYIOURN (RILDTT7I\EF—-2) OBEIRTYIT—hEBU T, DILAMRITOT
SALFEZRAFTAICH T BERIEEFZHTNET,

BFEDHM TECEU IO S A%RTIDIBE. KICHBULRTA MU NSREFERINETTY,
EDELDIRIBETH. JAIILAMRIOTSLDEDIRITSVIURI AR EEREUTADUY MBI H
EDNEBIKRTINENGDDET, 2ARELT. RO NI MARDEEICEIDIZDFERE, BICT
W IF— NEBI B30I AFNR IO S L= T INENSDET,

Windows Defender(d. EfEMENE <. TWINCATEEREN DB ENEBAESNTWLWEY, UL, =5
DOF1UFTAR—ILZESTESHICE. BICEH/\—>a> 7V IT— NTIRELNSDET,

FFCTWINCATICBIL TIE. DAMIILRAMKT OIS LDERZIE UL DHENSDDFET, ZNEDA
IWARRTOT S LW, ARL —F+ 2T AF ADERL TEHET D128D. TWInCATDOU 77ILT A L
BZEET DuEUNHDH T,

TWINCATICIZ. DAILAMETOTS AEOERE(CRET IMBEDSBANSHDET
DA )L AR T OIS LD

HULIE YOV I MO RFIAS MESIBLIESV), https://support.microsoft.com/en-us/help/
4013263/windows-10-stay-protected-with-windows-security

5.6 WriteJ 1 L5 —

Windows®DWrite T« LA —(&. EEZTIAH T ILTIANS/I\—F 4 23> ={RE T D/=s(CMicrosoft
WindowshYFal (CRAFE LY —ILTT, EFIAHFT7ITCRIEFRAMICUSG A LT han., DR, /(-5
142 3aA2EHENUHRESNTTIRETRESINT T, BEHE., SASTLAZEHNICRIICERNIK
BBCUY hanxd,

IA—RT—RI[CEDEBTWrite I )L —ZRETET KT . CDKIICLT. FRALRWESTAHT7TTX
NEERXFLZRELET . BINEEICKD, ESAHT7ITCRZHATITDIAINIZEEZELETT,
ITEF21UFTr DEHE

ARL—=FDEENSINE. VDT TP ICLD> THUTONEEENBRESZ(CARESN, BIEFEERTEN
(FEENTY. UL, TORER. BEPOKRE(CDVWTINETEIBERERED, BURLE T DOJEMN
nNHHET.

Fle. Write (I —DAZ /A TYIDBREILZETIEHDFRA. RENMRELZICTFA MDY
HWriteD 1 )L —HREZEECEDHE. RBEEINEZEE CST DI LCRDFET.

A—=I\=T 4 IWRAMDA—/N\—L A BLVFT 1 RO A —=)\—L A

UWF(E, fHEEIREZS U D EFTTAIL NRTEIR L TOESESRR (2485/365H) (CIEFBEL TLIEE
Ao RAMA—=)N\—LAFEGFT A RITA=)\-L A& RIS NIZBmRTH > TE) ESIAHT7 IR
TEAICHREURATAXET, PICANKMYT DETHEN (CERESNETT . €DRDE AXL
—FA IS RATAFBETERIRDET,
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https://support.microsoft.com/en-us/help/4013263/windows-10-stay-protected-with-windows-security
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UWF (Unified Write Filter) (&. Windows10(CD& > X b—)L=NfeWrite T« )LY—T9, 1—H
(&. Beckhoff Unified Write Filter Managerd>ZJ =7« HIVIR1—H A>T 1 —ANSUWFZSIH TS
F£9, COVYIMITTIE. EHELEREATSa>EEHLUET, WindowsDIX> RSAMNSE2TD
KEEENFIFRIGET. Y00V J bDRF LA MIFFHBMNEEH SN TLET,
https://docs.microsoft.com/de-de/windows-hardware/customize/enterprise/unified-write-filter

UWF Manager®DifiE

UWFE— R, AT —4AXBLVA—/—L1DH1 X(dGeneral’ 9T THRETEEI., CZTWriteT+JL
H—DBER/ BN ERELUET,

E_ﬂ Beckhoff UWF Manager (2.0.0.1) IEHE‘

.} General File Exclusions Registry Exclusions BEcKHn FF

Current Session Next Session

UWE-Mode RAM RAM _ d4]
.} Status . .

Overlay (MB) 1024 1024 - {5

C:
.> Protected Volumes .l

1: UWF Manager(ZRAME—RT., /{\—F4 >3 > C:(HMFERL

+ 1: UWF Managerd® LAl

&5 B
1 Ba2DI\—F4 >3 FDNRFT > THRETEZTET,
2 MAEDUWFE— R, RF—FR. A=/N\—LA1DHA XN (CRREINZET,
3 T7AILELZANUDBRINE. CNSDITTEETEEY .
4 UWFA EE SNEIBEDIRD AT —F AN CICFRRENE T, Change/RY > TRAM
E-RETARTE—REYDBEZZFET,
5 A== 1A DBAXFZDRY IXTHRETEET,
Current Session Next Session
UWF-Mode DISK DISK _
.} Status . a {.
Overlay (MB) 10240 y _li:}:gg e
C: P:
.} Protected Volumes o .

2: UWF Manager(3 4 XUE—RT. /\—=F4>3>C:(IROBREINSIRE
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+& 2: UWF Manager® D R4

8BS Bz

1 IR = XAYVFAT, REINTLVRW

2 J= AAVTFA> ., RESNTWND

3 B = AMVFHAD, ROBEHE(CRESND.
T 71 LD

File Exclusions¥ 7 Tl HINETEZ L. BLADIT7AILDLTAISINDESIAHF T IR ZHFA] TEE
9,

L} Beckhoff UWF Manager (2.0.0.1) @ @

General File Exclusions Registry Exclusions BEcKHn FF

C:\Data (Target does not exEt)

| CATwinCAT\Boot (Target does not exist) ol
TR TS 00T
CATwinCAT\3.1\Target
CATwinCAT\3.1\Driver\Autoinstall (Target does not exist)

=

=/

A restart is required to activate settings! -

3: UWF Manager®J 7 - )LBRSH

& 3: UWF Manager®RU5l (27 - JLERAH)

&S iEA
1 CORY DR&ED T, FHLWI A ZRIIRISENNTEE T,
2 BIFORMERE. COMRIZTAZ/ATZYDBZADZENTEFT.

42 IN—==3>:1.3 IPCEFaUTAHARSA1>



BECKHOFF ARL—F 4 SIS RF

LA MU DS

Registry Exclusions¥7h5. fiIst2EERL. BLDLX N)F—ADEZIAH T IR ZHFA CEE
3_0

L Beckhoff UWF Manager (2.0.0.1) @ @

General File Exclusions BEcKHn FF

HKLM\SOFTWARE\Beckhoff a
| HKLM\SOFTWAREVWow6432Node\Beckhoff a ll 2

A restart is required to activate settings! -

4: UWF Manager® L= ~UBRSH
* 4: UWF Manager® Rl (L= kU DBRSY)

&S 7L
1 CORY IRZ2E>T. HIULWZ XA MIF—ZFRPMRITEMNTEE T,
2 BIFDRFRNMER . COIRTTAZ /AT ZYDBRZZENTEFT.

UWFD'BRIIMEE. XA XEY (RAMA—/\—L o) FEFT 1 RITA-/—LAEZNTNDESA
HT7 IR FETERIEN, =5+ >3 2ADFITTRA(IFHAHAFHDHITIEDFT . BilLEhE.,
Windows(3BUSRY (CERSNITIRETEZ LE T .

Read data (Partition)
Application software B 2 y N Wiite data (Overlay)
Read data (Overlay)

5: Windows Write Filter. RAME— R TOF7Z U —> 3>V T MIfFE—R

=5(C. UWFTHINETEZEL. TORER, BaDTI7AIL. TAIST—. LA RIF—ADEZAHT
DL ABHFA TELXT ., HISNIBREZICOIH/ —FT 023> (CEZFAEN. BNETEHRAMA—/\—L
AFEEGET A RIOA—IN—L A\ ITF7UTENDEITEELTLIES,
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BECKHOFF

SATACRDTA—IN=LACARBDT —INESTIAFENDIHE. COT—FFUWFTHISNE L TER

TDIRENSHDET, A—/\—LAAEYEZDRICEFND T 7L
UCEITL. AEVUEERZRETETEI ., CDEH(CF. Ny ITUWF

ANw 1JUWF Manager%z{#F
Manager®:%E C [Enable

Overlay tracing (A—/\—L -+ bL—XZBRICTD) | DFTVIRYIRZEACTDIRENGDE

a_o
CB Beckhoff UNF Manager (2.0.0.4) E
|| Fiecscumons  fegetyfcsons BECKHOFF

Current Session Next Session

@ a

Overlay (MB) 1024 1024 -

Protected Volumes .

o oan o

6: UWF Manager®:i&iE

Cfj Options

Start with Windows (|

Add Beckhoff exclusions

| Enable Overlay tracing

[{<

7: UWF Manager [Enable Overlay tracing (A—/\—L -+ bL—XZEBMCTD) | FTvIRvD

A
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enabled UWFZBE3(C L CWindowsZHBicE 92 &, Nw IJTJUWF Manager(TIBIIDAS T HERRE
N A—=)I\—LA1AHADIT7AILERET DT 7AILPAIN—EBRREINET .

G eeckhoff UWF Manager (2.0.0.4) 2 [ol[x]
General File Exclusions Registry Exclusions Overlay consumption BEBKH“FF
[~ \SBitMap-SDATA 274432
\SExtend\ SERmMetadata\SRepair SCorrupt-SDATA
SExtend\SRmMetadata\STxfLog\STxfLog. bif -SDATA
\SExtend\SRmMetadata\STxfLog\STxfLogContainer000000000 00000000001 - 5DATA
Extend\S DA
gFile SDATA B
C \SMitsermmar . 12288
Mt SDATA 0
i SSDHSINDEX. ALLOCATION

8: UWF Manager A—/\—L 1 H&
UWFIE, 7 )L MERETOEREEICITBELU TLWERA.

UWF(E. D)L MEETOEGEER (24K5E365H) (C(EBB L TLERA. RAMA—/\—L A FZFT
A RDA=)I—LAE  (BFHSNZERTHOTE) ESRAHT7ICATERITRE ULRAT A XFE
T, VOCIANKET DFE TG CERSNET T A—/\—L A (FBEER(COHFENCIRDET,

RAMA—=/)N—=L AT ATA—)\=LAZONCAREHELTE. BEBURVERD., WINLERIC
EIDARMNSBDFET, RAMA—/N—LA(F XA AEUREKDEAR50%ZEHDZENGDIH.
FCERTI . RAMELEFT « ROA—/\=LA B2 ([EVDIFE. ENULDESIAH(FKEMUFET,
COREICRD & TINAZABRIGUIRLIZD, BENELIRBZENHBDFT, T4 XRTA—)\—LAo
(F. TDRESFENGNERERA—/N—LAZERTETDDT, BBRRICIIDOREMN DD FET.

JAOOVIMDRFIAS MESIBLUTLZSL)
https://docs.microsoft.com/en-us/windows-hardware/customize/enterprise/uwfoverlay

ERRIBNMESDES

A—=\—L1DEEmEIEEICFANTICEETETEEA. FTULWWF Manager(d. UWFDIERDIZEH(CH
RU—F A 2O RAF LAEREILUE I, ISR < 248573658 FS TR FEN T D &= RFIDE
DTEHDFEFA. BEAVE—2EFE A—/—LADEHAEN50%E70%DES(CI—H(CRRSNE
I, CNSDEBSCIERITHNLTLSIZEUN,

UWFICKBNYIOF7vTER &8

SRFLDINY OT Y T&EKT BHEIC, UNFEATICTDRENSDDFT . £DULRAVE, Bz

AFLATUWFAEEUKSBEESNFEBA. Ny IOT7vINExENZE. FiL<I/ERSNEEECWH LT
UWFZBUOBEMETEET,
—RRE IR EIR

1. RAMA—=/)\—=L A ZFERUEUWF(&, E50ESr (240FfE3650&8:) TIHMERULRWTLIZE0,

2. SAFTLARNTEGHC AV FZANDEIC. UWFORMEZ IEH(CHORT DHRENSGDET,
BAR7ZIVT—>3>3FUACHT SHREIR

o TNV, RAMA+D. T4 RTDEEHFENDIRN-SRAME— R

o THARDICHDREEZTHFENSHD. T —FENZWHERENENSD>FT 1« ATE—R

o T—HENZWS>T—FRICEH RRYI1—-LZEHRL. UWFTC:EITZRET D
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5.7 F—R—RKRI1ILHF—

F—IR=RIAIEF—(F. FHLRWTIEINSSAFTLAZRELEY., HIXE. 7TV 3> 0%
TICDINABEa—bhy bEIJOVITEFY, 7ITUT—23 > DRIFICRERF—R— RANDH%
BACULET, &5(C. F—IR—RIAIAY—ZENCTD>I3—bHY MEEEITDZLEETEFT. B
BERDIAIIZENCTDIATSIEENTT,

F—IR=RIAILF—(F. I—HFDARL—FT 1 2T AFT AT DIFEHIRL. WEDTREM & &)\
IEITDIZDDATE 3> =M UFET,

BE., [FARTE—R] AEESN. HIXE O CRIIULEI—HHMIZ U —2 3> DOd%
EEITEDLDICLET. I—H(& tooTOJdSLAELZELIED, IPCICS vy MO REDITS R
HIXET R ENTERLIDFET,

Windows10(ZZDizbDY —EXZRMHLFET. I TE. ZOREBSELHESECDNTHMALE
ER

F9. H—EXZFATDHICWindows 10DREEEE A > (CLET . CNEITDICE. For7O0
Turn Windows features on or off zfi&. X1 —IEEDevice Lockdown®D T (Cé dKeyboard
FilterO#gEZ E#IRLE T, €D, PCZHIEELFET,

Windows Features _ 0 W
Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@] | .MET Framework 4.6 Advanced Services ~
(] Active Directory Lightweight Directory Services
[] | Containers

= @ | Device Lockdown

Custom Logon

Keyboard Filter

Shell Launcher

Unbranded Boot

Unified Write Filter

I ] Hyper-V
Internet Explorer 11

. [ Internet Information Services

OOEO
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1. Microsoft Keyboard Filterot—E X &=RIIBLE T

=i Run *
=7 Type the name of a pregram, folder, document, or Internet
= rescurce, and Windows will open it for you,
Open: | SEMVICES.MSE "
¥ This task will be created with administrative privileges.
QK Cancel Browse...
% Services — O x
File  Action VMiew Help
o | FEc HE »eanwp
4, Services (Local) MName - Description Status Startup Type Log On As &
\@, Microsoft App-V Client Manages App-V users and virtual applicat... Disabled Local System
Microsoft iSCS Initiator Ser.. Manages Internet SCSI (iSCSI) sessions fro.., Manual Local System
vicrosoft Keyboard Filter Controls keystroke filtering and mapping Autematic Local System
\:J, Microsoft Passport Provides process iselation for cryptograp... Manual (Trigger Start)  Local System
'\%Microsoﬂ Passport Contai.. Manages local user identity keys used te ..  Running Manual (Trigger 5tart])  Local Service
< >
Extended }\Standard /

IPCEF+a VT HA RS>
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2. #4541 SxautomaticcSELE T :

Microsoft Keyboard Filter Properties (Local Computer]

General LogOn Recovery Dependencies

Service name: Ms KeyboardFilter

Display name: Microsoft Keyboard Fitter

Description: furrtmls keystroke filtering and mapping

Path to executable:
CWindows'system 32 svchost exe 4 netsvos

Startup type: Automatic s

Service status:  Stopped

Stop Pause Besume

fou can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Apply

3. Registry EditorzfZ% 9

= Run

=  Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you,

QF' en: | rEgEditi L

¥ This task will be created with administrative privileges.

QK Cancel Browse...
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4. KeyboardFilter(C#Z# L% 9 : HKEY_LOCAL_MACHINE>SOFTWARE>Microsoft>Windows
Embedded

B Registry Editor - O *
Eile Edit View Favorites Help
----- Windows Desktop Search A | MName Type Data A
M= W'”E”": E":E_TddEd ab] Alt+Space REG_SZ Allowed
w :3" °:; _I' ter (2B A+ Tk REG 57 Blocked
indows Mai
ab| Alt+Wi REG_SZ Allowed
Windows Media Device Manager o ¥ ) m, - owe
Windows Media Foundation f,].ﬂ\pphcatmn REG_5Z Allowed
Windows Media Player NSS f;'_cﬂBreakoutKeyScanCnde REG_DWORD OocDOO00050 (91)
b
Windows Messaging Subsystemn 27| BrowserBack REG_5Z Allowed
2L Windows NT v -“f BrowserFavorites REG_SZ Allowed v
< > < >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Embedded'\KeyboardFilter

5. BEXLfEONDS 33— hhHy FEUTORICRULET,
= F—IR—RIAILY—DERCRDFEUR,

UTofER>MEZ D3 — by hERUTVWET :

B B
"Allowed" 23— bhhy hEHFETB
"Blocked" Sa—-bhybEJOVIOTS

DisableKeyboardFilterForAdministrator ‘BIR2E (C(EF—R— RT 1 )LY—HER
Zz"1"([CTD
BreakoutKeyScanCodeZ "01 "(C93 ESCHORXF+>1—REILAIT7I K

UFo23—hhy MIBEITOYISNTNET ¢

1] ErL)

CTRL-SHIFT-ESCH+— BROIF— v —%=RI<

CTRL-ALT-DEL#F— UTFOATS 3> TAZa1—%=<
Ovo> XA

HRAOIA—2v —7=Z2H<
JIRT—RZZEEITD
SAFLES Y MO TD
dA-—HZDOEBEXD

FUKENIOVI MDD RFIAS bZEISBIZE0) 0 https://docs.microsoft.com/en-us/
windows-hardware/customize/enterprise/keyboardfilter

5.8 USBD 1 L5 —

IV —23>DORIA MU X NERRRIC, USBT/\A ABEBEHFEUVTIURNIYITEET ., &R
DX MMIIRVWUSBTINA R (E. ARL—F 4 IS RAFLANRIFFIFERA. UIEh > T, #E3DA>FF
SRADIEDHIC, BBESNET TV -3 >0HFED. EHNICF TV ISNEE—DUSBI SV a1 R
SATEEETEET., TDEH. PTUT— 32X ELTORWN (TSAR—-NERED) USBTS
W RSATHEEREFITCEEHDFEEA. USBIT v ILSY—(F. USBTIEHI SN2 TOT /)1 R I(CH
JGUTWET., cnNSIICE HIRIE IDOR/F—R— RIREDHIDFT /A XX2, USBTSwv1 RSA
J. I\—RFA4RD, h—RU—FLSF—-REDETORBELET /A ANEENET.

UL, ARL =54 2T XFLADUSBT 1 )LF —(E USBRADARZAS—-IDETOS T KD (R4S —
ID[VID]/Z’04 % RID[PID]) 28R UL THD. BSHNRTEFI VT« 3R <, BESNDEREMENSG D FE
ER
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USB/REDIMNEBA > F—T 1A XA%2T OV I3 DIzH(C, ISR E(C K> TN ICEF 1 UST+ 251k
TEFT, L. TS ZXNHHERICEDS TSN TVDIHBETE. USB/R— bAYMERSNTWLS. FE
(FMERATDZENMRERIZEN DD FT . REWNRBBZMNT DCH. OSTA>H—I T ADEMAZ
RS LUHIRT 2HENGDDFT,

UM U, USBT+ LY —THEASNDIDEESHICRESN TRz, BESNIZUSBT /1A Rz E
DIZBRDHDIWE(CKL DT, USBI ALY —ZEBTEET.
OSLARILTUSBT /) \A RZHIR T BTTAFEEFELET .

o USBF/\AANEXEEDFFSNTULRVGEE. UTDOT 7 AILADIREDI—HF B KLUSYSTEM
A—HOT7 IR EEERITDITET. USBT/\A ROEDfHF&EBBIETEE T,

° %SystemRoot%¥Inf¥Usbstor.pnf
° %SystemRoot%¥Inf¥Usbstor.inf
° %SystemRoot%¥System32¥DriverStore¥Usbstor.inf*

e T> hU"ImagePath"Z HKEY_LOCAL MACHINE¥SYSTEM¥CurrentControlSer¥services¥tUSBSTORTT D
LR MUTENR) (RTREFT D ET. USBREERIRT /A AD—NRMERZB S ZENT

=F9,
o IRV —EE(DIL—TRUZ —)ICKD TUSBF /A XDERZE L DEFMICHIR T D5EE. 255
([CERBENTNET,

o USBA>A—TJITARI& BIOSTEATICYIDBZSNET, COFETATICYIDEZSNZ1>
A= ITA AHEHRNTEF—R— ROYDORRBREDANTI\A AIFEURLKRDEITDTTER
<IEELN,

J
LEZXRMUZN U THRESNERGR. JIL—TRUS—THRESNELBBN(CERASNRNS
ESFRLTLEZEW, JIL—TIRUZ—DHTHREIT D EZHENDLET,

Windows10T(&. USBF/\AXDEDFRNCETZIATS 3 > &R ETCETEFT,

1. 470+ > ROTgpedit.mscE AL, JIL—TRIS—ITFq045—=ME£9, 7TUs—>3>
([CIGUT. Prevent/Allow Installation of devices that match any of those device IDs (&
nNsD7)\A RIDOWITNMNC—HIT BT /A ADA A M=ILELE/FFT D) ZEIRUET .

=f Local Group Policy Editor — m| s
File  Action View Help

e nm = Bm T

=[ Local Computer Policy A || Setting

State
v i CPmputer Configuration i=| Allow administrators to override Device Installation Restriction policies Mot configured

| Software Settings = P 9
o . e i=| Allow installation of devices using drivers that match these device setup classes Mot configured

| Windows Settings = J P J
- Administrati _? lat |i=] Prevent installation of devices using drivers that match these device setup classes Mot configured

~ [ Administrative Templates . . . . . i

“ Control Panel P |i=| Display a custorn message when installation is prevented by a policy setting MNet configured
= Network =| Display a custom message title when device installation is prevented by a policy setting  Not configured
= Printers llow installation of devices that match any of these device IDs Mot configured
= Server revent installation of devices that match any of these device IDs Mot configured
= Start Menu and Taskbar ime (in seconds) te force reboot when required for policy changes to take effect MNet configured
w 5 iZ| Prevent installation of removable devices Mot configured

| System L= 9
7| Access-Denied Assistance || Prevent installation of devices not described by other policy settings Mot configured

1 App-V

| Audit Process Creation

| Credentials Delegation

| Device Guard
v || Device Installation

| Device Installation Restrictions

| Device Redirection

7| Disk NV Cache
| Disk Quotas

Distributed COM

vl < >

< > Extended j Standard /
10 setting(s)
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2. I —=TRUZ—=BMCL, FaIFELEIOvITDIT/NNARZANLET :

& Prevent installation of devices that any of elD O >
E} Prevent installation of devices that match any of these device IDs R Next Setting
() Not Configured Comment:
(@) Enabled
() Disabled
Supported on: [ At |east Windows Vista
Cpticns: Help:

This policy setting allows you to specify a list of Plug and Play
hardware IDs and compatible IDs for devices that Windows is
prevented from installing. This policy setting takes precedence
Showo over any other policy setting that allows Windows to install a
device,

Prevent installation of devices that match any of
these Device IDs:

Show Centents o i If you enable this policy setting, Windows is prevented from

installing a device whose hardware ID or compatible ID appears

Prevent installation of devices that match any of these Device Ds: in the list you create. If you enable this policy setting on a remote
desktop server, the policy setting affects redirection of the
Value specified devices from a remote desktop client to the remote

desktop server,

L1

If you disable or do not configure this policy setting, devices can
be installed and updated as allowed or prevented by other policy
settings.

CK Cancel Apply

oK Cancel
= ZNTUSBI + LY —DEE(FTT T,

UL YOV I MO RFAXS RESIBLTLIZEU, http://msdn.microsoft.com/en-us/
library/bb530324.aspx
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6 RYPbMI—DEE

CCTIE, BECHAIIBEOMEZHIALET. RV NID—0DTIAFT—321E. EEDIPCHL
HDREW D (ER> TOEEA.

TWInCATREm(ICERENZ/R— bDO—E(F. UTZSRESV) EERLTCP/UDP/R— b [P 56] .

6.1 UE—RMAFF2RX

DE—-BMASFTFIR(G, TERBCHSVWTEEREEZIBOFET, T-—EXIT>2T7TOJSVIEER
BFRER(CUE—NCAST IO RIERZRITTEET.

VE—MAITFUABOT7ITR)L— M BREWERER CRER(CHIGTED L SERHEATE SIRRE(C
HD. ZLDHETFIUTAMENFRIC/EAD>TVDIEe. WEDZHICUFUEBRENET,

SATLFEHE T DREZLSTEH. ST TORRGBEBARER T,
BUTFHEERULTSEE L,

e VPN [» 55
e RDP [» 55

6.2 I7ATPIA—=)

TT7ATIA—IDFE(F. =Y ND—TRENSZ T LZRETDFRTT ., FELARER—MITO
VIFINRETT, TNULICHERENDDE. CNSDOR— MNFBOY —EXZ—tHEE LIAWZ & TY,
H59 228 TEEUEMATI/R— bD—EBZRETDIHNENHDFT,

T7AT7IA—)LZFERLT, @BIDdRY NI—0)\Ty heTAIFIU I TEFES ., EATDIIT7A
TOA—=)UCEKDTE. TRLR R— b BERGROIKRE. \Ty hORBRETIT A ILIIL—ILEERE
TEFT. COTENS, T7AT7 T4 —)LEREHRBEHZHENT DY —ILTHDENZFET.

T7ATIA=IUE, VI RDTT ARL—F 4 2T RFLAD—E. FEFBECSTREEDT/) A XDL)
ITNMNEUVTEITA > AR=ILTEFT, TNENILCAUY bEFTAVY MRHDFET, HIX(E OSD
—ETHDIFATIA—IEHEBDT 7 AT IA—)LERRRD, TOTSAZELDIL—ILERETEE
I RILDIT7RNEDIL—IVZZEE., BIFEFENCITDIEEEEIRDET,

TA =TIy M 2ARTS I AMERF DI 7 A 7 IOA—)UE. 7=y bOI—T5—5E5H
LEIN BS{benciE#aod> Vgl TcEEztA. Web7T U —2 321 EDT2F YDl
BZEOEECTDIEHIC. TT7ATIA—ILTHESIEZBRIRZL. I5A47> bMaldDnT —Y2BEES{ETD
FERKLERENE T, COBR. O>T2VYEI7AT7IA—ILNERR. I MY -T2 RDIES{E
& (7474 —)LAT) BUNFET.

7 A7 I A4—)URERDBEZ IR (CBARNICHRET D &(E. wERESEHEICIREL TRY NI—DF70
T REHB T DIZHICEERRIRTI,

BE/QLTCP/UDP/R— b [P 56] (C(d. TF7 A7 DA —ILZHET DIHICERT DHEDSHDTCP/UDPR
—bhDUXAEFENTNET,

OY> Rwf.mscT. O RSA>2HSMMCXRF v I+ > Windows Firewall with Advanced
SecurityzfE. J7 A7 OA—)LZHETCEZEI., New Ruleshy>ZFERALUT. IL—ILZEBIITEE
g—o

BIRENEAR— hEREY—EXDOREBIL—ILIZ. BUOREUBCENTEET ., IL—ILE2EIUYVITS
&. Disable RuleT)L—)LZERELLIZD. DeleteCHIBRLIZED TEZEY,
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1. I7A7IA—)LREZREE T,

0 Windows Defender Firewall with Advanced Security — jm| x

File Action View Help

o= n@=EE

@ Windows Defender Firewall wit] [ il o] Actions
I iobound Rules Name Group = Profile  Enabled  Action  Override  Program  Local Address  * || Inbound Rules -
&3 Outbound Rules i
By Connection Security Rules || & 1CMPud Al Yes Allow Mo Any Any i@ NewRule..
+ B, Monitoring G 1cMpus Al Ves Mlow Mo Any Any T Filter by Profile :
@ IPC-Diagnostics Al Yes Allow Mo Any Any )
IPCDiagUAPort Al No Allow  No Any Any i FiltErby St ¥
NTP Server Al Ho Allow Mo Any Any T Filter by Group 4
) OpenSSH SSH Server Preview (sshd) Al Yes Allow Mo CAProgr..  Any View N
TwinCAT ADS (TCP) Al Ves Mlow Mo Any Any
@ Refresh
@ TwinCAT ADS (UDP) Al Yes Allow Mo Any Any
% TwinCAT ADS Secure (TCP) Al Yes Allow No Any Any |5 Export List.,
Allleyn Reuter (TCP-In) Allleyn Router Domai.. Mo Allow Mo CAWind...  Any Help
Allleyn Reuter (UDP-In) Allleyn Router Domai.. Mo Allow Mo CAWind...  Any
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... Al Mo Allow Mo SYSTEM  Any
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... Al Ho Allow Mo SYSTEM  Any
BranchCache Peer Discovery (WSD-In)  BranchCache - Peer Discove... Al No Mlow Mo CAWind..  Any
Fart 4o Pncicn foin it e FlA e TR Fact #n Nniicn foin il [ LIPS Allaas LYP PN A Ao b
< PR >

2. I)IL=ILEATILOUYOT B E, BEHOHFRIERETOVIRE, BEDOIL—ILVEZETCEEI., FiL
LVL—JLIENew RuleZz{E> TEKRLET,
AT 3> HZENTDIITF—RONEEILET :

ﬂ".e..i‘.:::c. Rule Wi

Protocol and Poris

Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCF or UDP?
@ Protocol and Ports ® TCP

@ Action O UDP

@ Profile

@ Name

Does this rule apply to all remote ports or specific remote ports?

() All remote ports
(@) Specific remote ports:

Example: 80, 443, 5000-5010

< Back MNea = Cancel
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3. INBSDIL—ILDATZ 3> (E BOSEETDHEETETHT ¢

TwinCAT ADS (TCP) Properties >

Protocols and Ports~ Scope Advanced  Local Principals ~ Remote Users
General Programs and Services Remote Computers

General

Sl MName:
“%qmmmms

Description:

Enabled

Action
/\;'3.1 (®) Allow the connection
&S
LA (D) Mlow the connection i it is secure

() Block the connection

Cancel Aoy

> J7 AT IA—=ILOF LWIL—ILAMERR CTEFE LT,
FULENYAoOVI bDORFIAS hESEBIZEV)

https://docs.microsoft.com/en-us/previous-versions/windows/desktop/ics/windows-firewall-
integration-and-best-practices

6.3 HERY MDDl

ZOto> 3> Tk, WD oZO R IILOETFI1UT« (CRET DiFEERBUET,

6.3.1 Modbus

ModbusZO FJLIE. w4 UTZJLEETOMIILE UTI970FEREECHFEINE L. TOERE
B, SBHEDEENEE T, BRETILOBEZNE ST (LT —HREEITIEERT7 U —2 3> 0
(TOBETORN I ZRBEITDICETUR. TOITILESWR, 30FEICHIE> TELWSEFEZETLE
I, UL, COI>TILEH, TFaUFaPIERETILEVOTEBETO M DILICH U TLDIEMIRE
RERIRBIOEER TS > FTOModbusDFERAE#H U LTWET, AUSFH)LdDModbusZO )L
([CIE, BSEDREE Vo TEEF AT JRESENTOLEEA.
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ARw 17J(FModbus RTUFH &Modbus TCPRM2 DDTWINCATHEEZ IR L TWLEIH., TFa1UFT AB
“XLERINSEELUTUVB0PC UAREDLIDEERTO N LOERZH#HELET,

6.3.2 ADS

F— b X—23>F) 4 X{H#k(Automation Device Specification - ADS)(E. Nw I IHBEFRUIEMBED
BEJORIILTY, COTORDUE. MDEmXT 0 ~)L(TCPRS UPILIRE)KDEEWVIL—T v
NER—FEUFT 4 ZKIRITBEIDIKETSNTULET, ADSIZ/NNTA -T2 APAIL—T v hEETE
RWEHIC, TFaUTsZEBEEBLTHESY. BS{EEMEBITLERA.

ADS(ZE. TF1UT+ TRESNCRETOHMEAT DN, @CEF1 VT RESNEFSR—b
Fr ) EFERITBICENHEREINTNETD,
ADS(C(FIRTE. BES{bZEHY/R— T B32DDTCP S AR— MFvRILAASHDET -

e ADS-over-MQTT

e Secure ADS

6.3.3 OPC UA

OPC Unified Architecture (IEC 62541)(d, RSL NI SEEETE, FZIFERPEZRFTAICEDET.
O—F —FRLEEADEREZZE. BE. DDOA—DITKFE T ([CIE T S72sHDOPC Foundation(c
KBHFULWTO/OSHERTY. OPC UAZEARAINE, BAISNc2 T T U —> 3> B LURRGS
NEETOI—YE WOTEEIHS TERERETCDRIREAFTEET.

FUSEBHUTORFIAS hESRESV) : TF6100 TC3 OPC UA

6.3.4 VPN

RIETSAR— b3y D=2 (VPN)EFERTDE, NTUYORY NDO—IRFBETRRDT /1 AR
HBLANZHEY TEE T, BF. /\TUYIRY ND—J L TIRXSNDIT—I ST v O SBES{ESNE
9, VPNV U 1—2 3> BIRECFa1T7RRESEZFERATERLDICRDET. tFaUFT+ TRE
TNTULRWTORIILZ—BNIIC b RILT DIGERE(FERTEET,

6.3.5 RDP

UE—- RO by T TORIIL(RDP)E. TS5T+ HILIRUE— b7 R%ZEIRY DMicrosoftiREB D
JOobk3JlTY,.

6.3.6 CerHost

CerHostlZ, Windows CER—XDANRL —F 4 2O RAFACITS T4 w0 - UE—b - PRI B
SHD, IOV T MIBEOEES{ETONIILTT,

CerHostFEE2RMIRE (PIRERER NS AR— bFrRIVER) TOMHMERT D EMHERESNTOE
a_o

6.4 11 5—bhoxTA

Y ND—DDHENS S AT L ZFRET DIEDMDOATEa>(F CF1UT«5— I TADFERAT
o CDIN\=RTTT7VYIUI—->3 23 IPCORIDTRY FNI—DICGRETEERT. ZD5IDTET. FE
DRY NI—=TTCTAS MOIRTDOPCEHRETEET,

TINAR (. Ry RI—DDREHEICINZ T, FIRIE P2FIANILAYI DT 72FTL, HHI>
E1—5DUTILIA LEREZFIR T D2 L2<. O—RILDTYY TR— REHTERITESND T 7 1)U
RZEEERITDATS I > BRMUET.
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6.5 EEIIRTCP/UDPR— b

TIUT—23>CLo T} ZE2TRVWIOMIIVEENCT DN MEBENICRELRRY MD—TVPN
RE KOTFRLANIILDLAY—TRET DHBENHDET,

TF1 VT TRESNIZTO M ILDGE, BRVZ1VILER > TEF1UT v Oit&@ zEL T<
ZE0N,

REH—EX

BTFORE MARDAA—-T, BEA-—TRZER— NOMETT,
Hb—EX R—b (24E)

IPCE2H https: 443 / tcp

UE—-RSROMYT - 3389/tcp
RDP (Windows 7/10MD

&)

TwinCAT ADS Discovery: 48899/udp GXEHBED)
Not secured : 48898 / tcp (XEEEZL). TwinCAT/BSDA®DK— ~MEoO
_X‘o
Secure ADS: 8016/tcp (X{EBED)

Zofthoy—EX

TFoxE. BITHSZENTED., HECHEFEINZIY-—EXDODMETY,

H—EX R—b (24E)

SMB 137-139/tcp

445/tcp
OPC-UA:4852/tcp
Cerhost (Windows CE) 987/tcp

FTP 21/tcp

TwinCATH—EX
T DFERE TWinCATRE T—HRIICERASND/R— hOBEZRLTVET :

H—EX RK—BNFITAIIREE)
TF1810 TwinCAT PLC  |80/tcp(HE)
HMI Web TF18100D RF 1 X> REBRBLTLEE0),

TF2000 TwinCAT HMI 1010/tcp (O—7AJL)

1020/tcp(Z1{E)

TF2000D RF 1 A RESBLTLEEL,
TF6100 OPC UA 4840/tcp (UAD—)\—, Z{5) . ZEAJHE
48050/tcp (UAT'— D1+, 245) . BEOJEE
TF6100D RF 1A MESB LT EE,

TF6100 OPC DA 1024~65535(%{5) CrIZ(DCOMICL D E/RD)
TF6120D RFa1 X2 hESBRUTLZE),
TF6250 Modbus TCP 502/tcp (Zf5) . ZEOJHE

TF62500 R A RESBRU TS,
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https://infosys.beckhoff.com/content/1033/tf6100_tc3_opcua/index.html
https://infosys.beckhoff.com/content/1033/tf6120_tc3_opcda/index.html
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H—EX R— R (FTAIL FRE)

TF6310 TCP-IP AZ/tcp (BfE. X(E)
TF631000 RF1 A REBBL T IZ S0,

TF6311 TCP/UDP A& /tep (FE. EXE)

Realtime 0SD T 7 1A TIA—IUIC &> CRENSZERZIFBT & FR0,
TF6311D RF 1A REBRUTL RS,

TF6300 FTP 20/tcp (X(E)

21/tcp (XME)

TF6300D RF A A>T FESBLTLIEEL,
TF6420 Database Server | —ANRX—X(CKD>TEEAHE / tecp (E(E)
TF6420D RF 1 X RESRULTLIZEU,

TF67xx IoT JO—Hh—(CK>TEEDRE / tcp (EE)
TF35xx Analytics TESHEBBIEE  TF670x8B KUTF35xxICBI T3 RET X~
TWIinCAT EAP 34980/udp () . UDPEHCEAPEERET 3154,

OSDI 7 AT IA—IUC KD CBENFZEZZITDZ E(FRL,
EAPD RF1 A RESBLTLZEL,

TwinCAT ADS-over-MQTT | JO—H—(C K> TEEAJEE / tep (XE)

LUTESBLIEE0) : ADS-over-MQTTICREAT D RFa1 AT~

6.6 IIS WebHY—)\—

F I AL BTIE. WindowsTIIS WebH—/{— (3BT, Beckhoff Device Managert®PLC HMI/R & (CfE
HAEnxd., S AT LDEEHZETS(CESH. Web—/\—BHAD77 O ZHIRTD(CIE. UATDHEN
HDFERT

o IIS WebB—/\—ZHEX(CTD
o FZEHEINSDT IR ZHIRYT D,

CD2DDERED EESSHED TLDIME. ERARGICKO>TREDET, TRCEMLLITES. 1IS
WebB—/\—(CFPOTCRTRIL2THOT7TVT—2a > nEE %%, BELR<KRDEIDTTIFRLL S
Lo PZOTINHIBRENIZHE. Beckhoff Device ManagerlC 7O A TERLKIADET, BEIMELT

H. Beckhoff Device ManagerddO— )L O R (FEIEHESFERATE. thoETHI7TUIT—>32(F
FEZZITER A

IIS WebB—/){—D{ELL :

1. 23— bAHv b [WindowsF—] + [RITETY 1 7O ZFUH L. optionalfeatures& AL
S
Windows Features®™ - > ROMHETET,
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2. Internet Information Service A>3 >\ MCLET,

Windows Features — O >
Turn Windows features on or off e

To turn a feature on, select its check box, To turn a feature off, clearits
check box. A filled box means that only part of the feature is turned on.

@ [E] | Device Lockdown ~
] Guarded Host

m [ | Hyper-v
Internet Explorer 11

=R |ricrnet Information Services
m [ FTP Server
® ] | Web Management Tools
m ] | World Wide Web Services
[] | Internet Information Services Hostable Web Core

m [ | Legacy Components

] Media Features

w1 Micrnsaft Messane Ouene (MSKO) Server s

Cance

3. IIS WebH—/\—mEX(CADE U, 1IS WebB—/)\—(CT7OTERITDETHT7TIVo—>3>
N COEBOXEZZITET.
NEBHOSDF IR ZHIRTS :
1. MBS D7 IR EEM(CT BICE. [WindowsF—] + [R]S 3 — MOy RTETF4 7O =&MW
U L. compmgmt.mscE AN UET,

2. ERl#EEY ) — T, Internet Information ServicesOTI > ~UJ—%3EiR L. Connections®TFI(C
HBSitesEL\D T A)LS —EEIRLET,

A& Computer Management - O *
File Action View Help

= 25 H

.3' Computer Management (Local) /(:_'; .Q-b CX-3BB93A » Sites » B i;?ﬂ @,

v ﬁ’é System Tools

> @ Task Scheduler Connections . Alert
> §2] Event Viewer s “g' Sites == .
= Shared Folders | # (i) This site has multiple
i & o E bindings
» & Local Users and Groups M E' C“,_i: iBB?EAt.(CX;BE;‘} Filter: ~ % Go - 5 Show All 3
» @' Performance MERETRPACAtIOR L 00
& Device Manager » -8 Sites MName D Status Binding A

v EI; Storage &) Default Web Site 1 Started (h.. %80 (http),:443

bsite Defaults...
#= Disk Management ite Defau

v f,j Services and Applications Edit Site
% Internet Information Services Bindings...
. Services Basic Settings...
&5 WMI Control B Explore
Edit Permissions...
XK Remove
Rename

View Applications

View Virtual Directories

< > Manage Website (2

e Restart
e > < > |21 Features View {22 Content View P Start v
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v ND—5EE

3. ARIDActionsdDF (CHBBindingsz 2o Uw oI ULET,

DIP Address?!|([CT77 R PR D (*)WRRSNFE T

Site BindingsTr > ROTI&. http&https

& Compu agement — [} X
File Action View Help
= 2@ H
A t?{fmputer Management (Local) 1 4 CX-%BE:Q_E‘»A G -S.ii:es G I @ s f_} @ -
v System Tools - .
» @ Task Scheduler . Alerts
» @ Event Viewer e‘? Sites o 2
» g Shared Folders s ® This site has multiple
KE % B bindings
> ‘gl Local Users and Groups S, O iBB‘iiA;CX:BE;Q Filter: ~ WGo -~ %I Show All : 2
5 (8 Performance (et — Actions
2 Devi Sites Mame 1] Status Binding -
wx Device Manager @ Add Website L)
v 2 Storage &) Default Web Site 1 Started (h... %80 (http), %443 .
BB Disk Management Set Website Defaults...
w4 Services and Applications Edit Site
% Internet Information Services Bindings...
& Services si ings...
:;‘E ik Site Bindings 7 X Basicartling
1 Explore
Type  Host Name Port  IP Address Binding Add.. . Edit Permissiniisy
hitp ) pe i XK Remove
https 443 * Edit... Rename
View Applications
View Virtual Directories
= = Manage Website (2
& Restart
< > (|l Close P Start Y]

INT, HEINDSDT7 IR EET
4. httpZF/z(ZhttpsddIT> bUZIRE L. 127.0.0.100—HILF7 O ADHZFHILET .

SISy giESCIR

% Computer Management — [} X
File Action View Help
= 2@ H
A Computer Management (Local) f(:_':) & » CX.3BBO3A » Sites & I &N @
v ﬁ’é System Tools .
» @ Task Scheduler Connections Alerts
» @ Event Viewer e q‘? Sites o 2
= 4 2 (i) This site has multiple
> [@| Shared Folders @ CXCIREO3A (CY-IBH bindings
5> &% Local Users and Groups ¥ GG : ( : Filter: - % Go - (5 Show Al
. @ i Application Pools Acti
A Device Manager » - @] Sites MName [[o] Status Binding 7
v 2 Storage € Default Web Site 1 Started (Ao %aD (hrtpyaaz. | | @ Add Website.,
. : Set Website Defaults...
Disk Management R e
»+ Services and Applications Edit Site
% Internet Information Services Bindings...
i Services i Basic Settings...
% 2
& WMI Control Site Bindings * e o S
1 Explore
Type  Host Name Port  IP Address Binding| |  Add. . Edit Permissiniisy
http 0 127.0.0.1 = X Remove
https 443 127.001 I Seheld
: . Vi Anplications
| Rerntve ] iew Applications
: View Virtual Directories
= = | Erpufe Manage Website '.l'_\.'
e Restart
< > | Closze b W

= DU, 9B S dBeckhoff Device ManagerNdD 77Ot A (FHIRENE T, O—HILF7IEXI(T.

127.0.0.1/config CAIEETH D, MOETHTTUT—>3>(F TREMEDREEZITEE A,
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6.7 HTTPS GBS

CDETE. XY IDATHFITAIL S TIRET B3Web1 >4 —T 1 —RX (Device Manager) FID:EBAEN T
TU—2 32 (CEUTUVVRVMEAC, FREDOHTTPSIEBAEZER L T > R— b3 B5EIC DUV TR
L/ia_o

SEBRE R, ITCEBWTEBRZLZE(CEAT DEHICHERATSNE T CNICKD, AvT—2PXEZESE
L. BRUREELIIDNBUORNEZHER CEDLDICRDET, CORMiIFIFC, HTTPSTO ML=
NMUTR=ZZES I DRIC. £ETCDOWebT SOYTHEASNET.

v NI —UMAE (L, BEERZEIIT DR tMOMABDIEREZERLET . SAS L. HFNEE
IB3F—ZFEAUTEEZRIL TV EDIIFIvISNET. Lo AGTAERRENNE. 2D
BOEHZNUIEAY T—DMS, RERMRENSHRESN,. AT 3> EUTRERHMEN S BRES
nE9,
BRI (AR SNIZHTTPSAERRE &R I B (CIEUATHRMETT

o EXFAPCOIIAECEBEMZENCITD

o SEAAE(IEVELF/(CA)ICEKRT D

o TMD#%. HTTPSFIAAEZ > /R—b3FD

[EHERFIEEMERRTY T (CDNTIE. ABTHALET,

6.7.1 SIRAEDEENERREEMICT S

FJ. AAZOBEBERZENCLT. MBEOAEN A A M—ILENDKID(CTDIRENHDFT, %
(&, Beckhoff Device Managerz{#H L TiTL\E 3, Beckhoff Device Manager(d. EZAPCHOO—1H
ILEZEFVUE—- MSFUHUET,

UTOFIRICHO>TSEZW.

1. EERAPCOO—NILTEEL TWLWBFEEIX. TS OHYDERAR W 27X (CURLhttp://localhost/config & A
71U T. Beckhoff Device Managerzie#)LE 9, JE— MERDIBE(L. https://<IP-Adresse>/config
ZADLTLIZE,

2. £fldSecurity Y1 IV Jw L. RICCertificatez 0w I ULFET,

- X
B 1itp:/localhost/config £ ~ & | [ Device Manager
L BECKHOFF Device Manager
Server Certificate
SR ot A 2 self signed certificate on changes of hos
'n\ uto. S]CK\LIJ(C new self signed certificate on changes of hostname n

Auto-generate certificats Enabled

ed ce
Disabled 3
Access

@

Certificate

3. Auto-generate certificate . Disabled=#RUE T,
4. BEODF VIR0 OUv I U TCEEZBRALET.,
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= SEBREDBEBEMIFENC/RADFEUIZ. RORXFTYIT(E, FAEZIRELE (CA) [CERLEFT (AT
=S8 HTTPSEIRREDUOT X b [» 61]) &

6.7.2 HTTPSESEEAZEDVY I IR b

RY OAJDEEAPCTHERASNBHTTPSH—/\—(d. Windows(CHEIT D1 >F—RY MM T A A—

3I>H—-eEX (1IS) b—/)\—T79., BE. [ISH—/\—DiFa. RiH (CA) b%ﬁbtnﬁﬁﬂiﬁfrzl
N—=ILFBHEICDNT, >R b—)LFEZIRHE L/‘Cb\iﬁ“o SREEE (&, FERAEDHFESEC DOV THIR
HUTWET, REEBDIBRZEBHX LT, TNICHEOTLIZEL. SN FREEDZHICBFDWindows
RAAZAHADY I NIIT A RAI A FERTIBE(ICHFCHTEEDET., eNIDBEE. UTD

ATV I THEULETD,

F9'. EFEFPCODIIS ManagerzfEA U CERAZEERERK (CSR) ZIERL. TDIRICHEDODTUIIR
NEREIB(CE X UE T, TDE. BEEHN S —/\—SIAE EPREEAENMRE SN, SEASELERN
ERENET,

BUTFOFIRICHD>TLSIEEW,

1. EZAPCOInternet Information Services(IIS)ManagerzEBIE2& & U TCHEET,

2. EfldoConnections X — 1 —Hh'5WebH—/\—%3&IR L. Server Certificatesz45 )L Uw I LFE
3_0

€3 Internet Information Services (IIS) Manager - a X
@75 63, Cx-arae7a » EE20-
File View Help
Connections ‘ Actions
Gtgl CX-4FA674 Home
| s Manage Server

Y -85 CX-4FA674 (CX-4FA674\AdmAﬂ e Bl G A T S Restar

IS ~ o

= @ Stop
sz) ::% 2" ‘ﬂ‘ E;/;/‘ Lftl)'g a‘ View Application Pools
Authentic... Authorizat.. Compression  Default Directory  Error Pages Handler V
Rules Document  Browsing Mappings = =

@ B § 68 = M

HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Respon...  CGlRestri... Caching
y = £
o= 8 &ty
Request Server Worker

Filtering |\ Certificates / Processes

Management

E & &

Configurat...  Feature Shared
Editor Delegation Configurat...

Ready

9
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3. Actionstz27> 3 > TCreate Certificate RequestZ:#RU. ZH (D> TIA—AICEEAULFET,

@5 Internet Inf ion Services (IIS) Manag; = [m] X
@75 (85 cxamen » G @-
File View Help
| 0’#! Server Certificates
v 3('::?:27:::]5:-:2?57“dm" Use this feature to request and manage certificates that the Web server can use with websites configured for
A Filter: v W Go - Gl Show All | Group by: No Grouping
Name Issued To Issued By Expiri
CX-4FA674 CX-4FA674 3/29/
< >| .j_; Content View
Ready il ’ - &

4. BREDIBENS. 547> M SEZEMAPCICEETE 2L R A2 % (DNS&) &
Common name®D T+ —JLRICANT DIHRENSHDFET . DNSENRVNEEE. IPT7 RLRAZERT
BIEETEFT, —MNICIE BEENURLTUIIR MZEITIRICT TV —2 3 > THERY DEH
FEEIPF7 RLATRUINERDFERA. NBIPT RLAFIZIIDNSBZIEE T DUEN HDHE(.
SRELE(CARFEL T FITULSEREDISRF (W20 MEBSR) LLUTANLTESNVET. 2D
KDIPENMDERKIE, CSRDBE LIFRRDFETITONET.

Request Certificate ? X
gj-i Distinguished Name Properties
Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.
Common name: [cx-41a674.plant0815.example.com |
Organization: [Examplz Corporation I
QOrganizational unit:
City/locality [Seattle |
State/province: {Washingtonl I
Country/region: ‘US v
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5. BE(CIEU TRARBRF—ZFH T D EZRET LTS, 1024w RDORSAIFE(FD58 & (FH72:
SNEEA.

Request Certificate ? X

Cryptographic Service Provider Properties

gl

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate’s encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

Microsoft RSA SChannel Cryptographic Provider ™
Bit length:
2048 &7

Previous Fir Cancel

= CSRI7AILZFRFL. RIARICEKELET . BN SREERITIO 5. ROXT Y T (FEAE
ZAIR—KTBDIETT (UTFZSR SAEDA>R—b [P 64]) .
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6.7.3

SEEAZ DA >R— b

SEBAZEERESR(CSR)ZERER(CA)ICXET DL, WE I F7AILNESNTEF T, ISET 7 (I ZEFRR
PCICOE—U. UTDOFIEZEITLTZEW, ERDOT 7 I ZRITWMo EiBad. SREFT—>%
HEEOIRTF *.p7b DT 7 AILZERTDIDNEZTLNTT,

BTOFIRICHED>TLSIEEL,
1. EEZEAPCODInternet Information Services(IIS)ManagerzEBI2E& & U THEET,
2. £fldConnections X —1 —M5Webt —/{—%Zi#IR L. Server Certificatesz5 )L oUW I LFE

a_o

W3 Internet Information Services (IIS) Manager = [m] X
e s €3 ) CX-4FA674 » B e @-
File View Help
Connections ‘ Actions
@) Cx-4FA674 Home
| | ’ Manage Server
bS5 Cx-ara674 (cx-4FA674\Ade m—— B P e B 2 Restart
- s - 4
= <) — [
XA B 9 B @I &
Authentic... Authorizat.. Compression  Default Directory  ErrorPages  Handler
Rules Document  Browsing Mappings
BE = =5 I e
€ &L o 8 » Ao @
HTTP ISAPland  ISAPIFilters  Logging MIME Types  Modules Output
Respon...  CGlRestri... Caching
o= N 2D
E| | -8 @y
Request Server . Worker
Filtering 1\ Certificates / Processes
Management — N
3 =
B & E
Configurat...  Feature Shared
Editor Delegation Configurat...
. 5 || T Features View ]G Content View
Ready Q.

*.p7b T 7 A IR FDIEAEZO— RUET,

3. Actionst?Z7> 3> . Complete Certificate RequestA 7> 3>%20Uwv oL, 1>R— K933

&5 Internet Information Services (IIS) Manager - O x
(e 93 CX-aFAA3E » Gy @
File View Help
Q‘il Server Certificates
= Import...
M3 CX- - - -
v j C%( jm?ast;cx :Fﬂr\ Use this feature to request and manage certificates that the Web server can use with Create Certificate Request...
e .pp 1eation FOOIs! | websites configured for SSL. Complete Certificate Request...
» -l@] Sites
Filter: - W Go - % Show All  Group by: _ Create Domain Certificate...
i
MName lssued To Issued By Create Self-Signed Certificate...
CX-AFAA3S CX-4FAA3E Enable Autematic Rebind of
Renewed Certificate
@ Help
< >
. 5 | [ Festres View 2 Conent View
Ready .
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4. Specify Certificate Authority Response™ 1 > RONFRREINE T, FAECERIZIT T, 58
EART7CREFILUET ., BENC(E. FAAZSELER (CSR) DEE(CCommon NameZJ -« —JLRT
BIRUIZD EREUEZEEIRUE T . SEBAZE X hJ7MDWeb HostingA o> 3> %8R9 3 C EE AR
WTLZE0N,

Complete Certificate Request ? X

Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority's response:

[ci\Users\Admini Desktop\response.p7b

Friendly name:

|cx-4fa674.plant081 5.example.com

lect a certificate store for the new certificate:

5. 1 >2iR— Mg, SEBAZE (A ATEERY —/)\—SEBAZ DU X MMIRRESNE T,

@3 Internet Inf ion Services (IIS) Manag - a X
€ 5 &5, cx4rae7s » & @~
File View Help
Connections - Actions
9? Server Certificates e
? Import...
. FAG7: -4FA67- i
v i c,.):‘ - 4 (CX a\Ediman Use this feature to request and manage certificates that the Web server can use with websites configured for Create Certificate Request...
L2} Application Pools c
el omplete Certificate Request...
> -[@] Sites S . I
Filter: + W Go -G ShowAll | Group by: No Grouping < Create Domain Certificate...
Name Issued To Issued By Expiri Create Self-Signed Certificate...
3729/ View...
x-4fa674.plant0815.example.c... cx-4fa674.plant0815.example.... ECA-S1G1 mnr Export...
Renew...
x Remove
Enable Automatic Rebind of
Renewed Certificate
e Help
& >
< > Features View || Content View
Ready 8

6. ZflldoDefault Web Sitez2'Jw o L. Edit SiteX_—1—®Bindingsz7oJwv 2o UZ%E9d,

@3 Internet Inf ion Services (IIS) M: - [m] X

& @ » CX-4FA674 » Sites » Default Web Site » | &< @-

File View Help
Connections

fault Web Site Home | oy
# o Default Web Site Home N .
€ - = i =
v 83 CX FA674 (ACX FA674\Admsr Filter: - GG st ARG U] Aces -B- Edit Permissions...
&2 Application Roo i
Sites 1 P
> Default Web Site = N s = <
. % '73 \g ] o é?;! Basic Settings...
Authentic... Authori Compressi Default Directory  ErrorPages  Handler View Applications

Rules Document  Browsing Mappings View Virtual Directones

E % W o A & e o

HTTP ISAPI Filters  Logging  MIME Types  Modules Output Request @ Restart
Respon... Caching Filtering P Start
& 8 Stop
¢ Browse Website
SSL Settings % [®] Browse *:80 (http)
[@] Browse %443 (https)
< > Features View |(_% Content View Advanced Settings... v
Ready 8
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7. httpszo v oL, EditeD' )y OUEY,

Site Bindings ? X

Type Host Name Port IP Address Binding Informa... v Add...

Remove

Browse

Close

8. SSL certificate T >/Rh— MUTZEIRAZE®IBIRL. OKTRITANE T,

Edit Site Binding ? X
Type: IP address: Port:
https ~ [AnUnassigned v [4a3 |
Host name:

I |

[J Require Server Name Indication

SSL certificate:

cx-4fa674.plant0815.example.com View.
Not selected

CX-4FA674

cx-4fa674.plant0815.example.com Cancel

9. LIHIDIIAE ZE SR, DD (CHU </Fpk UTZEIBAE Z R 9 SREZHEL XTI,

Edit Site Binding

This binding is already being used. If you continue you might overwrite
the existing certificate for this IP Address:Port or Host Name:Port
combination. Do you want to use this binding anyway?

=1

o RER. EEAPCRESICHUVGIRAEZERALET . WebISOYREDISA 7> "SR TE
FI. ERIDCE WebTISOUZHEET DN Fryva1ziUr7I230ENHINELNEE
/\JO
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7 TwinCAT

eXtended Automation Engineering (XAE) &eXtended Automation Runtime (XAR) (C& D TDERL
& IS bhottFaUFTsITT MSEBINETTY ., IEC 62433 Fg(d. FICEBRBRINIC
DWCHBLTHED., TFa1UFT « DA ET MOREICHIIEET . =5IC. VDMADH A RESE(CT
BCET, BFAVUFTA OB/ —KE(CHIREETOCAPREMEZEHDCENTETET,
https://www.vdma.org/viewer/-/v2article/render/16110956

COETIE. XAEEXARICEHET BIBRDEIZ N DMIIELUET,

7.1 eXtended Automation Engineering (XAE)
% 5: V— 20— ROTRIEEE

MR Gl
BT/ oR o HERZEERL. YVIPIITRETEETD
o N\=232EEIAFLAZFEALT. BEZEIFFEICTD
o N\—=23>EEIIFALERO7 I AHHZNS5T D
ITEFIVTANRIAS B2 RT A (IS02700172 L) ZERTD
N=32EBIIAFTLAZFERTD (BR: Y-—XEHE)
o A= UDFEEFERTD :
o RAICHFERY -—XEBURSKNICFIVIAICTD
o FILIThR. R—AhR. RCiR. YU—XfRzLEILRFIBIC(E. Bld (U
U—X@ID) EILE - URS NUZERTS
o FIRE, TOTTURERY—IL (BR: JOST O RMERY—IL) &
ZERALT, LEa—RBICOHEREIRZ NIZ (UU—-XFID) EJLR
URST NUICERIX T D

K 6:VY—XO— BADARIEFIEX

HEFAY 7R AT R

MR E2LE]

RN IF R o VIKNIIVREZFEALTY-RO-FZESIELTRETD BR: Y
J b1 7RE)

HEFRBYTRT R o ITEFaUSTEESXF A (IS02700173&) ZEMAT .

s REBFAINDRZERT I,
o BES{LSNERA ML —2ZEAT 3.

7.2 eXtended Automation Runtime (XAR)

# 7: ADS ZFizlZ Secure ADS =T UTEARIET7 IR

PO 7L

ESZ (0 VAT S Secure ADS Z{£f3 23 (28R : Secure ADS)

o ERINIEVE—-NAFT—23a>oHA-—T>

o J7ATIA—ILDHIR

o FFHL— b

o UE—MRFT—3 3 >ERERENSRE

HERRAY RN R e Secure ADSIEHD 71X %Z0PC UARRHD 7 IR ICESIRZ D,

= 8: ADS / Secure ADS=N LTz 7 ILA A Ll

XI5R Bl
ESI:DYASOE < Secure ADS &{#EHY 3 (&1 : Secure ADS)
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TwinCAT2A%

M

TwinCAT 3 Software Protection

https://infosys.beckhoff.com/english.php?content=../
content/1033/tc3 security management/
index.htm|&id=355557539833111233

ADS

https://infosys.beckhoff.com/english.php?content=../
content/1033/tc3 ads intro/
index.htm|&id=7262890787652929099

ADSDENE

https://infosys.beckhoff.com/english.php?content=../
content/1033/secure _ads/
6917981195.htmI&id=5745105416081707706

Secure ADS

https://infosys.beckhoff.com/english.php?content=../
content/1033/secure_ads/
index.html&id=2501949194726739202

ADS over MQTT

https://infosys.beckhoff.com/english.php?content=../
content/1033/tc3 ads over mqtt/
index.htmI&id=120186874503837909

OPC UA

sEHl TR
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https://infosys.beckhoff.com/english.php?content=../content/

1033/tf6100 tc3 opcua/

1448394251.html&id=2325029100913163478

1005472 a7+

https://infosys.beckhoff.com/english.php?content=../content/

1033/tf6100 tc3 opcua/1452984075.html&id=

PLCLib 547> b1 U7+

https://infosys.beckhoff.com/english.php?content=../content/
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J—-hDIzAtFaUTa
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ZFODOEEMKRICDWTEARW(CEEIMENTULEY . URL: http://nvipubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-82r2.pdf
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9, URL: https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKompendium/
itgrundschutzKompendium node.html

8.2 EFEHEH

Lt dDSecurity Advisory (TFa1UF v E15) (. BEEMNNRY D TEERAPCH KUHHAHEIPCERED
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—h&EEEIC. CERT@QVDE O—IRE LTINS DEIEZFUTULWETYT  https://cert.vde.com/de/
advisories/vendor/beckhoff/
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2024-00 |Local command injection via TwinCAT |[1.0 e PDF HTML

5 Package Manager CSAF

2024-00 |Local Denial of Service issue in 1.0 e PDF HTML.

4 TwinCAT/BSD "MDP" package CSAF

2024-00 |Local Denial of Service issue in 1.0 e PDF HTML.

3 TwinCAT/BSD package "IPC- CSAF
Diagnostics"

2024-00 \Improper neutralization of input in 1.0 e PDF HTML.

2 TwinCAT/BSD package "IPC- CSAF
Diagnostics-www"

2024-00 |Local authentication bypass in 1.0 e PDF HTML.

1 TwinCAT/BSD package "IPC- CSAF
Diagnostics"

2023-00 Open redirect in TwinCAT/BSD 1.0 HEE PDF HTML

1 package "authelia-bhf"

2022-00 |Null Pointer Dereference vulnerability [1.0 e PDF HTML

1 in products with OPC UA technology

2021-00 |Relative path traversal vulnerability 1.0 REE PDF HTML

3 through TwinCAT OPC UA Server

2021-00 |Stack Overflow and XXE vulnerability (1.0 REE PDF HTML

2 in various OPC UA products

2021-00 |DoS Vulnerability for TwinCAT OPC UA |1.2 e PDF HTML

1 Server and IPC Diagnostics UA Server
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https://webstore.iec.ch/publication/7029
https://webstore.iec.ch/publication/7029
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKompendium/itgrundschutzKompendium_node.html
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKompendium/itgrundschutzKompendium_node.html
https://www.beckhoff.com/en-en/company/news/rss-feeds/rss-ipc-security/beckhoff_ipc_security_rss_feed.xml
https://cert.vde.com/de/advisories/vendor/beckhoff/
https://cert.vde.com/de/advisories/vendor/beckhoff/
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-005.pdf
https://cert.vde.com/en/advisories/VDE-2024-064/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-064.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-004.pdf
https://cert.vde.com/en/advisories/VDE-2024-050/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-050.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-003.pdf
https://cert.vde.com/en/advisories/VDE-2024-049/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-049.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-002.pdf
https://cert.vde.com/en/advisories/VDE-2024-048/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-048.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2024-001.pdf
https://cert.vde.com/en/advisories/VDE-2024-045/
https://beckhoff.csaf-tp.certvde.com/.well-known/csaf/white/2024/vde-2024-045.json
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2023-001.pdf
https://cert.vde.com/en/advisories/VDE-2023-067/
https://download.beckhoff.com/download/document/product-security/Advisories/advisory-2022-001.pdf
https://cert.vde.com/en/advisories/VDE-2024-045/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2021-003.pdf
https://cert.vde.com/en/advisories/VDE-2022-003/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2021-002.pdf
https://cert.vde.com/en/advisories/VDE-2021-008/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2021-001.pdf
https://cert.vde.com/en/advisories/VDE-2020-051/
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2020-00 |Privilege Escalation through TwinCAT |1.1 REE PDF HTML
3 System Tray (TcSysUI.exe)
2020-00 |EtherLeak in TwinCAT RT network 1.1 REE PDF HTML
2 driver
2020-01 |BK900O0 couplers - Denial of service [1.0 REE PDF HTML
inhibits function
2019-07 |Denial-of-Service on TwinCAT using  |1.1 e PDF HTML
Profinet protocol
2019-06 |CE Remote Display behaves incorrectly|1.2 e PDF
with wrong credentials
2019-05 Remote Code Execution in Remote 1.0 e PDF
Desktop Service ("Dejablue")
2019-04 |ADS Discovery 1.1 REE PDF
2019-03 |Remote Code Execution in Remote 1.4 e PDF
Desktop Service
2019-02 |Microarchitectural Data Sampling 1.2 REE PDF
(MDS) vulnerabilities
2019-01 |Spectre-V2 and impact on application |1.4 REE PDF
performance as well as TwinCAT
compatibility
2018-02 Updates for OPC-UA components 1.0 HEE PDF
(Several Vulnerabilities)
2018-01 [TwinCAT 2 and 3.1 Kernel Driver 1.1 e PDF
Privilege Escalation
2017-02 |Add Route using "Encrypted 1.3 REE PDF
Password" bases on fixed key
2017-01 |ADS is only designed for use in 1.4 e PDF
protected environments
2015-00 |Potential misuse of IPC Diagnostics 1.1 G PDF
1 version < 1.8 backend
2014-00 |Recommendation to change default 1.1 e PDF
3 passwords
2014-00 |ADS communication port allows 1.1 REE PDF
2 password bruteforce
2014-00 |Potential misuse of several 1.1 e PDF
1 administrative services
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https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2020-003.pdf
https://cert.vde.com/en/advisories/VDE-2020-037/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2020-002.pdf
https://cert.vde.com/en/advisories/VDE-2020-019/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2020-001.pdf
https://cert.vde.com/en/advisories/VDE-2020-005/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-007.pdf
https://cert.vde.com/en/advisories/VDE-2019-019/
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-006.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-005.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-004.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-003.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-002.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2019-001.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2018-002.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2018-001.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2017-002.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2017-001.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2015-001.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2014-003.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2014-002.pdf
https://download.beckhoff.com/download/Document/product-security/Advisories/advisory-2014-001.pdf
https://www.beckhoff.com/ja-jp/support/download-finder/index-2.html
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Trademark statements

Beckhoff®, TwinCAT®, TwinCAT/BSD®, TC/BSD®, EtherCAT®, EtherCAT G® EtherCAT G10®, EtherCAT P®, Safety over
EtherCAT®, TWinSAFE®, XFC®, XTS® and XPlanar® are registered trademarks of and licensed by Beckhoff Automation GmbH.

Third-party trademark statements

FreeBSD is a registered trademark of The FreeBSD Foundation and is used by Beckhoff with the permission of The FreeBSD
Foundation.

Microsoft, Microsoft Azure, Microsoft Edge, PowerShell, Visual Studio, Windows and Xbox are trademarks of the Microsoft group
of companies.
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