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TwinCAT TCP/IP Connection Server AJLATE TwinCAT PLC RIBE £ Z 1 TCP/IP RS 28 /& F i, X
¥, PLCIEFGMAIUERETE PLCEFPEETALRNAE (0SIHERE) BIMEMIN. BEEZEZFEED TLS
HITINE,

Rk

TF6310 TCP/IP F= @A A TFAMAARM, XLEAMRMTERER—FHigH:
« PLCJE: Tc2_Tcplp FE (SSIEZA TCP/IP #1 UDP/IP THEE) o
- JF&#RF: TwinCAT TCP/IP Connection Server (BT @ERIHIE)

2.1 XJtt TF6310 TF6311

TF6310 “TCP/IP” #1 TF6311” TCP/UDP Realtime” = uligft3SUThaE,
KR T XL RV ZE 2 b

TF 6310 TF 6311
TwinCAT TwinCAT 2/3 TwinCAT 3
B Fin/ARS5 28 #E #HE
KB KA ++ +
MEM + ++
AKBEHIEER ++ +
RIZES PLC PLC #0 C++
UDP-Mutlicast = )
iy TCP. UDP TCP. UDP. Arp/Ping
B ER TE # 72 TwinCAT BIR&
HErERCE BB IURIERYS (WinSock)

BT TF6311 EIZ&EMTE TWinCAT R, EULAREEFER Windows PhAtE, TEAR/REMLEH, FHINTEINL
{EF TF6310,
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3.1 REEXR

JtffR TF6310 TCP/IP IHEEIE BiE1T, WIVHEUTRAEK,

AR R
BRIERR Windows 10, 11

Windows CE 6/7
Windows Embedded Standard 2009
TwinCAT/BSD

BirFa PC %2t (x86. x64. Arm®)
TwinCAT hiZs TwinCAT 2. TwinCAT 3
TwinCAT ZE4 5 TwinCAT 2 CP. PLC. NC-PTP
TwinCAT 3 XAE. XAR. ADS
FRZE TwinCAT #84Y TS6310 (GEFF TwinCAT 2)

TF6310 (J&FTF TwinCAT 3)

® FIFTLS
1 BB, TLS IHAERTE Windows CE FARE M.

3.2 ZE
23 (TwinCAT 3.1 Build 4024)

TXRENBUNEEETF Windows BVRIER S _E %L TwinCAT 3 Thagd M.
v MEREM TE TwinCAT 3 ThEEA MR EE 4,
1. UBEABMBITREN S, Ak, BEEZRXEN ETXEREFIERFE “Run As Admin (BB R R{HE

1) 7 @<

= REINIEETH.
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2. ERRABFPIFEMY ARRE “Next (F—%) 7 .

License Agreement

Please read the following license agreement carefully,

Software Usage Agreement for Beckhoff Software Products

[l »

& 1 Subject Matter of this Agreement

{1} Licen=or grantz Licensee a non-tranzferable, non-exclusive right to use the data
processing applications specified in Appendix 1 hereto (herginafter called "Software™) under
the conditions specified hereinafter.

(2} The Software =zhall be delivered to Licensee on machine-readable recording media as
specified in Appendi< 1, on which it is recorded as an object program in an executable status.
One copy of the user documentation shall be part of the application and it shall be delivered to
Licensee in printed form, or alzo on a machine-readable recording medium or onling. The form
the user documentation iz delivered in is specified in Appendix 1. The Software and the
documentation are hereinafter called "Licenze Materialz™. =

(@) I accept the terms in the license agreement

(7)1 do not accept the terms in the license agreement

InstallShield

<Back || Next> || cancel

3. MNP R,

Customer Information

Please enter your information.

User Mame:

IMax Mustermann

Qrganization:

I ustermann Inc.

InstallShield

<Back || MNext> || cancel

TF6310 hrZs: 1.5.2
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4. BEERETER TWinCAT 3 ThaeH M, EIEXFE “Complete (5TEIR) 7 (FARERE, EEFHRE
TwinCAT 3 IhgE4AM, 1BiEE “Custom (BEX) ~ -

Setup Type
Choose the setup type that best suits your needs,

Please select a setup type.

@ Complete

All program features will be installed to all installed TwinCAT 3
wersions on your system. (Requires the most disk space.)

Choose which program features you want installed and to which
TwinCAT 3 version they will be installed. Recommended for
advanced users,

Installshield

[ < Back ]I Mext = I [ Cancel

5. miEr “Next (F—#) 7 , AFRE “Install (RE) 7 FEHITRE,

Ready to Install the Program
The wizard is ready to beqin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

InstallShield

[ < Back “ Install ] [ Cancel

2 BER—PWEE, RAEBIXA TwinCAT RAT Be#h L,
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6. mi “Yes (B) 7 #1THiAo

TwinCAT Server Installation 22

TwinCAT system has to be stopped before proceeding with installation.
Should TwinCAT be stopped?

ey

7. R “Finish (5ERR) 7 BHRE.

Beckhoff Setup Completed

| The Beckhoff Setup has successfully installed TF 33X
Click Finish to exit the wizard.

[T] show the Windows Installer log

= TwinCAT 3 ThaeBHFLERM I,

3.3 TwinCAT 4026 (I LER%E

TwinCAT Package Manager

SNERTE Microsoft Windows 1@1ER 4 _EEMA TwinCAT 3.1 Build 4026 (RESRZA) , NAILLEE TwinCAT
Package Manager &%, BEENREXIY,

BEIERT, ABEANNIEEREMNIIEE; AT, SHUMEMZRETFETESHNREHE, AXEEE
NA 7T BE TEREHITRENDIE,

HS1TIERF TcPkg

& LUfEA TcPkg Command Line Interface (839478 M@, CL) REREFLHITAITIERE:

tcpkg list TF6310

BB LUMER L T ep < %3t TF6310 TwinCAT 3 TCP/IP ThEEAR M T et %o

tcpkg install TF6310.Tcplp.XAE
tcpkg install TF6310.Tcplp.XAR

TwinCAT Package Manager Ul

TF6310 hRzs: 1.5.2 11
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223 | Windows CE BYZ2E181E BECKHOFF

&e] LIEA User Interface (AP R @, Ul) ERFAIEATRENIEAE, HIREEEHITRE,
Ak, 15ER R EPEER 5 BFRE,

TwinCAT 3 Usermode Runtime

RFF AT HEFRETE TwinCAT 3 Usermode Runtime . 7ELLRIFIERRER, SBEISFEMEMNAT UM 2
28

UM BB LRt T — MBS, AT TwinCAT Usermode RARRSZEBTIMN RS B TIMLE N FIER .
ZNERT, ZBEE ST TwinCAT Usermode Runtime BRH:

C:\ProgramData\Beckhoff\TwinCAT\3.1\Runtimes\UmRT_Default\3.1\Target\StartManConfig

SN ERBRRUSANEREXY, FIEZERPEAS I EEXHREENR. SMNEEX AN
80 TWinCAT 3 IR X 5 EEIERNIES, 1

- ERHITRTXENRERE

- F3EH TwinCAT 3 ThERABFEFR TS 2K

TwinCAT Usermode 4R35 25X 5% B B THEESITTIG NI ER B LN B2 UM AT
XL TR

3.4 Windows CE WREi®E

AN BUAEETF Windows CE BY Beckhoff Embedded PC Controller %% TwinCAT 3 ThaE4E &
TF6310 TCP/IP,

ZEIREEE4NTER:
- TEHREXM [ 12]
« EEHLERE [ 12]
- BT HE5E] Windows CE ig& L [» 13]
-« BfF=E [ 13]
KU RE—EBBNERAEALE [ 13]

TREERXH

Windows CE By CAB &4 & TF6310 TCP/IP ZERERFIN—29. Ak, ERFEM www.beckhoff.com 3%
B EN MR, ZIEFEEE Windows #1 Windows CE  (x86 #1 Arm®) HIFR A AR 4so

TF6310 TCP/IP RERFHNREHABSHERINNEMNLZE AR (M ELEPS]) .

EX L%
ZERHE, TEXGXREE3INMNEE (EMEFEFEE1ITER) ¢
« CE-Arm®: EF Arm® f9Er ATUiTHI28, BI7E Windows CE _EizfT, fjla0 CX8090. CX9020

- CE-X86: &7 X86 FIER AR i=HI28, AI7E Windows CE EizfT, 40 CX50xx. CX20x0
- Win32: TJ7E Windows EIi{TRIER ATNIT 528,
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Organize « Include in library + Share with « Burn Mew folder

-

MNarne Date modified Type Size
.. CE-ARM 26.03.2013 08:55 File folder
Ju CE-X86 26.03.2013 08:55 File folder

W Win32 21.02.201313:31 File folder

CE-Arm® #1 CE-X86 HRE &5 Windows CE I2FEBEHFSHXM Windows CE TF6310 IhaEH /Y CAB
X1, FEXEEEIE Windows CE &% L.

FAHAT X HAE W E Windows CE & £
BB ETRIT S E R Windows CE 18& £o AILUES A FE—ARNSEM:
- @it Shared Folder (HEZE3ff3%k)
- BEEMR FTP RS 2E
- 18d ActiveSync
- B CFF
BZEMER, 15EH Beckhoff Information System 189 “Windows CE” &B43
RUERE
B EE—AHERXHE, PITZXGHSE OK (E) HWIAULTXEE, TETME, ERE Windows
CE i&#&.
BEBREME, TF6310 NrIHITXHEEREE BB,
MHFREE CEIRENUTERA:

\Hard Disk\TwinCAT\Functions\TF6310-TCP-IP

HEGiA

R Windows CE &% FBE %R T TF6310 hrads, MFEZETE Windows CE i&& ERITU MRIEAREE SR

s
1. |if Start>Run (FF4& >iE17) , 3N “Explorer” (FEIREIEE) , 77 CE Explorer (CE HREIE
2 o

. BfZE \HardDisk\TwinCAT\Functions\TF6310-TCP-IP\Server,

. ¥ TcplpServer.exe Edr& /9 TeplpServer.olds,

. B2 Windows CE &%,

. Ry CAB XHHEHRIE CE 185,

. P17 CAB XM HREMhRZA.

. MB% TcplpServer.olds

. B2 Windows CE &%,

> BERTRE, MREER.

0 N o b~ W N
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3.5 #f)

TwinCAT 3 THEERT LAE RS2 R8RSR 7 KM RRECE, XAfhiF aliE 3 B AR AT LUEE TwinCAT 3 FFAIFLE
(XAE) BUEo

ERER TWIinCAT 3 ZHAEH TEARA
X FF R EMRANERER, TS2IERESRFANXE “TwinCAT 3B
R — TwinCAT 3 ThEERY 7 KMliA AR

)
1 FTwinCAT 3 Fe[HENZ BT ERR 7 XMiRhRES.

1. B TwinCAT 3 F 48 (XAE) o
2. sTF—1M AR TwinCAT 3 IR B S8 — N E,
3. izuﬁ:&?;ﬁ&i&%%ﬂéw, BEEMENBITRS. Alt, NTEEZMNERBIRRS THYIRBE
ZEFERS
= BNKERRIBEENBITAS. EENRFLEENERN, BEEMNA TwinCAT 3 FrHEEHIZE
ZRSH,
4, ERERFRAREERT, WHERFKTFERNIFTILE

Solution Explorer v 0 x

@& o-a| s -

Search Solution Explorer (Ctrl+) 2

.T_I Solution TwinCAT SampleProject’ (1 project)
4 lia TwinCAT SampleProject
4 () SYSTEM
¥ License
b @) Real-Time
b B Tasks
gf= Routes
215 Type System
|88 TcCOM Objects

= TwinCAT 3 IFE]IEE R
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5. I AERIFRNIBET . ERIMFRNEE= S, %

IEHIZRTEME" ) o

Order Information (Rurtime) Manage Licenses

[] Dizable automatic detection of required licenses for project

Project Licenses

EARMNEITEIFENEREEME (Fl40 “TF4100 TC3

Online Licenses

Order No License |Add License
TF3e01 TC3 Condition Menitoring Level 2 I_ cpu license
TF3650 TC3 Power Monitoring I_ cpu license
TF3620 TC3 Filter I_ cpu license
TF3200 TC3 Machine Learning Inference Engine I_ cpu license
TF3210 TC3 Meural Metwork Inference Engine I_ cpu license
TF3900 TC3 Solar-Position-Algorithm I_ cpu license
TF4100 TC3 Controller Toolbox
TR4110 TC3 Temperature-Controller I_ cpu license
TF4300 TC3 Speech I_ cpu license

6. {TTRIERE (E1THE) EH+.
= EWANERNREHES, LUENERMFIERTN “RK” RS
7. RET RIAAWANE..., LUSUE 7 RIXAEIFRIIE,

Order Information {Runtime)  Manage Licenses  Project Licenses  Orline Licenses

License Device Target (Hardware Id) o Add...
System Id: Platfarm:
20B25408-B4CD-310F-5488-6A309B45EF 159 | other (91}
License Request
Provider: Beckhoff Automation - Generate File...
License Id: | Customer Id: |
Comment: | |
License Activation

7 Days Trial License... I License Response File...

= —PIEETF, RREANEERERHIL 2R,

Enter Security Code >

Fleaze type the following 5 characters: ok
| Ke8T4 |

[T 1

8. MM R R HRIAEAN.
9. FIAFEERYFTIEIE, FREABUERI.

o EFANENREESE S, FPRSHEERFLENEIEIR,
10. EFEE) TWinCAT R4,

Cancel
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= 7 RiXARE R,

3.6 M TwinCAT 2 E®¥

EET#%IMA TwinCAT 2 PLCIRE, BiZMEEBAT TCP/IP lRZB8BHHN— PLC E, MEHT—LEFod
%, LR TwinCAT 3 PLC #%#2258E05 4032 TwinCAT 2 B X4 (*.pro)o 1E TwinCAT 2 #1, IHBE TCP/IP AR
Z22REMT 3 > PLC FE:

+ Tcplp.lib
+ TcSocketHelper.lib
+ TcSnmp.lib
BINERT, XEEXHLREE C\TwinCAT\Plc\Lib\ 1, 1RHE PLC MBMERNE, SREER/HENNE 4
E%2)C:\TwinCAT3\Components\Plc\Converter\Lib, ARHRITUTTE:
1. ¥TFF TwinCAT Engineeringo
2. BIERHEY TWinCAT 3 R AR,
3. GREE PLC TR, EITAM LT EFERE Add Existing Item GRINIED)

Solution Explorer

Q Solution TwinCAT Project22' (1 project)
4 3] TwinCAT Project2?

> |l SYSTEM
MOTION
PLC
-2 Add Mew Item... Ctrl+Shift+4 SAFETY
23 Add Existing Item... Shift+Alt+A C++
Add Project from Source Control... Vo
-y Paste Ctrl+V

Paste with Links

% Import PLCopenXML...

16 hRzs: 1.5.2 TF6310



BECKHOFF 2235 | M TWinCAT 2 55

4, £ Open (3TFF) FHEESF, HEFXHZER “Plc 2.x Project Import (PLC2xTESAN) (*.pro)” , EfiI
ZI8 4 TwinCAT 2 PLC I B MISX A FFHiE$F corresponding.pro X, #AfG=iE Open (3TF) o

>| | b Sven Goldstein » Desktop » Temp » TCP » - [ 4] \ Search TCP o

-

o0 Open

Su

Organize * Mew folder = » i @
4% Favorites i MName B Date modified Type
m Deskiop M MET 29.06.2012 11:07 File folder
1 Software || Teplp_CLIEMT.pro 19.03.2012 13:52 PRO File
1/ Public || Teplp_SERVER.pro 19.03.2012 13:52 PRO File
1. Workspace
| Waorkspace - Infosys
1. Workspace - TFS
*| Books
@ Images
1% MAS-SERVER
| 43 SharePoint Sites
& SkyDrive
- 4 1 | r
File name: Tcplp_SERVER.pro - ’Plc 2.x Project Import (*.pro] "'l
I Open I ’ Cancel ]

= TwinCAT 3 Bol#ifid e, |RE17E “PLC” TR TEREHREMN PLCINE,

i TwinCAT PLC Control % |
Cormpiling ...
Interfaces
Solution Explorer = 0 x
3

IQ Solution "TwinCAT Project22’ (1 project)
4[5 TwinCAT Project22
b Gl SYSTEM
MOTION
4 PLC
4 Teplp_SERVER
» [=] Tcplp_SERVER Project
[&8] Tcplp_SERVER Instance
T SAFETY

E C++

s & Vo
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BRI | BRI BECKHOFF
4 FRESN

4.1 HREA]
EERFRENE TwinCAT TCP/IP =it 23R (EiR BEE T A IRGIZE [» 5STIPXM A FEGIFE, rIERTE
B9 TwinCAT B #1T T &, FTSXEFANBNBRREFNE N EH.

TwinCAT B2 7T TCP/IP BF in/IRSBNARER, ZIEFaUTF RS NHRSHBLIXEE, HERNM
EUWARRIRHE BIRE, TwinCAT B ATEAUEH LA RHITIER . TR ISR B[ ZEET At 3

TBfE.

MAIN

£ MAIN 125, BABARFIGHRSSBHITHNNTEEE, TRHEMNRSEE 2 N eRSE, HEH
Tc2_Tcplp BEEFRUAERTHEEIR KRB EIZE TR (Send (KiX) . Receive (3EUR) . Listen (¥&0f) .
Connect (&) %) o

Al A —e TIRE .
NEFIHREAUTEE:
fbTcpClientl: FB_TCPClient;
sClientlSendData : STRING(255);

nServerlPort : UDINT := 12000;
sServerlHost : T _IPv4Addr := '';
bStartClientlCommunication : BOOL := TRUE;
tClientlCycleTime : TIME := T#0.5S;

bClientlSendTrigger : BOOL;
bClientlConnected : BOOL;
sClientlReceivedData : STRING (255) ;
bClientlBusy : BOOL;

bClientErrorl : BOOL;
nClientlErrorIDl : UDINT;

N = .
HRSBERUTEE:

fbTcpEchoServerl : FB TCPServer;
sServerReceivedData : STRING (255) ;
bStartServerlCommunication : BOOL := TRUE;
bServerlConnected : BOOL;

sServerData : STRING(255);

bServerlBusy : BOOL;

bServerlError : BOOL;

nServerlErrorID : UDINT;

FRIERHEREFEZE sClientlSendData ., FIZFELRIEITH, ZEENERERHMNRE. AFFX
W, BEFFRHRREFTRSREEMEZER,

IF bAutogenerateData AND bClientlConnected THEN
fbTimerl (IN:= NOT fbTimerl.Q, PT:= tClientlCycleTime, Q=> , ET=> );
IF fbTimerl.Q THEN

sClientlSendData := Concat ('TestString No.', UDINT TO STRING(nCnt)) ;
fbTcpClientl.bSendTrigger := TRUE; -
nCnt := nCnt + 1;
ELSE
fbTcpClientl.bSendTrigger := FALSE;
END IF
END IF

WEHAXZTEENERBRTEZEIIEER fbTimerl EX, BIIRELE fbTcpClientl.bSendTrigger Bzh
RIFRSHE,

Axs5 28 FAtE R ERTNRERSL Y fhTcpEchoServerl &R, ZINREFEIZFAREFEMAMEML, UEBIRSEH
RSHRWER.

fbTcpEchoServerl (
sLocalHost := '',
nLocalPort := nServerlPort,
bStartCommunication := bStartServerlCommunication,

bConnected => bServerlConnected,
sSendData => sServerData,
bBusy=> bServerlBusy,

bError=> bServerlError,
nErrorID=> nServerlErrorID) ;

AR532889 TCP ix i@ nLocalPort IANE X, FFIHSZHOMRE, UESIRSSHETIMEIE. WREENZ
T, EEFIRSRSSEZERINSHITRE, FRETERENAEFEFT RS SFiHH.
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® XHAEETF
TwinCAT IIBERH, L& binit SSBFMEEMENERFTERXA. MRIFEEFEITZIH
7o

FB_TCPServer

IEIThEERET R T ARSZ 2SN FETER, FHEA Tc2_Tcplp ERHINEERNRSZ SBEILEIEFTER. BITENE
BHAEHENAMEN, BAKiR, IhEER FB_SocketAccept [ 25]. FB_SocketListen [» 24].
FB_SocketReceive [» 27]. FB_SocketSend [» 26]. FB_SocketClose [» 22] #1 FB_SocketCloseAll

[» 23] BFIttRiE.

RERBINERASNE T U THE:

KE iR

0 IR, Z3fR@Eg T E bStartCommunication B5f.

10 EXMIRET, BohERTHRZ, BIRSSNEAERSEXH TCP ik OEE.,
20 EXFRET, SBIEANNEZETEE,

30 EXFRET, BWCKBEEEZT P IHIES,.

35 EXFRET, 2EEEEEFmEREEE,

40-42 EXLERET, EEFTEESXI.

FB_TCPClient

ZINRERE R T B IRNBIERF, FAEEA Tc2_Tcplp FEHRBIIIEEREN SRS W[/NIERE. MRS/ RIZEE
FHiZWARRN AIMER, BARRIE, IhAEIR FB_SocketConnect [ 21]. FB_SocketSend [» 26].
FB_SocketReceive [» 27] #1 FB_SocketClose [» 22] =] B F Lt FHi&.

IEERBINERRSHNET U TSR

KE R

0 IR, ZdiE@id T = bStartCommunication B&f.
10 EXMRET, 25RS{[/BELEE.

15 EXMRET, ARS#{AIEESHLIERL,

20 EXMRET, 2XH5RSS(ER.

4.2

ATEHLR TCP #0 UDP Eaitmil, HiRMEEMIMYFIERMEN PLC ErFEE, XWMEENIIET
Internet Protocol Suite (BEBXMMYEE) , Alt, MHE(TWEHBBEIFEEE (NEBEIEEW) .

£ 2 HIHY (Transmission Control Protocol, TCP)

TCP i —MEMEZNERHNY (0SIF4R) , BEHTRIFEERE, HPWMSANEREILEE, AT
T ReFEIE, BER (1) JLURIEIEREE TCP #ITrISEE M, FEit TCP Wi “mmEiERaE
B o HEFIRNRSBAENBIEZEN AN EHINY, MEPRA TCP Hill. TCP MYIFRESE
MABMIESUREME I/ ERINATNRER. WREAMS, XHAZREA, AftrlERmET 00
BEFT. A, RS ATECNZSIERFEESNERMUE, Uk T —FEERNERME, BERFR
BUARMRHESIRREAXPHIE (REFJEDTHS TS —aIRFRKENMIER)  KEHUITEE—
MIZW S ERFRTRRIRAVHE RS, EEBMRRT, HEEMrI R BIEMARITHFA (WEZER) 4

Bllo ZEREHFHRTEEBER, — AR EREBEERTRRKET N _#EIKE, TEXMT: 7%
BE—ABIEF RS ARERFR (BIFTBRRERDIRETT) MESBENSIERE. XESRWEFERNE
HEBERHRMER,

TCP/IP ERif
7£ PLC HA3CI TCP/IP BEF IimE/VEE(FH LU T INAER:
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- IhEEIR FB_SocketConnect [» 21] #1 FB_SocketClose [P 22] B952f5l, FFEIIMAR L 5niZIRS S
BUERE (327K THREIR FB_ClientServerConnection [» 41] & T X NIHEERBITHEE)

- IhRER FB_SocketSend [» 26] #1/5% FB_SocketReceive [» 27] BISEI, BT 5iniEiRSZEFHITEUR
i (REEMEB)

TCP/IP fRs3 2%

£ PLC FRsCEl TCP/IP RS SR E DR RERA LT IR
- FB_SocketListen [ 24] THEERBIK IR TH B mITEZET !

- INBER FB_SocketAccept [» 25] #1 FB_SocketClose [» 22] RS2 (3R7R:
FB_ServerClientConnection [» 43] &7 220 3 MNIHEERHIINEE) , ATFREIMZILESEERF iR
EE:

« AT ERBEFEFPImEHITHIERE (REMZK) , FEEHAIEER FB_SocketSend [» 26] #/3%
FB_SocketReceive [» 27] BYSEfI:

- EETHETIHERZFH PLC Runtime R4tH, #BEINEELR FB_SocketCloseAll [» 23] BYSLHI:

IhBEIR FB_SocketAccept [P 25] #1 FB_SocketReceive [» 27] HISEBI#HITREEAIEIAR (318) , FrEE
IhEERNIZFIA A,

AP EIERMDIL (User Datagram Protocol, UDP)

UDP @—MiEiZaItiy, BENMEMKIGE ZEIAXIIENAEEZRHNEE. UDP FRABREMNEEHIESR, X
BRXENXETEF. TR, HEHFSBERFNIER. BMENBRIERRE, UDP HIRRSELFEIE
REEIX, EMIIBLRIAE, BERLEERT, HRELRHBER, ZiMYLE TCP B2 EBk, HA
TCP FEFRMNEH, HMBEEFELZHAE, UDP MMYXEBTEZENFE, IEFESAXVEHIE, UDP 2
—f “EEHIES/mEEENEEMNY , BMHRWRS REIR X EE R B ST R EEIR,
(@I UDP B Fim/ARS 23 F EFEA LU T IhEER
- EITHHIXA UDP EiEF, EEFAIHAER FB_SocketUdpCreate [» 28] #1 FB_SocketClose [» 22]
BISEfFl (327R: FB_ConnectionlessSocket [» 45] & T XM NIHEERAITHAEE)
- IhEEIR FB_SocketUdpSendTo [» 29] #1/8% FB_SocketUdpReceiveFrom [» 31] B9SE%I, AFS5EM
IREHITEIERIR (CRiEME)
- EEMBATITH UDP EEFH PLCIE1TRI RS H, #BINEER FB_SocketCloseAll [p 23] B9ILAI:
IhgER FB_SocketUdpReceiveFrom [p 31] BYSEfI=#1TAHAMIAR (338) , FraEMSEFINZRTIAR,

550l = [» 57]
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PLC API | ThEESR

5 PLCAPI

Ll
5.1 IjJ Hbi;{
5.1.1 FB_SocketConnect

FB_SocketConnect

—s5rvMetld bBusyf—
—sRemoteHost bErrarf—
—nRemotePart nErrld f—
— bExecute hSocket—
—tTimeout

F)FAIhEEIR FB_SocketConnect, 7Sz il L& TwinCAT TCP/IP Connection Server 5ini2iRSS 2558
ILHTEY TCP/IP &%, SNREIZERMIN, WSHTHINEET, H1E hSocket HitimiREIERN FEZE DR, Fl
i, IHBEIR FB_SocketSend [» 26] #1 FB_SocketReceive [» 27] BAZEBFERIEIEAWN, UWESITIZIRS 2R

THEGR, WMRABEEEEE, NTIEHBINAER FB_SocketClose [P 22] X HFi%iEHE., £ N& P im0 UFER
5ixf2iREHFEILIEE. NTEMNNERIE, MIFTHFNEET, HREFAIEESDR, TwinCAT TCP/
IP Connection Server B ABNEFPIGSECH IP w05,

¥ mA
VAR INPUT
sSrvNetId : T_AmsNetId :=
sRemoteHost : T IPv4Addr :=
nRemotePort : UDINT;
bExecute : BOOL;
tTimeout : TIME := T#45s; (*!!!¥*)
END_ VAR
2 i iR
sSrvNetld T_AmsNetld |82 TwinCAT TCP/IP Connection Server &It IFRFE, WF 24
#it8ENL, ATLIEE “127.0.0.17 o
sRemoteHost T_IPv4Addr KAFFFBREATIZARSSS IP ik (Ipv4) (30 “172.33.5.17 ) o 3
FARSE23, AIUTERMITEN ERMATFRE,
nRemotePort UDINT AEARSSERAY IP iA1= (%0 200) o
bExecute BOOL INEEREIZIM NS _ EF AR .
tTimeout TIME AVFRITIIEER AR K BYiE],

o IREIEERMRKIITHIE

1

WSAETIMEDOUT,

AEE “tTimeout” EIRFIK, FAIMRMLHRT, BITEEAIEERTF 30 so MRIZELIE, NI
£1ZF1HRRTHITHR S, FHR[E] ADS $i24E 1861 (BAYETE)EiZ) , MM3IE Winsocket iR

E #i
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
hSocket : T HSOCKET;
END_ VAR
B KB {3
bBusy BOOL EDIRERACERT, ZREEN. ERIAZA, ZRHERFEN.
bError BOOL NREEREI R HINEIR, WE bBusy MHHWEER, RRRE
Zhit.
TF6310 hRZs: 1.5.2 21
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B - i ik
nErrld UDINT WRBEIKE bError ki, MiZS#H=iR[E] TwinCAT TCP/IP
Connection Server B$8i=48S [» 901,
hSocket T_HSOCKET  |FiiTANAHE P inEiEF 8 TCP/IP ZEiZaH [» 541,
=R
FERIFIE BirRsiAeR FEQEMPLCE (314)
TwinCAT v3.1.0 PCE CX (x86. x64. Arm®) Tc2_Teplp GES)
5.1.2 FB_SocketClose
FB_SocketClose
—{sSrvMNetId bBusyr—
—hSocket bErrarf—
—bExecute nErrid f—
—tTimeout

IhEEIR FB_SocketClose RIBF X AFTFHHY TCP/IP 2 UDP E#E¥F,

TCP/IP: SIRERF®EIINAEIR FB_SocketListen [» 24] TH, AMEFimEREFEIT FB

SocketConnect

21T, mIEEFImEEFIET FB_SocketAccept [» 25] ¥ T,
UDP: iBi3Ih8EIR FB_SocketUdpCreate [» 28] ¥TH UDP EiEF,

F wmA
VARiINPUT
sSrvNetId : T AmsNetId := "'
hSocket : T HSOCKET;
bExecute : BOOL;
tTimeout : TIME := T#5s;
END VAR
=4 i -3 faR
sSrvNetld |T_AmsNetld |82 TwinCAT TCP/IP Connection Server R IFFFE, WFAH#itE
M (BN , AILUEETFRH,
hSocket T_HSOCKET |- TCP/IP: BExHRVIEIRES. mIER P IRHAME P inEERFEZDR
[» 541,
- UDP: UDP EiEZFrIEZEAIM,
bExecute |BOOL IheERAIZM NN LA B .
tTimeout | TIME AFRITIIRER B R BT EL,
E- @
VAR_OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END VAR
B 2] R
bBusy BOOL TEINRERBUERY, ZREEN. ERIAZE], ZRHFREFER.
bError BOOL NREMSERIEPHIMEIR, WEDBUSY MHENE, S&kEZEH.
nErrld UDINT WREILE bError fitt, MiZB#=iR[E] TwinCAT TCP/IP Connection
Server Bz S [» 901,
22 h#<: 1.5.2 TF6310
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BER
HFEIFIE BirRsiR FEEEMPLCE (514)
TwinCAT v3.1.0 PCE{ CX (x86. x64. Arm®) Tc2_Teplp G&fE)

5.1.3 FB_SocketCloseAll

FB_SocketCloseAll
—{=SrvMetld bBusyr—
— bExecute bErrarg—
—tTimeout nErrid f—

MR EFHBENEEL TwinCAT, TwinCAT TCP/IP Connection Server h&1Z1k, FTHNEZEE (TCP/IP
UDP E#ZA1R) #BGhXH. 1T “PLCreset (PLCEfI) ” . “Rebuildall... (£EEE) ” HEH
“Download (F#H) ” [F, 2EE PLCT1ERF, It PLC BT EBHNEBHANERET (EEQW) MEx
58, ItfE, HABRIMNEEEIELEES XA,

INREIR FB_SocketCloseAll RTAF XA PLC Runtime RS THBFRAEZEZAN (TCP/IP #1 UDP E#F)
XEKE, MREFE— Runtime &4 (IwH 801) MIEMESHIEET FB_SocketCloseAll, FB4iZ
Runtime R4HFIE B THANEERFH =X, B8 NERAERZRFTINEEHM PLC Runtime &4, [N1E PLC
BzhERaliE B FB_SocketCloseAll BYSE{,

¥ mA

VAR_INPUT
sSrvNetId : T _AmsNetId := ''
bExecute : BOOL;
tTimeout : TIME := T#5s;
END VAR

2 i R
sSrvNetld |T_AmsNetld | 82& TwinCAT TCP/IP Connection Server R4t R F TSR, W FaithitE
M (ZRIN) , AILUEEE F/F S,

bExecute |BOOL IhEER A ZM AR EF BB B,
tTimeout |TIME AREFRITINRERAY B BT (8],
E fH
VARﬁOUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END VAR
B AH ETpu
bBusy BOOL ETHRESREUERY, ZWE AN EHIAZE, ZEHERFER.
bError BOOL MREGLSERIERHIMEIR, WEDDBUSY mHENE, Si&EZMEH.
nErrld UDINT WMREIZE bError faily, MiZE#=iR([E] TwinCAT TCP/IP Connection
Server BY$E1=4wS [» 901,

ST EE X RH

UTRRERIBETFE PLC EE41, FHHFEFTE “PLCreset (PLCE1I) ” = “Download (F%) ” Z&iE
IFREZEAWN (BiEE) .

PROGRAM MAIN

VAR
fbSocketCloseAll : FB_SocketCloseAll;
bCloseAll : BOOL := TRUE;
END VAR
IF bCloseAll THEN(*On PLC reset or program download close all old connections *)
bCloseAll := FALSE;
fbSocketCloseAll ( sSrvNetId:= '', bExecute:= TRUE, tTimeout:= T#10s );
ELSE
fbSocketCloseAll ( bExecute:= FALSE ) ;
END IF
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IF NOT fbSocketCloseAll.bBusy THEN
(PP
. continue program execution...

*)

END_IF

ER

FRIFIE BirRgiAR EMEHYPLC EE (R14R)
TwinCAT v3.1.0 PC 2 CX (x86. x64. Arm®) Tc2_Teplp G&EfE)

5.14 FB_SocketListen

FB_SocketListen
—s5rvNetld bBusy—
—sLocalHost bErrorf—
—nLocalPort nErrid
— bExecute hListenerf—
—tTimeout

fEAThAER FB_SocketListen, ATLUEIE TwinCAT TCP/IP Connection Server ¥ TSR EREF, @il

IREHEZF, TwinCAT TCP/IP Connection Server 8], “MIF” 2R P inAk HENEZRIE R, MREZRI,

MI£7E hListner % H R EAEN AEZ AR, THAEIR FB_SocketAccept [P 25| EEFAZ AW, NRFTEHE

%Hﬁuﬁﬁ%?, AI{EFTHAESR FB_SocketClose [» 22] XFIZEETF. SAITEN LN BIAEZTH NG H—
JIPimOS,

L PN
VAR INPUT
sSrvNetId : T AmsNetId :=
sLocalHost : T IPv4Addr := ''
nLocalPort : UDINT;
bExecute : BOOL;
tTimeout : TIME := T#5s;
END_VAR
{] AY
B xE i3

sSrvNetld T_AmsNetld |84 TwinCAT TCP/IP Connection Server &It FFRFE, WFAHiTEH,
(BN , AILEEEFER S

sLocalHost |T_IPv4Addr RAFRIBEFNBIAHIARSS 2SS IP itk (Ipv4) (W0 “172.13.15.2” )

“0.0.0.0” BTATFFHFrE ] BRIMLEIEALES,

nLocalPort |UDINT AHARSS 2R IP B (40 200) o
bExecute BOOL heeR B Zim NN EFARE Ao
tTimeout TIME AFRITIEER R IKETE],
E- @
VARioUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
hlListener : T _HSOCKET;
END VAR
B i) fak
bBusy BOOL EINRERBUERY, ZWEEN. EMRIAZE], ZEEHFRFER.
bError BOOL MREGLSERIEPHIEIR, WE bBusy IEHWEER, B8EZMHLE.
nErrld UDINT WMNREIEE bError i, Miz&#=iR([E] TwinCAT TCP/IP Connection Server
BtEIRES [» 9010
hListener |T_HSOCKET #BVMIAFEZEFIERZ AN [» 541,
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HFEIFIE BirRsiR FEEEMPLCE (514)
TwinCAT v3.1.0 PCE{ CX (x86. x64. Arm®) Tc2_Teplp G&fE)

5.1.5 FB_SocketAccept

FB_SocketAccept
—sSryMetld bAccepted—
— hListener bBusy—
— bExecute bErrorg—
—tTimeout nErrld f—
hSockett—

%% % TwinCAT TCP/IP Connection Server BITf2® P ImERIE R AT UIA (&%) o ThEER
FB_SocketAccept £EZENNZER FImERIEK, ITHANZERFPRERY, HREMEXERZDWN.
540, Thaekk FB_SocketSend [» 26] #1 FB_SocketReceive [» 27| EEFEAEIEGAIR, UWESITIERZFin
IR, BAMNIERZFAEEANNERER. MRFTBEEFAZTERENMEE, JLUEHAINEER
FB_SocketClose [» 22] ¥ E X,

RBRLMEEZE/D 1 MZIIEERAILE, HAM PLCESERMMIER (538) %526, ThasRah@ES
bExecute BMINIBR EFABCE (BlwNE 5 #—K) o

SNRALTN, MKIRE bAccepted fith, H7E hSocket 4 thimiR [EIFTRYIZIE R A IRRIER AR, MRKB Y
AR P IRERIER, WAZREEIR, S MR iR UENSRSHZLER. S NTEEFIRER
ARAEE Z PN INEERIARRRIREL TR P IRNE NERAMRERN—R. BIEEROMREEIIE
($4H) o FMBERZRMEITIRS, RARERSTMTIRFBIER

WA
VAR INPUT
sSrvNetId : T _AmsNetId := ''
hListener : T_HSOCKET;
bExecute : BOOL;
tTimeout : TIME := T#5s;
END_VAR
{] S
AR EiS iR

sSrvNetld  |T_AmsNetld & TwinCAT TCP/IP Connection Server MRt BIFTF S, T At &
(BRIN) , AILBEET RS,
hListener  |T_HSOCKET |i5PREREFRIEZAINA [» 541, HAMETIELINEER FB_SocketListen [» 24] EA

BIZ A,
bExecute BOOL IhRERAIZAMNR LGB B
tTimeout | TIME AIFRITINRER AV B K BT E],
B fH
VAR OUTPUT
bAccepted : BOOL;
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
hSocket : T _HSOCKET;
END_VAR
2 E i iR
bAccepted |BOOL MR ESEREEFPIREILMNERE, UxigEtiEd.
bBusy BOOL TEDHRERBUERY, ZimH AR, TEIAZE, ZMEHEREFE Y.
bError BOOL WMRFEaLERPEEPHIMEEIR, NE bBUSY MtE(fG, RI&EZHEL,
nErrid UDINT YR BIKE bError B, MiZ5&#=iR[E] TwinCAT TCP/IP Connection Server
IR S [» 901,
hSocket T_HSOCKET |#THVIZAZ R P im A& a4 [» 541,
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HFEIFIE BirRsiR FEEEMPLCE (514)
TwinCAT v3.1.0 PCE{ CX (x86. x64. Arm®) Tc2_Teplp G&fE)

5.1.6 FB_SocketSend

FB_SocketSend
—s5rviNetld bBusy—
— hSocket bErrorf—
—chLen nErrld f—
—p5rc
— bExecute
—tTimeout

FFAThEEIR FB_SocketSend, ATLLEE TwinCAT TCP/IP Connection Server AiniER F in s itiE RS e &
EEE. BAEEIINEER FB_SocketAccept [p 25] BIIIER P imiEiE, Si@dIhgeR
FB_SocketConnect [» 21] 7 infEARSS 28 iEHE,

¥ \mA
VAR INPUT
“sSrvNetId : T AmsNetId := '';
hSocket : T HSOCKET;
cbLen : UDINT;
pSrc : POINTER TO BYTE;
bExecute : BOOL;
tTimeout : TIME := T#5s;
END_ VAR
B xR iR
sSrvNetld  |T_AmsNetld &% TwinCAT TCP/IP Connection Server RN F TR, T2t

BN GOA) , AILUEEEFR .
hSocket T_HSOCKET FREIIERBIS (KFHRY ER AR [» 541

cbLen UDINT MUF TR RANRRIERIE.
pSrc POINTER TO BYTE | &% &R Xt ($5%t) o
bExecute BOOL IEERAIZIMAN L AR A,
tTimeout TIME ARIFRITIIRERIY R KT El,

o EETHEERIAITESE]

1 MREZEFNEXREFXEH, Fli0, BF BB ENHEBRERIUENRER S REEHAZE
#&, M FB_SocketSend IHEERETE tTimeout BYEid [5iR[E] ADS BV $&i% 1861, EXFIERT,
WAZAERZEAN tTimeout AT 2ME,

o
VAR_OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END_ VAR
B i) R
bBusy BOOL ETNEERBUERY, ZWEE M. ERIAZE], ZEHFREFER.
bError BOOL WMREMSERIEPLIMEIR, WEDbBUSY MEENE, SIKE XM
Ho
nErrld UDINT MR EIKE bError ki, NMiZ5#=ik[E] TwinCAT TCP/IP Connection
Server FYEEIZ4RS [» 901
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BER
HFEIFIE BirRsiR FEEEMPLCE (514)
TwinCAT v3.1.0 PCE{ CX (x86. x64. Arm®) Tc2_Teplp G&fE)

5.1.7 FB_SocketReceive

FB_SocketReceive
—{z5rwMetld bBusy—
—thSocket bErrorf—
—lchlLen nErrld f—
—pDest nRecBytesk—
—{bExecute
—{tTimeout

FFAThBEIR FB_SocketReceive, BILLEITE TwinCAT TCP/IP Connection Server 1ZWIRTER F im s i2 RS
BRIXEIE, EAEBIIINEER FB_SocketAccept [b 25] BINTIER P IRiEE, AS@TINEEIR
FB_SocketConnect [» 21] BIitiEARS 28151 K. T LITE TCP/IP MEF UL/ B2 EUEE) B
KIFEE. FEitk, 2XER FB_SocketReceive LBIRIRET EIZWR S S4B, Ak, #77E PLC ESH/EHA
MIERIZES (38 , EEWIISIBARLHIE. RS, bExecute IABRER LA, Bls
100 ms —R, WRMI, SRERFEWEINHIEESIZHZWE HX, nRecBytes filt iR B & G—RAIHEUL
HEIEF 1. WRERE—EARREITAEEGFEIE, NINgERFA=REIHEIR, H nRecBytes ==0,

F—EEmREKEINE, F, BRRERSEPUSTENEENFERS, IOk ERAINEER
FB_SocketReceive, HEFZEWEIFEIBETRMBNTLIERF AL,

o SEiBEHE

1 HRITIZIZE T M TCP/IP FIRETFHERE ((URITIZH) , MAH\S&HIEETE TCP/IP WKL, N
I8EIR FB_SocketReceive R iR EIS4IZMAIE, I ANEESATE, EEERIIMIE, X
ISR, MERETiEL—ESANIE, BN PLC AR RSB I, iNRE—eraE
(010 7) ERIBKEIFTEEIE, NSFXAH B AEE,

¥ ORA
VAR INPUT
“sSrvNetId : T AmsNetId := ''
hSocket : T HSOCKET;
cbLen : UDINT;
pDest : POINTER TO BYTE;
bExecute : BOOL;
tTimeout : TIME := T#5s;
END VAR
S
BIR S fiik

sSrvNetld  |T_AmsNetld 1% TwinCAT TCP/IP Connection Server M8t B F TR, XTTF2sithit
B (BRIA) , SJLUEETFRTH,
hSocket T_HSOCKET FHZW SRR @S I RVEZBA [» 54,

cbLen UDINT BB R AT RE PSRN (UFTHEAD) .
pDest POINTERTO BREPXpyiE (385 o
BYTE

bExecute BOOL IhEER R IZMMAI _ EFHB B A,
tTimeout | TIME AFRITINEER IR BT EL,
E f
VAR OUTPUT

bBusy : BOOL;

bError : BOOL;

nErrId : UDINT;

nRecBytes : UDINT;
END VAR
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B 3] ik

bBusy BOOL TETHREMEUERY, ZMEE AN, EfIAZE, ZEHERFER.

bError BOOL MREGLERIEPHIEIR, WEDBUSY mHENE, SI8EZHE
Ho

nErrld UDINT MR BILE bError i, MiZ&%=ik[E] TwinCAT TCP/IP Connection
Server BEEIRRS -

nRecBytes |UDINT RERIERNEIRF T

BER

FERIFIE BirRgis FEUEMPLC E (3141)

TwinCAT v3.1.0 PC8{ CX (x86. x64. Arm®) Tc2_Teplp G&EfE)

5.1.8 FB_SocketUdpCreate

FB_SocketUdpCreate
—s5rviNetld bBusyft—
— sLocalHost bErrorf—
—nLaocalPart nErrld f—
— bExecute hSocketf—
—tTimeout

IhgER FB_SocketUdpCreate ] FHFHTHF P #dEHR MY (User Datagram Protocol, UDP) B9% F s/ AR5 28
EET, MRRT, WSITHHRNERES, FH1E hSocket iR EHEXEZEFT AW, Fla0, Ihaetk
FB_SocketUdpSendTo [» 29] #1 FB_SocketUdpReceiveFrom [» 31] #FEEFERZAH, UESTEIESE
IR, WMRABEE UDP EiZZF, WAIEAINEER FB_SocketClose [» 22] XFIZEETF . ImOiiiE
nLocalPort B8 TCP/IP Connection Server RZBJg UDP XTI (B#1T “HBPE” ) - —& PCHAEEZ D
MLEIERDER. NS sLocalHost RE T EFEANIMLIEHCEE. NRZEE sLocalHost AT E (BFFF
$i§, #B4 TCP/IP Connection Server 2fERAZIAMLEIERIS, BE SITHERMEEA2ETIRPIE—
MEEIEAC s

o BSIEMNMSEEE

1 WNRTEER FB_SocketUdpCreate BY 9 sLocalHost I8 EMREFRH, FHH PC BEMFMZERE,
BARFERRGIAE 1P it “127.0.0.17 ITHAHMNERET.

0 EEZIMLEEEE B M IBEMEERE
1 IR PCHRRET 2SI WEERE, BRFTFNRIEEN sLocalHost, HERRINMLLEEEE
B SEERE, NS - MNWEEECERRY IP it TR ERT.

o igEMShit

1 FTBHIEERESIERER P AT, AILBBRISTE sLocalHost ik, HEFART S
(hSocket) G ZIREIAHILE, HAEETHERITH.

¥ mA

VAR INPUT
sSrvNetId : T AmsNetId := ''
sLocalHost : T IPv4Addr :=

nLocalPort : UDINT;

bExecute : BOOL;

tTimeout : TIME:= T#5s;
END_VAR
B xy iR

sSrvNetld T_AmsNetld & TwinCAT TCP/IP Connection Server WM&t F TR, XFAitE
M (BRIN) , ATLIEETF R H.

sLocalHost | T_IPv4Addr |UDP &P is/ARSS2ERFHIAM IP thit (Ipv4) BIEFRE (10
“172.33.5.1” ) . AIRERIARKEECRIEE T F TR
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B Ry R
nLocalPort  |UDINT UDP ¥ P im/BRSZ B EZFHIAM IP iIHOS (40200) .
bExecute BOOL hEERAZM AN LB BB,
tTimeout TIME AFRITIEER B BT [8]o
Er
VARioUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
hSocket : T _HSOCKET;
END_VAR
B Ry R
bBusy BOOL TENRERAUERY, ZWHEN. ERIAZE], ZEHFREFER.
bError BOOL MREGLERIERHIMEIR, WEDbBUSY mHENE, Si18E %Mt
nErrld UDINT MNREIKE bError fait, MiZE#=iR[E] TwinCAT TCP/IP Connection
Server BYEEIR4RS [» 901
hSocket T_HSOCKET |#i$TFEY UDP B i/ AR E e B 15 F HYEIMR [» 5410

B3R
FEFIR Birmgies FEAEMPLC E (314)
TwinCAT v3.1.0 PC 8 CX (x86. x64. Arm®) Tc2_Teplp GEfE)

5.1.9 FB_SocketUdpSendTo

FB_SocketUdpSendTo
—s5rvMNetld bBusy—
— hSaocket bErrorf—
—sRemoteHost nErrld f—
—nRemotePort
—chlLen
—p5Src
—bExecute
—tTimeout

INRER FB_SocketUdpSendTo ATAFi@id TwinCAT TCP/IP Connection Server [EiZf2i& & & 1% UDP %X
B, HMF@ELINEER FB_SocketUdpCreate [» 28] ¥TFF UDP EiEF,

WA

VAR _INPUT
sSrvNetId : T _AmsNetId := ''
hSocket : T HSOCKET;

sRemoteHost : T IPv4Addr;
nRemotePort : UDINT;

cbLen : UDINT;
pSrc : POINTER TO BYTE;
bExecute : BOOL;
tTimeout : TIME := T#5s;
END_VAR
e-4 Ry R
sSrvNetld T_AmsNetld | 822 TwinCAT TCP/IP Connection Server M&&HItMF 5, XF
AItEN (BRIN) , AILIEEEF RS,
hSocket T_HSOCKET 24778 UDP EHF M1 [» 541
sRemoteHost T_IPv4Addr | BERIEZZEIRIVIZIZIZERT IP #lk (Ipvd), UFFEEART (W
“172.33.5.17 ) o EAMITEN L, ATUARERATFRB.
nRemotePort UDINT EmHEAEFIENIZZIZEN IPiwOS (40200) .
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B £l ik
cbLen UDINT UFEHRBEMANFELRNE. ARHENEAFTHHREN 8192 FH
(NTTEEMEE, NEDFH TCPADS_MAXUDP_BUFFSIZE &
) .
pSrc POINTER TO | RIXZEHX AUt (385 o
BYTE
bExecute BOOL IhEERBZm AN L8 E Ao
tTimeout TIME AIFRITIHRE R &K AT (8],

o IRERIHIEFTRIAN

1 X AR ZS TwinCAT TCP/IP Connection Server v1.0.50 iSRS : BlEANEHEWEIEN R K
FHH ((NELFBER)

TwinCAT 2

1. EMEX PLCHIEFHNEREE (ETRAIF, BFRERIENRAFTIEIEI0E 32000) :
VAR GLOBAL CONSTANT
TCPADS MAXUDP BUFFSIZE : UDINT := 32000;
END VAR

2. 1£ TwinCAT PLC =HI93EEFBCE Replace constants (BiEE) £ (Project > Options ... >
Build (I8 > %1 > #4#) ) .

3. ERIH,
TwinCAT 3

7£ TwinCAT 3 81, BTLUEE PLC EE (3.3.4.0 LI EARZA) HIBETIRERIEIZE,

General:
Title: Tc2_Tcplp
Version; 3.3.4.0
Company: Beckhoff Automation GmbH (Public key token: )
Repository: System (C:\TwinCAT\3. 1\Components\Plc\Managed Libraries)
Description: TwinCAT TCP/IP Connection Server Library
More...
Contents: |
=3 T2 Teplp, 3.3.4.0 BeckhofF Automation Gmbr) | = | Inputs/Outputs  Documentation |
|
'j_ Te2 Teplp. tme VAR_GLOBAL CONSTANT Param |
+-1) Data types |
=13 Global Variables Name Type Inherited from  Address Initial Comment |
@ Global_varizbles @ TCPADS_MAXUDP_BUFFSIZE  UDINT @ 522000 |
“ Param I
+-{2) POUSs i
+-I2) version |
i
|
E f@H
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END VAR
] Y
B xE ik
ok 14 Eh N A A . Az ApiA A
bBusy BOOL ETHEERAUERY, ZRE 4. ERIAZE, ZMEHERFER.
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B £ 3 R

bError BOOL MREGLSERIEPHIMEIR, WEDbBUSY mMHENE, IREZ
it

nErrld UDINT WMNREIKE bError faitd, MiZE#=iR[E] TwinCAT TCP/IP
Connection Server F95EiZ4RS [» 901,

=R

FERIFIE Birmgis EGSPLCE (5148)

TwinCAT v3.1.0 PC g CX (x86. x64. Arm®) Tc2_Teplp GEfS)

5.1.10 FB_SocketUdpReceiveFrom

FB_SocketUdpReceiveFrom
—55rvMetld bBusy
—hSocket bError
—chlLen nErrld
—pDest sRemoteHost
— bExecute nRemotePort
—tTimeout nRecBytes

F|FAThEER FB_SocketUdpReceiveFrom, AJLUE S TwinCAT TCP/IP Connection Server M¥THHI UDP &
BEFEWEIRE, HJCBIIINEER FB_SocketUdpCreate [b 28] $J7F UDP E#%¥F, FB_SocketUdpReceive
INRERBI L BIAINIE PLC ESHETABMEER (818) . FLIEH, bExecute MNHSER EFHG, 5
W 100 ms —R. MR, SRREWEINEBIEEFIEHEZWE X, nRecBytes HitH =R EIRE—/XMII
BRNEIEF T, IRERE—REARBREIEREEIE, WINEERF=REEIR, B nRecBytes ==

OO

¥ wA
VAR _INPUT
sSrvNetId : T AmsNetId := "'
hSocket : T HSOCKET;
cbLen : UDINT;
pDest : POINTER TO BYTE;
bExecute : BOOL;
tTimeout : TIME := T#5s;
END_ VAR
B xKE i

sSrvNetld T_AmsNetld |8 & TwinCAT TCP/IP Connection Server &I HIFFFE, WFAHiTE,
(BIN) , AILEEE FER R

hSocket T_HSOCKET E#I7#Y UDP EEF AR [» 54], @S & omEiEkdE.

cbLen UDINT BN EIENRATAZ RN (UFTHRHEA) , aEREENRATED
98192 15 (EEHHY TCPADS_MAXUDP_BUFFSIZE ®&, BFTHEE#ET
iE) o
pDest POINTER TO [{ZEINE XAt (38F) o
BYTE
bExecute BOOL DIREsREiZm AR LS8 B .
tTimeout TIME AFHRITIRER I Ex BT (8],

o IRERWHRIEFHIXND

£ ShRZs TwinCAT TCP/IP Connection Server v1.0.50 SiE S hrA A : BIHEINRHEREIBIRA
FIH (NELEXNBER) -

TwinCAT 2
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1. EMEX PLCHIEHHN2BEEE (TERAIF, TRTEREIENRAFHEEME 32000) :
VAR GLOBAL CONSTANT
TCPADS_MAXUDP BUFFSIZE : UDINT := 32000;
END VAR

2. 7£ TwinCAT PLC =893 EEHE’E Replace constants (BfEE) £ (Project > Options ... >
Build (E > &I > &) ) -
3. ERWH,

TwinCAT 3
7£ TWinCAT 30, aLUEE PLC E (3.3.4.0 LA LARZA) B9SETIRRIBIZ(E,

General:

Title: Tc2_Tcplp

Version: 3.3.4.0

Company: Beckhoff Automation GmbH {Public key token: )}
Repository: System (C:\TwinCAT\3. 1\Compeonents\Plc\Managed Libraries)
Description: TwinCAT TCP/IP Connection Server Library

Maore...

Contents: |

= T2 Teplp, 3.3.4.0 (BeckhofF Automation GmbH) | = | Inputs/Outputs  Documentation
[ Te2_Teptp.tme
+-IJ) Data types
=2 Global Variables Name Type Inherited from Address Initial Comment
@ Global_variables @ TCPADS_MAXUDP_BUFFSIZE  UDINT @ 15200

ﬂ Param
+-2) POUs
+-I2) version

VAR_GLOBAL CONSTANT Param

Close

E @

VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
sRemoteHost : T IPv4Addr := '';
nRemotePort : UDINT;
nRecBytes : UDINT;

END VAR

2 i iR

bBusy BOOL ETHEESEUERT, ZimH AR, EWIAZE, ZEHARFER.

bError BOOL WMREGSEREIIEPHIEIR, WEDbBUSY MHENS, SIRE L,
nErrld UDINT WRBIKE bError i, MiZ&#=iR[E] TwinCAT TCP/IP Connection Server
IR S [» 901,

sRemoteHos T_IPv4Addr SNSRTH, NLREEUEIBRVZIZIZER IP #ulk (Ipv4),

t

nRemotePor [UDINT NRATH, NLIREHEWEIBRIZIZIGEM IPAS (30200)
ERecBytes UDINT RERIERIEBIEF T .

ER

FRIFIE BirRgxE FESMPLCE (H514)
TwinCAT v3.1.0 PC 8k CX (x86. x64. Arm®) Tc2_Teplp G&fS)

32 hRzs: 1.5.2 TF6310



BECKHOFF PLC API | ThEESR

5.1.11 FB_SocketUdpAddMulticastAddress

FB_SocketUdpAdd™ulticastAddress
—s3ryhletId bBusy F—
—hSaocket bErrar F—
—sMulkicast Addr nErrId —
—bExecute
—tTimeouk

BIRS[DTENZHE P ik, DUERKRZBEUEE. ZIEERER BRI UDP BT iEE, ZEErEd
BEIR FB_SocketUdpCreate [» 28] 237,

¥ mA
VAR_INPUT
sSrvNetId : T AmsNetId := '"';
hSocket : T HSOCKET;
sMulticastAddr : STRING(15);
bExecute : BOOL;
tTimeout : TIME := T#5s;
END VAR
B i R
sSrvNetld T_AmsNetld |B2& TwinCAT TCP/IP Connection Server &Rty F /T, X FaAxibit
B (BRIN) , AILUEEZFRTH,
hSocket T_HSOCKET | i5"A EZF ISR DA [» 54]. MBI INEER FB_SocketUdpCreate
[» 28] BIFZ AR,
sMulticastAddr  |T_IPv4Addr |5 Z48ERIZHE P ik,
bExecute BOOL IheERARIZIM AN LA B B,
tTimeout TIME AFITIIEERBI R KB E,
E- @
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END VAR
B - 3] R
bBusy BOOL TETHREHAUERY, ZMHERM. ERIAZE, ZEHERFER.
bError BOOL WMREGMSEEIEPLIMEIR, WEDBUSY MEHENE, SIKE XN
Ho
nErrld UDINT AR EIKE bError faith, NMiZB#=ik[E] TwinCAT TCP/IP Connection
Server BYEE1Z4RS [P 901,
=R
FERFIR BirmgEs TS PLC E (5148)
TwinCAT v3.1.0 PC & CX (x86. x64. Arm®) Tc2_Teplp G&EfS)

5.1.12 FB_SocketUdpDropMulticastAddress

FB_SocketUdpDropMulticastAddress
—s5rvhletId bBusy F—
—hSocket bErrar —
—sMulkicast Addr nErId F—
—bExecute
—tTirneout

FRBR L ATI@I ThAEIR FB_SocketUdpAddMulticastAddress [» 33] i BRI Z % IP HtitFI4RTE,
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¥ mA
VAR INPUT
sSrvNetId : T _AmsNetId := ''
hSocket : T HSOCKET;
sMulticastAddr : STRING(15);
bExecute : BOOL;
tTimeout : TIME := T#5s;
END VAR
E=1i ) R
sSrvNetld T_AmsNetl €24 TwinCAT TCP/IP Connection Server &ttt Y F TR, FF 2t
d BN (BRIN) , FJLUEETER S,
hSocket T_HSOCKE SR EZRFEZAWR [» 54], WA @EIIINEER FB_SocketUdpCreate
T [» 28] HIFZ AR,
sMulticastAddr  |T_IPv4Add |5 Z48ERIZHE IP Hhlit,
r
bExecute BOOL IhEERAZMANR EFHSRE B,
tTimeout TIME AFHRITIIRER VAR K BT 8],
E-
VAR_OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END VAR
E=%i 3] R
bBusy BOOL ETHRESAUERY, ZMHAER. ERIAZE, ZhHERFER.
bError BOOL NREGLSEREEPHIEIR, WEDDBUSY mHENE, kB ZMEH.
nErrld UDINT WRBIGE bError Hith, MiZE#=iR[E] TwinCAT TCP/IP Connection
Server BYEiZ4ES [» 901,
=R
HFERIFIE BirRgiks EGEMPLCE (3140)
TwinCAT v3.1.0 PCZ{ CX (x86. x64. Arm®) Tc2_Teplp G&fS)

5.1.13 FB_TIsSocketConnect

FB_TlsSocketConnect
hSocket bBusyF—
sSrvietld bErrorg—
sRemoteHost nErrld f—
nRemotePort
flags
bBxecute
tTimeout

i@ FB_TlsSocketConnect ZhEEIR, Z P uHA]ILUET TwinCAT TCP/IP Connection Server 5ini2iRs5 2872
IFTEY TCP/IP &%, Hi@id TLS &, WREEMIN, WSITHMNWERET, H7E hSocket it imiR [BIFER
RUEREAIR, 190, Thaedk FB_SocketSend [» 26] #1 FB_SocketReceive [» 27] #3E BERIEIEQNE, LUE
S5iniZiRB BRI, MRAFEFTEERE, WAIERAINEER FB_SocketClose [ 22] XiAliZiEK. Z1MEF
imA] LAFIRY 5infefR S 2R B IEE. W TFES MR, BSITARNERT, HREMEZER,
TwinCAT TCP/IP Connection Server £ Bt AN B P D ECHEY IP w5, TLS SEEEIIHEER
FB_TlsSocketAddCa [» 38]. FB_TIsSocketAddCrl [» 39]. FB_TIsSocketSetPsk [» 40] #0
FB_TlsSocketSetCert [» 39] HITENX . X TFEHRZENRERA, BESRENBRH,
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Bal PN

VAR INPUT
sSrvNetId : T _AmsNetId:='"';
sRemoteHost : STRING(TCPADS TLS HOSTNAME SIZE):='"';
nRemotePort : UDINT:=0;

flags : ST TlsConnectFlags:=DEFAULT TLSCONNECTFLAGS;
bExecute : BOOL;
tTimeout : TIME:=T#45s; (*!!!¥*)
END_ VAR
B ] R
sSrvNetld T_AmsNetld &% TwinCAT TCP/IP Connection Server £t F

R, WFAMITEN, AILIEE “127.0.0.17 .
sRemoteHost STRING(TCPADS_TLS_HOST |REF A aViniZARs528 IP #ilk (Ipv4) (40

NAME_SIZE) 172.33.5.1) . XFRSR, AUELRMITEN EBAT
FRE.
nRemotePort UDINT AR ERM IP imOS (30200) .
flags ST_TlsConnectFlags [» 53] |Hfth (FIi%) FFIREESH
bExecute BOOL ThEeRAZMARN EAE B
tTimeout TIME AFRITIHEER B SR KB 8],

0 IREINREREIRIKRITEIE
1 AER “tTimeout” {EIRSIR, ENMRMLEHYET, EBIIRSEPIEERT 30 5. MRIZELE, N

SIRFIRETRITS S, FHiRE ADS $HIRUHS 1861 (ERYBYEIEE) , 3E Winsocket iR
WSAETIMEDOUT,

el NG I

VAR IN OUT
hSocket : T HSOCKET;
END_ VAR

B il R
hSocket T_HSOCKET T E P IR EE T TCP/IP AN [» 54]

E- B

VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;

END VAR

B i R

bBusy BOOL TETHREBECERT, ZaE AN, EfIAZEl, ZaHEREEN.

bError BOOL WMREGSERIIEPHIEEIR, NE bBusy MHHWEERS, BRIKE
ZhaH.

nErrid UDINT WMERBEIKE bError i, MiZ&#=ik[E] TwinCAT TCP/IP
Connection Server BY8iZ48S [» 901,

ER

FERIFE BirFEa THEERRRY PLC EE (S51I4R)

TF6310v3.3.15.0 L E = hk A PC 8 CX (x86. x64. Arm®) Tc2_Teplp GEfS)

TwinCAT v3.1.0
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BECKHOFF

5.1.14

FB_TisSocketListen

hListener
sSrvMetld
sLocalHost
nLocalPort
flags
bBExecute
tTimeout

FB_TlsSocketListen

bBusy
bError
nErrld

IhREIR FB_TLsSocketListen RJFF@id TwinCAT TCP/IP Connection Server, TH—1N@id TLS MNZRRVE
BIREET, @iTSIAEIESF, TwinCAT TCP/IP Connection Server AJLL “I&0f” imiE % P im & HAVEES
Ko HATHEER FB_TlsSocketCreate [» 37] SIEMNEZRF AN HINEESR FB_SocketAccept [» 25] AF#&=

EAREFIRER.

MRTBREZLINEET, AJEMAINAER FB_SocketClose [» 22] X ZEREF. 881t
B ENSIRERFUNEME—0 IPIROS. BXEREMNEERIVEIETA,

eSS NS

¥ \mA
VAR _INPUT
sSrvNetId : T AmsNetId:='';
sLocalHost : T IPv4Addr:='"';
nLocalPort : UDINT:=0;
flags : ST TlsListenFlags:=DEFAULT TLSLISTENFLAGS;
bExecute : BOOL;
tTimeout : TIME:=T#5s;
END VAR
B i faik
hListener T _HSOCKET Bd IhEEIR FB_TlsSocketCreate SIZMEEF AWM.
sSrvNetld T_AmsNetld & TwinCAT TCP/IP Connection Server &t FRFE, B
HAEHMITENIEE T FRTH.
sLocalHost | T_IPv4Addr REAFRIER NSRS 2 1P ik (Ipv4) (40
“172.13.15.2” ) o “0.0.0.0" SJETFHIHFIE AL IEHE
250
nLocalPort |UDINT AHIARSSES IP w0 (%0 200) o
flags ST_TlsListenFlags Hith (i) RSB[EXILE.
[» 54]
bExecute BOOL IhEERAZMA _ EFHBERE A,
tTimeout TIME AFHRITIIRER BV A K BT 8],
w5
VAR IN OUT
hListener : T HSOCKET;
END_ VAR
E=1 i YR R
hListener T_HSOCKET MBI ERFIEEGWR [ 54).
E- W
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END_VAR
2 i) iR
bBusy BOOL ETHRESEUERT, ZimH A, TEMIAZE, ZEHREFEN.
bError BOOL MREGLSERIEPHIMEIR, WE bBusy IEHWEER, BB ZMHL.
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B £ ik

nErrld UDINT WEREIGE bError i, MiZ&%£1k([E] TwinCAT TCP/IP Connection Server
FIEEIRZRS [» 900

BER

FEFIR BirFEa THEERRRY PLC EE (S£514R)

TF6310v3.3.15.0 i S ks PC3f CX (x86. x64. Arm®) Tc2_Tceplp (&)

TwinCAT v3.1.0

5.1.15 FB_TisSocketCreate

FB_TIsSocketCreate
—sSrvNetld bBusy —
—bListener bError—
—bExecute nErrldi—
—tTimeout hSocket—

IhEER FB_TlsSocketCreate R FBF@1d TwinCAT TCP/IP Connection Server RIEFNEREF, BEIAFR
5288 (bListener:=true), tLAIAFEFixNAIEF (blListener:=false), BT IAIFEREF, TwinCAT TCP/IP
Connection Server a]LL “U5IF” IEFER P iRA HEIERRIER. WMRMIN, HEXEZDM (hSocket) AITE
hListner B imiR([E], IhEEIR FB_TlsSocketListen [» 36] #1/54:RY FB_SocketAccept [» 25] #PEEFER XA
Wo MNRABEEMIAEIET, nIEHAINAEIR FB_SocketClose [P 22] XHZEEF., HITIHEEMR
FB_TlsSocketCreate 2[5, AILUIZE TLS &%, LAREBEEEZENTSE, XE@EIINEER
FB_TlsSocketAddCa [» 38]. FB_TIsSocketAddCrl[» 39]. FB_TlsSocketSetCert [» 39] 1
FB_TlsSocketSetPsk [» 40] KLY, HBXEERG, 152 NHEHNBRH],

Bal PN

VAR _INPUT
sSrvNetId : T AmsNetId:='"';
bListener : BOOL:=FALSE;

bExecute : BOOL;
tTimeout : TIME:=T#5s;
END VAR
B £ 34 R
sSrvNetld T_AmsNetld & TwinCAT TCP/IP Connection Server &t FFE, WF4
itENL (BRIN) , ALIEETSFRS.
bListener BOOL LI ERZF W,
bExecute BOOL heeRBZim AN BB Ao
tTimeout TIME AFRITIEER R K AT E],
E
VARioUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
hSocket : T _HSOCKET;
END_VAR
B £ 3 R
bBusy BOOL TEINRERBUERY, ZWHEN. I AZE], ZhaHFREFER.
bError BOOL MNREGSEREIERHIEIR, WEbBUSY MHENG, SI&BEZEt.
nErrld UDINT WNREIKE bError i, MiZE#=iR[E] TwinCAT TCP/IP Connection
Server BYEEIR4RS [P 901,
hSocket |T_HSOCKET MEZRFTHEZM [» 54],
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FRIFE
TF6310v3.3.15.0 S E = hr 4
TwinCAT v3.1.0

BirFEa
PC 8¢ CX (x86. x64. Arm®)

HEMM PLC BE (3514R)
Tc2_Teplp GEfE)

5.1.16 FB_TIsSocketAddCa

FB_TIsSocketAddCa
—{s5rvMetld bBusyt—
— hSocket bErrorf—
—sCaFath nErrid
— bExecute
—tTimeout

FB_TIsSocketAddCa IHEESRAB F NI B EEXFAMECE CA IERRIRE. IEBXHXIRA PEM L. BAX
ERIZINRERIRAZR G, BS WIEATHIRA

F wmA
VARfINPUT

sSrvNetId : T AmsNetId:='"';

hSocket : T HSOCKET;

sCaPath : STRING(TCPADSiTL57CERTIFICATEiPATHisIZE):=";

bExecute : BOOL;

tTimeout : TIME:=T#5s;
END_VAR
=4 i -] iR
sSrvNetld T_AmsNetld 2 TwinCAT TCP/IP Connection Server f£&thht =75

o WFAMITEMN (BRIA) , AILUEETFRIH,
hSocket T_HSOCKET EEF AW,
sCaPath STRING(TCPADS_TLS_CERTIFI|CA IERBX4HIERR,
CATE_PATH_SIZE)

bExecute BOOL IheEER B ZM AN _ EF BB B,
tTimeout TIME AIFRITIEERY B KBTI,
E- @l
VARﬁOUTPUT

bBusy : BOOL;

bError : BOOL;

nErrId : UDINT;
END VAR
B i) R
bBusy BOOL ETHEEREUERY, ZHEER. ERIAZE, ZRHRFER.
bError BOOL WMRERSERSEPHIEIR, NEDbBUSY MHENG, SIKE %ML,
nErrld UDINT MR EIGE bError i, MiZ&%£k(E] TwinCAT TCP/IP Connection Server

BEEi=4m= [» 901,

=R
HFRIFIR BisE& TFERAY PLCEE (2£5148)
TF6310v3.3.15.0 L E S ks PC 8 CX (x86. x64. Arm®) Tc2_Teplp GEfS)
TwinCAT v3.1.0
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5.1.17 FB_TisSocketAddCrl

FB_TlsSocketAddCrl
—s5rvMetld bBusy—
—hSocket bErrorf—
—sCrlPath nErrid
—bExecute
—tTimeout

IhEEIR FB_TIsSocketAddCrl BFAIBEZRFAMISE CRL XHRIEER, CRL ATIZ PEM &, BXEH
ZINEERMIRIETA, BB WA RRA,

¥ WA
VAR_INPUT
sSrvNetId : T AmsNetId:='"';
hSocket : T HSOCKET;
sCrlPath 3 STRING(TCPADSiTL87CERTIFICATEiPATHisIZE):=";
bExecute : BOOL;
tTimeout : TIME:=T#5s;
END VAR
B xKE R
sSrvNetld T_AmsNetld & TwinCAT TCP/IP Connection Server R& il F=F 5
B, WFAMIEN (BN , AJLUEETFRSR,
hSocket T_HSOCKET ERFAM.

sCrlPath STRING(TCPADS_TLS_CERTI |CRL XHIE&TR,
FICATE_PATH_SIZE)

bExecute BOOL IheEREBZMAN EFEE B,
tTimeout TIME AFHRITINEERIY B BT E],
E W
VAR_OUTPUT

bBusy : BOOL;

bError : BOOL;
nErrId : UDINT;

END VAR

B E 3 R

bBusy BOOL TEINREMECERT, ZimH AR, EWIAZE, ZEHEREER.

bError BOOL WMREGSERIEPHIEEIR, NEbBUSY MHENE, Si&EZHE,

nErrld UDINT MR EIGE bError i, MiZ&%=1k([E] TwinCAT TCP/IP Connection Server
FIEEIRIRS [» 901,

ER

FERIFIR BirFEas THEERRRY PLC B (5104R)

TF6310v3.3.15.0 S E S AR as PC 3% CX (x86. x64. Arm®) Tc2_Teplp GEfE)

TwinCAT v3.1.0

5.1.18 FB_TIsSocketSetCert

FB_Tls5ocketSetCert
sSrvhetld bBusyp—
hSocket bErrorf—
sCertPath nErrld —
sKeyPath
sKeyPwd
bBxecute
tTimeout
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IhHER FB_TlsSocketSetCert AIAFECE B TR EERFAMNE P in/ARSSEIES. IEBLIKA PEM 1%
o BXREMZINEERNFIZRAE, BSLENBIRG,

F owmA
VARfINPUT
sSrvNetId : T AmsNetId:='"';
hSocket : T _HSOCKET;
sCertPath : STRING(TCPADS_TLS_CERTIFICATE_PATH_SIZE)::";
sKeyPath : STRING(TCPADS_TLS_CERTIFICATE_PATH_SIZE)::";
sKeyPwd : STRING(TCPADS_TLS_KEY_PASSWORD_SIZE)::";
bExecute : BOOL;
tTimeout : TIME:=T#5s;
END VAR
E=% i Y R
sSrvNetld T_AmsNetld 12 TwinCAT TCP/IP Connection Server f£&itiiiti9=F
T8, WFARMITENL (BHA) , AILUBET FRT S,
hSocket T_HSOCKET EEFOMW,
sCertPath  |STRING(TCPADS_TLS_CERTIFICA & i#/IRSZ 8IF B XHHIERZR,
TE_PATH_SIZE)
sKeyPath STRING(TCPADS_TLS_CERTIFICA | & F /RS 28 FA FA RV ER 2o
TE_PATH_SIZE)
sKeyPwd string(tcpads_tls_key_password |F[3&I: SNRFAFHIREZIDRIP, NLEFLLIN,
_size)
bExecute BOOL heeR B Zim N LA B Ao
tTimeout TIME AFRITIEERI R IKETE],
E- W
VARfOUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END_VAR
B i) ik
bBusy BOOL ETHEESEUERT, ZimH A, EMIAZE, ZEHAREFER.
bError BOOL WMREGSEESIEPRHIEIR, WEDDBUSY MHENS, SIKE XL,
nErrld UDINT WMREIEE bError i, MizE#=iR([E] TwinCAT TCP/IP Connection Server
BEEiZ4= [» 901,
=R
HRIFIR BisES& TFERRY PLC E (35514H)

TF6310v3.3.15.0 HE = AR
TwinCAT v3.1.0

PC3 CX (x86. x64. Arm®)

Tc2_Teplp GEfS)

5.1.19

FB_TisSocketSetPsk

s5SrvMetId
hSocket
sIdentity
pskkey
pskkeylLen
bExecute
tTimeout

FB_TlssocketsetPsk

bBusyf—
bErrorf—
nErrld

ThieiR FB_TlsSocketSetPsk A B F AN A ERF AN EMHEEZR

REATEIR o

Xo BXRERZINEERNRIZRA, ES
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¥ WA
VAR INPUT
sSrvNetId : T AmsNetId:='"';
hSocket : T HSOCKET;
sIdentity : STRING(TCPADSiTLsiPSKilDENTITY7$IZE):=";
pskKey : PVOID:=0;
pskKeylLen : UDINT(O..TCPADSiTLsiMAXiPSKiKEYisIZE):=O;
bExecute : BOOL;
tTimeout : TIME:=T#5s;
END VAR
B i) faiR
sSrvNetld T_AmsNetld B4 TwinCAT TCP/IP Connection Server gtk
NFRE, JFFRMITEN (BRIN) , AILIEETF
fTER,
hSocket T_HSOCKET ERFW.
sldentity string(tcpads_tls_psk_identity_size) |AJBITiEER PSK #7i%,
pskKey PVOID BB E PSK FTEARE.
pskKeyLen |udint(0..tcpads_tls_max_psk_key_siz|pskKey B9 E,
e)
bExecute BOOL IheERAIZIMANR EHAE A,
tTimeout TIME AFRITINEER Y B KB i,
B W
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END_VAR
2 i) iR
bBusy BOOL EINRERBUERY, ZRHAER. EMIAZE], ZREREER.
bError BOOL WMREGSEREIIEPHIEIR, WEDbBUSY MHENE, SIKE L,
nErrld UDINT WNRBILE bError i, NMiZE%£ik[E TwinCAT TCP/IP Connection Server
HEIEZS [» 90].
ER
FRIFIE BTEa FEMEY PLCEE (3€5148)

TF6310v3.3.15.0 HE S AR
TwinCAT v3.1.0

PC 8 CX (x86. x64. Arm®) Tc2_Teplp GEE)

5.1.20  FEBITHEER

5.1.20.1 FB_ClientServerConnection
FB_ClientServerConnection

—s5SrvMetID bBusy—

—InMode bErrorf—

—sRemoteHost nErrid

—nRemotePort hsocketf—

— bEnable gstate

—tReconnect

INREIR FB_ClientServerConnection AJAFERE (BirZiffibs) B imZE#E, FB_ClientServerConnection
TEREREEE T FB_SocketConnect [» 21] #1 FB_SocketClose [P 22] 3X 2 PNIHEEIRFITHEE, MBI T ZFim

NARRFHISEI, EERRSHERIERE M ET £ R B SERE IR RIS, I, RERFIHNHATE
FFREEINEESR FB_SocketSend [» 26] #1/3IheEHR FB_SocketReceive [ 27] BYZEHI,
TF6310 h#s: 1.5.2 41
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£—4, HANEFIENAIEFEIET FB_ClientServerConnection THEER SRS 88 EINEE, T—4, B
£/ FB_SocketSend /3% FB_SocketReceive LS5 AR 23 IR EIE, (I XEAEZEVR TR AREFHNE
Ko

L PN
VAR INPUT
sSrvNetID : T_AmsNetID := ''
nMode : DWORD := 0;
sRemoteHost : T IPv4Addr := '';
nRemotePort : UDINT;
bEnable : BOOL;
tReconnect : TIME := T#45s; (*!!!%*)
END VAR
B x5 R
sSrvNetID T_AmsNetl &2 & TwinCAT TCP/IP Connection Server AMS WM&&itit I F /TR, X7t
D BH FRIN) , AILIEEZEFRH.
nMode DWORD | B#i5E (1RX) . LATIBERFFERNSE, sILUEE ORIng #HTAHS:!

CONNECT_MODE_ENABLEDBG:
BRENBRERFBERMANESHTEEIECRNIEE. BEEFRANES, 1817
FF TwinCAT System Manager FH#5E B EE,

sRemoteHost T_IPv4Add RAF R EAXBNEIZARSS 2R IP #udik (Ipv4) (W0 “172.33.5.17 ) . JHFARS

r 2%, ARSI R EIRATS FR S,

nRemotePort \UDINT Zi2ARSS2EHY IP iROS (30200) o

bEnable BOOL REZWAN TRUE, RAMKERSHEIIFNNERE, BIRNEILERE. EiE
IS, AJLUA FALSE BRXF.

tReconnect |TIME IhaeR =1 L 1 P A BV [ HRAEY jE],

o IREiEIERIAHARE]

1 tReconnect ERFIRET(R, FEAMLHKTBIAIEESHIT 30 s LA EBVEBEY, MNRIZET(R, MR
FIHRBTHITAR S, FIR[E ADS $£i2L5 1861 (BBAIBYEEd) , MIE Winsocket 12
WSAETIMEDOUT,

B
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
hSocket : T HSOCKET;
eState : E _SocketConnectionState := eSOCKET DISCONNECTED;
END_ VAR
B i) iR
bBusy BOOL TRUE, REZIheERQFEERE.
bError BOOL MR HBIEEIRHAT, WA TRUE,
nErriD UDINT WRBEILE bError HitH, MZE#H=IRE] TwinCAT TCP/IP
Connection Server Y8148 S [» 90],
hSocket T_HSOCKET T ANAME A IRERFRER DR [» 54, IRKY, SRKZE
EEHZEITNEELR FB_SocketSend [» 26] #1/2% FB_SocketReceive
[» 27] B9SEA5IR,
eState E_SocketConnection$ | iR [B] X giAVIEEIRES [» 50],
tate
FBD i f =4l
PROGRAM MAIN
VAR
fbClientConnectionl : FB ClientServerConnection;
bConnectl : BOOL;
bBusyl : BOOL;
bErrorl : BOOL;
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nErrID1 : UDINT;

hSocketl : T HSOCKET;
eStatel : E_SocketConnectionState;
END VAR
fhClientConnection
FB_ClientZerverConnection
‘s SrehletiD bBusy bBusy1
COMMECT MODE EMABLEDBG=16430000000—nhode bErrar—bErrarl
172 16.6.195'4sRemoteHost nErrld—nErrD1=1610000000
24044nRemoteFort hSocketr—hSocket]
bConnect!—<bEnable eState—eState1=eSOCKET_COMNNECTED
T#5=—tFeconnect

BRI ERESZN ARG FURAE) @ &=fF1[»57]

ER
FRIFIR BiRR5ER ETWSHPLCE (353148)
TwinCAT v3.1.0 PCEL CX (x86. x64. Arm®) Tc2_Teplp (GB1E)
5.1.20.2 FB_ServerClientConnection
FB_ServerClientConnection
— hServer bBusyr—
—eMode bErrorg—
—sRemoteHaost nErriD —
—nRemotePort hSockett—
— bEnable eState—
—tReconnect

IhgER FB_ServerClientConnection AJAFEIE (BBirskfifR) ARS3281%#%. FB_ServerClientConnection
TEREREIEE T FB_SocketListen [P 24]. FB_SocketAccept [» 25] #1 FB_SocketClose [P 22] 3X 3 PNIHEELRRY
INRE, MMfEH T RSBV AREFISLI, EEIRSHERE R E T EH A & S S IR HBREE,
o, HERRS 2N AERF REEINAEH FB_SocketSend [» 26] #/ThAEIR FB_SocketReceive [» 27] B9S2
5,

£—4%, HANIRS RN ATEEIET FB_ServerClientConnection THEEIRE R P IRIEILIERE (FFEHaithA,
RSB BN RAREFESENNEEZIER) . T—F, ILUER FB_SocketSend #/3 FB_SocketReceive S
5iRSZ 2B EIE, MBS R AEZEURT N AEFHENR,

L PN
VAR_INPUT

eMode : E SocketAcceptMode := eACCEPT ALL;

sRemoteHost : T IPv4Addr := '';

nRemotePort : UDINT := 0;

bEnable : BOOL;

tReconnect : TIME := T#ls;
END_ VAR
B KB i3
eMode |E_SocketAcceptM |EEX BIEZFIEER [ S0F B RIET FLLEE,

ode
sRemot |T_IPv4Addr ERSHEZNTER IR 1P #ilk (Ipvd), UFFHEERFRT (W
eHost “172.33.5.1” ) o MFAMITEN EWNEF I, ALUIEETFRIS,
nRemot |UDINT BERSHEERNZEERFIHN IPIROS (30200) o
ePort
bEnable  BOOL REBZBAN TRUE, RAMSERSAEILMERE, BERELER. &
B, vILUA FALSE B,

tReconn |TIME IhaeR = B S PR FA R BAEY (8],
ect
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¥ E WAL

VAR_IN_OUT
hServer : T _HSERVER;
END VAR

B ] R
hServer |hServer BRZ2361HH [» 54], ZM AT ELTLET F_CreateServerHnd [» 47] ThEE#HTTHIA

Ko

E- W
VAR OUTPUT

bBusy : BOOL;

bError : BOOL;

nErrID : UDINT;

hSocket : T HSOCKET;

eState : E _SocketConnectionState := eSOCKET DISCONNECTED;
END_VAR
B XKE i
bBusy |BOOL TRUE, REZINRERAFEEIRT
bError |BOOL R EMEEIRAED, MWEH TRUE,
nErrld |UDINT YNRBIZE bError fith, MiZSEAIRE TwinCAT TCP/IP Connection

Server NEEIR4RS [» 901,
T ANERREE P RERFIEZDMR [ 54, WRKL, SRKZTEF
HZ|ThEEIR FB_SocketSend [» 26] #/3% FB_SocketReceive [» 27] BISL{

hSocket |T_HSOCKET

M,
eState |E_SocketConnectionS |i{R[E]Ha1AEZIRZ [» 5010
tate
FBD H# ~ 4l

TETAETTRSBUMBENRLEIR. AE, IFRS[AMEREE] FB_ServerClientConnection
TheeRay 3 LA,

PROGRAM MAIN

VAR

END_

hServer
bListen

fbServerConnectionl
bConnectl

bBusyl

bErrorl

nErrIDl

hSocketl

eStatel

fbServerConnection2
bConnect?2

bBusy?2

bError2

nErrID2

hSocket2

eState2

fbServerConnection3
bConnect3

bBusy3

bError3

nErrID3

hSocket3

eState3

VAR

TELARE:

: T HSERVER;
: BOOL;

: FB ServerClientConnection;
: BOOL;

: BOOL;

: BOOL;

: UDINT;

: T HSOCKET;

: E_SocketConnectionState;

: FB ServerClientConnection;
: BOOL;

: BOOL;

: BOOL;

: UDINT;

: T HSOCKET;

: E SocketConnectionState;

: FB ServerClientConnection;
: BOOL;

: BOOL;

: BOOL;

: UDINT;

: T HSOCKET;

: E_SocketConnectionState;

44
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F_CreateServerHnd
"sSrletlD
—sLocalHost
2ald—nLocalPort
LISTEN_MODE_CLOSEALL OR COMMECT_MODE_EMABLEDEG—nhode
bListen—bEnable
hSererqhSerer &
thSemerConnection
FB_ServerClientConnection
eACCERT _ALLqeMode bBusy hBusy1
"—sRemoteHost bError—bError
OI—nRemotePort hE D F—nErlD1=16&010000000
hCannect!qhEnable hSocket—hSocketl
T#! s—tReconnect eState—eState1=e30CEET_ZSUSPENDED
hSemwerqhServer &

thSemerConnection?

hBusy?

FB_ServerClientConnection
eACCERT _SEL_HOSTHeMode bBusy
1727 2194 9sRemoteHost bError—bError2
OI—nRemotePort hE D F—nErlDZ2="16&10000000
bCannect2—bEnable hSocketr—hZ=ocket
T#1=—tReconnect eState—eStatel=eS0CKET _DISCOMMECTED
hSemwerqhServer &

thSemerConnection3

TRUE), {EiEEMAREIL (WD
FALSE) (BXH) o

B—NEZERE (bConnectl
B MEZERRBCE (oConnect?2

FE=MEZEERE (bConnect3

TRUE) H5IRER P ImEIL T &E

hBusy3

FB_ServerClientConnection
eACCERT _SEL_HOSTHeMode bBusy
172166195 9sRemoteHost bError—bErrord
OI—nRemotePort hE D F—nErlDE="16&10000000
bCannect3qbEnable hSocketr—h=ockets
T#1s—qtReconnect eStater—eStated=eS0OCKET_CONMECTED
hSemwerqhServer &

175

o

BRI ERESN ARG FURAE) @ &=fF1[»57]
ER
FRIFIR BirRAEE FEEMPLCE (ER4A)

TwinCAT v3.1.0 PC 8¢ CX (x86. x64. Arm®)

Tc2_Teplp GEfS)

5.1.20.3 FB_ConnectlessSocket

FB_ConnectionlessSocket
— s5SrvMetID bBusyF—
—InMode bErrarf—
—sLaocalHost nErriD f—
—nLocalPort hsocket—
— bEnable estate b—
—tReconnect

hg7s: 1.5.2
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BT LAEFAThAERR FB_ConnectionlessSocket B2 (FTH/AERAXH) UDP EiEF,
FB_ConnectionlessSocket TERERE%E T FB_SocketUdpCreate [P 28] #1 FB_SocketClose [» 22] X 2 N Ih
BEREITHEE, MMfE{LT UDP RATFEFEIEI. EEFIRESHEM B EHE T EHNEESBEHEIRITH
PRESPE, LtbSh, B UDP MR REEINEER SocketUdpSendTod [» 29] #/3HIhaEER
FB_SocketUdpReceiveFrom [» 31] B9S2,

$—3, A UDP NATERF @I INEEIR FB_ConnectionlessSocket ¥ EEZR UDP EiEF, T—%,
FB_SocketUdpSendTo #1/3% FB_SocketUdpReceiveFrom SRfIa] B F 53— 8BS IREXEIE, UDPE
BFANXABRTNAREFNER (fit0, maEHEn) .

L PN
VAR INPUT
“sSrvNetID : T AmsNetID := '';
nMode : DWORD := 0;
sLocalHost : T Ipv4Addr := '';
nLocalPort : UDINT;
bEnable : BOOL;
tReconnect : TIME := T#45s; (*!!1!¥%)
END VAR
B 3] 3%
sSrvNetID |T_AmsNetl|&& TwinCAT TCP/IP Connection Server AMS W&t F /TR, T AtitE

D Ml (BRA) , ATLUIEETF /R,

nMode DWORD | B#iirE (RX) . ATIEAFERNSE, ILUEE ORIng #1THSG.
CONNECT_MODE_ENABLEDBG:
BRENAEFBERANEEHTEHEICRNINE. EEEHRAEEE, BT
TwinCAT System Manager F#5E B EWEL,

sLocalHost |T_Ipv4Add |Zsiti£RIEECSSAY IP Hitlk (Ipv4), UFERFERFRRT (W0 “172.33.5.17 ) . AIA
r RINMEIEF RSB E T F R o

nLocalPort [UDINT BN IP KOS (90200) .

bEnable BOOL QEZEAN TRUE, MRS UDP Ei%F, HIIEEE, 178
UDP E#F ] LU FALSE EFf <,

tReconnect | TIME IhEeR=114TH UDP EfEF VAR El,

o IREEENARAE

1 tReconnect ERFIREIE, EAMBHUETATAIRERHI 30 s LI EAGEBRY, WRZEIME, Wk
BIFRETHRATER S, FIR[E ADS $5IRUED 1861 (EBBYETIEIEMT) , f3F Winsocket $4i2
WSAETIMEDOUT,

E- @
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
hSocket : T _HSOCKET;
eState : E SocketConnectionlessState := eSOCKET CLOSED;
END_ VAR
B i) iR
bBusy BOOL TRUE, REZINEEHRATF AR
bError BOOL WMREI RIS, WS TRUE,
nErriD UDINT MR BEIKE bError i, MiZ&#=i&[E] TwinCAT TCP/IP
Connection Server BR85S [» 901,
hSocket  |T_HSOCKET ¥TFRY UDP ERF AR AW [» 54, WRTN, SRZTEF
i EIThRELR FB_SocketUdpSendTo [» 29] #1/5%
FB_SocketUdpReceiveFrom [» 31] BYSEfIH,
eState E_SocketConnectionless |3R[BI1ZATAYEZIRZE [P 511,
State
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B3R

HFERIFIE BirR5ER FEEWEMPLCE (S514)
TwinCAT v3.1.0 PC 8 CX (x86. x64. Arm®) Tc2_Teplp G&fE)

5.2 Ihee

5.2.1 F_CreateServerHnd

F_CreateServerHnd
s5rviNetID F_CreateServerHndf—
sLocalHost
nLocalPort
nMode
bEnable
hserver

IhgE F_CreateServerHnd AF#iaL/i&BERS ][/ OIREE hServer WNEIS . G, RSF[UIRES
VAR_IN_OUT f£#aZIThaesR FB_ServerClientConnection [P 43] B95Efil, FB_ServerClientConnection Th&E
REVEFIAT B FEIZEE (BiuoifibR) RS2[/EE. TBE—RSHIOHEHEITIEER
FB_ServerClientConnection B9Z LR, LUEFEIRS 2IEEB IR Z M HRIEE

B
FUNCTION F CreateServerHnd : BOOL
VAR _IN OUT
hServer : T _HSERVER;
END VAR
VAR INPUT
sSrvNetID : T AmsNetID :=
sLocalHost : STRING(15) =
nLocalPort : UDINT := 0;
nMode : DWORD := LISTEN MODE CLOSEALL (* OR CONNECT MODE ENABLEDBGY*) ;
bEnable : BOOL := TRUE;
END_VAR
B RE{E
BIR S fiik
F_CreateServerHnd ~ |BOOL IR—YNIER, MIR[E TRUE; MNRSHERER, MEE
FALSE,
T RA
BIR E f

sSrvNetID |T_AmsNetID|&& TwinCAT TCP/IP Connection Server AMS W&t F /TR, X F2Asihit
B (BRIA) , FILUEEEFRHR,

sLocalHost |T_IPv4Addr |REFFFERNNAMARSSES IP #idlk (Ipv4) (30 “172.13.15.27 ) o xFAMT
B ERARSEE (BRIN) , AN FRS,

nLocalPort [UDINT AR SS 28 IP 3w (30200) o

nMode DWORD SHIRE (R) . LWRFIBAFFERINSE, aTLUBE ORing #ITHS.
LISTEN_MODE_CLOSEALL:

FBE Z R T ANERFEEDRSXA (BN -
CONNECT_MODE_ENABLEDBG:

BRENARERFBERANERHITETIERNIE. EEFEAHNER, 1817
FF TwinCAT System Manager H#5E B EE.

TF6310 hRzs: 1.5.2 47



PLC API | Ttk BECKHOFF

BHR xE Efpus

bEnable  BOOL BRNREBNEZRFHTA. RBZMWAN TRUE, WELITANBIRERTM
SREHTARS. IRZBAN FALSE, NEREZRFEBAHXA, BREER
& (Z5l) BERHEREXFRA ZXHA.

¥ E mAEE

B £ 3] R

hServer  |T_HSERVER REFONTE, ERNHSHEEVBRK.

x5

152 0l FB_ServerClientConnection [» 43].

BER

FEFIR BirRER FEAEM PLC E (3141)
TwinCAT v3.1.0 PCE{ CX (x86. x64. Arm®) Tc2_Teplp GEfS)

5.2.2 HSOCKET_TO_STRING

HSOCKET_TO_STRING
—IhSocket HSOCKET_TO_STRING |—

HERI =G T_HSOCKET REMERAMEIANFTHSR (BB T ERET) -

IREIMFEFTEBININT:  “Handle:0xA[BCD] Local:a[aa].b[bb].c[cc].d[dd]:port
Remote:alaal.b[bb].c[cc].d[dd]:port” o

ff:  “Handle:0x4001 Local:172.16.6.195:28459 Remote:172.16.6.180:2404”

&

FUNCTION HSOCKET TO STRING : STRING
VAR INPUT -

hSocket : T HSOCKET;
END VAR -

E- REE

B £ R

HSOCKET_ |STRING BEEEIMNFERTBRER.
TO_STRIN
G

¥ RmA

B =i R
hSocket |T_HSOCKET  |{3#5#rViEEGNE [» 541,

BEX

FERIFIR BirR5KiAER ETWSHPLCE (353148)
TwinCAT v3.1.0 PCE CX (x86. x64. Arm®) Tc2_Teplp GES)
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5.2.3 HSOCKET_TO_STRINGEX

HSOCKET _TO_STRINGEX
—fhSocket HSOCKET_TO_STRINGEXF—
—bLocal

—bRemaote

ZERI G T_HSOCKET REMERAMIANFTTSR (BB T ERET) -

IREIMFERTEBININT:  “Handle:0xA[BCD] Local:a[aa].b[bb].c[cc].d[dd]:port
Remote:alaal.b[bb].c[cc].d[dd]:port” o

nffl: “Handle:0x4001 Local:172.16.6.195:28459 Remote:172.16.6.180:2404”
S bLocal #1 bRemote REREINF TR EE B & A /STiZtut = 2.

B*
FUNCTION HSOCKETiToisTRINGEX : STRING
VARfINPUT
hSocket : T HSOCKET;
bLocal : BOOL;
bRemote : BOOL;
END VAR
E REE
B 3] R
HSOCKET_TO_STR |STRING BEEROmBtEGF R R
INGEX
¥ WA
B £ R
hSocket |T_HSOCKET |{F#5#rVIEEGINE [» 541,
bLocal BOOL TRUE: G&7sihitiiit, FALSE: FE &zttt
bRemote |BOOL TRUE: B1&imf2thit, FALSE: RE&izfEtit,
BER
FEFIR BirR&ER FEE PLCE (FF14)
TwinCAT v3.1.0 PCE{ CX (x86. x64. Arm®) Tc2_Teplp GEfS)

5.2.4 SOCKETADDR_TO_STRING

SOCKETADDR_TO_STRING
—stSockaddr SOCKETADDR_TO_STRING —

ZRE =G ST_SockAddr KRBT EFMAFHE (FlAFERHEL) -
IREINFRFERRWT:  “alaal.b[bb].c[cc].d[dd]:port”
e “172.16.6.195:80”

FUNCTION SOCKETADDR TO_ STRING : STRING
VAR INPUT

stSockAddr : ST SockAddr;
END VAR -
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E- REE

B EiS iR

SOCKETADDR_TO_ |STRING BEERFHIHFRFER .
STRING

¥ OBA

=Kz EiS iR

stSockeAddr ST_SockAddr |1FHEMMNTE,
iE& M ST_SockAddr [» 53]

BER
FEIFIE BirRgiAR EMEHPLC B (£514R)
TwinCAT v3.1.0 PC 8, CX (x86. x64. Arm®) Tc2_Teplp G&(S)

53 #HaERA

5.3.1 E_SocketAcceptMode
E_SocketAcceptMode RIETEARSS 2315 WILE %1%,

hY

B

TYPE E_SocketAcceptMode:

(* Connection accept modes *)

(
eACCEPT ALL, (* Accept connection to all remote clients *)
eACCEPT_SEL_HOST, (* Accept connection to selected host address *)
eACCEPT SEL PORT, (* Accept connection to selected port address ¥*)
eACCEPT_SEL_HOST_PORT (* Accept connection to selected host and port address *)

)i

END_TYPE

=]

B R

eACCEPT_ALL B E5MERER P IRERE,

eACCEPT_SEL_HOST ES 5Fma NI REE,

eACCEPT_SEL_PORT B2 5EEm Ot EE.

eACCEPT_SEL_HOST_PORT B 5miE N MmOt A9 ERE,

=R

FERIFIE Birmgs EG8PLCE (35148)
TwinCAT v3.1.0 PC 8 CX (x86. x64. Arm®) Tc2_Teplp G&EfS)

5.3.2 E_SocketConnectionState

TCP/IP EEFERENRS (eSOCKET_SUSPENDED == KELELW, FIGIM eSOCKET_CONNECTED =>
eSOCKET_DISCONNECTED)
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3
wE

TYPE E SocketConnectionState:
(

eSOCKET DISCONNECTED,
eSOCKET _CONNECTED,
eSOCKET _SUSPENDED

)

END_TYPE

=]

AW R

eSOCKET_DISCONNECTED T,

eSOCKET_CONNECTED EEEFE.

eSOCKET_SUSPENDED ERRESMATNEEE, IMNEEERT T,

ER

FERIFIE Birmgies FEUEMPLC E (5141)
TwinCAT v3.1.0 PC8{ CX (x86. x64. Arm®) Tc2_Teplp G&EfE)

5.3.3 E_SocketConnectionlessState

TiE#Z UDP EEFRIRAEE (530, eSOCKET_TRANSIENT == JAZEM
eSOCKET_CREATED=>eSOCKET_CLOSED 24%%)

323
TYPE E_SocketConnectionlessState:
(
eSOCKET CLOSED,
eSOCKET CREATED,
e€SOCKET_TRANSIENT
)i

END_TYPE

=t

B iR

eSOCKET_CLOSED UDP EEFEXH,

eSOCKET_CREATED UDP EFELIE,

eSOCKET_TRANSIENT UDP EEFMEXHAZAEH, IMEHTAZNEXH.

ER
FRIFLR BirRgiAR EMEHYPLC EE (514R)
TwinCAT v3.1.0 PC 2 CX (x86. x64. Arm®) Tc2_Teplp G&EfS)

5.3.4 E_WinsockError

HE
TYPE E WinsockError :
(

WSOK,
WSAEINTR := 10004 ,

(* A blocking operation was interrupted by a call to WSACancelBlockingCall. *)
WSAEBADF := 10009 , (* The file handle supplied is not valid. *)
WSAEACCES := 10013 ,

(* An attempt was made to access a socket in a way forbidden by its access permissions. *)
WSAEFAULT := 10014 ,

(* The system detected an invalid pointer address in attempting to use a pointer argument in a call.
*)

WSAEINVAL = 10022 , (* An invalid argument was supplied. *)
WSAEMFILE := 10024 , (* Too many open sockets. *)
WSAEWOULDBLOCK := 10035 , (* A non-
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blocking socket operation could not be completed immediately. *)

WSAEINPROGRESS := 10036 , (* A blocking operation is currently executing. *)
WSAEALREADY := 10037 , (* An operation was attempted on a non-
blocking socket that already had an operation in progress. *)
WSAENOTSOCK := 10038 , (* An operation was attempted on something that is not a socket. *)
WSAEDESTADDRREQ := 10039 ,
(* A required address was omitted from an operation on a socket. ¥*)
WSAEMSGSIZE := 10040 ,

(* A message sent on a datagram socket was larger than the internal message buffer or some other net
work limit, or the buffer used to receive a datagram into was smaller than the datagram itself. *)
WSAEPROTOTYPE := 10041 ,
(* A protocol was specified in the socket function call that does not support the semantics of the s
ocket type requested. ¥*)
WSAENOPROTOOPT := 10042 ,
(* An unknown, invalid, or unsupported option or level was specified in a getsockopt or setsockopt c
all. *)
WSAEPROTONOSUPPORT := 10043 ,
(* The requested protocol has not been configured into the system, or no implementation for it exist
s. *)

WSAESOCKTNOSUPPORT := 10044 ,
(* The support for the specified socket type does not exist in this address family. *)
WSAEOPNOTSUPP := 10045 ,
(* The attempted operation is not supported for the type of object referenced. *)
WSAEPEFNOSUPPORT := 10046 ,
(* The protocol family has not been configured into the system or no implementation for it exists. *
)
WSAEAFNOSUPPORT := 10047 ,
(* An address incompatible with the requested protocol was used. ¥*)
WSAEADDRINUSE := 10048 , (* Only one usage of each socket address (protocol/network address/
port) is normally permitted. *)
WSAEADDRNOTAVAIL := 10049 , (* The requested address is not valid in its context. *)
WSAENETDOWN := 10050 , (* A socket operation encountered a dead network. *)
WSAENETUNREACH := 10051 , (* A socket operation was attempted to an unreachable network. *)
WSAENETRESET := 10052 , (* The connection has been broken due to keep-
alive activity detecting a failure while the operation was in progress. *)
WSAECONNABORTED := 10053 ,
(* An established connection was aborted by the software in your host machine. *)
WSAECONNRESET := 10054 , (* An existing connection was forcibly closed by the remote host. ¥*)
WSAENOBUFS := 10055 ,

(* An operation on a socket could not be performed because the system lacked sufficient buffer space
or because a queue was full. *)
WSAEISCONN := 10056 , (* A connect request was made on an already connected socket. *)
WSAENOTCONN := 10057 ,
(* A request to send or receive data was disallowed because the socket is not connected and (when se
nding on a datagram socket using a sendto call) no address was supplied. *)
WSAESHUTDOWN := 10058 ,
(* A request to send or receive data was disallowed because the socket had already been shut down in
that direction with a previous shutdown call. *)
WSAETOOMANYREFS := 10059 , (* Too many references to some kernel object. ¥*)
WSAETIMEDOUT := 10060 ,
(* A connection attempt failed because the connected party did not properly respond after a period o
f time, or established connection failed because connected host has failed to respond. *)

WSAECONNREFUSED := 10061 ,
(* No connection could be made because the target machine actively refused it. *)
WSAELOOP := 10062 , (* Cannot translate name. *)
WSAENAMETOOLONG := 10063 , (* Name component or name was too long. *)
WSAEHOSTDOWN := 10064 ,
(* A socket operation failed because the destination host was down. *)
WSAEHOSTUNREACH := 10065 , (* A socket operation was attempted to an unreachable host. ¥*)
WSAENOTEMPTY := 10066 , (* Cannot remove a directory that is not empty. *)
WSAEPROCLIM := 10067 ,

(* A Windows Sockets implementation may have a limit on the number of applications that may use it s
imultaneously. *)

WSAEUSERS := 10068 , (* Ran out of quota. *)

WSAEDQUOT := 10069 , (* Ran out of disk quota. *)

WSAESTALE := 10070 , (* File handle reference is no longer available. *)
WSAEREMOTE := 10071 , (* Item is not available locally. *)
WSASYSNOTREADY := 10091 ,

(* WSAStartup cannot function at this time because the underlying system it uses to provide network
services is currently unavailable. *)

WSAVERNOTSUPPORTED := 10092 , (* The Windows Sockets version requested is not supported. *)
WSANOTINITIALISED := 10093 ,

(* Either the application has not called WSAStartup, or WSAStartup failed. *)
WSAEDISCON := 10101 ,

(* Returned by WSARecv or WSARecvFrom to indicate the remote party has initiated a graceful shutdown
sequence. *)
WSAENOMORE := 10102 , (* No more results can be returned by WSALookupServiceNext. *)
WSAECANCELLED := 10103 ,
(* A call to WSALookupServiceEnd was made while this call was still processing. The call has been ca
nceled. *)
WSAEINVALIDPROCTABLE := 10104 , (* The procedure call table is invalid. *)
WSAEINVALIDPROVIDER := 10105 , (* The requested service provider is invalid. *)
WSAEPROVIDERFAILEDINIT := 10106 ,
(* The requested service provider could not be loaded or initialized. ¥*)
WSASYSCALLFAILURE := 10107 , (* A system call that should never fail has failed. *)
WSASERVICE NOT FOUND := 10108 ,
(* No such service is known. The service cannot be found in the specified name space. *)
WSATYPE NOT FOUND := 10109 , (* The specified class was not found. *)
WSA E NO MORE := 10110 , (* No more results can be returned by WSALookupServiceNext. *)
WSA_E_CANCELLED ;= logil ,
(* A call to WSALookupServiceEnd was made while this call was still processing. The call has been ca
nceled. *)
WSAEREFUSED := 10112 , (* A database query failed because it was actively refused. ¥*)
WSAHOST_NOT_FOUND := 11001 , (* No such host is known. *)
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WSATRY AGAIN = 11002 ,
(* This is usually a temporary error during hostname resolution and means that the local server did
not receive a response from an authoritative server. *)

WSANO RECOVERY := 11003 , (* A non-recoverable error occurred during a database lookup. *)
WSANO DATA := 11004 (* The requested name is valid and was found in the database, but it doe
s not have the correct associated data being resolved for. *)
)i
END TYPE
BER
2 = ==
FRIFIR BirRSiEE FEEMPLC B (£514H)
TwinCAT v3.1.0 PCE{ CX (x86. x64. Arm®) Tc2_Teplp GEE)

5.3.5 ST_SockAddr
ZEREESEITAEEFHIME R,

HE
TYPE ST SockAddr : (* Local or remote endpoint address *)
STRUCT
nPort : UDINT; (* Internet Protocol (IP) port. *)
sAddr : STRING(15); (* String containing an (Ipv4) Internet Protocol dotted address. *)
END STRUCT
END_TYPE
&
B xE R
nPort  |UDINT FHELMHIY (Internet Protocol, IP) &%
sAddr  |STRING(15) UFRFEERS R EER st (Ipv4), #5180 “172.34.12.3”

ER
F IR BirRgiAR EMEHYPLC EE (J514R)
TwinCAT v3.1.0 PC 2 CX (x86. x64. Arm®) Tc2_Teplp G&EfS)

5.3.6 ST_TisConnectFlags
Hity (i) BFFHEZRSH

323
TYPE ST TlsConnectFlags :
STRUCT

bNoServerCertCheck: BOOL;
bIgnoreCnMismatch : BOOL;

END STRUCT

END_TYPE

&

B ] ik

bNoServerCertCheck BOOL 2RSS S BIRIEINAE,

blgnoreCnMismatch BOOL NRARSZIIEHBHA CommonName S53EE S sRemoteHost
BENBRTE, N2,

BER

FERIFIE BinEa HEMK PLC BE (35104R)

TF6310v3.3.15.0 HE SRS PC3 CX (x86. x64. Arm®) Tc2_Teplp GE(ES)

TwinCAT v3.1.0
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5.3.7 ST _TisListenFlags
Hith (A1) RSBB[EZES

15297
TYPE ST TlsListenFlags :
STRUCT
bNoClientCert : BOOL;
ENDfSTRUCT
END_TYPE
=]
B AR R
bNoClientCert BOOL TEEFIEH,
ER
FERFIE BirFEa THERRY PLC E (3514H)
TF6310v3.3.15.0 L E S iRk as PCE( CX (x86. x64. Arm®) Tc2_Teplp GEfE)
TwinCAT v3.1.0

5.3.8 T_HSERVER

ZARRNTENRK TCP/IP IRS2_A, HAMEERM F_CreateServerHnd [» 47] SAiR#ITHIAIE 7 REGER.
RS, RIRELE T_HSERVER HIRERSHL,

o RYBBINEHWTTE
1 FEE K ERLEHTE,

ER
FRIFLE BirRgiAR EMEHYPLC EE (JER14R)
TwinCAT v3.1.0 PC 8 CX (x86. x64. Arm®) Tc2_Teplp G&fS)

5.3.9 T_HSOCKET

ZRENTERTERUMAEITANERFTON. BENZOM, AJLBIERF ZETIRREIE. ZaWRA
BFXHABHIANERET.

HE
TYPE T HSOCKET
STRUCT
handle : UDINT;
localAddr : ST _SockAddr; (* Local address ¥*)
remoteAddr : ST SockAddr; (* Remote endpoint address *)
END_STRUCT
END TYPE
&
B 3] ik
GIL UDINT TwinCAT TCP/IP Connection Server REFEZF AR,

localAddr ST_SockAddr | ZssthEIZZFat [» 53]
remoteAddr |ST_SockAddr |ZiEEZFHbut [» 53]
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B L@ TwinCAT TCP/IP Connection Server 3TAMX AU TERZF: BIRERT. EREFPIRERFTIE
MEPIHEEET, RIEXLEERETH TwinCAT TCP/IP Connection Server sTHREMIE R, SHEMNAHNIHE
BIEN localAddr #1 remoteAddr TZEH,

BR S5 BR M A E R
- IhBELR FB_SocketListen [» 24] K¥THBIAERTF, HREEFEZRFHERTIR,
- SR MIRERETIEEAOREHEITHEER FB_SocketAccept [P 25, #AfS, FB_SocketAccept iR [Elin
EE P imEZ R,
- IhBELR FB_SocketAccept R AE BEEZIEER F iR EIFAVEZ DR,
- ARG, SEEEARERZIIHEEIR FB_SocketSend [P 26] #1/8% FB_SocketReceive [» 27], MESITIE

B P Im SRR,
© SRTREHIFBFTENTERT P IRNEROREMEITIEER FB_SocketClose [b 22], ZINRERE K
R IREET,
- ANSEFABRENRIIERFEROMNEHEB T XA ENERFHIINAER FB_SocketClose,
B IR E RO

- INBEIR FB_SocketConnect [P 21] RiR[EIAME F inEiEFRIEZE AW,

- EBE, SEEEAOWREREIINEER FB_SocketSend [» 26] #1 FB_SocketReceive [» 27], LUESIZIZAR
IR IREIE.

- RE, SBE—EEOREEEITHAER FB_SocketClose [» 22], MUBXHFRBEBRER,
IhAELR FB_SocketCloseAll [» 23] ATBBFXHFH PLC Runtime RSFT ARG EZEAW (BiEF) ., XEkKk

&, MREE—1 Runtime &4 (i50 801) MEMESHIER T FB_SocketCloseAll, AB4i%Z Runtime &
FHFE B ANEREFH XA,

ER

FRIFIR BiRZRSHEER FEESHPLC B (514)
TwinCAT v3.1.0 PCZ{ CX (x86. x64. Arm®) Tc2_Teplp G&EfE)

54 =Z2REER

5.4.1 BERR A

FREEEEIFERE, ZidEE 28R PLC EMEMEES,
FERrASEEESREEF (8. ST_LibVersion) o

Global_Version

VAR GLOBAL CONSTANT
stLibVersion Tc2 TcpIp : ST LibVersion;
END VAR

B %X F_CmpLibVersion (£ Tc2_System EA) BIBFELIRINEhRAFFRF RS,

® 5TwinCAT2#Z&
1 FER{ TWinCAT 2 FERIE 1A

ER
FRIFIR BiRZRSKER FEASMPLC B (514)
TwinCAT v3.1.0 PC 3 CX (x86. x64. Arm®) Tc2_Teplp G&EfE)
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5.4.2 SEIHI*
Param
B xXB = faiR

TCPADS_MAXUDP_BUFFSIZE

UDINT |16#2000

AP UDP RiX/HERE A KIIRAF T KE

) o

(8192 F

TCPADS_TLS_HOSTNAME_SIZE

UDINT |255

FHNBRMRAFFERE,

TCPADS_TLS_CERTIFICATE_PA
TH_SIZE

UDINT |255

IEPBREEAFHERE.,

TCPADS_TLS_KEY_PASSWORD
_SIZE

UDINT |255

IEPEBRERAFAHEKE,

TCPADS_TLS_PSK_IDENTITY_S
IZE

UDINT |255

PSK IRIRERAF TR KE,

TCPADS_TLS_MAX_PSK_KEY_S
IZE

UDINT |128

PSK ZHARAFTHKE.,

BER

FRIFIR

BinEa

SRRk PLC BE (331U40)

TF6310v3.3.15.0 S{E SRS
TwinCAT v3.1.0

PC8f CX (x86. x64. Arm®)

Tc2_Teplp G&fE)

56
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Tl

6 =Bl

BhR

LIS mAYE TCP/IP B P s/ IR S 238V R GBI 2T 1M GitHub ZEEERTH (WD) -

i3 fak

RZEANIT[» 18] BEPRNIINEE, F=mEfE TCP/IP B i%/RS 28

Sample0l: “Echo” EFim/ARS328 (BEAINEE /& 7 — TCP/IP FFim/BRSS 25 A 289 RfISSI,

R) [»58] ZREFUEEFIHRMRS SR ZEERERIES. UEE
IhRESR A E i,

Sample02: “Echo” ZEFim/IR5588 [P 74] B 7 — TCP/IP & i/ AR S5 28 N B2 YR BISEEN,
ZREFAERFImMRS S ZEIRARERIERS. LUAHED
IhgEsR A EN, ZNBREFRZAFEL 1 NMEE.

Sample03: “Echo” EFim/AR5528 [P 76] B 7 —1 TCP/IP & P/ RS 28N A2 R RO BISE TN,
ZREFU AR MRS S ZEIRAEEREE, LUEE)
Ihgesk A EN. ZNBER AR S MEE,

Sample04: —#HFIHEREIIHE b 77] B 7 — TCP/IP B im/iRSS 28N B2 R YR FISEEL,
ZIEF O SLI B B T HFIEIRRR IR ZNBEFRS
AR 1 MEE,

Sample05: —#HIEIE [» 79] B 7 — TCP/IP & Fim/ARS5 23N A2 F B9 BISKIN,
ZAZFOISLI B B T IR MY ZNBRER AT
BB NNER

Sample06: EF TLSHY “Echo” EFim/ARSE2S [ZnFIE AR _ELL Sample0l AER, Hi@id TLS #1TY

(EAEIR) [» 80] =8
Sample07: EF TLS-PSKH “Echo” B /AR ZmHIEAR ELL Sample0l A&, Hi@d TLS-PSK #1T
Sas (BEAXER) [»81] VB,

AR ¥ mAfE UDP/IP B P i/ AR S5 23 B0 AR FE A 189 GitHub FEEHR & (WFXD) o

fiL3ES

Fjpus

Sample0l: SXfZiE(E [» 81]

ZnfiER T 7E PLC ASEME 2 =3 =N AIERFAT

o

Sample02: %% [» 88]

ZnfER T S0fAEd UDP RIXFIEINZHEE Bo

T#k

K= mBRGIRBFAEETIM GitHub ERIMERNZEMEEIREN: https://github.com/Beckhoff/
TF6310_Samples, EAILUERFEEMEED THESREIA ZIP XX,

TF6310

hg7s: 1.5.2
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1| TCP BECKHOFF

B3 Clone ©)]

HTTPS GitHub CLI

https://github.com/Beckhoff/TFE318_Samples E]

Use Git or checkout with SVN using the web URL
}) Open with GitHub Desktop

() Download ZIP

6.1 TCP

6.1.1 Sample01 : “Echo” & Fin/RS a8 ( EAThEER ).

6.1.1.1 Bz

TAHTRBRREE “Echo” BFim/IRSZH[/VLI,. B inER—ENE (NE§F) RRSSHsAE 1 SURE
TR, AR, EiERSEBASUAE P IHEHRKIZERNFER SR,

EARTEFR, BRESFEDS PLCTEES C# REMNET NBREERMHAREN, PLCZREHAUSIES N

BS3EAI, FREINZ TCP &, NET AP IERERII— I HAEE, RER[IS5ZIEFIHEE,

ok, ERILLBIEZ N IRSEESG, RE, STRSH|LFEBEIRARNFEOS I, BRHEAIFERXEIROS
545 ERBRS 2L MERE, MRBBB/HMNESZINEFIHERE, IBARSSEHLMESBINEM,

BIRIEB B FREBERHBE LR,

REER
 TwinCAT 3 Build 3093 S{E = A2
- TwinCAT 3 ThRE4A {4 TF6310 TCP/IP

- MRER 2 aHBENRITATRS (18K 1 8RS8 , WEEE 2 aitBENLERENREAN
TF6310

- MREA 1 EHBENRITRA, 510, FFIENRSESFEITE 2 MAER PLC Runtime &7, MIXF
“ PLC Runtime #HEEERERIES FIETT

« B1T .NET =1 Fim R 5 .NET Framework 4.0

WMETH
https://github.com/Beckhoff/TF6310 Samples/tree/master/PLC/TCP/Sample01

https://github.com/Beckhoff/TF6310 Samples/tree/master/C%23/SampleClient

T E R

DU R R M 73X 3 MEERSME, i, ZE-—RXEBIDTHREA, FANA T WAEEIT PLCRAIRE
o
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BECKHOFF

x5l | TCP

- TwinCAT £ 5 [» 60] (FBEh PLC Rfl)

- PLCEPFiR [» 62] (PLCEFIHX#Y: FB_LocalClient ZhaER [» 62])
- PLCAR%328 [» 66] (PLC BR35883C#4: FB_LocalServer THAESR [» 66])
- NETEP% [P 71] (NETEFFImXAE: .NET REIEF IS b 71])

PLC R~4I5 B KB hnzhae

TEEZENARAIEE P ERR R,

LogError X

FUNCTION LogError : DINT

LOGERROR

—msg : STRIMG{30) LogError: DINT
—{nErrld : DWORD

EEMINEER:

ZERHEBHEBIRABIEEENRERENETE (BHEER) . ¥INERKLRTE
bLogDebugMessages i€ & /3 TRUE,

LogMessage H%X

FUNCTION LogMessage : DINT

LOGMESSAGE

—msg : STRIMGE0)
—{hSocket: T_HSOCKET

Logmessage : DIMNT

MRELTAEXAFNERT, NZRBIMRERAFNET

= bLogDebugMessages i& &7 TRUE,

SCODE_CODE &k

FUNCTION SCODE CODE : DWORD

SCODE_CODE

—sc UDINT SCODE_CODE : DWORD—

(BHEER) PENER. BIAEReRE

ZEEBEF Win32 $IRAEMRIE 16 (LHTHEIBAE, AEREXLEAL,

*REETER

B 2RiINME R

bLogDebugMessages TRUE BR/ZABEEENRERSZBENTEE

MAX_CLIENT_CONNECTIONS 5 Al FEIRY 5 RS 2RI IE R P in R A R E,

MAX_PLCPRJ_RXBUFFER_SIZE  |1000 REPEIE A X R AKE

PLCPRJ_RECONNECT_TIME T#3s — BN, &AtMEFPIRESSIRNENELSIZER
SRRk

PLCPRJ_SEND_CYCLE_TIME T#ls KA F T B EHA M AR i B HR M & X B
2RSS 25

PLCPRJ_RECEIVE_POLLING_TIME |T#1s P imEd thEIF MRS 28 IREY (301) #3E

PLCPRJ_RECEIVE_TIMEOUT T#10s WNRTE ML HRIE R BERNEMEMIEIEF TS, NiZETE]
GERE, MBS IEERERE

PLCPRJ_ERROR_RECEIVE_BUFFE |16#8101 THITEEIRAE: KIS ZAHEERIETHNFER

R_OVERFLOW

PLCPRJ_ERROR_RECEIVE_TIMEO |16#8102 TEITE RS BT BT (Bl T A YT BRI

uT

(PLCPRJ_RECEIVE_TIMEOUT)
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6.1.1.2 TwinCAT £ 50

THRENBINENEZEE PLC IREBRV/MEZ AR, PLCREILL TwinCAT 3 PLC B X H4MF Rz M, B
PLC NEHS N TwinCAT XAE, BE4cZRIE#HAY TwinCAT 3 Solution (FBRAR) . ABEPLCHEMNLETX
S eprhitE Add Existing Item GRINMBBHE) &<, FHEITARNEEREREE TEHRGIXE (PLC
.;x B EEX M (*.tpzip)) fEAXMHEE, WIAHEER, W% PLC B FHMNE Solution (BERAZ)

Solution Explorer

; Solution TwinCAT Project22' (1 project)
4[5 TwinCAT Project22
o @l sYSTEM
MOTION
PLC

Add New Item... Ctrl+Shift+ A SAFETY
Add Existing Item... Shift+Alt+A C++
o

Add Project from Source Control...
1y Paste Ctrl+V
Paste with Links

% Import PLCopenXML...

PLC BRS5 2%l

7£ TwinCAT XAE 8B TwinCAT 3 Solution (BERAZE) , FSB N TwinCAT TCP/IP Server InH, %E#F
BitRS. BIRRK LN MLEZINEEA Y, HBEAER TF6310 MBI, REXHF TwinCAT 3 Solution (f2
REE) -

PROGRAM MAIN

VAR
fbServer : FB LocalServer := ( sLocalHost := '127.0.0.1"' (*own IP address!
*), nLocalPort := 200 );
bEnableServer : BOOL := TRUE;
fbSocketCloseAll : FB SocketCloseAll := ( sSrvNetID := '', tTimeout := DEFAULT ADS TIMEOUT ) ;
bCloseAll : BOOL := TRUE; .
END VAR

IF bCloseAll THEN (*On PLC reset or program download close all old connections *)

bCloseAll := FALSE;

fbSocketCloseAll ( bExecute:= TRUE ) ;
ELSE

fbSocketCloseAll ( bExecute:= FALSE ) ;
END IF
IF NOT fbSocketCloseAll.bBusy THEN

fbServer ( bEnable := bEnableServer );
END IF

Ll —

PLC &/ imRHl

B TCP/IP BEFIEINBEENSE = PLC B S A TwinCAT 3 Solution (BBRAZ) . it PLC B X35
RSZ B TRHIARERES. BRSSEEM IP M5 RFAAILAD (sRemoteHost TEMIMAILE) - EAEIH,
R5328UFE— PC £, FkiAN 127.0.0.1, BEEE, AEERHBIRSEE, EEBHE P iR PLCIN
BHo

PROGRAM MAIN
VAR

fbClientl : FB LocalClient := ( sRemoteHost:= '127.0.0.1"' (* IP address of remote server! ¥*)
, nRemotePort:= 200 );

fbClient2 : FB LocalClient := ( sRemoteHost:= '127.0.0.1', nRemotePort:= 200 );

fbClient3 : FB LocalClient := ( sRemoteHost:= '127.0.0.1', nRemotePort:= 200 );

fbClient4 : FB LocalClient := ( sRemoteHost:= '127.0.0.1', nRemotePort:= 200 );

fbClient5 : FB LocalClient := ( sRemoteHost:= '127.0.0.1', nRemotePort:= 200 );

bEnableClientl : BOOL := TRUE;
bEnableClient2 : BOOL := FALSE;
bEnableClient3 : BOOL := FALSE;
bEnableClient4 : BOOL := FALSE;
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bEnableClient5 : BOOL := FALSE;
fbSocketCloseAll : FB_SocketCloseAll := ( sSrvNetID := '', tTimeout := DEFAULT ADS TIMEOUT ) ;
bCloseAll : BOOL := TRUE;
nCount : UDINT;
END VAR
IF bCloseAll THEN (*On PLC reset or program download close all old connections *)
bCloseAll := FALSE;
fbSocketCloseAll ( bExecute:= TRUE ) ;
ELSE
fbSocketCloseAll ( bExecute:= FALSE );
END IF

IF NOT fbSocketCloseAll.bBusy THEN

nCount := nCount + 1;

fbClientl ( bEnable := bEnableClientl, sToServer := CONCAT( 'CLIENT1-', UDINT TO STRING( nCount )

)i

fbClient2 ( bEnable := bEnableClient2, sToServer := CONCAT( 'CLIENT2-', UDINT TO STRING( nCount )
) )i

fbClient3 ( bEnable := bEnableClient3, sToServer := CONCAT( 'CLIENT3-', UDINT TO_STRING( nCount )

) )i
fbClient4 ( bEnable :
fbClient5 ( bEnable :
END IF

HigBEHAP— bEnableCientX TERY, RZABHA 5 MEFHLF. SMNFFPHSVARSSHRLE—NTF
B (BN “TEST” ) - lRSBVEMEFH (Echofrz5:8) REWERMNFRTS. EMEF, 713 MEfls
BHohEmRK 1 NEEITHESRENFRSE. F— I BRhEEFEMNBER. $&FiRHE+RN
bEnableCilent4 TEIGE N TRUE, AfE, MNEFP RS 5RSHIEILER. WRMTY, WEEBSELE
“TEST” FfF&H. MIEFTF FB_LocalClient THEERAY fbClient4 L, WHITHBF B A sToString TER
IHEE, B, FFHBETEMERA “Hello” o

E @ @ @ @ @ @ @ @ @ @ @@ @

bEnableClient4d );
bEnableClient5 );

|| MAIN [Online]

TwinCAT_Project17.TcpIp_CLIENT.MAIN

Expression Type Value Prepared value
+ & fbClientl FE_LocalClient
+ @ fbClient2 FE_LocalClient
+ ¢ fbClient3 FB_LocalClient
= & fbClient4 FE_LocalClient
95 sRemoteHost STRING(15) '127.0.0.1"
4% nRemotePort UDINT 200
4% sToServer STRING(255) Test' ‘Hello Warld'
4% bEnable BOOL
"& hConnected EOOL TRUE
+ "# hSocket T_HSOCKET
P& bBusy BOOL
®d@ bError BOOL FALSE
"$ nErrld UDINT 0
Pdé sFromServer STRING(255) Test'

%3 OK (ME) , KHIMIEIE. FHERFMA PLC, THEERNUELEERSFEMEE.

TF6310
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TwinCAT_Project17.TcpIp_CLIENT.MAIN

Expression Type Walue Prepared value
+ d@ fbClientl FE_LocalClient
+ @ fbClient2 FB_LocalClient
+ @ fbClient3 FB_LocalClient
= & fbClients FBE_LocalClient
44 cRemoteHost STRING(15) '127.0.0.1'
%% nRemotePort UDINT 200
4 sToServer STRING(255)
4% bEnable BOOL TRUE
R4 bConnected BOOL
+ "@ hSocket T_HSOCKET
F#% bBusy BOOL
& bErrar BOOL
Fa nErrld UDINT 0
& sFromServer STRING(255)

MEFTFARSS 22 H # FB_LocalServer THAEIREY fbServer 25, TERRSZ 2EMITE LSRRI UIBRFRIE:

“Hello” &

MAIN [Online]

TwinCAT_Project17.TcpIp_SERVER.MAIN

K @ @ @ @ @ @ @@ @ @@ @@

Expression
= ¢ fbRemoteClient
+ @ fbRemoteClient[1]
+ & fbRemoteClient[2]
+ ¢ fbRemoteClient[3]
= & fbRemoteClient[4]
+ 4% hListener
4% hEnable
baccepted
hSocket
bBusy
bError
nErriD
sFromClient
+ ¢ fbAccept

TEe e e

6.1.1.3 PLC EF iR

6.1.1.3.1

FB_LocalClient

FB_LocalClient
sRemoteHost bhConnected

—nRemotePor hSocket
—sTo3erer bBusy
—hbEnakle bErraor

nErrld

sFromSernser

Type

ARRAY [1.MAX_CLI...
FBE_RemoteClient
FBE_RemaoteClient
FB_RemoteClient
FE_RemoteClient
T_HSOCKET
BOOL

BOOL
T_HSQOCKET
BOOL

BOOL

UDINT
STRING(255)
FB_Socketfccept

Yalue

0

m

| ‘Hello World'

Prepared value

62
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WREIEE bEnable i\, M7E CLIENT _RECONNECT_TIME &%k, RASMESIAENTSInERS
SRR, IETEARS25@1E sRemoteHost IP #iliEF] nRemotePort IP i iSRRG, SRS 2EHIEIER ik
LR BIRAITHAELR FB_ClientDataExcha [» 64] ., #IBAIREIEIFN, 1ARTE
PLCPRJ_SEND_CYCLE_TIME B4k f5i#1T. sToServer FIET 22 A XFIIRS:E, IRSE[REIFRT
ERO]7E sFormServer HHIHmRS. FI, EILURIEEEMTIEARSZ [/ FH T, NMRHIMEIR, MWK
MEEE, HELHNEE,

#n
FUNCTION BLOCK FB LocalClient
VAR_INPUT
sRemoteHost : STRING(15) := '127.0.0.1'; (* IP adress of remote server *)
nRemotePort : UDINT := 0;
sToServer : T_MaxString:= 'TEST';
bEnable : BOOL;
END VAR
VAR OUTPUT
bConnected : BOOL;
hSocket : T _HSOCKET;
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
sFromServer : T MaxString;
END VAR
VAR
fbConnect : FB SocketConnect := ( sSrvNetId := '' );
fbClose : FB SocketClose := ( sSrvNetId := '', tTimeout := DEFAULT ADS TIMEOUT ) ;

fbClientDataExcha : FB ClientDataExcha;

fbConnectTON : TON := ( PT := PLCPRJ_RECONNECT TIME );
fbDataExchaTON : TON := ( PT := PLCPRJ_SEND CYCLE TIME ) ;
eStep : E ClientSteps;

END VAR

L1

CASE eStep OF
CLIENT STATE IDLE:
IF bEnable XOR bConnected THEN

bBusy := TRUE;
bError := FALSE;
nErrid := 0;
sFromServer := '';
IF bEnable THEN
fbConnectTON( IN := FALSE );
eStep CLIENT STATE CONNECT START;
ELSE - - -
eStep CLIENT STATE CLOSE START;
END IF
ELSIF bConnected THEN
fbDataExchaTON( IN := FALSE );
eStep := CLIENT STATE DATAEXCHA START;
ELSE - - -
bBusy := FALSE;
END IF
CLIENT STATE CONNECT START:
fbConnectTON( IN := TRUE, PT := PLCPRJ_RECONNECT TIME ) ;
IF fbConnectTON.Q THEN
fbConnectTON( IN := FALSE );
fbConnect ( bExecute := FALSE );
fbConnect (sRemoteHost := sRemoteHost,
nRemotePort := nRemotePort,
bExecute := TRUE );
eStep := CLIENT STATE CONNECT WAIT;
END IF N N N

CLIENT STATE CONNECT WAIT:
fbConnect ( bExecute := FALSE );
IF NOT fbConnect.bBusy THEN
IF NOT fbConnect.bError THEN

bConnected := TRUE;
hSocket := fbConnect.hSocket;
eStep := CLIENT STATE IDLE;
LogMessage ( 'LOCAL client CONNECTED!', hSocket );
ELSE
LogError ( 'FB_SocketConnect', fbConnect.nErrId );
nErrId := fbConnect.nErrId;
eStep CLIENT STATE ERROR;
END IF
END TIF
CLIENT STATE DATAEXCHA START:
fbDataExchaTON( IN := TRUE, PT := PLCPRJ SEND CYCLE TIME );
IF fbDataExchaTON.Q THEN B B B
fbDataExchaTON( IN := FALSE );
fbClientDataExcha ( bExecute := FALSE );
fbClientDataExcha ( hSocket := hSocket,
sToServer := sToServer,
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bExecute := TRUE );
eStep := CLIENT STATE DATAEXCHA WAIT;
END IF

CLIENT STATE DATAEXCHA WAIT:
fbClientDataExcha ( bExecute := FALSE );
IF NOT fbClientDataExcha.bBusy THEN
IF NOT fbClientDataExcha.bError THEN
sFromServer := fbClientDataExcha.sFromServer;
eStep := CLIENT STATE IDLE;
ELSE - -
(* possible errors are logged inside of fbClientDataExcha function block *)
nErrId := fbClientDataExcha.nErrId;
eStep :=CLIENT_ STATE ERROR;

END IF
END IF
CLIENT STATE CLOSE_START:
fbClose ( bExecute := FALSE );
fbClose ( hSocket:= hSocket,
bExecute:= TRUE ) ;
eStep := CLIENT STATE CLOSE WAIT;

CLIENT STATE CLOSE WAIT:
fbClose (  bExecute := FALSE );
IF NOT fbClose.bBusy THEN
LogMessage ( 'LOCAL client CLOSED!', hSocket );
bConnected := FALSE;
MEMSET ( ADR (hSocket), 0, SIZEOF (hSocket));
IF fbClose.bError THEN
LogError ( 'FB SocketClose (local client)', fbClose.nErrId );
nErrId := fbClose.nErrId;
eStep := CLIENT STATE ERROR;
ELSE - -
bBusy := FALSE;
bError := FALSE;
nErrId := 0;
eStep := CLIENT STATE IDLE;
END IF
END IF

CLIENT STATE ERROR: (* Error step ¥*)
bError := TRUE;
IF bConnected THEN
eStep := CLIENT STATE CLOSE START;
ELSE - - -
bBusy
eStep
END IF
END_CASE

FALSE;
CLIENT STATE IDLE;

6.1.1.3.2 FB_ClientDataExcha

FE_ClientDataExcha
hSocket bBusy—
sToServer bError—
hExecute hErd—

sFromSerser—

90 bExecute AL EFAG, NEMIEIZARSBAEUTFRERNFTH, FIRINTIERSSFRENF
TR, DMRERSZEFIREERE, EERNEEBEINFAREATRIERT NI, NMRED
PLCPRJ_RECEIVE_TIMEOUT iBRYBY IS 2 £ 8IR, MR IEEI, NRAE E—RIENZ IR TRIREH
IR, WE—EERENDE, BRSEIRNEE X LURD RS H.

0
FUNCTION BLOCK FB ClientDataExcha
VAR _INPUT -
hSocket : T _HSOCKET;
sToServer : T _MaxString;
bExecute : BOOL;
END VAR
VAR OUTPUT
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
sFromServer : T MaxString;
END VAR -
VAR
fbSocketSend : FB SocketSend := ( sSrvNetID := '', tTimeout := DEFAULT ADS TIMEOUT );
fbSocketReceive : FB SocketReceive := ( sSrvNetID := '', tTimeout := DEFAULT ADS TIMEOUT ) ;

fbReceiveTON : TON;
fbDisconnectTON : TON;
RisingEdge : R TRIG;

eStep : E DataExchaSteps;
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cbReceived, startPos, endPos, idx : UDINT;

cbFrame : UDINT;
rxBuffer 8 ARRAY[O..MAX_PLCPRJ_RXBUFFER_SIZE] OF BYTE;
END_ VAR
=
ENi 1]
RisingEdge ( CLK := bExecute );

CASE eStep OF
DATAEXCHA STATE IDLE:
IF RisingEdge.Q THEN
bBusy := TRUE;

bError FALSE;
nErrid := 0;
cbReceived := 0;
fbReceiveTON( IN := FALSE, PT := T#0s ); (* don't wait, read the first answer data immed
iately *)
fbDisconnectTON( IN := FALSE, PT := T#0s ); (* disable timeout check first *)
eStep := DATAEXCHA STATE SEND START;
END IF N N N
DATAEXCHA STATE SEND_ START:
fbSocketSend ( bExecute := FALSE );
fbSocketSend ( hSocket := hSocket,
pSrc := ADR( sToServer ),
cbLen := LEN( sToServer ) + 1, (* string length inclusive zero delimiter *)
bExecute:= TRUE ) ;
eStep := DATAEXCHA STATE SEND WAIT;

DATAEXCHA STATE SEND WAIT:
fbSocketSend ( bExecute := FALSE );
IF NOT fbSocketSend.bBusy THEN
IF NOT fbSocketSend.bError THEN

eStep := DATAEXCHA STATE RECEIVE START;
ELSE
LogError ( 'FB SocketSend (local client)', fbSocketSend.nErrId );
nErrId := fbSocketSend.nErrId;
eStep := DATAEXCHA STATE ERROR;
END IF - -
END IF
DATAEXCHA STATE RECEIVE START:
fbDisconnectTON( ) ;
fbReceiveTON( IN := TRUE );
IF fbReceiveTON.Q THEN
fbReceiveTON( IN := FALSE );
fbSocketReceive ( bExecute := FALSE );

fbSocketReceive ( hSocket:= hSocket,
pDest:= ADR( rxBuffer ) + cbReceived,

cbLen:= SIZEOF( rxBuffer ) - cbReceived,
bExecute:= TRUE ) ;
eStep := DATAEXCHA STATE RECEIVE WAIT;

END IF

DATAEXCHA STATE RECEIVE WAIT:
fbSocketReceive ( bExecute := FALSE );
IF NOT fbSocketReceive.bBusy THEN
IF NOT fbSocketReceive.bError THEN
IF (fbSocketReceive.nRecBytes > 0) THEN(* bytes received *)

startPos := cbReceived; (* rxBuffer array index of first data byte *)
endPos := cbReceived + fbSocketReceive.nRecBytes - 1;
(* rxBuffer array index of last data byte *)
cbReceived := cbReceived + fbSocketReceive.nRecBytes;
(* calculate the number of received data bytes *)
cbFrame := 0; (* reset frame length ¥*)
IF cbReceived < SIZEOF( sFromServer ) THEN(* no overflow *)
fbReceiveTON ( PT := T#0s ); (* bytes received => increase the read (polling)
speed *)
fbDisconnectTON ( IN := FALSE ); (* bytes received => disable timeout check *)
(* search for string end delimiter *)
FOR idx := startPos TO endPos BY 1 DO
IF rxBuffer[idx] = 0 THEN(* string end delimiter found *)
cbFrame := idx + 1;

(* calculate the length of the received string (inclusive the end delimiter) *)

MEMCPY ( ADR( sFromServer ), ADR( rxBuffer ), cbFrame );
(* copy the received string to the output variable (inclusive the end delimiter) *)

MEMMOVE ( ADR( rxBuffer ), ADR( rxBuffer[cbFrame] ), cbReceived -
cbFrame ); (* move the reamaining data bytes *)

cbReceived := cbReceived - cbFrame;
(* recalculate the remaining data byte length *)
bBusy := FALSE;
eStep := DATAEXCHA STATE IDLE;
EXIT; - -
END IF

END FOR
ELSE (* there is no more free read buffer space => the answer string should be te
rminated *)
LogError ( 'FB_SocketReceive (local client)', PLCPRJ_ERROR RECEIVE BUFFER_OVE

RFLOW ) ;
nErrId := PLCPRJ ERROR RECEIVE BUFFER OVERFLOW; (* buffer overflow !¥*)
eStep := DATAEXCHA STATE ERROR;
END IF

ELSE (* no bytes received *)
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fbReceiveTON( PT := PLCPRJ RECEIVE POLLING TIME );
(* no bytes received => decrease the read (polling) speed *)
fbDisconnectTON( IN := TRUE, PT := PLCPRJ_RECEIVE_ TIMEOUT ) ;

(* no bytes received => enable timeout check*)
IF fbDisconnectTON.Q THEN (* timeout error*)

fbDisconnectTON( IN := FALSE );
LogError ( 'FB SocketReceive (local client)', PLCPRJ_ERROR RECEIVE TIMEOUT );
nErrID := PLCPRJ ERROR RECEIVE TIMEOUT;
eStep := DATAEXCHA STATE ERROR;
ELSE (* repeat reading ¥*)
eStep := DATAEXCHA STATE RECEIVE START; (* repeat reading *)
END IF
END IF
ELSE (* receive error *)
LogError( 'FB SocketReceive (local client)', fbSocketReceive.nErrId );
nErrId := fbSocketReceive.nErrId;
eStep := DATAEXCHA STATE ERROR;
END IF
END IF
DATAEXCHA STATE ERROR: (* error step *)
bBusy := FALSE;
bError := TRUE;
cbReceived := 0;
eStep := DATAEXCHA STATE IDLE;
END_CASE
6.1.14.1 FB_LocalServer
FBE_LocalSerser
—sLocalHost blistening—
—nLocalFort hListener—
—bEnahkle nAcceptedClients—
bBusy—
bError—
nErld—

BN MAIRS B D EME—RY sLocalHost IP #itkF] nLocaPort IP g5, MREIEE bEnable i\, Nz
ARS8 =1E SERVER_RECONNECT_TIME HEt4ERGREZIRITHKRIFEZEF, R TwinCAT TCP/IP
Connection Server EEA#ITEN L, NERERFEETUEERZANTF, mERPIRRIIhEEE
7EINREIR FB_RemoteClient [» 68] . —ERINITHKRIREERT, MSBEiniE® w3l
FB_RemoteClient &N SEFIERXIRZ 1 M2 Fim, KRS SRoIENSZBE. SREFBENTER
PIRIRAERETET MAX_CLIENT_CONNECTIONS EE2/E# T8N, MREMEIR, BESXAREIR
REFIRERE, ARBXHUITERET, nAcceptedClients i IR T Y EEERT P IRHENEE

#n
FUNCTION BLOCK FB LocalServer
VAR_INPUT
sLocalHost : STRING(15) := '127.0.0.1'; (* own IP address! *)
nLocalPort : UDINT := 0;
bEnable : BOOL;
END VAR
VAR OUTPUT
“blListening : BOOL;
hListener : T HSOCKET;
nAcceptedClients : UDINT;
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;
END VAR
VAR
fbListen : FB SocketListen := ( sSrvNetID := '', tTimeout := DEFAULT ADS TIMEOUT ) ;
fbClose : FB SocketClose := ( sSrvNetID := '', tTimeout := DEFAULT ADS TIMEOUT ) ;
fbConnectTON : TON := ( PT := PLCPRJ RECONNECT TIME ); -
eStep : E ServerSteps;
fbRemoteClient : ARRAY[1l..MAX CLIENT CONNECTIONS ] OF FB RemoteClient;
i : UDINT; - - -
END_ VAR
X1

CASE eStep OF

SERVER STATE IDLE:
IF bEnable XOR bListening THEN
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bBusy := TRUE;
bError := FALSE;
nErrId := 0;
IF bEnable THEN
fbConnectTON( IN := FALSE );
eStep := SERVER STATE LISTENER OPEN START;
ELSE
eStep := SERVER STATE REMOTE CLIENTS CLOSE;
END IF
ELSIF bListening THEN
eStep := SERVER STATE REMOTE CLIENTS COMM;
END IF N N N N
SERVER STATE LISTENER OPEN_ START:
fbConnectTON( IN := TRUE, PT := PLCPRJ_RECONNECT TIME ) ;
IF fbConnectTON.Q THEN
fbConnectTON( IN := FALSE );
fblListen ( bExecute := FALSE );

fbListen( sLocalHost:= sLocalHost,
nLocalPort:= nLocalPort,
bExecute := TRUE ) ;
eStep := SERVER STATE LISTENER OPEN WAIT;
END IF B B B B

SERVER STATE LISTENER OPEN_ WAIT:
fbListen ( bExecute := FALSE );
IF NOT fbListen.bBusy THEN
IF NOT fbListen.bError THEN

bListening := TRUE;
hListener := fblisten.hListener;
eStep = SERVER STATE IDLE;
LogMessage ( 'LISTENER socket OPENED!', hListener );
ELSE
LogError( 'FB SocketListen', fblListen.nErrId );
nErrId := fblListen.nErrId;
eStep := SERVER STATE ERROR;
END IF
END IF
SERVER STATE REMOTE CLIENTS COMM:
eStep := SERVER STATE IDLE;
nAcceptedClients := 0;
FOR i:= 1 TO MAX CLIENT CONNECTIONS DO
fbRemoteClient[ i ] ( hListener := hListener, bEnable := TRUE );

IF NOT fbRemoteClient[ i ].bBusy AND fbRemoteClient[ i ].bError THEN (*FB_SocketAccept r
eturned error!¥*)
eStep := SERVER STATE REMOTE CLIENTS CLOSE;
EXIT;
END IF
(* count the number of connected remote clients *)
IF fbRemoteClient[ i ].bAccepted THEN

nAcceptedClients := nAcceptedClients + 1;
END IF
END_FOR
SERVER STATE REMOTE_ CLIENTS CLOSE:
nAcceptedClients := 0;
eStep := SERVER STATE LISTENER CLOSE START; (* close listener socket too *)
FOR i:= 1 TO MAX CLIENT CONNECTIONS DO
fbRemoteClient[ i ] ( bEnable := FALSE ); (* close all remote client (accepted) sockets ¥*)

(* check if all remote client sockets are closed *)
IF fbRemoteClient[ i ].bAccepted THEN
eStep := SERVER STATE REMOTE CLIENTS CLOSE; (* stay here and close all remote client
s first *)
nAcceptedClients := nAcceptedClients + 1;
END IF
END_FOR

SERVER STATE LISTENER CLOSE START:
fbClose ( bExecute := FALSE );
fbClose ( hSocket := hListener,
bExecute:= TRUE ) ;
eStep := SERVER STATE LISTENER CLOSE WAIT;

SERVER STATE LISTENER CLOSE WAIT:

fbClose (  bExecute := FALSE );

IF NOT fbClose.bBusy THEN
LogMessage ( 'LISTENER socket CLOSED!', hListener );
bListening := FALSE;
MEMSET ( ADR (hListener), 0, SIZEOF (hListener));
IF fbClose.bError THEN

LogError ( 'FB SocketClose (listener)', fbClose.nErrId );

nErrId := fbClose.nErrld;

eStep := SERVER STATE ERROR;
ELSE - -

bBusy := FALSE;

bError := FALSE;

nErrId := 0;

eStep := SERVER STATE IDLE;
END IF

END IF

SERVER STATE ERROR:
bError := TRUE;
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IF bListening THEN

eStep := SERVER STATE REMOTE CLIENTS CLOSE;
ELSE
bBusy := FALSE;
eStep := SERVER STATE IDLE;
END IF
END_CASE
6.1.1.4.2 FB_RemoteClient
FE_RemuoteClient
—hListenar baccepted—
—kbEnahle hSocket—
bBusy—
bError—
nErD—
sFromClient—

WRIGE T bEnable i\, M7 SERVER_ACCEPT_POOLING_TIME itBt455R/E, SEitiESIniER P ik
EEIBER, S5iniEE P IR EIER RE 21 2 IRAYTNEEIR FB_ServerDataExcha [» 69] o —BREINEEILIE
1%, #i=i@id FB_ServerDataExcha IhgERBAEAI, WMNRHBIMEIR, NWEXFABESZHER, HEILHMNE
%,

o
FUNCTION BLOCK FB RemoteClient
VAR _INPUT
hListener : T HSOCKET;
bEnable : BOOL;
END VAR
VAR OUTPUT
bAccepted : BOOL;
hSocket : T HSOCKET;
bBusy : BOOL;
bError : BOOL;
nErrID : UDINT;
sFromClient : T MaxString;
END VAR
VAR
fbAccept : FB SocketAccept := ( sSrvNetID := '', tTimeout := DEFAULT ADS TIMEOUT ) ;
fbClose : FB SocketClose := ( sSrvNetID := '', tTimeout := DEFAULT ADS TIMEOUT ) ;
fbServerDataExcha : FB ServerDataExcha; - -
fbAcceptTON : TON := (" PT := PLCPRJ ACCEPT POLLING TIME ) ;
eStep : E ClientSteps;
END VAR N
X

CASE eStep OF

CLIENT STATE IDLE:
IF bEnable XOR bAccepted THEN
bBusy := TRUE;

bError := FALSE;
nErrId := 0;
sFromClient := '';
IF bEnable THEN
fbAcceptTON( IN := FALSE );
eStep := CLIENT STATE CONNECT START;
ELSE B B B
eStep := CLIENT STATE CLOSE START;
END IF - - -
ELSIF bAccepted THEN
eStep := CLIENT STATE DATAEXCHA START;
ELSE
bBusy := FALSE;
END IF
CLIENT STATE CONNECT START:
fbgcceptTON( IN := TRUE, PT := PLCPRJ ACCEPT POLLING TIME );
IF fbAcceptTON.Q THEN - - -
fbAcceptTON( IN := FALSE );
fbAccept ( bExecute := FALSE );
fbAccept ( hListener := hListener,
bExecute:= TRUE ) ;
eStep := CLIENT STATE CONNECT WAIT;
END IF

CLIENT STATE CONNECT WATIT:
fbAccept ( bExecute := FALSE );
IF NOT fbAccept.bBusy THEN
IF NOT fbAccept.bError THEN
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IF fbAccept.bAccepted THEN
bAccepted := TRUE;
hSocket := fbAccept.hSocket;
LogMessage ( 'REMOTE client ACCEPTED!', hSocket );
END IF
eStep := CLIENT STATE IDLE;
ELSE
LogError ( 'FB SocketAccept', fbAccept.nErrId );
nErrId := fbAccept.nErrld;
eStep := CLIENT STATE ERROR;
END IF B B

END IF

CLIENT STATE DATAEXCHA START:
fbServerDataExcha (  bExecute := FALSE );
fbServerDataExcha ( hSocket := hSocket,

bExecute := TRUE );
eStep := CLIENT STATE DATAEXCHA WAIT;

CLIENT STATE DATAEXCHA WAIT:
fbServerDataExcha ( bExecute := FALSE, sFromClient=>sFromClient );
IF NOT fbServerDataExcha.bBusy THEN
IF NOT fbServerDataExcha.bError THEN

eStep := CLIENT STATE IDLE;
ELSE - -
(* possible errors are logged inside of fbServerDataExcha function block *)
nErrId := fbServerDataExcha.nErrID;
eStep := CLIENT STATE ERROR;
END IF
END IF
CLIENT STATE CLOSE START:
fbClose ( bExecute := FALSE );
fbClose ( hSocket:= hSocket,
bExecute:= TRUE ) ;
eStep := CLIENT STATE CLOSE_WAIT;

CLIENT STATE CLOSE_WAIT:
fbClose ( bExecute := FALSE );
IF NOT fbClose.bBusy THEN
LogMessage ( 'REMOTE client CLOSED!', hSocket );

bAccepted := FALSE;
MEMSET ( ADR( hSocket ), 0, SIZEOF( hSocket ) );
IF fbClose.bError THEN
LogError( 'FB SocketClose (remote client)', fbClose.nErrId );
nErrId := fbClose.nErrId;
eStep := CLIENT STATE ERROR;
ELSE
bBusy := FALSE;
bError := FALSE;
nErrId := 0;
eStep := CLIENT STATE IDLE;
END IF
END IF
CLIENT STATE ERROR:
bError := TRUE;
IF bAccepted THEN
eStep := CLIENT STATE CLOSE_ START;
ELSE
eStep := CLIENT STATE IDLE;
bBusy := FALSE;
END IF
END CASE
6.1.1.4.3 FB_ServerDataExcha
FB_ServerDataExcha
“hSocket bBusy—
—hExecute bError—
nErD—
sFramClient—

9N3R bExecute MANIRHIL EFHE, WiZiEHAHRIRNBAILFAH, FELNEIZLERFIREERELEIT
EEF iR, EERSZHIFIMHSE, EEONZRBEINFRFRENZTARLN I, MREMER, HEE
PLCPRJ_RECEIVE_TIMEOUT iBRYBYBIN& B U EIFTEHE, MaHIEEE, MREL—RERZHAIREFTE
RIREUEERSE, WSE—ELEREEEE, BRZEHREERE XFRILUBD RS H.

#0o
FUNCTION BLOCK FB ServerDataExcha
VAR INPUT
hSocket : T HSOCKET;
bExecute : BOOL;
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END VAR
VAR OUTPUT
“bBusy BOOL;
bError BOOL;
nErrID UDINT;
sFromClient T MaxString;
END VAR
VAR
fbSocketReceive FB_SocketReceive := ( sSrvNetId := '', tTimeout := DEFAULT_ ADS_TIMEOUT ) ;
fbSocketSend FB_SocketSend := ( sSrvNetlId := '', tTimeout := DEFAULT ADS_ TIMEOUT ) ;
eStep E DataExchaSteps;
RisingEdge : R TRIG;
fbReceiveTON : TON;
fbDisconnectTON TON;
cbReceived, startPos, endPos, idx UDINT;
cbFrame UDINT;
rxBuffer ARRAY[0..MAX PLCPRJ RXBUFFER SIZE] OF BYTE;
END VAR
K1

RisingEdge ( CLK
CASE eStep OF

bExecute

)i

DATAEXCHA STATE IDLE:
IF RisingEdge.Q THEN

T#0s ); (* disable timeout check first *)
)i

bBusy := TRUE;

bError FALSE;

nErrId := 0;

fbDisconnectTON( IN := FALSE, PT :=

fbReceiveTON( IN := FALSE, PT := T#0s

eStep := DATAEXCHA STATE RECEIVE_ START;
END IF

DATAEXCHA STATE RECEIVE START: (*
fbReceiveTON ( IN TRUE ) ;

IF fbReceiveTON.Q THEN

(* receive first request immediately *)

Receive remote client data *)

fbReceiveTON( IN := FALSE );

fbSocketReceive ( bExecute := FALSE );

fbSocketReceive ( hSocket := hSocket,
pDest := ADR( rxBuffer ) + cbReceived,
cbLen := SIZEOF( rxBuffer ) - cbReceived,
bExecute = TRUE ) ;

eStep := DATAEXCHA STATE RECEIVE WAIT;

END IF

DATAEXCHA STATE RECEIVE WAIT:
fbSocketReceive ( bExecute FALSE ) ;
IF NOT fbSocketReceive.bBusy THEN
IF NOT fbSocketReceive.bError THEN

IF (fbSocketReceive.nRecBytes > 0) THEN (* bytes received *)
startPos = cbReceived; (* rxBuffer array index of first data byte *)
endPos = cbReceived + fbSocketReceive.nRecBytes - 1;
(* rxBuffer array index of last data byte *)
cbReceived := cbReceived + fbSocketReceive.nRecBytes;
(* calculate the number of received data bytes *)
cbFrame = 0; (* reset frame length *)
IF cbReceived < SIZEOF( sFromClient ) THEN(* no overflow *)
fbReceiveTON( IN := FALSE, PT := T#0s ); (* bytes received => increase the r
ead (polling) speed *)
fbDisconnectTON( IN := FALSE, PT := PLCPRJ RECEIVE TIMEOUT );

(* bytes received => disable timeout check *)

(* search
FOR idx
c
(* calculate the length of the re
M
(* copy the received string to th

M

cbFrame ); (* move the reamaining
@

(* recalculate the reamaining dat
e

E

END I

EN

for string end delimiter *)
startPos TO endPos BY 1 DO
IF rxBuffer[idx]

bFrame := idx + 1;

ceived string (inclusive the end delimiter) *)
EMCPY ( ADR( sFromClient ), ADR( rxBuffer ), cbFrame
e output variable (inclusive the end delimiter) *)

0 THEN (* string end delimiter found *)

)i

EMMOVE ( ADR( rxBuffer ), ADR( rxBuffer[cbFrame] ), cbReceived -
data bytes *)
bReceived := cbReceived - cbFrame;

a byte length ¥*)

Step := DATAEXCHA STATE SEND START;
XIT; - - -

F

D _FOR

ELSE (* there is no more free read buffer space => the answer string should be te

rminated *)

LogError( 'FB SocketReceive (remote client)', PLCPRJ ERROR RECEIVE BUFFER OV
ERFLOW ) ;
nErrId := PLCPRJ ERROR RECEIVE BUFFER OVERFLOW; (* buffer overflow !¥*)
eStep := DATAEXCHA STATE ERROR;
END IF
ELSE (* no bytes received *)
fbReceiveTON( IN := FALSE, PT := PLCPRJ RECEIVE POLLING TIME ) ;
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(* no bytes received => decrease the read (polling) speed *)
fbDisconnectTON( IN := TRUE, PT := PLCPRJ RECEIVE TIMEOUT ) ;
(* no bytes received => enable timeout check¥*) - -
IF fbDisconnectTON.Q THEN (* timeout error*)
fbDisconnectTON( IN := FALSE );
LogError( 'FB SocketReceive (remote client)', PLCPRJ ERROR RECEIVE TI

MEOUT ) ;
nErrID := PLCPRJ ERROR RECEIVE TIMEOUT;
eStep := DATAEXCHA STATE ERROR;
ELSE (* repeat reading ¥*)
eStep := DATAEXCHA STATE RECEIVE START; (* repeat reading *)
END IF - - -
END IF
ELSE (* receive error %)
LogError( 'FB SocketReceive (remote client)', fbSocketReceive.nErrId );
nErrId := fbSocketReceive.nErrId;
eStep := DATAEXCHA STATE ERROR;
END IF
END IF
DATAEXCHA STATE SEND START:
fbSocketSend ( bExecute := FALSE );
fbSocketSend( hSocket := hSocket,
pSrc := ADR( sFromClient ),
cbLen := LEN( sFromClient ) + 1,

(* string length inclusive the zero delimiter *)
bExecute:= TRUE ) ;
eStep := DATAEXCHA STATE SEND WAIT;

DATAEXCHA STATE SEND WATIT:
fbSocketSend ( bExecute := FALSE );
IF NOT fbSocketSend.bBusy THEN
IF NOT fbSocketSend.bError THEN
bBusy := FALSE;
eStep := DATAEXCHA STATE IDLE;

ELSE
LogError ( 'fbSocketSend (remote client)', fbSocketSend.nErrId );
nErrId := fbSocketSend.nErrId;
eStep := DATAEXCHA STATE ERROR;
END IF
END IF
DATAEXCHA STATE ERROR:
bBusy := FALSE;
bError := TRUE;
cbReceived := 0; (* reset old received data bytes *)
eStep := DATAEXCHA STATE IDLE;
END_CASE
Ll
6.1.1.5 .NET &%

Zon BB B 7 S0fAI1E .NET4.0 T~ C# SEI PLC TCP/IP ARSB 28 F o
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[ ™
i TCP/P Sample Client NS lecului=i

Host: 127.0.01 Port: |200
Enable Disable
Send to host:
Received from host:

28.06.2012 12:32:05: Hello World
28.06.2012 12:32:12: How are you doing?

Status messages:

28.06.2012 12:31:57: Connectection to host established!
28.06 2012 12:32:04: Message successfully sent!
28.06.2012 12:32:11: Message successfully sent!

ZBIERBIE NET E System.Net #1 System.Net.Sockets, 2 RUIUBMMERERFTRE. ET
Enable (BA) RBEFENARERARMMEIHSRSSZEEEL (BAEBURAT TIMERTICK BE, BiIH
[ms]) o SNERATN, BB Send (RiX) MRS [/EAERAKERN 255 M FRNFRFBE. RE, RS\
KERRFHEHBEHEHLRERE G, TERS2SRFIHE X SERVER_RECEIVE_TIMEOUT BYja] (ERIAE:
50 %)) EBifE, MNRRSSFELEEIALEMNE P HZEWEIERFHIE, NRSSRiEsEXFERE,

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

using System.Net;

using System.Net.Sockets;

X R R R R R R R R R R R R R R R R R

* This sample TCP/IP client connects to a TCP/IP-Server, sends a message and waits for the

* response. It is being delivered together with our TCP-Sample, which implements an echo server
* in PLC.

O R R  ~/
namespace TcpIpServer SampleClient

{

publicpartialclassForml : Form

{

/
SO 0

* Constants

SO 0 i i i A
privateconstint RCVBUFFERSIZE = 256; // buffer size for receive bufferprivateconststring DEFAULTIP =

"127.0.0.1";
privateconststring DEFAULTPORT = "200";
privateconstint TIMERTICK = 100;

/
AR R A R R R R R R R R R R R R R R R R
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* Global variables

SO 0 i i A
privatestaticbool _isConnected; // signals whether socket connection is active or notprivatestaticSo
cket socket; // object used for socket connection to TCP/IP-
ServerprivatestaticIPEndPoint ipAddress; // contains IP address as entered in text fieldprivatestat
icbyte[] rcvBuffer; // receive buffer used for receiving response from TCP/IP-Serverpublic Forml ()

InitializeComponent () ;

privatevoid Forml Load(object sender, EventArgs e)

{
_rcvBuffer = newbyte[RCVBUFFERSIZE] ;

/
FOREAAR AR AR AR A RS EAREA RS FAREARS A ARSI RFFRS IR FRS IR AR FA ARSI FFRS IR FFRSFASS
* Prepare GUI
FORARE AR AR R R R R R R R R R R R R R R R R R R R R R R~/
cmd send.Enabled = false;
cmd_enable.Enabled = true;
cmd_disable.Enabled = false;
rtb_rcvMsg.Enabled = false;
rtb_sendMsg.Enabled = false;
rtb_statMsg.Enabled = false;
txt host.Text = DEFAULTIP;
txt port.Text = DEFAULTPORT;

timerl.Enabled = false;
timerl.Interval = TIMERTICK;
_isConnected = false;

}

privatevoid cmd enable Click(object sender, EventArgs e)
{
/
X OHAHE A A A R A A R R R R R R R R
* Parse IP address in text field, start background timer and prepare GUI

AR AR AR AR AR R A R R R R R R R R R R R R R R R R R R R R </
{

try

_1pAddress = newIPEndPoint (IPAddress.Parse (txt host.Text), Convert.ToInt32 (txt port.Text));
timerl.Enabled = true;

cmd_enable.Enabled = false;

cmd _disable.Enabled = true;

rtb_sendMsg.Enabled = true;

cmd send.Enabled = true;

txt host.Enabled = false;
txt port.Enabled = false;
rtb sendMsg.Focus () ;
}
catch (Exception ex)
{
MessageBox.Show ("Could not parse entered IP address. Please check spelling and retry. " + ex

/
XORHAA AR AR AR A A A R

* Timer periodically checks for connection to TCP/IP-
Server and reestablishes if not connected

* AR AR A AR AR A AR AR AR AR R AR R AR R A AR AR AR AR A </
privatevoid timerl Tick(object sender, EventArgs e)

if (! isConnected)

connect () ;
}

privatevoid connect ()

{
/
*ORAH AR R R R R R R R R A R R R R R R R R R R

* Connect to TCP/IP-Server using the IP address specified in the text field
RO 0 i i A

{

try

_socket = newSocket (AddressFamily.InterNetwork, SocketType.Stream, ProtocolType.IP);
_socket.Connect (_ipAddress) ;
isConnected = true;

1If (_socket.Connected)

rtb statMsg.AppendText (DateTime.Now.ToString() + ": Connectection to host established!\n");
else

rtb statMsg.AppendText (DateTime.Now.ToString() + ": A connection to the host could not be e

stablished!\n") ;
}

catch (Exception ex)

{
MessageBox.Show ("An error occured while establishing a connection to the server: " + ex);
}

privatevoid cmd send Click(object sender, EventArgs e)

/
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FORHHH A AR R R R

* Read message from text field and prepare send buffer, which is a byte[] array. The last

* character in the buffer needs to be a termination character, so that the TCP/IP-
Server knows

* when the TCP stream ends. In this case, the termination character is '0'.

* O fEHE AR AR AR R A R AR R R A R R A R R R A R R A R R R R A R R </
ASCIIEncoding enc = newASCIIEncoding () ;

byte[] tempBuffer = enc.GetBytes (rtb sendMsg.Text);

byte[] sendBuffer = newbyte[tempBuffer.Length + 1];

for (int i = 0; i < tempBuffer.Length; i++)

sendBuffer[i] = tempBuffer[i];
sendBuffer[tempBuffer.Length] = 0;

/
R ER A R R R
* Send buffer content via TCP/IP connection

SO A

try
{
int send = _socket.Send(sendBuffer) ;
if (send == 0)
thrownewException () ;
else

{
/
oA R R R R R R R R R

* As the TCP/IP-
Server returns a message, receive this message and store content in receive buffer.
* When message receive is complete, show the received message in text field.
B 5

# */
rtb statMsg.AppendText (DateTime.Now.ToString() + ": Message successfully sent!\n");
IAsyncResult asynRes = _socket.BeginReceive(_rcvBuffer, 0, 256, SocketFlags.None, null, nul
1);
if (asynRes.AsyncWaitHandle.WaitOne())
{
int res = socket.EndReceive (asynRes);
char[] resChars = newchar[res + 1];

Decoder d = Encoding.UTF8.GetDecoder () ;
int charLength = d.GetChars( rcvBuffer, 0, res, resChars, 0, true);
String result = newString(resChars);
rtb rcvMsg.AppendText ("\n" + DateTime.Now.ToString() + ": " + result);
rtb sendMsg.Clear();

}

}

}

catch (Exception ex)

MessageBox.Show ("An error occured while sending the message: " + ex);
}
}

privatevoid cmd disable Click(object sender, EventArgs e)

{
/
R R R R R R R R R R R R R

* Disconnect from TCP/IP-Server, stop the timer and prepare GUI
XORH R R R R R R R R R R R R R R
timerl.Enabled = false;
_socket.Disconnect (true);
if (!_socket.Connected)
{
_isConnected = false;
cmd _disable.Enabled = false;
cmd_enable.Enabled = true;
txt host.Enabled = true;
txt port.Enabled = true;
rtb sendMsg.Enabled = false;
cmd_send.Enabled = false;
rtb statMsg.AppendText (DateTime.Now.ToString() + ": Connectection to host closed!\n") ;
rtb rcvMsg.Clear();
rtb statMsg.Clear();

6.1.2 Sample02 : “Echo” & F in/BR$5 8%

KRFISERER TcSocketHelper.Lib BYKEL, ZREINEEMEI Tc2_Teplp EF. ZnBfIBRTHNEETE
SocketHelper FEERIEIE F i/ AR5 28 PLC R A ER

P ImaAIEiEIRS 2R A M & X NIX FR/T & (sToServer), IRSBB/BAIFZF R RRIT AR [EILEE F I
(sFromServer),
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Solution Explorer

; Solution TwinCAT Project22' (1 project)
4[5 TwinCAT Project22

> @l sYSTEM
MOTION
PLC
2 Add Mew fem... Ctrl+Shift+A SAFETY
5] Add Existing Item... Shift+Alt+A Ce+
Add Project from Source Control.., Vo
4 Paste Ctrl+V

Paste with Links

% Import PLCopenXML...

REER
 TwinCAT 3 Build 3093 S{E = A
« TwinCAT 3 LhRE4A {4 TF6310 TCP/IP

- MREA 2 aHBENHITATAE (18K 1 8RS8 , WEEE 2 aitBENLERENREAN
TF6310

- WNRMFER 1 BIHENITRE], 50, B HEMNRS 22 5E1TE 2 NARER PLC Runtime B, N5X#
“ PLC Runtime #HBEEFARESHIETT.

WMETH
https://github.com/Beckhoff/TF6310 Samples/tree/master/PLC/TCP/Sample02

MEER

PR RAIRERNBRINGEESIREINT:
- PLCEPIGNARER. EfEiRS 23050 1P #isk: 200,  “127.0.0.17
« PLC RSS2 TR AHhBRSS 2849 IAD IP tukik: 200, “127.0.0.17

21 2 57FEK PC_ EMAE P iniAkSS BN AR, SIUEN A RO IP ik,

A, BHAUEE—BEN EBARIAMENSE P iEFRSE 26, A iR iENARRRMEEIE—
PLC Runtime &4+, RS 2N BIEFMEFEIZE 1 PLC Runtime R4,

PLCIBRAIBITARUT2REE/ EERE,

BE & R

PLCPRJ_MAX_CONNECTIONS 5 RE28 - BERIHHRAEEN. 1 MRZFAISZEINE
PIREIEE, 1 MNEFPHE—XEEES 1 MRSSEL
EHE,

PLCPRJ_SERVER_RESPONSE_TIM|T#10s RS 28N A% P ik A XM B R I IEIR Y 8] (RBAYBY

EOUT ial) o

PLCPRJ_CLIENT_SEND_CYCLE_TI|T#1s B P iRAARS B AIEEIR (TX) FrikiBrE ERRTE],

ME

PLCPRJ_RECEIVER_POLLING_CY |T#200ms B P inok RS 230 1HEWELIRE (RX) PRk HERY B HRRTIE],

CLE_TIME

PLCPRJ_BUFFER_SIZE 10000 RX/TX BB R AR ZRE HFX K/,

PLC RAIE X FHER LT AERHEIRAT:
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FRIRTCED 1] R

PLCPRJ_ERROR_RECEIVE_BUFFE |16#8101 R EWE P X IR & .

R_OVERFLOW

PLCPRJ_ERROR_SEND_BUFFER_ |16#8102 REBEIXEPXIREHE

OVERFLOW

PLCPRJ_ERROR_RESPONSE_TIM |16#8103 AR 53 28 7245 EB AT AT [B] A R A& 1X M N o
EOUT

PLCPRJ_ERROR_INVALID_FRAME |16#8104 IRXBRARERH (K. HIEFTEIRSE
_FORMAT

B ImMIRS 2N ATER (FB_ServerApplication. FB_ClientApplication) LUINEERMIFZR =M. Ak, N
REFMEZET R ELF.

6.1.3 Sample03 : “Echo” & F in/fR$588

R FERE TcSocketHelper.Lib BYREL, ZEREINEEMEI Tc2_Tcplp EH. ZnflBTHNERETR
SocketHelper FER#BIE Fin/ARS528 PLC M ARZF.

B inAITieiR S 2R A B & X MR F T &8 (sToServer), BRBBEFEZFHREREIAOIMIREIL T Fif
(sFromServer), Znfil5 Sample02 WX FITETF, IRBSBRZAEIL 5 MEE, BERIENBERF&RZEREE
S5AMEPImEE, BPNEMESSIRS S EILIER,

Solution Explorer

; Solution TwinCAT Project22' (1 project)
4[5 TwinCAT Project22

(@ svsTEM

MOTION

PLC

Add New Item... Ctrl+Shift+ A SAFETY
Add Existing Item... Shift+Alt+A Ce+
o

Add Project from Source Control..,

4 Paste Ctrl+V
Paste with Links

% Import PLCopenXML...

REER
 TwinCAT 3 Build 3093 S E = A2
« TwinCAT 3 ThaeA {4 TF6310 TCP/IP

- IR 2 aHBENRITARE (1 aFFmN 1 8kS5E) , WRERE 2 airtBEIl LA
TF6310

- WNRFER 1 BIFENITRE], 50, B HEMNRS 232 5E1TE 2 NARER PLC Runtime B, N5X#
> PLC Runtime #HEEARNESHIETT

WMETH
https://github.com/Beckhoff/TF6310 Samples/tree/master/PLC/TCP/Sample03

MEER
RGP ERNINEEIRENT:
« PLCEFPImNAER: miEiRs328A90m 40 IP #tuiik: 200, “127.0.0.17
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- PLC R38N FATER: ZNHiARSS28MVUROIAN IP #thhik: 200,  “127.0.0.17
7 2 ARER PC EMIRE P inMARS BN AIERF, BIENERIRON 1P ik,

M, B UERE—HEN EARAENRE P MRS SR0, HERRERIRNAEFMEEIE—1
PLC Runtime 4, RSN AIZFMHEEIE =1 PLC Runtime R4,

PLCTERAINITHEUTEETE/EE8RTE,

RE =} R
PLCPRJ_MAX_CONNECTIONS |5 fRS5e8->E PIRHIRAEER. 1 MRSHEISSTE
PIREILER, 1 M EFE—RREES 1 MRSEREIL

EE,
PLCPRJ_SERVER_RESPONSE_TIM|T#10s AR 53 28N A% i A& X M B R K IEIR Y 8] (B A BY
EOUT iEl) o
PLCPRJ_CLIENT_SEND_CYCLE_TI|T#1s B igAARS B AIFEIR (TX) FrikiBrE 2R a],

ME

PLCPRJ_RECEIVER_POLLING_CY |T#200ms E P inay RS 23 IFIEWEEE (RX) PRHERY B HARYE],
CLE_TIME

PLCPRJ_BUFFER_SIZE 10000 RX/TX HUIBRI R AR EZBE FX A/
PLC RBIE X HER U TRERE IR :

IR 11 R
PLCPRJ_ERROR_RECEIVE_BUFFE |16#8101 AEREWE X IR S E o
R_OVERFLOW

PLCPRJ_ERROR_SEND_BUFFER_ |16#8102 REEIEEHPX IR ST H
OVERFLOW

PLCPRJ_ERROR_RESPONSE_TIM |16#8103 AR 5% 28 1E s ERE AT BY (8] A AR & IX MR o
EOUT

PLCPRJ_ERROR_INVALID FRAME |16#8104 IRXAEXARER (K. BUEFETHEIRS) o
_FORMAT

B P inHIRS 23N ATER (FB_ServerApplication. FB_ClientApplication) IAThAEIREVFZNSCEL, Ak, [
RiEFFERE T Uk EZF1.

6.1.4 Sample04 : i $IEIEITHR

KRFISERER TcSocketHelper.Lib BYR 2L, ZEEINEEMEI Tc2_Teplp EH. ZnfIBRTHNEETE
SocketHelper FER#HE Fim/ARS528 PLC AR,

TR BIRE T BT R HESIENE P - lRSBNARER. AEESR—MEREERAN. EXEMNE
BRGR B T # HI SRR E A it E 28 S TE AP R o

T FIEIRAVEEMIE PLC 454 ST_ApplicationBinaryData X, Z#HIEIBEBMEMCKE—FHEH. —i#
S LRI SEFITER P ERFRA toServer. fromServer, EARSZ2REHNIFRS toClient. fromClient,

&P In RS 2R In S AR R RIER 2T, MiniEMERAT T2 —H.
ZEHHAR/NASFEIWA FIFO EAXHNRATE, BAZAXKKX/NHEERE X

ARS323THRERTETNREIR FB_ServerApplication K, ME FiwInEENITELNRELR FB_ClientApplication HASE
Mo

ERESRIIR, FRRRERMERARSSEAIE " HEISWIEIE, HSFHRS[HMN, RSFFEE—E
HEABHERDER iR,

MRFBBRFEINEE, NATAENEXTNEEIR FB_ServerApplication #1 FB_ClientApplication,

TF6310 hRzs: 1.5.2 77



1| TCP BECKHOFF

Solution Explorer

; Solution TwinCAT Project22' (1 project)
4[5 TwinCAT Project22
> @l sYSTEM
MOTION
PLC

Add New tem... Ctrl+ Shift+A SAFETY
Add Existing Item... Shift+Alt+A Ce+
o

Add Project from Source Control..,

4 Paste Ctrl+V
Paste with Links

% Import PLCopenXML...

REER
 TwinCAT 3 Build 3093 S{E = A
« TwinCAT 3 LhRE4A {4 TF6310 TCP/IP

- MREA 2 aHBENHITATAE (18K 1 8RS8 , WEEE 2 aitBENLERENREAN
TF6310

- WNRMFER 1 BIHENITRE], 50, B HEMNRS 22 5E1TE 2 NARER PLC Runtime B, N5X#
“ PLC Runtime #HBEEFARESHIETT.

WMETH
https://github.com/Beckhoff/TF6310 Samples/tree/master/PLC/TCP/Sample04

MEER

PR RAIRERNBRINGEESIREINT:
- PLCEPIGNARER. EfEiRS 23050 1P #isk: 200,  “127.0.0.17
« PLC RSS2 TR AHhBRSS 2849 IAD IP tukik: 200, “127.0.0.17

21 2 57FEK PC_ EMAE P iniAkSS BN AR, SIUEN A RO IP ik,

A, BHAUEE—BEN EBARIAMENSE P iEFRSE 26, A iR iENARRRMEEIE—
PLC Runtime &4+, RS 2N BIEFMEFEIZE 1 PLC Runtime R4,

PLCIBRAIBITARUT2REE/ EERE,

BE & R

PLCPRJ_MAX_CONNECTIONS 5 REZEE->F P IRINREEH. 1 M REBBUISZEINE
PIREIEE, 1 MNEFPHE—XEEES 1 MRSSEL
EHE,

PLCPRJ_SERVER_RESPONSE_TIM|T#10s RS 28N A% P ik A XM B R I IEIR Y 8] (RBAYBY

EOUT ial) o

PLCPRJ_CLIENT_SEND_CYCLE_TI|T#1s B P iRAARS B AIEEIR (TX) FrikiBrE ERRTE],

ME

PLCPRJ_RECEIVER_POLLING_CY |T#200ms B P inok RS 230 1HEWELIRE (RX) PRk HERY B HRRTIE],

CLE_TIME

PLCPRJ_BUFFER_SIZE 10000 RX/TX BB R AR ZRE HFX K/,

PLC RAIE X FHER LT AERHEIRAT:
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FRIRTCED 1] R

PLCPRJ_ERROR_RECEIVE_BUFFE |16#8101 R EWE P X IR & .

R_OVERFLOW

PLCPRJ_ERROR_SEND_BUFFER_ |16#8102 REBEIXEPXIREHE

OVERFLOW

PLCPRJ_ERROR_RESPONSE_TIM |16#8103 AR 53 28 7245 EB AT AT [B] A R A& 1X M N o
EOUT

PLCPRJ_ERROR_INVALID_FRAME |16#8104 IRXBRARERH (K. HIEFTEIRSE
_FORMAT

B ImMIRS 2N ATER (FB_ServerApplication. FB_ClientApplication) LUINEERMIFZR =M. Ak, N
REFMEZET R ELF.

6.1.5 Sample05 : —HFIBERR

R FERE TcSocketHelper.Lib BYREL, ZEREINEEMEI Tc2_Tcplp EH. ZnflBTHNERETR
SocketHelper FEREHIE Fin/ARSS 28 PLC LA,

TR lRM T BT THBISIEN R P - IRSBNAREF. AEXRM—IMERENTREANN. BREME
RSO — B SR K E A MU SR R TE IR R

T FIEIRAVEEMIE PLC 4549 ST_ApplicationBinaryData EX. Z#HIEIBEBMENICKE—FHEH. —i#
H 4B IS BITE R P IEFR A toServer. fromServer, 7ERRSZ2RIHMIFRA toClient. fromClient,

&P IRMERS 2SR IRAVE R RRRI RIER BEH TR, MiRHEMERLMTE K.
LEMPRNAEFEIWRE FIFO EFXHRATE, RARTERDHEEEN.

ARS523TNRERTETNREIR FB_ServerApplication ARSEIl, M&EFimLhEENI7ELNAER FB_ClientApplication #RSE
Mo

EIESSIR, BPins ARMEARSS S AIX THBISHEVEIE, HFEFRSSENME, RSHESER—E
SEABHEROERF iR,

MRFBREINRE, WHIIEREERThEELR FB_ServerApplication # FB_ClientApplication,

&5 Sample04 WXFIETF, RSB[BESARIL 5 NEE, TRHENAREFRSHHE 5 MEFIHEF.
B RAIM SRS B[BEILER,

Solution Explorer

Q Solution TwinCAT Project22' (1 project)
4[5 TwinCAT Project22

- | SYSTEM
MOTION
PLC
232 Add New Item... Ctrl+Shift+A o SAFETY
22 Add Existing Herm... Shift+Alt+A C++
Add Project from Source Control... Vo
1y Paste Ctrl+V

Paste with Links
% Import PLCopenXML...

REER
+ TwinCAT 3 Build 3093 & = A4~
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+ TwinCAT 3 ThaeZA 4 TF6310 TCP/IP

- WRER 2 aHBENRITEATRA (1 aFFEN 1 8RS8 , WHEEE 2 itBI ERERAN
TF6310

- MREA 1 aHBEHRITRA, i, R HMRSED5EITE 2 D ARER PLC Runtime &7, MXF
™ PLC Runtime #EBERERIES FiE1T.

B T#
https://github.com/Beckhoff/TF6310_Samples/tree/master/PLC/TCP/Sample05

=R

ERROIPERIRIABEIRENT:
« PLCEFImNAERF: ZizARs5288R A0 1P #itk: 200, “127.0.0.17
-+ PLC ARS8 AR AHbBRSS28AVIROIAN IP k. 200, “127.0.0.17

7% 2 BRER PC LMIAE P imMARS BN A2, BIENARIRON IP ik,

PAM, SRR UERE—TBEN LARAENRE P inMRSSER0, HEEREPRENAREFMERE -
PLC Runtime &4/, KRS [N AEFMEEIFE =1 PLC Runtime RFH,

PLCHIERBIBITABRUT2REE/FERE,.

BE 1] R

PLCPRJ_MAX_CONNECTIONS 5 REEEB>FE P IRNRKEEN, 1 M RES[BAUSZIER
MRERIEE, 1 M NRPE—AREES 1 MRBREE
%,

PLCPRJ_SERVER_RESPONSE_TIM|T#10s RSZ 23N ME P im & IXMm L BRI EIRAY 8] (GEERYAY

EOUT i8) o

PLCPRJ_CLIENT_SEND_CYCLE_TI|T#1s E P iRMEARSS 28 KX HUE (TX) FrkIERY B HARTE],

ME

PLCPRJ_RECEIVER_POLLING_CY |T#200ms E P ina RS 20 IFIEWEE (RX) FRHERY B HARY 8],

CLE_TIME

PLCPRJ_BUFFER_SIZE 10000 RX/TX #IBRI R ARIBRE X K/,

PLC RBIE X FHER L TR E IR :

iR 11 R

PLCPRJ_ERROR_RECEIVE_BUFFE |16#8101 REpEWRE P XIRE E o

R_OVERFLOW

PLCPRJ_ERROR_SEND_BUFFER_ |16#8102 RE R IXE X IRE EHo

OVERFLOW

PLCPRJ_ERROR_RESPONSE_TIM |16#8103 AR5 21T IEE B BRI AR & IXMM AL
EOUT

PLCPRJ_ERROR_INVALID FRAME |16#8104 IRXAEXAER (K. BIEFTHHEIRSE)
_FORMAT

B imMARS 23N FATEF (FB_ServerApplication. FB_ClientApplication) BINEEREIFZ RS, Ak, N
BIEFFEET R E L5k,

6.1.6 Sample06 : EF TLS H“Echo” & Fin/fRSEEF ( EARER ).

TARGIEDR L Sample0l AEM, BTT “Echo” BFiH/RSZBAKNTRGIEM, B iHERE—EE
(nEt) mARSW/ARIE 1 NURFRFHR, TERS[IIF[UFAFHELEIZF i,

5 Sample0l FREINZE, ARGIPHBEEZESED TLS 5 FH/RSH[IHEHRBEREN, IEBHTE
FREINE, BAHEAF IR,
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B=2, 2NRBISEFR_EIRBE T IhEER FB_TlsSocketConnect [ 34]. FB_TlsSocketCreate [ 37].
FB_TlsSocketListen [» 36]. FB_TlsSocketAddCa [» 38]. FB_TIsSocketAddCrl [» 39] #1
FB_TlsSocketSetCert [ 39] BUER 5 7E. XLETNREIRERMENMERM T Sample0l A& imFIARSS 23~ F18Y
RSV,

WMETH
https://github.com/Beckhoff/TF6310 Samples/tree/master/PLC/TCP/Sample06

6.1.7 Sample07 : EF TLS-PSK H“Echo” & Fim/fRS88 ( EA4ER )

TARGIEZRLEL Sample0l AEGA, BRT “Echo” BFIH/IRSBEALKIRAILIM. B IHESHR—EMIE
(WEF) MRSSHRLE 1M FHFSR, ZERSSSBEFHFREARRF i

5 Sample0l REME, ARGIRNBEEEZESBIHFEMEZEH (PSK) BY TLS I1ZEH,.

B=2, ARFISERR %A T IhaEER FB_TlsSocketConnect [» 34]. FB_TlsSocketCreate [P 37].

FB_TlsSocketListen [» 36] 1 FB_TlsSocketSetPsk [» 40] B9 ATE, XLEETHREIRERFER tEERL R T
Sample01 FE P iRFIARSS 23R HIFSRSHH,

B T#
https://github.com/Beckhoff/TF6310 Samples/tree/master/PLC/TCP/Sample07

6.2 UDP

6.2.1 Sample01 : RN REE

6.2.1.1 Bk

TARGIRRNEIMNEE PLC PEME R R RN AIEF. ZRFIE2 2 PLCHE (PeerA# PeerB) ,
MUK 1 AN ERF RIS Ria1TRY NET NATERF. i mX RN ARRFEH TR RN RiEF &N F 5T
#, FANZERERNRIEFEZEEFNS. BRENFHESERTEEMTENERRESETR. BRIEES
FXREBERHBEXZTA

REER
« TwinCAT 3 Build 3093 S{ & S hiZs
- TwinCAT 3 Thae4A 14 TF6310 TCP/IP
- MREAFWSITENRITRO, WEBEERSITEN LREINEEA M TF6310

- MNBRER—EITENFERITRA, FIEERNMHRIZA PLC Runtime F9 315517 Peer A #1 Peer B, NMIX
N PLC Runtime EBEARRIMNESFIETT

« B1T .NET =1 Fim 25 .NET Framework 4.0
WMETH
XA PLCIRENES RIUDIZZBE NN IP tUtEcE EBFAFRRE,
https://github.com/Beckhoff/TF6310 Samples/tree/master/PLC/UDP/Sample01

https://github.com/Beckhoff/TF6310 Samples/tree/master/C%23/SampleClientUdp

T H R

DU SEER M T RAGMIRY, thIh, BE—RXEEID TR, FHANE T 5T PLC RFEIER,
« TwinCAT &£ 5L [» 831 (Bzh PLC /R=f5l)
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- PLCIEE A B [» 84] (=3} PLC MNAHTER)
- .NET &S [» 87] (NET RIZF %)

PLC T I E KB InZhRE
PLC RAIRERT —LRE. FEMINEER, WEENBUWT:
Fifo Thieg
FUNCTION BLOCK FB Fifo
VAR INPUT
new : ST FifoEntry;
END_VAR
VAR OUTPUT

bOk : BOOL;
old : ST FifoEntry;
END VAR

XE—ME R Fifo THEER, ZINEERMER—PLFIAE “&iX Fifo” , B—PEGINBEME “tEU Fifo” .
BRIEVHEEMEE “&X Fifo” B, MZEWEIREENEMEE U Fifo 1”7 , NRERE—RIZE
(AddTail 8 RemoveHead) 312 A4 5E1R (Fifo AZEEHE®) , N bOk HHTES15 4 FALSE,

Fifo B LA THMAHR:

TYPE ST FifoEntry :
STRUCT
sRemoteHost : STRING(15); (* Remote address. String containing an (Ipv4) Internet Protocol dotte
d address. *)
nRemotePort : UDINT; (* Remote Internet Protocol (IP) port. *)
msg : STRING; (* Udp packet data *)
END STRUCT
END_TYPE

LogError %X

FUNCTION LogError : DINT

LOGERROR

—msg  STRIMGED) LogError: DINT—
—nErrld . DWWORD

ZEBBHEERABIEESNMERANBSE (ZFHEER) P. 0T eREE
bLogDebugMessages % & /9 TRUE,

LogMessage &%}

FUNCTION LogMessage : DINT

LOGMESSAGE

—msg : STRIMG{E0) Loghessage : DIMTR—
—hSocket: T_HSOCKET

ﬁD%EQZHF"JZS'éIﬂ%?E’JE?%—?—, MZERHRERIRERFNAS (FHEER) PENER. SIERK2/E
£ bLogDebugMessages i &7 TRUE,

SCODE_CODE &4

FUNCTION SCODE_CODE : DWORD

SCODE_CODE

sc UDINT SCODE_CODE : DWORDI—

ZERESR Win32 $RABRIRIE 16 (s TR, AREREXLEATL,

82 hRzs: 1.5.2 TF6310



BECKHOFF 41| UDP

6.2.1.2 TwinCAT £ 50

PLC ;=fBILA TwinCAT 3 PLC TN B XHHIFZ IR M. R PLC E S TwinCAT XAE, BREZECIEHN
TwinCAT 3 Solution (BER75Z) o AARTE PLC TTRRY L TFICEREFERE Add Existing Item (GRINEIBR
B) &<, HEITARMNEERERS THIRAIXMG (PLC3xTBEEEX M (*.tpzip)) FAXMHEE, #
INEERS, WK PLC BB ARIE Solution (BBRFAGZ) Ho

Solution Explorer

; Solution TwinCAT Project22' (1 project)
4[5 TwinCAT Project22

>l SYSTEM
MOTION
PLC
i) Add New Item... Ctrl+ Shift+A SAFETY
22 Add Existing Herm... Shift+Alt+A C++
Add Project from Source Control... Vo
1y Paste Ctrl+V

Paste with Links
% Import PLCopenML...

BohrBIEE 2 8it8Hl.. B, WAILTE 1 @B LA 2 # Runtime RZEHITIIR. S8 @E M EHEO
S0 IP it pyE EATUHITHRNER.
2 AitENEERGI:

- IRFATEATEARM PC £, HIP#HEA “10.1.128.217

- IXE B EMUEIZZE PC L, HIP#EA “172.16.6.195”

"EA
BRITUTEE, EI&E A LRERG:

« 1 TwinCAT XAE FREIZHFTEY TWIinCAT 3R AR, HE|NEE AN 2X= PLCINA,

« ¥ POU MAIN H 9% 2 REMOTE_HOST_IP I§B NI RS (8% B - R RGIEA
“10.1.128.” ) HIESE IP Hhik,

- BUEESE, BE)PLC Runtime, (RESIZA TF6310 TCP/IP RIEEIEAN)
RE B
Fi%%& B L RE RGNS BN T:

* £ TwinCAT XAE FRElIZ3#HY TwinCAT 3 /R %R, HSNIRE BHIRM = PLCIE,

+ & POU MAIN 18y REMOTE_HOST_IP BEIFENigE A BISKER IP it (FEFAIBRGIH A
“10.1.128.217 )

- BEEE, B PLC Runtime, (FEICIERIA TF6310 TCP/IP %)
- ERPLCIE{THY, £ POU “MAIN” &35 Boolean Z& bSendOnceToRemote i&4 TRUE,
- FEEIEEA LSHIEEE, WMERIUEISSE A LESPE, MEIRE B ELNiZaHIEEE,
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e -

TwinCAT_Projectl7.PeerToPeerA.MAIN

Expression Type Value Prepared value Comment
@ LOCAL_HOST_IP STRING(15)
@ LOCAL_HOST_PORT UDINT 1001
# REMOTE_HOST_IP STRING(15) 3.1.123.30' e e =)
@ REMOTE_HOST_PORT UDINT G 1o

+ @ fbSocketCloseal FB_SocketCloseall N
# bCloseal BO0L FALSE ) RECEIVED from: 10.1.128 30, Port: 1001, msg: Hello rermote host!

+ @ fbPeerToPeer FE_PeerToPeer

+ @ sendFifo FB_Fifo

+ @ receiveFifo FB_Fifo 0K

+ @ sendToEntry ST_FifoEntry

+ @ entryReceivedFrom ST_FifoEntry . ’
@ tmp STRING 'RECEIVED from: 10.1.128.30, Port: 1001, msg: %s’
@ bSendOnceToltself BOOL FALSE
@ bSendOnceToRemote BOOL FALSE

6.2.1.3 PLCig& AN B

FrEEINRE B EEE1EThAEIR FB_PeerToPeer i, B MBS EEERFER 1 4> FB_PeerToPeer IhaEIRfl, IhEE
RiBZ bEnable INBH_EFHEHECE. Y UDP BIEEFITH, FREHERH, EiEFitibh@dT s
sLocalHost #1 nLocalPort 87, TFEAELEEIERIRHXAERET, FRAXENEIEEISIA (VAR_IN_OUT)
2T = sendFifo (FHIEITIEFR, ZWEIREUIBREMEEZ £ receiveFifo .

B ERAME iR

g_sTclpConnSvrAddr " TwinCAT TCP/IP Connection Server FYM£&tsit, 2X
IME: TFRER (BRSBBEMELRMPC L)

bLogDebugMessages TRUE BR/ZABEESENRERKBTHIINEE,;

PLCPRJ_ERROR_SENDFIFO_OVE |16#8103 REIMBEEIRARE:  “&iX Fifo” B

RFLOW

PLCPRJ_ERROR_RECFIFO_OVERF |16#8104 B sRAERE:  “Ei Fifo” B,

LOW

FUNCTION_BLOCK FB_PeerToPeer
FB_FPeerToPeer

—sLocalHost hCreated—
—nLocalFPort hBUsy—
—hEnahle hError—
—sendFifo = nErtld—

receiveFifo &

BN
VAR IN OUT
“sendFifo : FB Fifo;

receiveFifo : FB Fifo;

END VAR -

VAR_INPUT
sLocalHost : STRING(15);
nLocalPort : UDINT;
bEnable : BOOL;

END VAR

VAR OUTPUT
bCreated : BOOL;
bBusy : BOOL;
bError : BOOL;
nErrId : UDINT;

END VAR

VAR
fbCreate : FB_SocketUdpCreate;
fbClose : FB_SocketClose;
fbReceiveFrom : FB SocketUdpReceiveFrom;
fbSendTo : FB_SocketUdpSendTo;
hSocket : T _HSOCKET;
eStep : E ClientServerSteps;
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sendTo : ST FifoEntry;
receivedFrom : ST FifoEntry;
END VAR
o]
XiE

CASE eStep OF
UDP STATE IDLE:
" IF bEnable XOR bCreated THEN
bBusy := TRUE;

bError FALSE;
nErrid := 0;
IF bEnable THEN

eStep := UDP_STATE CREATE START;
ELSE

eStep := UDP STATE CLOSE START;
END IF - - B

ELSIF bCreated THEN

sendFifo.RemoveHead ( old => sendTo );

IF sendFifo.bOk THEN

eStep := UDP STATE SEND START;

ELSE (* empty *)

eStep := UDP_STATE RECEIVE START;

END IF
ELSE

bBusy := FALSE;
END IF

UDP STATE CREATE START:
fbCreate ( bExecute := FALSE );

fbCreate ( sSrvNetId:= g sTcIpConnSvrAddr,

sLocalHost:= sLocalHost,
nLocalPort:= nLocalPort,
bExecute:= TRUE ) ;
eStep := UDP_STATE CREATE WAIT;

UDP_STATE CREATE WAIT:
fbCreate ( bExecute := FALSE );
IF NOT fbCreate.bBusy THEN
IF NOT fbCreate.bError THEN
bCreated := TRUE;
hSocket := fbCreate.hSocket;
eStep := UDP STATE IDLE;

LogMessage ( "Socket opened (UDP)!', hSocket );

ELSE
LogError ( 'FB SocketUdpCreate'
nErrId := fbCreate.nErrld;
eStep := UDP STATE ERROR;

END IF - -

END IF

UDP_STATE SEND_START:
fbSendTo ( bExecute := FALSE );

’

fbCreate.nErrId );

fbSendTo ( sSrvNetId:=g sTcIpConnSvrAddr,

sRemoteHost := sendTo.sRemoteHost,

nRemotePort := sendTo.nRemotePort,

hSocket:= hSocket,
pSrc:= ADR( sendTo.msg ),

cbLen:= LEN( sendTo.msg ) + 1, (* include
bExecute:= TRUE ) ;
eStep := UDP_STATE SEND WAIT;

UDP_STATE SEND WAIT:
fbSendTo ( bExecute := FALSE );
IF NOT fbSendTo.bBusy THEN
IF NOT fbSendTo.bError THEN

eStep := UDP STATE RECEIVE START;
ELSE - - -
LogError( 'FB SocketSendTo (UDP)', fbSendTo.nErrId );
nErrId := fbSendTo.nErrId;
eStep := UDP STATE ERROR;
END IF - -

END IF

UDP_STATE RECEIVE START:

MEMSET ( ADR( receivedFrom ), 0, SIZEOF (

fbReceiveFrom( bExecute := FALSE );

receivedFrom ) );

fbReceiveFrom( sSrvNetId:=g sTcIpConnSvrAddr,

hSocket:= hSocket,

pDest:= ADR( receivedFrom.msg ),

cblen:= SIZEOF( receivedFrom.msg ) - 1, (*without string

bExecute:= TRUE ) ;
eStep := UDP_STATE RECEIVE WAIT;

UDP_STATE RECEIVE WAIT:
fbReceiveFrom( bExecute := FALSE );
IF NOT fbReceiveFrom.bBusy THEN
IF NOT fbReceiveFrom.bError THEN
IF fbReceiveFrom.nRecBytes > 0
receivedFrom.nRemotePort :
receivedFrom.sRemoteHost
receiveFifo.AddTail ( new :
IF NOT receiveFifo.bOk THE

THEN
fbReceiveFrom.nRemotePort;
fbReceiveFrom.sRemoteHost;
receivedFrom ) ;

(* Check for fifo overflow *)

the end delimiter *)

delimiter *)

TF6310 hrZs: 1.5.2
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LogError ( 'Receive fifo overflow!', PLCPRJ ERROR RECFIFO OVERFLOW ) ;
END IF B B B
END IF
eStep := UDP STATE IDLE;
ELSIF fbReceiveFrom.nErrId = 16#80072746 THEN
LogError ( 'The connection is reset by remote side.', fbReceiveFrom.nErrId );
eStep := UDP_STATE IDLE;
ELSE
LogError ( 'FB SocketUdpReceiveFrom (UDP client/server)', fbReceiveFrom.nErrId );
nErrId := fbReceiveFrom.nErrId;
eStep := UDP STATE ERROR;
END IF - -
END IF

UDP_STATE CLOSE START:
fbClose ( bExecute FALSE ) ;
fbClose ( sSrvNetId:= g sTcIpConnSvrAddr,
hSocket:= hSocket,
bExecute:= TRUE ) ;
eStep := UDP_STATE CLOSE WAIT;

UDP_STATE CLOSE WAIT:
fbClose ( bExecute := FALSE );
IF NOT fbClose.bBusy THEN
LogMessage ( 'Socket closed
bCreated FALSE;
MEMSET ( ADR (hSocket),
IF fbClose.bError THEN

(UDP) !', hSocket );

0, SIZEOF (hSocket)):;

LogError( 'FB SocketClose (UDP)', fbClose.nErrId );
nErrId := fbClose.nErrld;
eStep := UDP STATE ERROR;
ELSE - -
bBusy := FALSE;
bError := FALSE;
nErrId := 0;
eStep := UDP_STATE IDLE;
END IF
END IF
UDP STATE ERROR: (* Error step ¥*)
" bError := TRUE;
IF bCreated THEN
eStep := UDP STATE CLOSE START;
ELSE - - -
bBusy := FALSE;
eStep := UDP_STATE IDLE;
END IF
END CASE
MAIN 2/

BFETHE PLC E1l/F, HAXAZEFTANERETF, 72 PLC Bohidigd, ali@diEA FB_SocketCloseAll
[» 23] THAEMRAYSEFISRSEIN, 405 bSendOnceToltself 8 bSendOnceToRemote TEZ —HIM EFE, s
ERERM Fifo REFFEMHEE “&iX Fifo” 1, FRFIRHESM B Fifo” hiEks, HERTEBES,

PROGRAM MAIN
VAR CONSTANT
LOCAL HOST IP

STRING(15)

LOCAL HOST PORT UDINT := 1001;
REMOTE HOST IP STRING (15) := '172.16.2.209';
REMOTE HOST PORT UDINT := 1001;
END VAR -
VAR
fbSocketCloseAll FB_SocketCloseAll;
bCloseAll : BOOL := TRUE;
fbPeerToPeer FB PeerToPeer;
sendFifo FB Fifo;
receiveFifo FB Fifo;
sendToEntry ST FifoEntry;
entryReceivedFrom : ST FifoEntry;
tmp STRING;
bSendOnceTolItself BOOL;

bSendOnceToRemote
END VAR

IF bCloseAll THEN
bCloseAll FALSE;
fbSocketCloseAll (
ELSE
fbSocketCloseAll (
END IF

BOOL;

sSrvNetId:= g sTcIpConnSvrAddr, bExecute:= TRUE,

bExecute:= FALSE );

IF NOT fbSocketCloseAll.bBusy AND NOT fbSocketCloseAll.bError THEN

IF bSendOnceToRemote THEN

bSendOnceToRe!

sendToEntry.nRemotePort
sendToEntry.sRemoteHost

sendToEntry.msg
sendFifo.AddTail

FALSE;

REMOTE HOST PORT;
REMOTE HOST IP;
'Hello remote host!';
:= sendToEntry );

mote

( new

tTimeout:= T#10s

(*On PLC reset or program download close all old connections *)

)i

(* clear flag *)
(* remote host port number*)
(* remote host IP address *)
(* message text¥*);
(* add new entry to the send queue*)

86
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IF NOT sendFifo.bOk THEN (* check for fifo overflow*)
LogError ( 'Send fifo overflow!', PLCPRJ ERROR SENDFIFO OVERFLOW ) ;
END IF - - -
END IF
IF bSendOnceTolItself THEN
bSendOnceToItself := FALSE; (* clear flag *)
sendToEntry.nRemotePort := LOCAL HOST PORT; (* nRemotePort == nLocalPort => sen
d it to itself ¥*)
sendToEntry.sRemoteHost := LOCAL HOST IP; (* sRemoteHost == sLocalHost =>
send it to itself *)
sendToEntry.msg := 'Hello itself!'; (* message text*);
sendFifo.AddTail ( new := sendToEntry ); (* add new entry to the send queue*)
IF NOT sendFifo.bOk THEN (* check for fifo overflow*)
LogError( 'Send fifo overflow!', PLCPRJ ERROR SENDFIFO OVERFLOW ) ;
END IF
END IF
(* send and receive messages *)
fbPeerToPeer ( sendFifo := sendFifo, receiveFifo := receiveFifo, sLocalHost := LOCAL HOST IP, nLocal
Port := LOCAL HOST PORT, bEnable := TRUE ); B B

(* remove all received messages from receive queue *)
REPEAT
receiveFifo.RemoveHead ( old => entryReceivedFrom ) ;
IF receiveFifo.bOk THEN

tmp := CONCAT( 'RECEIVED from: ', entryReceivedFrom.sRemoteHost );
tmp := CONCAT( tmp, ', Port: ' );
tmp := CONCAT( tmp, UDINT TO STRING( entryReceivedFrom.nRemotePort ) );
tmp := CONCAT( tmp, ', msg: %s' );
ADSLOGSTR ( ADSLOG MSGTYPE HINT OR ADSLOG MSGTYPE MSGBOX, tmp, entryReceivedFrom.msg ) ;
END IF
UNTIL NOT receiveFifo.bOk
END_REPEAT
END IF
R
6.2.1.4 .NET B&fE

Zn BB RER WA PLC 3t smi&& A SEILERRRY NET BEE1EUNE. &RFI2EES PLCINHE
PeerToPeerA &5 &1E M,

TwinCAT_Project9.PeerToPeerA.MAIN

Expression Type Value Prepared value
@ LOCAL_HOST_IP STRIMG{15) '10.1.128.21" - i | = 53 |1
# LOCAL_HOST_PORT UDINT [ C JRULB Bt UDP Sample Client S
# REMOTE_HOST_IP STRING(15) 10002821 |
& REMOTE_HOST PORT UDINT @ 1002 28.06.2012 17:17:40: Hello remote host!

+ & fbSocketCloseal FB_SocketCloseal
@ bCloseall BOOL FALSE

+ @ fbPeerToPeer FB_PeerToPeer

* @ sendFifo FB_Fifo Host:  127.0.0.1 Port: 1001

+ @ receiveFifo FB_Fifa

+ & sendToEntry ST_FifoEntry Message: Send

+ @ entryReceivedFrom ST_FifaEntry
@ tmp STRING " . -
@ bSendOnceToltself BOOL FALSE
@ bSendOnceToRemote BOOL FALSE

NET =HIZFPiHe] BT A UPD ARSS88 (Asffld PLC IE PeerToPeerA) &iXEA UPD #iEE,
T&

TR E P i,

RRIE ZIP XXf4F; .exe XTITE Windows &% _EIE1T,
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THRE

Z IR Net FE System.Net #1 System.Net.Sockets k523 UDP EF i (2 UdpClient) . HERA&IE
FISIRfENRY UDP $UEERY, al@idisEini2igsEn IP it OSH ah Send (RiX) &, EFFSH
RIFFnIZIEE,
N7 BIFMIBRAS, HIEEUTIRE:

- PLCINB =3t 518 AS1T7E IP #i4E ) 10.1.128.21 B9t EA L&

- NET NBEFIE{TE IP #3159 10.1.128.30 893+ &E#H &

R

ERPIHASERIKO 11000 #17K1%, SittEN, eXsiTFZED, HFERELSBUAEEREREWRE
FHE:

LA v gl =k =

44 PLC/ C+ RAIRES, BAEI— P EZRH):
ME P i 11000 B OIEARS5 35 10000 S04 3% UDP 358, TiRS538 10000 OIS BAARNMIE R RE L)%
7o
TELATRERFH:

- EfgH: B8 1Pkt

© B0 BRSO

© SR BEAFE (P ) .

“BF 05" MIRERGAMIBLBSER RN,

- HE

TF6311 “TCP/UDP Realtime” RAVFHITAMIBES, A, HFNHER, SJLLEE “Source () ” ik
BARMMEZED, X UDP HEEENEIEF— I MWMEBSFIHEN, FES—ME ("HFRZELS")

6.2.2 Sample02 : Z&
AREIERINENST UDP & X FiE i 2B R,
= PSR S 5B 2 4% |P il E B & E—MEL T 5o
B imfARSS28H 2 > PLC ABAIEFEM, HEMEE— TwinCAT 3 fiiRAEH,
REER
 TwinCAT 3 Build 3093 S E = A2
« TwinCAT 3 ThAEZE {4 TF6310 TCP/IP 1.0.64 S{E = hR4s

- TwinCAT 3 Library Tc2_Tcplp ks 3.2.64.0 S E SR

- MRER 1 EHBENRITRA, 510, TR IENRSEESFIEITE 2 NFER/ PLC Runtime H7, MIXF
N PLC Runtime #HEEEANBRIES FIETTo

IMET#
https://github.com/Beckhoff/TF6310_Samples/tree/master/PLC/UDP/Sample02
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BECKHOFF M | OS| &AL
7 M

7.1 OSI#&EH

TXEENEE OSI 1RE, HFRZERINAR I EEMEBE, FEE, IXERMAEXRZEEANIF
Rx#4, MRARRMER,

OS!I (Open Systemslnterconnectlon ARARAER) REBIHRDBEEE, MBERFANE MG
TIREREX . B—EEHERT MEPRIZEZEEEHIREDRE. 8S—BRS5HE LRHETRERS.

OSI model
Layer Mame Example protocols
7 Application Layer HTTP, FTP, DNS, SNMP, Telnet
(1] Presentation Layer 551, TLS
5 Session Layer NetBIOS, PPTP
4 Transport Layer TCP, UDP
3 MNetwork Layer I, ARP, ICMP, IPSec
2 Data Link Layer PPP, ATM, Ethernet
1 Physical Layer Ethernet, USB, Bluetooth, IEEES02.11

Tl NRERMSEN S ESAAMIE “http://www.beckhoff.com” , MIMNEEEFAERLTMY: HTTP
—TCP—=IP— LUIAM, B2, tNRHEN “https://www.beckhoff.com” , ME&MEMY HTTP — SSL —
TCP = IP = LAAM,

TwinCAT 3 ThaELA 4 TF6310 TCP/IP BIBFF 4 LL TCP 8 UDP fE &MY BIMLRIhAE PLC 12, XH¥,
PLC IEFAFtrI I N AELHEE CHMENY, HEXBCHEEREEW, UESEEAFSHITERE.

7.2  KeepAlive BlE

TCP KeepAlive 8 2RIRXAIIIET N TCP EZE RN TFE RIS, B TwinCAT TCP/IP Server (TF6310)
1.0.47 ki, 3BMER Windows I2ER AR KeepAlive BRE, mlh@N U T EMRBEHRITIE

AT 144 B Microsoft Technet,

KeepAliveTime

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

iEsERY BE BRiAE

REG_DWORD 0x1-OXFFFFFFFF (ZF) 0x6DDDO00 (7,200,000 ZF =2 /)\
B)

iRk

RE TCP X RIER AR, TCP 2L ERERN, UMIETREZERSMATFERNRS. ZFREIER
%z%,;bﬂr']r“ TCP Eﬂ%ﬁﬁo ;:.)”lJ XL ixEFRE KeepAlivelnterval AEIRTE. BRINERT, FEEFREIR
X, TCP{R;EINRERTA Telnet FAZF T Internet H%E25 (40 Internet Explorer) BEM.

KeepAlivelnterval

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters
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SR | SEIS LD

BECKHOFF

HiEen SEE EHAE

REG_DWORD 0x1-OxFFFFFFFF (Z#) 0x3E8 (1000 ZF» =1 %)

R

G E TCP 7R BINNZ BT E 8 KX FREIRXAVAR, TCP XX FEIRN, MURIEERNEZEETNLTEN

RS, MTIBALE TCP BN B ROEIZRARR,

7.3 iR

7.3.1 IR SLHA

53 (475l X85 (&) HiRE R

0x00000000-0x00007800 |0-30720 TwinCAT &R45E5RME TwinCAT R4%KEIR (B85
»92] ADS $&iR1LHD)

0x00008000-0x000080FF

32768-33023

TwinCAT TCP/IP
Connection Server AR

sHizURT [» 90]

TwinCAT TCP/IP
Connection Server [AZB
%El*

0x80070000-0x8007FFFF

2147942400-2148007935

IR = 1 -
0x80070000 = Win32 &%

Win32 &4i581% (B3F
Windows EBIEFEi1R1%

IR £3)
ER
FRIFIR Birmgies FEMEY PLC
TwinCAT v3.1 PC. CX (x86) % CX (Arm®) Tc2_Tcplp
7.3.2 TwinCAT TCP/IP Connection Server BN 4R,
K83 (475 K3 (+# FSEE R
) &)
0x0000800| 32769 |TCPADSERROR_NOMOR |TiBIZEHERETF (FB_SocketListen
1 EENTRIES FB_SocketConnect) »
0x0000800| 32770 |TCPADSERROR_NOTFO |EiEFaiRTi (ERTF FB_SocketReceive,
2 UND FB_SocketAccept. FB_SocketSend &) .
0x0000800| 32771 |TCPADSERROR_ALREAD |$N8R Tcplp iwOMSIF2SBEE%EE, WSEIRAR
3 YEXISTS FB_SocketListen BhR[Ei%1E,
0x0000800| 32772 |TCPADSERROR_NOTCO |7£iAFA FB_SocketReceive Bt, IR EFixEEFFIEHS
4 NNECTED RS 28%E, MER[EIZ(E,
0x0000800| 32773 |TCPADSERROR_NOTLIS |%iEH FB_SocketAccept BY, MRMKIFEZEFT A4
5 TENING %, MRENZE,
0x0000800| 32774 |TCPADSERROR_HOST N | B#fr&ZAAFOIiARREZ({E,
6 OT_FOUND
0x0000808| 32896 |TCPADSERROR_TLS_INV tN8RiEFE T FB_TlsSocketAddCa.
0 ALID_STATE FB_TlsSocketAddCrl. FB_TlsSocketSetCert g,
FB_TlsSocketSetPsk, HEIJEH Connect (&%) , M
IR[EIZ(E,
0x0000808| 32897 |TCPADSERROR_TLS_CA WIRKIFXFFESEM CAIEPH, MHRENZE,
1 _NOTFOUND
0x0000808| 32898 |TCPADSERROR_TLS_CE |#NRFHIFBSERVEDXHE, NHREIZE,
2 RT_NOTFOUND
90 hRzs: 1.5.2 TF6310



BECKHOFF

SR | SEIS LD

KB (75 KB (+H# FESEE R
btix 1)) &)
0x0000808| 32899 |TCPADSERROR_TLS_KE |MNR & ikFIEESFAHEMIEESH, MHREZE,
3 Y_NOTFOUND
0x0000808| 32900 |TCPADSERROR_TLS_CA [3NR$5EH CA BT EIEZENE TR, MHREZE,
4 _INVALID
0x0000808| 32901 |TCPADSERROR_TLS_CE |#NR{iEERNEBXETHFIEZIE TN, NiRENZE,
5 RT_INVALID
0x0000808| 32902 |TCPADSERROR_TLS_KE |MNRISEMFAIATIZIZENE TR, NMHREZE,
6 Y_INVALID
0x0000808| 32903 |TCPADSERROR_TLS_VE [#02R7E TLS EFIRREFLEWIITIERE, NiR[EZ
7 RIFY_FAIL B,
0x0000808| 32904 |TCPADSERROR_TLS_SE |$NR7EI&E TLS EEAITAE—RRMEIR, NREIZE,
8 TUP
0x0000808| 32905 |TCPADSERROR_TLS_HA |$0R7E TLS IEFIIEFALEEIR, NRENZE, BES
9 NDSHAKE_FAIL ME, BFRBEEN. B2, NREEFIEFEIMEE
ARk, NAERS KM,
0x0000808| 32906 |TCPADSERROR_TLS_CIP #NIRIEEMNZBEHTLTM, NREZE,
A HER_INVALID
0x0000808| 32907 |TCPADSERROR_TLS_VE |[SNSRiEEM TLS kAT, MhR[EIZE,
B RSION_INVALID
0x0000808| 32908 |TCPADSERROR_TLS_CR |#NRIEERIEHHEEETIR (CRL) TXK, NHREZ{E,
C L_INVALID
0x0000808| 32909 |TCPADSERROR_TLS_INT 31R7EI&E TLS EER AERNEREIR, MRENZE,
D ERNAL_ERROR
0x0000808| 32910 |TCPADSERROR_TLS_PS [$NR7EH TLS EATMHEEZEE (PSK) R ALHEIR, MR
E K_SETUP_ERROR [EZ{E,
0x0000808| 32911 |TCPADSERROR_TLS_CN [#1RizfELRumIEH+HA CommonName (GEARTR) 5
F _MISMATCH FRrAAEA RS IP A RITER, NRENZE,
0x0000809| 32912 |TCPADSERROR_TLS_CE |¥imf2&RisiFHidEAR iR ([E%{E,
0 RT_EXPIRED
0x0000809| 32913 |TCPADSERROR_TLS_CE |Yimf2&RigiF BiisseiREI%{E,
1 RT_REVOKED
0x0000809| 32914 |TCPADSERROR_TLS_CE |HimiZ&RisRiZ3IFHINIREZ{E,
2 RT_MISSING
=R
FERIFIE BirRgs THEERMI PLC
TwinCAT v3.1 PC. CX (x86) 8% CX (Arm®) Tc2_Tcplp
7.3.3 W FEHERR /2 W

- MNRHIERRLE, AJLUGEA PING sp 2 RMERS A LUBT MR ER SNBSS R, &Ik
gnitk, BREMKEEMHAEIRE,

+ Wireshark® FMETAAJULNENNLRBENBSIER. AR, BEGFARANESHITOM,
QEAREFTARESEIEER (TwinCAT higzs. CE BIRIRAEF)
© WEARXHEPIRRAGRERT (5190, 7 CEF& ERE CABXH) -

- NEFEEIERNEBASEHS (Mt KOS, HEF. EEOW) BERIE.
HIEIRAEE. AITELAAEFREIRAEIERIE: SEIREEEN [» 901,

OEINRERED R

QB HMBELAF/RF/ 1B RS KB ERAE.

TF6310
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SR | SEIS LD BECKHOFF

- TEEEE /WIS TESE0E TcSocketHelper.Lib EMAAIREE (K§A:
CONNECT_MODE_ENABLEDBG) » #TFF TwinCAT System Manager 7#7& LogView B0, 2f/i0E
TR F R R

BEXR
FRIFE BiRR5KXE FEERAY PLC BE
TwinCAT v3.1 PC. CX(x86) 8% CX (Arm®) Tc2_Teplp

7.3.4 ADS R [EI1{E5

EIREE 4
2BREHRAES: 0x0000 [» 92]... (0x9811_0000...)
RS EIRMAT: 0x0500 [P 92]... (0x9811_0500...)
—A% ADS F8i%: 0x0700 [» 93]... (0x9811_0700...)
RTime $£i24XF3: 0x1000 [» 94]... (0x9811_1000...)

2RI
Hex | Dec HRESULT 2 i3
0x0 0 0x98110000 |ERR_NOERROR TR
0x1 1 0x98110001 |ERR_INTERNAL AEBEEIRo
0x2 2 0x98110002 |ERR_NORTIME TEBELHM,
0x3 3 0x98110003  |ERR_ALLOCLOCKEDMEM PDEEBE - NFRIR.
0x4 4 0x98110004 |ERR_INSERTMAILBOX HEFEE 7 - ToiERIX ADS JER. RIS EHAR ADS B
BHEREFREEL.
0x5 5 0x98110005 |ERR_WRONGRECEIVEHMSG HMSG $i%.
0x6 6 0x98110006 |ERR_TARGETPORTNOTFOUND KRELFIBERHO - ADS BRSS 88K B TR,
0x7 7 0x98110007 |ERR_TARGETMACHINENOTFOUND FILFIBRITEN - RILE AMS BRH,
0x8 8 0x98110008 |ERR_UNKNOWNCMDID FREFEL Do
0x9 9 0x98110009 |ERR_BADTASKID 5 1D T,
OXA 10 0x9811000A |ERR_NOIO No 10,
0xB 11 0x9811000B |ERR_UNKNOWNAMSCMD KA AMS #%,
0xC 12 0x9811000C  |ERR_WIN32ERROR Win32 iR,
0xD 13 0x9811000D |ERR_PORTNOTCONNECTED mOREE,
OXE 14 0x9811000E  |ERR_INVALIDAMSLENGTH AMS KETK,
OxF 15 0x9811000F  |ERR_INVALIDAMSNETID AMS Net ID T3
0x10 |16 0x98110010 |ERR_LOWINSTLEVEL REILT - TWinCAT 2 #2105,
ox11 |17 0x98110011 |ERR_NODEBUGINTAVAILABLE TR AT Ao
0x12 |18 0x98110012 |ERR_PORTDISABLED WOB2A - TwinCAT R4GARS KRBT,
0x13 |19 0x98110013 |ERR_PORTALREADYCONNECTED w0 B %%,
0x14 |20 0x98110014 |ERR_AMSSYNC_W32ERROR AMS Sync Win32 $#1%,
0x15 |21 0x98110015 |ERR_AMSSYNC_TIMEOUT AMS Sync 8,
oxl6 |22 0x98110016  |ERR_AMSSYNC_AMSERROR AMS Sync iR,
o0x17 |23 0x98110017 |ERR_AMSSYNC_NOINDEXINMAP REEERTF AMS Sync FIZR5 |BRET,
0x18 (24 0x98110018  |ERR_INVALIDAMSPORT AMS T3
0x19 |25 0x98110019 |ERR_NOMEMORY TAFo
O0x1A |26 0x9811001A |ERR_TCPSEND TCP &iE IR,
0x1B |27 0x9811001B |ERR_HOSTUNREACHABLE FEMFTEISIE,
0x1C |28 0x9811001C  |ERR_INVALIDAMSFRAGMENT AMS KR
0x1D |29 0x9811001D |ERR_TLSSEND TLS &RIXHHIR - ADS R2EER K,
Ox1E (30 0x9811001E  |ERR_ACCESSDENIED 1B4EI1E] - 3548 ADS R&ihiAl.
R EasERIRICES
Hex | Dec HRESULT E=4 ek
0x500 [1280 |0x98110500 |ROUTERERR_NOLOCKEDMEMORY AP ERBIE AT,
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SR | SEIS LD

Hex | Dec HRESULT E=4 ek

0x501 |1281 |0x98110501 |ROUTERERR_RESIZEMEMORY ERHBAEANNEEEN,

0x502 |1282 |0x98110502 |ROUTERERR_MAILBOXFULL B BRI RAH S,

0x503 |1283 |0x98110503 |ROUTERERR_DEBUGBOXFULL JAIXEFE BRI R AH 2,

0x504 [1284 |0x98110504 |ROUTERERR_UNKNOWNPORTTYPE i mEitE SN

0x505 |1285 |0x98110505 |ROUTERERR_NOTINITIALIZED BRERERAIE .

0x506 [1286 |0x98110506 |ROUTERERR_PORTALREADYINUSE wOS B 9.

0x507 |1287 |0x98110507 |ROUTERERR_NOTREGISTERED RO REM.

0x508 |1288 |0x98110508 |ROUTERERR_NOMOREQUEUES BIXEIRAEO,

0x509 |1289 |0x98110509 |ROUTERERR_INVALIDPORT AT o

0x50A 1290 |0x9811050A |ROUTERERR_NOTACTIVATED EREREE.

0x50B |1291 |0x9811050B |ROUTERERR_FRAGMENTBOXFULL B E IR EIRAH ECH 2,

0x50C |1292 |0x9811050C |ROUTERERR_FRAGMENTTIMEOUT K& EREET,

0x50D |1293 |0x9811050D |ROUTERERR_TOBEREMOVED mOBE Bk,

—Ag1% ADS $5iR1883

Hex | Dec | HRESULT B b1 pe

0x700 |1792 |0x98110700 |ADSERR_DEVICE_ERROR —RR IS EERIR.

0x701 |1793 |0x98110701 |ADSERR_DEVICE_SRVNOTSUPP RSB B AZFHZRS.

0x702 |1794 |0x98110702 |ADSERR_DEVICE_INVALIDGRP ECTP PR

0x703 |1795 |0x98110703 |ADSERR_DEVICE_INVALIDOFFSET Rl RBEL K.

0x704 |1796 |0x98110704 |ADSERR_DEVICE_INVALIDACCESS AAVFEEEE No
g?‘%ﬁmqﬂﬁo BN, eUEERHATEAT HIEN

0x705 |1797 |0x98110705 |ADSERR_DEVICE_INVALIDSIZE BEANRIEH.

0x706 |1798 |0x98110706 |ADSERR_DEVICE_INVALIDDATA THE IR E,

0x707 |1799 |0x98110707 |ADSERR_DEVICE_NOTREADY W& AR EFITIEIT.

0x708 [1800 |0x98110708 |ADSERR_DEVICE_BUSY REIEIT,

0x709 |1801 |0x98110709 |ADSERR_DEVICE_INVALIDCONTEXT BERFL TN XBERHTERRNMES
FR{EA ADS RIFRIERLAY. BILUBISTE PLC FrigtT
ZESED RRXA ),

OX70A [1802 |0x9811070A |ADSERR_DEVICE_NOMEMORY AERE.

0x70B |1803 |0x9811070B |ADSERR_DEVICE_INVALIDPARM SEHELK.

0x70C |1804 |0x9811070C |ADSERR_DEVICE_NOTFOUND FEH L)

0x70D |1805 |0x9811070D |ADSERR_DEVICE_SYNTAX X RSP EEIEAEIR.

OX70E |1806 |0x9811070E |ADSERR_DEVICE_INCOMPATIBLE IR ARILED,

OX70F |1807 |0x9811070F |ADSERR_DEVICE_EXISTS HREF .

0x710 |1808 |0x98110710 |ADSERR_DEVICE_SYMBOLNOTFOUND FSRKE,

0x711 |1809 |0x98110711 |ADSERR_DEVICE_SYMBOLVERSIONINVALID SR ATH. XrJgeRBTFEHENELLERN. 6l
EH R,

0x712 |1810 |0x98110712 |ADSERR_DEVICE_INVALIDSTATE ®%E (RS2 LFEHRE.

0x713 |1811 |0x98110713 |ADSERR_DEVICE_TRANSMODENOTSUPP A3 #% AdsTransMode,

0x714 |1812 |0x98110714 |ADSERR_DEVICE_NOTIFYHNDINVALID BRI

0x715 |1813 |0x98110715 |ADSERR_DEVICE_CLIENTUNKNOWN BRIE P iR EM.

0x716 |1814 |0x98110716 |ADSERR_DEVICE_NOMOREHDLS REEZHNARE A,

0x717 |1815 |0x98110717 |ADSERR_DEVICE_INVALIDWATCHSIZE BRIANS A,

0x718 |1816 |0x98110718 |ADSERR_DEVICE_NOTINIT RERIAK.

0x719 [1817 |0x98110719 |ADSERR_DEVICE_TIMEOUT Q&

Ox71A |1818 |0x9811071A |ADSERR_DEVICE_NOINTERFACE EOEWRM,

0x71B |1819 |0x9811071B |ADSERR_DEVICE_INVALIDINTERFACE ERZEOEIR,

0x71C |1820 |0x9811071C |ADSERR_DEVICE_INVALIDCLSID Class ID T

0x71D |1821 |0x9811071D |ADSERR_DEVICE_INVALIDOBJID Object ID T34
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PR | SRR

BECKHOFF

Hex | Dec | HRESULT B iR
Ox71E |1822 |0x9811071E |ADSERR_DEVICE_PENDING ERFEFE
0x71F |1823 |0x9811071F |ADSERR_DEVICE_ABORTED BERBEHIE,
0x720 |1824 |0x98110720 |ADSERR_DEVICE_WARNING ZEES,
0x721 |1825 |0x98110721 |ADSERR_DEVICE_INVALIDARRAYIDX ARSI T
0x722 |1826 |0x98110722 |ADSERR_DEVICE_SYMBOLNOTACTIVE AEREE,
0x723 |1827 |0x98110723 |ADSERR_DEVICE_ACCESSDENIED B4,
B M EENRERE, 170, #[E ADS BEATHER
A,
0x724 |1828 |0x98110724 |ADSERR_DEVICE_LICENSENOTFOUND TR
0x725 |1829 |0x98110725 |ADSERR_DEVICE_LICENSEEXPIRED eI,
0x726 |1830 |0x98110726 |ADSERR_DEVICE_LICENSEEXCEEDED FBHIR,
0x727 |1831 |0x98110727 |ADSERR_DEVICE_LICENSEINVALID T
0x728 [1832 |0x98110728 |ADSERR_DEVICE_LICENSESYSTEMID R R4 1D T
0x729 |1833 |0x98110729 |ADSERR_DEVICE_LICENSENOTIMELIMIT BN Z B E R,
Ox72A |1834 |0x9811072A |ADSERR_DEVICE_LICENSEFUTUREISSUE AR RRBVET(E],
0x72B [1835 |0x9811072B |ADSERR_DEVICE_LICENSETIMETOLONG FRUAR K
0x72C |1836 |0x9811072C |ADSERR_DEVICE_EXCEPTION RABENRE,
0x72D |1837 |0x9811072D |ADSERR_DEVICE_LICENSEDUPLICATED FROUHIRER T PR,
Ox72E |1838 |0x9811072E |ADSERR_DEVICE_SIGNATUREINVALID FATHo
0x72F |1839 |0x9811072F |ADSERR_DEVICE_CERTIFICATEINVALID IEBTHo
0x730 |1840 |0x98110730 |ADSERR_DEVICE_LICENSEOEMNOTFOUND OEMEH Ao
0x731 [1841 |0x98110731 |ADSERR_DEVICE_LICENSERESTRICTED LB ID BT
0x732 |1842 |0x98110732 |ADSERR_DEVICE_LICENSEDEMODENIED ETENE R,
0x733 |1843 |0x98110733 |ADSERR_DEVICE_INVALIDFNCID TREKER 1Do
0x734 |1844 |0x98110734 |ADSERR_DEVICE_OUTOFRANGE BHAERCEE,
0x735 |1845 |0x98110735 |ADSERR_DEVICE_INVALIDALIGNMENT TR 7Fo
0x736 |1846 |0x98110736 |ADSERR_DEVICE_LICENSEPLATFORM TR AR
0x737 |1847 |0x98110737 |ADSERR_DEVICE_FORWARD_PL LT - =2 EhR Ao
0x738 |1848 |0x98110738 |ADSERR_DEVICE_FORWARD_DL LT - #2AERA.
0x739 [1849 |0x98110739 |ADSERR_DEVICE_FORWARD_RT Nl = 2 [
0x740 |1856 |0x98110740 |ADSERR_CLIENT_ERROR B IR
0x741 |1857 |0x98110741 |ADSERR_CLIENT_INVALIDPARM REBETXXEBEH.
0x742 |1858 |0x98110742 |ADSERR_CLIENT_LISTEMPTY BIgFIRAT,
0x743 |1859 |0x98110743 |ADSERR_CLIENT_VARUSED Var EEE AR,
0x744 |1860 |0x98110744 |ADSERR_CLIENT_DUPLINVOKEID JHRK ID BEEFERAF.
0x745 |1861 |0x98110745 |ADSERR_CLIENT_SYNCTIMEOUT BARERBR - mIZLIHRTEIEE R ADS #BRYARZRA
[, MIERIRHIERRIS B A fERR B T Ef.
0x746 |1862 |0x98110746 |ADSERR_CLIENT_W32ERROR Win32 FREAHR KL EHIR.
0x747 |1863 |0x98110747 |ADSERR_CLIENT_TIMEOUTINVALID B P ISBIET Y.
0x748 |1864 |0x98110748 |ADSERR_CLIENT_PORTNOTOPEN ORI o
0Xx749 |1865 |0x98110749 |ADSERR_CLIENT_NOAMSADDR T AMS $idik,
0x750 |1872 |0x98110750 |ADSERR_CLIENT_SYNCINTERNAL Ads sync &£ NEEEIR.
0x751 |1873 |0x98110751 |ADSERR_CLIENT_ADDHASH &R
0x752 |1874 |0x98110752 |ADSERR_CLIENT_REMOVEHASH RIEREPILEIEH,
0x753 |1875 |0x98110753 |ADSERR_CLIENT_NOMORESYM FBEREENS.
0x754 |1876 |0x98110754 |ADSERR_CLIENT_SYNCRESINVALID YR TR R
0x755 |1877 |0x98110755 |ADSERR_CLIENT_SYNCPORTLOCKED BEFiHROB#E.
0x756 |1878 |0x98110756 |ADSERR_CLIENT_REQUESTCANCELLED ERIEEHo
RTime $5i%1L3
Hex Dec | HRESULT B iR
0x1000 |4096 |0x98111000 |RTERR_INTERNAL LB RG R K LN IR,
0x1001 |4097 |0x98111001 |RTERR_BADTIMERPERIODS AT ERET
0x1002 |4098 |0x98111002 |RTERR_INVALIDTASKPTR ESIEHIRETEHREO (B) o
0x1003 |4099 |0x98111003 |RTERR_INVALIDSTACKPTR HARIESHRE T EREO ()
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PR | BARSHFFARSS

Hex Dec | HRESULT B 320
0x1004 |4100 |0x98111004 |RTERR_PRIOEXISTS ERESMAEREHE.
0x1005 |4101 |0x98111005 |RTERR_NOMORETCB RERANTNTCB (ESEHIR) . TCB WRAKEN
64,
0x1006 [4102 |0x98111006 |RTERR_NOMORESEMAS HEUANTRES. ESHRAEEN 64,
0x1007 |4103 |0x98111007 |RTERR_NOMOREQUEUES BATFE BRI AN NEE, YRR AMEL S 64,
0x100D |4109 |0x9811100D |RTERR_EXTIRQALREADYDEF B AIMNBED H .
0x100E |4110 |0x9811100E |RTERR_EXTIRQNOTDEF SRR RIMER ] k.
0x100F |4111 |0x9811100F |RTERR_EXTIRQINSTALLFAILED SNEBIRE)ZS Hhitf Rz A A Mo
0x1010 |4112 |0x98111010 |RTERR_IRQLNOTLESSOREQUAL TEEIRH LT XA RARS HiEk
0x1017 |4119 |0x98111017 |RTERR_VMXNOTSUPPORTED A3 Intel VT-x I Ro
0x1018 [4120 |0x98111018 |RTERR_VMXDISABLED BIOS kB Intel’ VT-x ¥ &
0x1019 [4121 |0x98111019 |RTERR_VMXCONTROLSMISSING Intel’ VT-x §/ BrRERDERIER,
0x101A |4122 |0x9811101A |RTERR_VMXENABLEFAILS Intel” VT-x BUER M.
E{FMIEM HRESULT ;B[EI{tH3:
HRESULT B R
0x0000_0000 S_OK TR,
0x0000_0001 S_FALSE THiRo
ol BRI, BE— MAEHATENER,
0x0000_0203 S_PENDING THHiRo
T BRI, BEEEER,
0x0000_0256 S_WATCHDOG_TIMEOUT THHiRo
T BRI, BRYET B,
TCP Winsock $&i=1t3
Hex Dec B R
0x274C 10060 WSAETIMEDOUT KEFEFSEHN - FEBERRN AL HEIR, RATERHENENEERER
MaRZ, K& PRI R E R A RN M T A 4.
0x274D 10061 WSAECONNREFUSED ERERIELS - TAEIERE, RABIFTENBERIEL T ZiEE. hER
EEHRSINEEDIMPEN LA TFIEZREWIRS (BL&EIETRS M
BEFNRS) S
0x2751 10065 WSAEHOSTUNREACH AEFEEENNERE - EEFRESIB T AT BN EN.
E% Winsock iz : Win32 $#iRLH3
7.4 BERZFHMRS

ERABRAEGFAHE R SIMRHEENRASINIRS, WSERETRBMRFRRT FAEXBFAE P
RHIREEBIEE.

TRERR

BN THERBOSHNELETHNOREX S, GRIBIERRRNTNNAREL. RAXE. KRB,
FEEXHFSF.

AT HNXEEAZ ST,

FED ARMARL

EREEETRHNATIFNRS, FRABES QAFHARL!
EfRBHERZMN D RABRMARLMU AT EEFREN LE: http://www.beckhoff.com.cn
HM UL R % (5 Er M RSO,

ok

EEBEARZE

BRAZFFM N ERHEESENRARED, MIEENRASMERE"m, TRHEEMZHIRS:
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PR | BARSTHFHARSS

BECKHOFF

© BORX%HF
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