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1 Foreword

1.1 Notes on the documentation

This description is intended exclusively for trained specialists in control and automation technology who are
familiar with the applicable national standards.

The documentation and the following notes and explanations must be complied with when installing and
commissioning the components.

The trained specialists must always use the current valid documentation.

The trained specialists must ensure that the application and use of the products described is in line with all
safety requirements, including all relevant laws, regulations, guidelines, and standards.

Disclaimer

The documentation has been compiled with care. The products described are, however, constantly under
development.

We reserve the right to revise and change the documentation at any time and without notice.

Claims to modify products that have already been supplied may not be made on the basis of the data,
diagrams, and descriptions in this documentation.

Trademarks

Beckhoff®, TwinCAT®, TwinCAT/BSD®, TC/BSD®, EtherCAT®, EtherCAT G®, EtherCAT G10°, EtherCAT P®,
Safety over EtherCAT®, TwinSAFE®, XFC®, XTS®, and XPlanar® are registered and licensed trademarks of
Beckhoff Automation GmbH.

If third parties make use of the designations or trademarks contained in this publication for their own
purposes, this could infringe upon the rights of the owners of the said designations.

EtherCAT.

EtherCAT® is a registered trademark and patented technology, licensed by Beckhoff Automation GmbH,
Germany

Copyright

© Beckhoff Automation GmbH & Co. KG, Germany.

The distribution and reproduction of this document, as well as the use and communication of its contents
without express authorization, are prohibited.

Offenders will be held liable for the payment of damages. All rights reserved in the event that a patent, utility
model, or design are registered.

Third-party trademarks

Trademarks of third parties may be used in this documentation. You can find the trademark notices here:
https://www.beckhoff.com/trademarks.

TF6105 Version: 1.1.0 5
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1.2 For your safety

Safety regulations

Read the following explanations for your safety.
Always observe and follow product-specific safety instructions, which you may find at the appropriate places
in this document.

Exclusion of liability

All the components are supplied in particular hardware and software configurations which are appropriate for
the application. Modifications to hardware or software configurations other than those described in the
documentation are not permitted, and nullify the liability of Beckhoff Automation GmbH & Co. KG.

Personnel qualification

This description is only intended for trained specialists in control, automation, and drive technology who are
familiar with the applicable national standards.

Signal words

The signal words used in the documentation are classified below. In order to prevent injury and damage to
persons and property, read and follow the safety and warning notices.

Personal injury warnings

A DANGER

Hazard with high risk of death or serious injury.

Hazard with medium risk of death or serious injury.

A CAUTION

There is a low-risk hazard that could result in medium or minor injury.

Warning of damage to property or environment

The environment, equipment, or data may be damaged.

Information on handling the product

d This information includes, for example:
1 recommendations for action, assistance or further information on the product.

Version: 1.1.0 TF6105
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1.3 Notes on information security

The products of Beckhoff Automation GmbH & Co. KG (Beckhoff), insofar as they can be accessed online,
are equipped with security functions that support the secure operation of plants, systems, machines and
networks. Despite the security functions, the creation, implementation and constant updating of a holistic
security concept for the operation are necessary to protect the respective plant, system, machine and
networks against cyber threats. The products sold by Beckhoff are only part of the overall security concept.
The customer is responsible for preventing unauthorized access by third parties to its equipment, systems,
machines and networks. The latter should be connected to the corporate network or the Internet only if
appropriate protective measures have been set up.

In addition, the recommendations from Beckhoff regarding appropriate protective measures should be
observed. Further information regarding information security and industrial security can be found in our

https://www.beckhoff.com/secquide.

Beckhoff products and solutions undergo continuous further development. This also applies to security
functions. In light of this continuous further development, Beckhoff expressly recommends that the products
are kept up to date at all times and that updates are installed for the products once they have been made
available. Using outdated or unsupported product versions can increase the risk of cyber threats.

To stay informed about information security for Beckhoff products, subscribe to the RSS feed at https://
www.beckhoff.com/secinfo.

TF6105 Version: 1.1.0 7
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2 Overview

The product TF6105 TC3 OPC UA Pub/Sub includes connectivity via different transport protocols as
specified by the Pub/Sub extension to the OPC UA specification (OPC10000-14). A variety of functionalities
from the specification has been implemented and is available for usage.

OPC UA Pub/Sub
MQTT

Message Broker 4—(?)}—> 3rd Party

@ OPC UA Pub/Sub

r MQTT

: %8 OPC UAPub/Sub

1 z UDP

TF6105 OPC UA Pub/Sub RSt () TS i TV N 1Y

This product includes:

* areal-time driver to enable OPC UA Pub/Sub communication via UDP unicast or multicast
 areal-time driver to enable OPC UA Pub/Sub communication via MQTT

+ an extension for the TwinCAT System Manager to configure OPC UA Pub/Sub

» an extension for the TwinCAT System Manager to scan remote OPC UA server devices

+ an optional integration into the TwinCAT OPC UA Server (TF6100 TC3 OPC UA) to use the
configuration interface based on the standardized OPC UA Pub/Sub information model.

8 Version: 1.1.0 TF6105
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3 Installation

3.1 System requirements

Technical data Description

Operating system Windows 10, Windows 11 (TwinCAT 3.1 Build >=4026.16)

Target platform PC architecture (x86, x64)

Minimum TwinCAT version TwinCAT 3.1 Build 4026

Required TwinCAT setup level TwinCAT 3 XAE, XAR

Required TwinCAT license TF6105 TC3 OPC UA Pub/Sub

Hardware requirements This product provides support for different transport
protocols. If you want to use UDP, a network interface card
which is compatible with the TwinCAT Realtime-Ethernet
Adapter driver is required, see below. If you want to use
MQTT, no special network interface card is required.

Realtime-Ethernet Adapter

For UDP communication, this product is based on the TwinCAT Realtime-Ethernet Adapter driver. To check
whether your network interface card is suitable for this driver, please perform the following steps. Please
note that the installation of this driver is not required if you only want to use OPC UA Pub/Sub via MQTT.

Create an OPC UA RT Device by right clicking on Devices and selecting Add New Item.
Expand the category OPC UA and select Real-Time OPC UA Device.

Now select the adapter and find the appropriate Ethernet interface by selecting Compatible Devices.
4. Try to install the TwinCAT RT-Ethernet Adapter driver for your network interface card.

w N =

® ,Fordemo use only“

1 If your network interface card is listed under the “for demo use only” category, the TwinCAT RT-
Ethernet Adapter driver has been installed but might not provide realtime capabilities. However, you
may still use it for evaluation and testing.

3.2 Installation

If you are using TwinCAT 3.1 Build 4026 (and higher) on the Microsoft Windows operating system, you can
install this function via the TwinCAT Package Manager, see Installation documentation. Normally you install
the function via the corresponding workload. However, you can also install the packages contained in the
workload individually. This documentation briefly describes the installation process via the workload.

Command line program TcPkg

You can use the TcPkg Command Line Interface (CLI) to display the available workloads on the system:

tcpkg list -t workload

You can use the following command to install the workload of this function.

tcpkg install TF610x.0OpcUaClientPubSub.XAE
tcpkg install TF610x.0pcUaClientPubSub.XAR

TwinCAT Package Manager Ul
You can use the User Interface (Ul) to display all available workloads and install them if required.
To do this, follow the corresponding instructions in the interface.

Installation of the corresponding package or workload can be either done via TcPkg CLI or TcPkg Ul.

TF6105 Version: 1.1.0 9
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® Unprepared TwinCAT restart can cause data loss
1 The installation of this function may result in a TwinCAT restart.

Make sure that no critical TwinCAT applications are running on the system or shut them down in an
orderly manner first.

3.3 Licensing

The TwinCAT 3 function can be activated as a full version or as a 7-day test version. Both license types can
be activated via the TwinCAT 3 development environment (XAE).

Licensing the full version of a TwinCAT 3 Function

A description of the procedure to license a full version can be found in the Beckhoff Information System in
the documentation "TwinCAT 3 Licensing".

Licensing the 7-day test version of a TwinCAT 3 Function

([
1 A 7-day test version cannot be enabled for a TwinCAT 3 license dongle.

1. Start the TwinCAT 3 development environment (XAE).
2. Open an existing TwinCAT 3 project or create a new project.

3. If you want to activate the license for a remote device, set the desired target system. To do this, select
the target system from the Choose Target System drop-down list in the toolbar.

= The licensing settings always refer to the selected target system. When the project is activated on
the target system, the corresponding TwinCAT 3 licenses are automatically copied to this system.

4. In the Solution Explorer, double-click License in the SYSTEM subtree.

Solution Explorer v 0 x

@l o-a|s =
Search Solution Explorer (Ctrl+) P

.T_I Solution TwinCAT SampleProject’ (1 project)
4 Hﬂ TwinCAT SampleProject
4 () SYSTEM
¥ License
b @) Real-Time
b B Tasks
gf= Routes
215 Type System
|88 TcCOM Objects

= The TwinCAT 3 license manager opens.

10 Version: 1.1.0 TF6105


https://infosys.beckhoff.com/content/1033/tc3_licensing/117093592658046731.html?id=5546616718344501207
https://infosys.beckhoff.com/content/1033/tc3_licensing/3511048971.html

BEGKHOFF Installation

5. Open the Manage Licenses tab. In the Add License column, check the check box for the license you
want to add to your project (e.g. "TF4100 TC3 Controller Toolbox").

Order Information (Rurtime) Manage Licenses  Project Licenses  Online Licenses

] Disable automatic detection of required licenses for project

Order Mo License "Add License

TF3601 TC3 Condition Menitoring Level 2 | cpulicense
TF3650 TC3 Power Monitoring | cpulicense
TF3680 TC3 Filter | cpulicense
TF3200 TC3 Machine Learning Inference Engine [ cpu license
TF3210 TC3 Meural Metwork Inference Engine [ cpu license
TF3500 TC3 Selar-Position-Algorithm | cpulicense
TF4100 TC3 Controller Toolbox cpu license
TR0 TC3 Temperature-Controller [ cpu license
TR4500 TC3 Speech [ cpu license

6. Open the Order Information (Runtime) tab.
= In the tabular overview of licenses, the previously selected license is displayed with the status
“missing”.
7. Click 7-Day Trial License... to activate the 7-day trial license.

Order Information (Rurtime)  Manage Licenses  Project Licenses  Online Licenses

License Device Target (Hardware Id) o Add...
System Id: Platfom:
20B25408-B4CD-81DF-52483-6A3D9B43EF19 | other (31)

License Request

Provider: Beckhoff Automation - Generate File...
License Id: | Customer Id: |
Comment: | |
License Activation

7 Days Tral License... I License Response File...

= A dialog box opens, prompting you to enter the security code displayed in the dialog.

Enter Security Code >

Fleaze type the following 5 characters: k.

| Ke8T4 |

8. Enter the code exactly as it is displayed and confirm the entry.
9. Confirm the subsequent dialog, which indicates the successful activation.

= In the tabular overview of licenses, the license status now indicates the expiry date of the license.

TF6105 Version: 1.1.0 1
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10. Restart the TwWinCAT system.
= The 7-day trial version is enabled.

12 Version: 1.1.0 TF6105
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4 Technical introduction

4.1 Quick Start

The following chapter guides you through the first time setup of an OPC UA Pub/Sub configuration in
TwinCAT. Please make sure that you have followed the installation [P 9] instructions before moving on and
that your system meets the system requirements [P 9]. The following quick start tutorials are available:

Tutorial Description
UDP [» 13] Demonstrates how to set up a PLC project, OPC UA RT device and a publisher that

sends a data set containing one variable via UDP. The variable is linked to a
variable from the PLC project via the process image.

MQTT [» 17] Demonstrates how to set up a PLC project, OPC UA RT device and a publisher that
sends a data set containing one variable via MQTT. The variable is linked to a
variable from the PLC project via the TwinCAT Target Browser.

Offline configuration exchange

OPC UA Pub/Sub defines a file format for offline configuration exchange that is based on the UA Binary
format (OPC UA specification, chapter 5.2). If you want to set up an OPC UA Pub/Sub configuration between

two different devices, we strongly recommend using this common exchange file. The chapter Configuration
import/export [P_35] includes more information about this topic.

411 UDP

This quick start tutorial demonstrates how to set up a PLC project, OPC UA RT device and a publisher that
sends a data set containing one variable via UDP. The variable is linked to a variable from the PLC project
via the process image.

Preparing the PLC project
Prepare a PLC project that defines one output variable with data type INT, e.g.:

PROGRAM MAIN

VAR

nCounter AT%Q* : INT;
END VAR
nCounter := nCounter + 1;

Compile the PLC project so that the PLC process image is created.

Configuring a publisher

Please perform the following configuration steps to set up an OPC UA Publisher device:
1. Make sure that TwinCAT is in config mode.
2. In Solution Explorer, expand the I/O node and select the child item Devices.
3. Right-click Devices and select Add new element...

TF6105 Version: 1.1.0 13
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4. Expand the category OPC UA, select the Real-Time OPC UA Device and click on Ok.

Insert Device

ot

Type:

B s e s M s e s

—

EtherCaT

¥ Ethernet

-agas Frofibus DP

-agge Crofinet

-Lil CAMopen

= DewviceMet

-m= EtherMet/|F

~f#f SERCOS interface

-0 Beckhaff Lightbues

- LISE

A BACHet

SIPE OPC LA

L3 Feal-Time OPC L Devi
------ OFC Wirkaal OPC A Device

222 Beckhaoff Hardware

- Miscellaneous

M arme:;

| Device 1

| Ok I

Cancel

Target Tepe

(®) PC only
(22 anly
(B anly
Cral

5. Double-click the added device and navigate to the tab Adapter.

General Adapter Settings Diagnosis  Symbal Server
(®) Network Adapter
(@) 05 (NDIS) DPCI ) DPRAM
Description: |Ethen'|et (TwinCAT-Intel PCl Bthemet Adapter (Gigabit))
Device Name: |"xDE"u"lCEK{FEEEZEEMBEH&E&AEBA—&MM&N}?E}
PCl BusdSlat: Search...
MAC Address: |{I'E 00 27 e 44 96 | Compatible Devices...
IP Address: [172.17.98.153 (265.255.255.0) |

[ Promiscuous Mode (use with Wireshark anly)
] Virtual Device Names

Capture

6. Bind the device to one of your Network Interface Cards. Make sure that you have installed the TwinCAT-
Intel PCI Ethernet Adapter driver on that NIC.

7. Right-click the device and select Add new element...

14
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8. Select the entry OPC UA Publisher (Module) and click on Ok.

Insert TcCom Object
Search: | Name: lche1 (OPC UA Publisher) ] [ 0K |
Type: =) @ Beckhoff Automation GmbH & Co. KG Cancel

=-2= 0PC UA PubSub

o 82 OPC A Subscriber [Module]
-g - . -~

Y OPC LA Publisher [Module] Mo 1 8

- &4 DPC UA Security Group [Module]

)l OPC UA PubSub DataSets

=& Subscribed D ataSet [Module] Insert Instance...
-8 Published DataSet [Module]
& Subscribed D ataSet with Variables [Module] Reload

-8B Published DataSet with Variables [Module]

9. To configure the added Publisher node, simply double click it in the tree view. There are many
configuration options on the Publisher, e.g. the transport to use (UDP, MQTT), the data format (binary,
JSON), optional header fields and so on. We want to leave these settings on their default values for the
time being. Only make sure that the transport UDP/UADP is selected.

TwincAT Project2 = [

Settings Data Sets Diagnosis

Configuration UADP Message Header Content
Name | Publisher1|  [] Payload Header
Enabled [] WriterGroup 1D
Header | UADP Fesile] ) -
(] Network Message Number
Transport |+ UDP/UADP [] Timestamp
Address settings [] Sequence Number
Destination Addr- 28 . 0 . 0 1 [] DataSetClass ID
(] Group Version
UDP Port: 4340=
Writer Group Settings
Time to Live: 05 Enabled
Publisher ID Name | DefautWrterGroup
Uint 16 v|| 1 WiiterGroup ID: 112
Publisher Settings
Publishing Interval [ms]: 100+ Security Seftings
Publishing Offset [ms]: 05 Add Security Group
KeepAlive Time [ms]: 100012
Repeat Count: 02
Repeat Delay [ms]: 1=
Max. Network Message Size 65535 %

10. In the next step you want to configure a so-called Dataset in order to define variables that should be
send out by the Publisher. Right-click the Publisher node and select Add new element....

TF6105 Version: 1.1.0 15
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11. Select the entry Published DataSet with Variables (Module) and click on Ok.

= OPC UA PubSub DataSets
; Published D ataSet [Module]
& "4 Published DataSet with Variables [Module]

Insert TcCom Object
Search: | Name: \Node1 (Published DataSet with Variables) | oK |
Type: =0 @ Beckhoff Automation GmbH & Co. KG Cancel

Multiple: 1 =

Insert Instance...

Feload

12.On the added data set, right-click the Outputs node and select Add new element...
13. Set a name for the process variable, e.g. Counter and select INT as the Datatype. Click on Ok to add

the variable to the process image of the Dataset.

Insert Variable

General

M ame: | Counter | Fultiple: 1
Start Address; Byte: |0 | Eit 0

4k

4k

Cancel

[ ] Shaow Al

»Data Type Size
o 16
IMT 2
IMTERFACE_TYPE 4

= Your configuration should now look as follows:

]
4 "L Devices
4 YT Device 1 (OPCUART)
=8 Image
B State
Inputs
[ Outputs
4 BE Publizher
4 State
4 WL DsPubVarst
[ State
4 [ Outputs
- Counter

Marme Spac ™

16 Version: 1.1.0
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14. Right-click the added variable and select Change link.... Select the PLC variable that you have created
earlier and click on Ok.

B " Attach Variable Counter (Output) >

| 5 Show Y ariables
Only Unuzed
[] Exclude disabled L
Exclude other Devices
Exclude zame Image
[®] Show Tooltips

[ 5ot by Address

[] 5how Y ariable Groups

Activate the project

Activate the TwinCAT project by clicking the Activate button on the TwinCAT XAE toolbar. Make sure that
you have selected the correct target device (we assume that you are using your local device) and that you
are using the correct Real-Time settings so that you can activate the TwinCAT Runtime on your device.
Please consult the regular TwinCAT documentation for more information about how to activate a TwinCAT
configuration and switch TwinCAT into Run mode.

In this quick start tutorial, we have used UDP as the transport protocol. You can now connect either an OPC
UA Pub/Sub subscriber to the data or also have a look at the data using Wireshark. If you want to connect a

subscriber, we highly recommend to make use of the Configuration import/export [»_35].

41.2 MQTT

This quick start tutorial demonstrates how to set up a PLC project, OPC UA RT device and a publisher that
sends a data set containing one variable via MQTT. The variable is linked to a variable from the PLC project
via the process image.

Preparing the PLC project
Prepare a PLC project that defines one variable with data type INT, e.g.:

PROGRAM MAIN

VAR
nCounter : INT;
END VAR
nCounter := nCounter + 1;

Please note that you do not need to set any input/output compiler statement because we will not use the
process image to link the variable. Activate this configuration and start the PLC program.

Configuring a publisher

Please perform the following configuration steps to set up an OPC UA Publisher device:
1. Make sure that TwinCAT is in config mode.

2. In Solution Explorer, expand the 1/0 node and select the child item Devices.

3. Right-click Devices and select Add new element...

TF6105 Version: 1.1.0 17
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4. Expand the category OPC UA, select the Real-Time OPC UA Device and click on Ok.

Insert Device

ot

Type:

B s e s M s e s

—

EtherCaT

¥ Ethernet

-agas Frofibus DP

-agge Crofinet

-Lil CAMopen

= DewviceMet

-m= EtherMet/|F

~f#f SERCOS interface

-0 Beckhaff Lightbues

- LISE

A BACHet

SIPE OPC LA

L3 Feal-Time OPC L Devi
------ OFC Wirkaal OPC A Device

222 Beckhaoff Hardware

- Miscellaneous

M arme:;

| Device 1

| Ok I

Cancel

Target Tepe

(®) PC only
(22 anly
(B anly
Cral

5. Double-click the added device and navigate to the tab Adapter.

General Adapter Settings Diagnosis  Symbal Server
(®) Network Adapter
(@) 05 (NDIS) DPCI ) DPRAM
Description: |Ethen'|et (TwinCAT-Intel PCl Bthemet Adapter (Gigabit))
Device Name: |"xDE"u"lCEK{FEEEZEEMBEH&E&AEBA—&MM&N}?E}
PCl BusdSlat: Search...
MAC Address: |{I'E 00 27 e 44 96 | Compatible Devices...
IP Address: [172.17.98.153 (265.255.255.0) |

[ Promiscuous Mode (use with Wireshark anly)
] Virtual Device Names

Capture

6. Bind the device to one of your Network Interface Cards. Make sure that you have installed the TwinCAT-
Intel PCI Ethernet Adapter driver on that NIC.

7. Right-click the device and select Add new element...

18
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8. Select the entry OPC UA Publisher (Module) and click on Ok.

Insert TcCom Object

Search: | Name:  |Nodel (OPC UA Publisher) | 0K |

Type: =-{88| Beckhoff Automation GmbH & Co. KG Cancel
= % OPC UA PubSub
g OPC UA Subscriber [Module] . a
7 orc Ua Fubisher o o
~&, OPC UA Security Group [Module]
ek OPC UA PubSub DataSets
e Subscribed DataSet [Module] Insert Instance...
B Published DataSet [Module]
2., Subscribed DataSet with Variables [Module] Reload

& Published DataSet with Variables [Module]

9. To configure the added Publisher node, simply double click it in the tree view. There are many
configuration options on the Publisher, e.g. the transport to use (UDP, MQTT), the data format (binary,
JSON), optional header fields and so on. We want to leave these settings on their default values for the
time being and only change the transport setting to MQTT/JSON.

TwincAT project2 = [

Settings Data Sets  Diagnosis

Configuration JSON Message Header Content
Name | Publisher1 [] Network Message Header
Enabled
e [] DataSet Message Header
[] Publisher ID
L rt
rantpol [@ MQTTASON [] Single DataSet Messages

[] DataSetClass ID

Address settings
MQTT own client: [l
Topic: ‘Device 1/Publisher1 ] . _
Writer Group Settings
Transport QoS: Not Specified v Enabled
Publisher ID Name | DefautWrterGroup
Uint 16 v|| ! WiterGroup ID: 113
Publisher Settings Group Version:
Publishing Interval [ms]: 100+ Security Settings
Publishing Offset [ms]: 05 Add Security Group
KeepAlive Time [ms]: 10005
Repeat Count: 02
Repeat Delay [ms]: 15
Max. Network Message Size 655352

10. In the next step you want to configure a so-called Dataset in order to define variables that should be
send out by the Publisher. Right-click the Publisher node and select Add new element....

TF6105 Version: 1.1.0 19
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11. Select the entry Published DataSet (Module) and click on Ok.

Insert TcCom Object
Search: | | Name: \Node1 (Published DataSet) | oK |
Type: =[] Beckhoff Automation GmbH & Co. KG | Cancel ‘

e OPC UA PubSub DataSets
l Published DataSet [Module] L -
B Published DataSet with Variables [Module] Mukiple: |1 a2

12. Double-click on the data set and open the Data Set fields tab.

Solution Explorer
comE-|o-a| s Wirter Settings| DataSet Fekis
Search Solution Explorer (Ctrl+() P~ Nr  FieldName DataType TargetVariable Handling

] Solution "TwinCAT Project2' (1 project)
4 ] TwinCAT Project2

4 %E Device 1 (OPC UART)
28 Image

b State
Inputs

b [ Outputs

4 &2 Publisher
b at

13. Open the TwinCAT Target Browser, navigate to the MAIN program of your PLC Project and drag&drop
the variable nCounter to the list of data set fields.

Solution Explorer X | TwinCAT Project2 + X

OOQEE'|'®'§‘|IE] Wrter Settings | DataSet Fields
Search Solution Explorer (Ctrl+) P~ Nr  FieldName TargetVariable
] Solution "TwinCAT Project2' (1 project)
4 o]l TwinCAT Project?
b @l SYSTEM
MOTION
> @ rLc
SAFETY
[ c++
@ vision
& Anavmcs Target Browser v ax
4 @vo ADS |enterFitter... Case Sensitive
4 % Devices r?‘a ols MAIN > nCounter
4 " : =
%;;::;e(opc UARD 4 W EC2AMAZ-1552TBG Nam_e Type Size Category Full-Name
b State B 350: PicTask # {=} Constants ) 0 Struct Constants
{} Global_Version 0 Struct Global_Ve...
Inputs 2 851: Portast @ G MAIN o <
Ao jEreern) e
4 82 Publisher! |& 27905: AdsPort of Image 1 INT 2 Primitive  MAIN.nC...
b [} State # {=} TwinCAT_PreventOnline 0 Struct TwinCAT_...
# {=} TwinCAT_SystemInfoVar 0 Struct TwinCAT_...
=‘J Mappings

Activating the project

Activate the TwinCAT project by clicking the Activate button on the TwinCAT XAE toolbar. Make sure that
you have selected the correct target device (we assume that you are using your local device) and that you
are using the correct Real-Time settings so that you can activate the TwinCAT Runtime on your device.
Please consult the regular TwinCAT documentation for more information about how to activate a TwinCAT
configuration and switch TwinCAT into Run mode.

In this quick start tutorial, we have used MQTT as the transport protocol. You can now use any MQTT client
that has access to the message broker to subscribe to the published data set. The following screenshot
shows the command line tool mosquitto_sub.exe that has been subscribed to the data. This tool is part of
the Mosquitto software application.
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EX Administrator: PowerShell 7 (x64) - 0 X

PS C:\Program Files\mosquitto> .\mosquitto_sub.exe

" (0000082 -FFFE-FFFF-FEFF-FFFFFEFFFFFF}",
"ua-data”,

"Payload": {
"nCounter™: {
“Type": 4,
"Body": ©

m
m

" {00000002-FFFE-FFFF-FEFF-FFFFFEFFFFFF}",
"ua-data”,

d’

w | wn

o 0g oo
m
- -
L)
m

m
wn
]

m m
Wowowm

"Payload": {
"nCounter™: {
"Type": 4,
"Body": ©

4.2 Supported features

OPC UA Pub/Sub comes with a large set of features. This product may not support all features from the very
beginning. Further features will be added over time through product updates. The following table shows a list
of all supported functionalities at the moment.

® Compatibility with the OPC UA Pub/Sub specification

The current version of this product is compatible with the OPC UA Pub/Sub specification version
1.05.03.

Header layouts

Name Supported
Flexible Yes
UADP Dynamic Yes
UADP PeriodicFixed Yes
JSON DataSetMessage Yes
JSON Minimal Yes
JSON NetworkMessage Yes
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UDP transport

Feature Supported
Publisher Yes
Subscriber Yes
UADP chunking Yes
IP fragmentation Yes
DataKey-Frames Yes
Delta-Frames Yes
KeepAlive Yes
Message timeout handling Yes
UADP raw encoding Yes
UADP variant encoding Yes

Pub/Sub security message signing

Not supported yet

Pub/Sub security message encryption

Not supported yet

Support for primitive data types (INT, REAL, ...)

Yes

Support for arrays of primitive data types (INT, Yes
REAL, ...)

Support for data structures Yes
Support for arrays of data structures Yes

Support for Unions

Not supported yet

Support for Variants

Not supported yet

Support for local DataSets

Yes

Support for pre-configured (global) DataSets Yes
Support for unicast/multicast Yes
Support for configuration of UDP port Yes

Support for event messages

Not supported yet

Support for field-specific data in DataSets

(Delta-Deadband, Deadband-Type, Substitute
Values)

Not supported yet

Support for Ethernet VLAN transport

Not supported yet

Support for MetaData services

Not supported yet
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MQTT transport

Feature Supported
Publisher Yes
Subscriber Yes
Key-Frames Yes
Delta-Frames UADP Yes

Delta-Frames JSON

Not supported yet

KeepAlive

Not supported yet

Support for MQTT version 3.1.1

Yes

Support for MQTT version 5.0 Yes
Support for MQTT / TLS versions 1.2 and 1.3 Yes
JSON encoding (reversible) Yes
JSON encoding (non-reversible) Yes
UADP encoding Yes

Support for event messages

Not supported yet

Support for primitive data types (INT, REAL, ...)

Yes

Support for arrays of primitive data types (INT, Yes
REAL, ...)

Support for data structures Yes
Support for arrays of data structures Yes

Support for Unions

Not supported yet

Support for Variants

Not supported yet

Support for local DataSets

Yes

Support for global DataSets

Yes

Support for MetaData services

Not supported yet

Supported message brokers

Our TwinCAT MQTT protocol driver supports MQTT versions 3.1.1 and 5.0. Therefore, all message brokers
are supported that also support these versions. We have successfully tested communication with Mosquitto,

HiveMQ and AWS loT Core.

OPC UA Pub/Sub Security

Feature Supported

Pre-Shared-Key (PSK) Not supported yet
Local SKS Not supported yet
Remote SKS Not supported yet

Configuration handling

Feature

Supported

Offline configuration exchange (UA-Binary)

Yes

Online configuration exchange (read)

Not supported yet

Online configuration exchange (read)

Not supported yet

4.3 Protocol overview

OPC UA Pub/Sub defines different configuration parameters for the various components. They define the
behavior of Publisher and Subscriber. Configuration of these parameters can be performed through the OPC
UA Information Model for PubSub or through vendor-specific mechanisms, which is, in case of the product
TF6105 TC3 OPC UA Pub/Sub, the TwinCAT XAE environment.
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The following diagram depicts the different configuration components and their relation to each other. The
WriterGroup, DataSetWriter and PublishedDataSet components define the publisher whereas the
ReaderGroup, DataSetReader and SubscribedDataSet define the subscriber.

[ PublishSubscribe ] { PublishedDataSet ]

Transport protocol

4’[ Connection ] - -
4’[ WriterGroup ]
—-[ DataSetWriter ] I DataSetMessage
—-[ ReaderGroup ]

D Publisher
|:| . —'[ DataSetReader ][ SubscribedDataSet ]
Subscriber

For more detailed information about the individual components, we recommend to consult the OPC UA
specification, part 14 (Pub/Sub).

When using the TwinCAT XAE environment to set up the configuration, the engineering workflow can be
visualized as follows:

ull TWinCAT Projekt6

b @ SYSTEM
MOTION
PLC
&) sareTy
. [l c++
:IEI;\SSA:E:;HJECQZ Insert Device X ANALYTICS
= moToN Type: = EtherCAT ok < @vo
PLC & Ethemet 4% Devices
@ SAFETY 14 Profibus DP Cancel [ 4 %% Device 1 (OPC UART) RT device
[~ & Poinat ¥ Tmage
& AnaLyTics g Im Devioatint 3 State
4 /0 @ EtheletIP Inputs
37, Mappings 3 Add New Item.. e —_— {u{; Sifﬁﬁfﬂﬁf —_— | i !_P-é gi::;sm | Publisher or
‘o Add Existing Item..” Shift+Alt+A G \-17 use i = Subscriber
P | G i:c g get Typ 3 State
e Lt S | R
i EEE Lt 52 Beckhoff Hadware OBXony 4 ' Outputs
X Scan e Miscellaneous o :x:g Variables
P Ctrl
aste with Links Neme:  [Devies 2 A
4 O Subscriber2
b State
4 9% DsSubVars1
b State
® ® ® R
#1 Varinl
# Varln12
# Varln13
#1 Varin1_4
&7 Mappings
Step Description
1 A new device is added to the TwinCAT I/O configuration.
2 From the list of devices, you can then select the “Real-Time OPC UA Device”, which
will be the entry point for all OPC UA Pub/Sub settings.
3 Publishers, subscribers, datasets and variables are added as well as their
corresponding parameters.

The following chapters provide an overview of the different components and link to more detailed
documentation articles.

Device

The OPC UA RT (Realtime) Device is the entry point of the OPC UA Pub/Sub configuration and will be linked
to a network interface card based on the TwinCAT Realtime-Ethernet Adapter driver. The device may
contain one or more publishers and/or subscribers as well as (global) data sets.

24 Version: 1.1.0 TF6105



BEGKHOFF Technical introduction

Publisher/Subscriber

A Publisher or Subscriber node defines whether the connected data sets are either send (published) or
received (subscribed). Each Publisher/Subscriber [P 25] node contains address information for the transport
protocol [»_31] that should be used.

Data set

Data sets can be specified in two different scopes. You can either define a data set locally on a Publisher or
Subscriber or globally on the device. Global data sets can be shared by multiple Publishers or Subscribers.
There are two different types of data sets which define the way how variables are created and handled:

» Data set with variables: this data set type can be configured with variables that appear in the process
image of the data set. The variables can then be linked to other process image variables.

« Data set without variables: this data set type can be configured with variables via the TwinCAT Target
Browser. The variables are then linked internally automatically and do not appear on the process
image.

For more information, please visit our documentation article about data sets [P 27].

Variables

Variables are added to the data set as so-called “data set fields”. They can either be linked to other process
image variables or are connected directly to other variables via the TwinCAT Target Browser. See our

documentation article about data sets [P 27] for more information.

4.4 Publisher/Subscriber

OPC UA Pub/Sub is based on the publisher/subscriber communication pattern. TF6105 TC3 OPC UA Pub/
Sub includes different configuration mechanisms to set up a publisher or subscriber including their
corresponding data sets [P 27]. We also recommend to consult our protocol overview [P 23] chapter for an
overview of the different configuration components.

Publisher

The publisher can be used to set up communication for sending data. It is added directly to the OPC UA RT

Device. The settings page includes different configuration parameters to define the transport protocol [> 31]
as well as additional settings that further define the data communication.

Solution Explorer AR Bl TwinCAT Project2 +® X
Py v
@E-|o-akp E Settings Data Sets Diagnosis
Search Solution Explorer (Ctrl+a P~ Configuration JSON Message Header Content
[a] Solution ‘TwinCAT Project2’ (1 project) Name Fubhshed‘ [[] Network Message Header
4 ) TwinCAT Project2 Enabled [] DataSet Message Header
: ﬂ SYSTEM UADP Flexible O
Publisher ID
T it
MOTION ransport [ MQTTASON| | | [ Sngle DataSet Messages
b PLC
13 SAFETY Address settings [] DataSetClass ID
E Covr MQTT own client: O
VISION
&l ANALYTICS Topic: ‘Dewce 1/Publisher1 ]
4 g /0 Wiiter Group Settings
4 %% Devices Transport QoS: Not Specified v Enabled
op .
« % ,D.e"l ice 1 (OPCUART) Publisher ID Name DefautWiterGroup
! Image
b State Ukt16 V‘ l 1 WiriterGroup 1D: 15
Inputs
p [l Outputs Publisher Settings Group Version:
= b £_ Publisherl Publishing Interval [ms]: 10045 Securty Settings
¥, Mappings
= PPing Publishing Offset [ms]: = Add Security Group
KeepAlive Time [ms]: 10003
Repeat Count: 03
Repeat Delay [ms]: 13
Max. Network Message Size 65535 %
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The Data Sets tab contains information about all linked local or global data sets.

TwinCAT Project2 R X

Settings Data Sets  Diagnosis
Enabled Writer ID Writer Name DataSet Name Keyframe Count
1 DataSet Viriter 1 DsPub1 v 1

The Diagnosis tab contains diagnostics information about the data communication.

wincar project2 = |

Settings Data Sets Diagnosis
OPC UA Real-Time Device Statistics
Name Value
s T o

nSendCnt 166 (10.20 /s)
nSendFailCnt 0(0.00 /s)
nRecvCnt 0 (0.00 /s)
nRecvFailCnt 0(0.00 /s)

[+] DataKeyMessages (166:0.0.0)

DeltaFrameMessages (0:0:0:0)

[+] EventMessages (0:0:0:0)

KeepAliveMessages (0:0:0:0)

[+] MetadataMessages (0:0:0:0)

EncryptedFrames (0:0:0:0)

[+] SignedFrames (0:0:0:0)

[+] DiscoveryRequests (0:0:0:0)

[+] DiscoveryResponses (0:0:0:0)

[+] ChunkMessages (0:0:0:0)

Statelnfo (Operational:Operational)

Subscriber

The publisher can be used to set up communication for receiving data. It is added directly to the OPC UA RT
Device. The settings page includes different configuration parameters to define the transport protocol [» 31]
as well as additional settings that further define the data communication.

Solution Explorer AR @ TwinCAT Project2 + X
- v
A =F ‘ ©~-da ‘ ’E Settings Data Sets Diagnosis
Search Solution Explorer (Ctrl+0) P~ Configuration Status Process Data
1 Solution "TwinCAT Project2' (1 ject Name Subscriber1
P e O e o
h ) Transport |~ UDP/UADP [] Pico seconds
b @l SYSTEM
S umb
MOTION Reader Group settings LB
b PLC
1 SAFETY Eatiod %
E Co+ Name l Defaulth'terGroup‘
VISION
a ANALYTICS Address settings
« Ewo Muticast Addr: [29 0 . 0 . 1
4 * Devices
4 ¥ Device 1 (OPC UART) UDP Port: 484012
*8 |mage
4 State Subscriber
Inputs
b W Outputs Max. Network Message Size 115

P %£ Subscriberl

&% Mappings

e R —

Similarly to the publisher, the Data Sets tab contains information about all linked local or global data sets
and the Diagnosis tab contains diagnostics information about the data communication.
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4.5 Data sets

Data sets can be added to a publisher and subscriber and define a list of name and value pairs that
represent a list of variable values. Such variables are then represented by so-called data set fields. Meta
data can be added to a data set, which provides additional information about the structure and content of a
data set.

TF6105 TC3 OPC UA Pub/Sub provides two different types of data sets, which define how variables are
configured and handled.

» Data set with variables
« Data set without variables

These data set types are described in more detail below.

Scope

Data sets can be configured in two different scopes: locally or globally. Local data sets are configured
exclusively for a single publisher or subscriber whereas global data sets are added on device level and can
be shared by publishers or subscriber, e.g. if you want to publish the same data points on two different
publishers.

=l /0

4 " Devices
4 %E Device 1 (OPC UART)
*8 Image
p State
Inputs
p [l Outputs
4 S2 Publisherl
b State
4 5 DsPubVarsl
b State — | ocal data set on a publisher
b [l Outputs
4 K DsPubVars2
b State - (Global data set on device level
p Il Outputs

3.’. Mappings

Global data sets can be added to a publisher/subscriber via the Data Sets tab:

TF6105 Version: 1.1.0 27



Technical introduction

BECKHOFF

COoOMAE-|

Search Solution Expl

o rLC

SAFETY

C++

@] vision

4 F o

R Solution "TwinCAT Project2' (1 project)

4 gl] TWinCAT Project2 ™ 2 DataSet Writer 2
> (@l SYSTEM
MOTION

& Anames

©-d| p=] Settings | Data Sets | Diagnosis

TwincatProecz_» [

lorer (Ctrl+) P~ Enabled Witer ID Writer Name

%] 1 DataSet Witer 1

E
)
<

Add DataSet
Delete DataSet

4 " Devices
4 % Device 1 (OPC UART)
*® Image
b State
Inputs

B Outputs

b
4

Publisher1

nMa

LVB

State

K. DsPubVars1
b State

b [ Outputs

4 B DsPubVars2
b State
b [l Outputs

ppings

In the example above the publisher has been configured with a local data set called “DsPubVars1” and a

global set ca

Data set wit

lled “DsPubVars2”.

h variables

Data sets with variables configure all variables as part of the process image. These data sets can be added

either global

ly or locally, e.g. on a publisher:

Insert TecCom Object

Search: |

| Name: |Node2 (Published DataSet with Yariables) |

0K

Type:

=[] Beckhoff Automation GmbH & Co. KG
=4 OPC LA PubSub DataSets
R Published DataSet [Module]
i Published D ataSet with Variables [Module]

The variables can then be added directly on the process image of the data set:

|

Cancel

|

Multiple:

|

Insert Instance... I

|

Reload

I
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4 %L Device 1 (OPC UART)
*B mage
b State
1 Inputs
b Il Outputs
4 S2 Publisherl

b State
4 K DsPubVarsl
b State

K Var7 %3 Add New ltem... t} Ins

:5 Mappings Recalc Addresses

As an alternative, you can also use Copy&Paste on a variable from the PLC process image to add it to the
data set, as shown in the following screenshot. Simply use STRG+C to copy the variable to the clipboard
and then paste it to the target data set via the context menu.

fo-o|B-a-2aBP| XA |9 -C -] Release - TWInCAT OS (64) - P Attach.. - - | B | m_plinkerror
| Build 40264 (Loaded) = <i i |00 0 0 [@2.]@8 | TwincaT project3s - (3333333300 - o -l -

olution Explorer
co@t-lo-a sl
search Solution Explorer (Ctrl+)

b B Tasks
=f= Routes
£|: Type System
TcCOM Objects
MOTION
4 [ piC
4 Untitled1
4 & Untitled1 Project
b -3 References
b 3 DUTs
4 [ GVLs
&b en
&P publisher1_DsPubVars1
b [ POUs
3 VISUs
b g PlcTask (PlcTask)
&3 Untitled1.tme
4 O} Untitled? Instance
4 ] PlcTask Inputs

4L
s o ] o
#! eColor

#1 sName
# nWheels

Reader Seitings DataSet Fields

Nr  FieldName DataType TargetVariable
1 CANQUEUEMONITOR ns=1;s=Subscriber1 DsPubV!

et s-Submcrter DaPu

| saFETY
i C++
VISION

|8 Anavvmics

4 [F o
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Data set without variables

Data sets without variables do not configure the variables as part of the process image. Instead, variables
can be added to the data set either via the TwinCAT Target Browser or directly from a PLC process image.
The variables are then automatically linked with the corresponding symbol.

® Changes to the symbol

1 Please note that, if the linked symbol changes, the variables need to be removed from the data set
and added again via the TwinCAT Target Browser because the symbolic information is retrieved as
part of the Drag&Drop process.

To add a variable to this kind of data set, please open the TwinCAT Target Browser and drag a variable to
the Data Set Fields tab of the data set, as shown in the following screenshot.

Solution Explorer TwinCAT Project2 & X MAIN

CoO@E-o-a|s=
Search Solution Explorer (Ctrl+ )

1] Solution “TwinCAT Project2' (1 project)
4 gl TwinCAT Project2
> (@l SYSTEM
MOTION
> [ rLc
SAFETY
n C++
@ wision
& AnALYTICS
4 110
4 L Devices
4 % Device 1(OPC UART)
28 Image
b [ State
[0 Inputs
b Bl Outputs
4 &2 Publisher
4 State
4 B DsPubl
b [} State
&7, Mappings

Writer Settings DataSet Fields
Nr  FieldName DataType TangetVariable

Target Browser
ADS [Enter Filter...
A_i-_‘ ols B MAIN > nCounter
4 B EC2AMAZ-IS52TBG Riame Type S
# {=} Constants 0
3 350: PlcTask @ (5} Global_Version 0
2 251: Portes = (I MAIN 0
|& 27905: AdsPort of Image 1 (i nCounter INT 2
# (=)} TwinCAT_PreventOnline 0
# {z} TwinCAT_SystemInfoVar 0

The field configuration of the data set now includes the variable and it is published as soon as the
configuration is activated.

TwinCAT Project2 &

Writer Settings  DataSet Fields
Nr  FieldName DataType TargetVariable Handling

1 MAIN nCounter ns=2:s=MAIN nCounter

Code generation

Subscriber data sets include an automatic code generation to reduce the engineering time required to create
and link matching PLC variables. The code generation is accessible via the corresponding button on the
subscriber data set.
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a o-3 F= Reader Settings  DataSet Fields
Search Explorer (Ctrl+ g P | [ FieldName DataType Target Variable Handing MetaData Name:
R Solution ‘Cloud" (1 of 1 project) 1 |Tem 3(EL3318)TC Channel 1 | TC_Channel_1_TYPE ns=1:s=Subscriber1.DsPub1.Inputs. Tern 3 (EL3318)_TC D
< TF6105_OpcUa_PubSub_EtherCATMaster_Sample 2 Temn3(EL3318).TCChannel2  TC_Channel_1_TYPE ns=1:s=Subscriber].DsPub1.Inputs Temn 3 (EL3318)_TC ...
D | |SEE 3 |Tem 3(EL3318)TC Channel 3 | TC_Channel_1_TYPE ns=1:s=Subscrber DsPub1 Inputs Tem 3 (EL3318)_TC plesits Doscipbon
5 :,ALTON 4 Tem3(EL3318).TCChannel 4 | TC_Chamnel_1_TYPE ns=1s=Subscrber!.DsPub1 Inputs. Tem 3 (EL3318)_TC .. ;
@ SAFETY 5 | Tem 3(EL3318).TC Channel 5 | TC_Channel_1_TYPE ns=1:s=Subscrber].DsPub1.Inputs.Tem 3 (EL3318)_TC oo Voo
Co+ 6 Tem3(EL3318).TCChannel 6 | TC_Channel_1_TYPE ns=1:s=Subscrber]. DsPub1 Inputs.Temn 3 (EL3318)_TC ... [sr2224 102200 ]
VISION 7 |Tem 3(EL3318).TC Channel 7 | TC_Channel_1_TYPE ns=1:s=Subscrber]. DsPub1 Inputs.Tem 3 (EL3318)_TC
& AnaLvTIcs 8 Tem 3(EL3318)TCChannel 8  TC_Channel_1_TYPE ns=1;s=Subscriber1 DsPub1 Inputs Tem 3 (EL3318)_TC ...
< =@ 9 | Tem 3 (EL3318) WeState bnput... | Boolean :s=Subscrber!.DsPub . Inputs Tem 3 (EL3318)_We.
: L :;’;:“ T, 10 Temn 3 (EL3318) WeState WeS... Bookean ns=1is=Subscrber] DsPub 1 Inputs Temn 3 (EL3318) We...
28 Image 11 | Tem 2 (EL3403)PM Inputs Cha... | PM_inputs_Chennel__TYPE | ns=1:s=Subscrber].DsPub.inputs.Tem 2 (EL3403)_PM |
b I State 12| Tem 2 (EL3403)PM Inputs Cha... PM_inputs_Channel_I_TYPE | ns=1:s=Subscrber!.DsPub.Inputs.Temn 2 (EL3403)_PM |
Inputs 13| Temn 2 (EL3403).PM Inputs Cha... | PM_nputs_Channel_1_TYPE | ns=1:s=Subscriber].DsPub1.Inputs. Term 2 (EL3403)_PM I
b W Outputs 14 | Tem 2 (EL3403).PM Outputs C... | PM_Ouitputs_Channel_1_TYPE | ns=1:s=Subscrberl.DsPub1 Inputs.Tern 2 (EL3403)_PM
4 84 Subscriberl 15 | Tem 2 (EL3403)PM Outputs C... | PM_Outputs_Channel_1_TYPE |ns=1:s=Subscriber] DsPub Inputs Tem 2 (EL3403)_PM
16 | Tem 2 (EL3403)PM Outputs C... | PM_Outputs_Channel_1_TYPE | ns=1:s=Subscrber1.DsPub.Inputs Temn 2 (EL3403)_PM ...
TS 17 | Temn 2 (EL3403).PM Status data | PM_Status_data_TYPE ns=1is=Subscrber!.DsPub1 Inputs.Term 2 (EL3403)_ PM
> G inputs 18 | Tem 2 (EL3403) WeState bnput... | Boolean ns=1:s=Subscrber!.DsPub1 Inputs Tem 2 (EL3403)_We..
4 &, Mappings 19 | Tem 2 (EL3403) WeState WeS... | Boolean ns=1s=Subscrber!.DsPub1 Inputs.Term 2 (EL3403)_ W
&% Untitled Instance - Device 1 (OPC UA RT)
Create in Plc
19fields

This functionality generates a global variable list that contains all the variables from the subscriber data set
with matching data types and the attribute “TcLinkTo” that automatically links them to their counterparts.

Solution Explorer AR Subscriber1 DsPubl & X
3 - ’F 5 1 VAR GLOBAL
Search Solution Explorer (Ctrl+ij P~
F3 Solution 'Cloud' (1 of 1 project)

4 ] TF6105_OpcUa_PubSub_EtherCATMaster_Sample

PubSubState AT $I* : OpcUaPubSubState;

Term_3_TC_Channel_l AT $I* : OpcUa_TC_Channel_l_TYPE;

b @l SYSTEM
MOTION Term_3_TC_Channel_2 AT $I* : OpcUa_TC_Channel 1 _TYPE:
4 Hrc Term_3_TC_Channel_3 AT $I* : OpcUa_TC_Channel 1 _TYPE;
4 [OF Untitled1

4z Untitled1 Project
b [z References

Term_3_TC_Channel_4 AT $I* : OpcUa_TC_Channel_1_TYPE:

3 DUTs Term_3_TC_Channel 5 AT $I* : OpcUa_TC_Channel_1_TYPE;

4 [ GVLs
) Subscriber]_DsPub Term_3_TC_Channel_€ AT $I* : OpcUa_TC_Channel_l_TYPE;

4 [ POUs

) MAIN (PRG) Term_3_TC_Channel_7 AT $I* : OpcUa_TC_Channel_l_TYPE:

4.6

The OPC UA Pub/Sub extension defines different transport protocols over which data can be transmitted.
Those transport protocols include:

Transport protocols

« UDP for fast machine-to-machine communication
« MQTT for machine-to-cloud communication

Each protocol has its own advantages and disadvantages and it depends on the application project which
transport is the right one to use. Although MQTT is considered an "loT" protocol and is often used together
with cloud services, it is of course not restricted to cloud-related use cases because MQTT connectivity can
also be set up within a private network.

The product TF6105 TC3 OPC UA Pub/Sub supports both transport protocols. The following chapters
describe the individual configuration parameters for each transport protocol.

4.6.1 UDP

To configure a Publisher or Subscriber for UDP transport, simply open the Publisher/Subscriber
configuration page and select the UDP transport. UDP supports the (binary) UADP encoding and different

header layouts [P 34]. Different address settings are available to configure connection details, e.g. the
destination address, UDP port and time-to-live.
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Seftings  Data Setz  Diagnosis

Configuration

Mame Publisher1 |

Enabled
f;?udg y UADP Flexible
Transport |« LUDP/UADP

Address settings
Destination Addr: 2% .0 . 0 .1
LIDP Port: 4840 =
Time to Live: 0=

4.6.2 MQTT

LADF Message Header Content
[ ] Payload Header

[ ] WriterGroup 1D

[] Metwork Message Number
[] Timestamp

[] Sequence Number

[ ] DataSetClass ID

[ ] Group Version

Writer Group Settings
Enabled

To configure a Publisher or Subscriber to use MQTT transport, simply open the Publisher/Subscriber
configuration page and select the MQTT transport. MQTT supports the (binary) UADP encoding as well as

JSON and may be configured with a specified header layout [P_34].

Encoding

There are two encodings available for selection: MQTT/UADP and MQTT/JSON. The first data format uses
the binary UADP encoding to encode messages and the last one uses a JSON format.

Settings Data Sets  Diagnosis

Configuration
Name Publisher1
Enabled
UADP Flexible
Transport |+ MQTT/JSON
UDP/UADP
i MQTT/UADP
Address settings MOTT/JS0N
Depending on the selected header layout, the MQTT/JSON encoding may look as follows:
{
"MessageId": "{0CF7F27A-56FF-1F85-CFC2-12C886365C1D}",
"MessageType": "ua-data",
"Messages": [

{
"DataSetWriterId": 1,
"Payload": {

"nCounter": {
"Type": 4,
"Body": 18

}l
"bToogle": {
"Type": 1,
"Body": false
}
}
}I
{

"DataSetWriterId": 2,
"Payload": {

"myNewVariable": {
"Type": 4,
"Body": 42
}
}
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1
}

The JSON format is standardized within the OPC UA Pub/Sub specification. For a full description of the
JSON scheme and each individual field, please consult the specification.

Connection parameters

Whenever using MQTT as the transport protocol, you also need to define connection parameters to the
MQTT Message Broker. These parameters can be specified, depending on the use case, in two different
locations:

» you can either configure individual MQTT connections on each Publisher or Subscriber

 or you can configure one “global” MQTT connection on the OPC UA RT device settings. In this case,
all Publishers and Subscribers share one connection to the MQTT Message Broker.

The following screenshot shows the MQTT connection parameters on a Publisher:

Solution Explorer MR Bl TF6105_OpcUa_PubSub_Mgqtt_Sample + X
- T
G:TU*" O'@"El DalaSets Diagnosis
Search Solution Explorer (Ctrl+i) P~ Configuration
fa] Solution 'TF6105_OpclUa_PubSub_Mqtt_Sample’ (1 project) Name Publisher1
4 ] T76105_OpcUa_PubSub_Mgqtt_Sample Enabled AR e
b @l SYSTEM
MOTION Transport |+ MQTT/JSON
b PLC
&3 SAFETY Address settings
E Cor MQTT own client: || Setitings
& anavymcs
Pl I/O Topic: ‘Devtce 1/Publisher
4 "‘E Devices
T rt QoS: i v
4 % Device 1 (OPC UART) s NotSpecfied
+ B
- Image Publisher ID
4 State
Uint16 | 1
Publisher Settings
Publishing Interval [ms]: 10005

Solution Explorer

@ & '| @~ & | ’IEI General Adaptefl Settings |Diagnosi5 Namespaces/Data Sources
Search Solution Expl (Ctrl+i -
earch Solution Explorer (Ctrl+0) P Device Settings Transport Settings - IP/UDP
fa] Solution "TwinCAT Project’ (1 project) AmsN ) )
etld [172.30.4.23421
P “i TwinCAT Project] 5 | Mode Use operating system settings
bl SvsTEM Ads Port [ Use relative Netid SucelP [ 0 0 0 0
MOTION
PLC Version Subnet | 0o .0 .0 .0
SAFETY OpeUa Extension 1636 Gateway | 0 0 0 0O
E Cor Driver Version
ANALYTICS Udp Source Port 484012
4 Jé’fl Online Management Udp Transport Unit Size (Mtu) 1472)2
Devices
1 -UP Device 1 (OPC UA I- Scan other devices Scan
P % Device ( R ) ) Transport Settings - MQTT
n Mappings Read online configuration Update
Mode Enable MQTT transport
Gifie i suenay Hostname  [127.0.0.1
Binary configuration Import
MQTT/TLS Settings
Viewer Export

In both cases, the dialog that allows to enter the connection parameters is the same and looks as follows:
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B MqttSettingsDialog X
TLS
Clientid: Device 1/Publisher1 15 Mode: No Secusty o
No Security

Broker CA Ceriicate

, - = CA & Cliertt Certificate
Port: 883 = Last Wil Preshared Key (PSK)
@ pAddess: | 127 . 0 . 0 . 1
() Hostname:
Usemame: | ‘
Password: I ]

Save Cancel
Topics

Data on the MQTT Message Broker is organized in so-called “topics”. From an OPC UA Pub/Sub point-of-
view, you can specify topics on two layers:

» The topic on a Publisher is configured on the Publisher settings.
» The topic on a Subscriber is configured individually for each DataSet.

4.7 Header layouts

Header content and message layouts were designed to be flexible and to support different use cases by
enabling or disabling individual fields within the headers. While this flexibility makes it possible to support
many different use cases with Pub/Sub, the number of possible header field combinations also increases the
effort needed for the implementation and verification. On the other hand, within a given application domain or
for different use cases some configurations might be more appropriate than others.

Custom header layout configurations (also called the “Flexible” header layout) can be used but they should
be limited to applications that do not fall into the use cases for the layouts.

The header layout can be configured on a publisher or subscriber, as shown in the following screenshot.

winCaTProject! = < [ A
Settings Data Sets Diagnosis
Configuration UADP Message Header Content
Name | Publisher1| [ Payload Header
Enabled (] WriterGroup 1D
Header . rit up
Layout |~ UADP Flexible
[] Network Message Number
Transport |+ UDP/UADP (] Tmestamp
Address settings [ Sequence Number
Destination Addr- 239 . 0 _ 0 _ 1 [ DataSetClass ID
] Group Version
UDP Port: 48405
Writer Group Settings
Time to Live: 05 Enabled

The following header layouts are supported. The header layout names are derived from the OPC UA
specification, part 14, annex A.
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Name Supported
Flexible Yes
UADP Dynamic Yes
UADP PeriodicFixed Yes
JSON DataSetMessage Yes
JSON Minimal Yes
JSON NetworkMessage Yes

4.8 Configuration import/export

Exchanging configurations can be a very important step during the engineering phase of a project, especially
if a Pub/Sub configuration needs to be exchanged between different devices and/or vendors. OPC UA Pub/
Sub includes a standardized, file-based format to exchange configurations known as the “UA-Binary import/
export” or simply “Configuration import/export”.. The workflow is usually as follows:

« Set up your publishers on device A.
» Export the configuration file.
» Import the configuration file on the other device(s) to set up a corresponding subscriber.

A configuration dialog on the OPC UA RT device in TwinCAT XAE allows to access this import/export
functionality.

Selution Explorer o' TwinCAT Project] R X
@ & '| @~ a | ﬁE| General Adapter Settings Diagnosis  Mamespaces/Data Sources
Search Solution Explorer (Ctrl+( -
earch Solution Explorer (Ctrl+0) s Device Settings Transport Settings - IP/LUDP
] Solution “TwinCAT Project1’ (1 project)
AmsNetld 17230423421
. “a TuinCAT Project] 5 Mode Use operating system settings
bl SYSTEM Ads Fort [ Use relative Netld Source IP 0 0 0 _ 0
MOTION e
PLC Wersion B - = - - - =
53] SAFETY Opcla Extension 1636 Gateway 0 . 0 . 0 .0
@ Cos Driver Version
& Anavmes Udp Source Port 48405
] /0 Online Management Udp Transport Unit Size: {Mtu) 1472 %
= ‘}%I(ES Scan other devices Scan
Tr it Settings - MQTT
ﬁj Mappings Read online configuration Update DI o
Mode Enable MQTT transport
Offine Managemert Hostname 127001
Binary configuration Import
MQTT/TLS Settings
Viewer Export

Opc Ua Server Configuration

[] Enable dynamic creation via server interface

® Changes to the configuration
1 Please note that every change to the configuration also requires to create a new configuration file.

Export

When exporting a configuration file, a dialog is opened that allows to select the destination that the file
should be saved to. You can then take the created file and share it with the corresponding party.
Import

When importing a configuration file, a dialog is opened that allows to select the publishers/subscribers that
should be imported from the file. The default behavior is that a publisher is imported as a subscriber and vice
versa.

TF6105 Version: 1.1.0 35



Technical introduction BEGKHOFF

B pubSub Discovery - Offline X

Server Ud:

Usemama: Passward:

EndPoint:

Select tems
EF‘uhIishers
=[] Publisher1 - DefaultWriterGroup

----- Publisher1 - Defautt WriterGroup - DataSet Whiter 1 (17 Fields)

Cancel Timeout [s] |1 = Import Pushlisher as Subscriber | Subscriber as Publisher Create

MQTT connection settings

When importing a configuration file that contains MQTT connection settings, the connection details
are imported as follows:

jmio

If the MQTT connection settings are the same for all configuration items, the settings are imported
and added on the OPC UA RT Device.

If the MQTT connection settings are different on some configuration items, the settings are imported
on the publisher/subscriber nodes.

Configuration viewer

The same settings area also includes a so-called “configuration viewer”, which allows to preview the
contents of the binary Pub/Sub configuration file.
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[ TwinCAT Project 1.uabinary £ |

1 | SOETNU LB S OIS TXINULINULISOHINU LINU LINU LIINU LINU L INU L S e o Reeares)
2 [NULINULINULISEISH=SESE M NULINULINULINULINULINULINULINULINULINULINULINULINU L
(ULINULINU LSRR M N U L[S TXINULINU LINULIA CKINULINULINU L SSR=Iet=p N U LINU LN
[NULINULINU LIS RSl S OHEN OIS OHINULEINU LINU LINUL el sl Sl slub o} bbols -4 o fu}d
[NULINULINU LSRR M N UL INULINULINU LISOHINU LI S OHIF SINULINULINU L iatiataigy

(LT

B OpcUa Configuration Viewer

Opcla Binary Data Stnucture

Name Value
1 Blement

m um:Beckhoff Automation:Ua:Device 1

Structure DataTypes 0 Elements
EnumDataTypes 0 Elemerts
Sample DataTypes 0 Blements
[=] Body (0:0:0:0:0-0:0:{{DsPubVars 1:{):{DsPubVars 1 nul: {{MyBool:
SubscrbedDataSets 0 Blements
DataSetCasses 0 Bements
Default SecurtyKey Services 0 Blements
SecurtyGroups 0 Elements
PubSubKeyPush Targets 0 Blemerts
ConfigurationVersion 0
ConfigurationPropesties 0 Bements
[=] PublishedDataSets 1 Blement
=0 (DsPubVars1:{1:(DsPubVars 1:null:{(MyBool nuill:False: 13=1:-1:...
Name DsPubVars1
DataSetFolder 0 Blemerts
[Z] DataSetMetaData (DsPubVars 1 nul {{MyBool nul:False: 1i=1:-1::0: 776 75ee-IF
Name DsPubVars1
Description nul
[=] Fields 2 Blemerts
= 0 (MyBool:null:False: 1:iw1:-1:[.0:6 776 75ee-% 11-475c-8648-985
(O] (Mylnt il False 4 j=d -1.[1.0.c7398584-a¢ 7d-4523bi da-6609.
DataSetClassid 00000000-0000-0000-0000-000000000000
+] ConfigurationVersion | (742385720:742385728)
Namespaces 0 Blements
Structure DataTypes 0 Blemerts
EnumDataTypes 0 Blements
SimpleDataTypes 0 Blements
ExtensionFields 0 Blements
DataSet Source 0

Type

| Stangl]

|stng
Structure Description(]
ErumDescription(]
Simple Type Description[]
PubSubConfiguration2DataType

Standalone SubscribedDataSet Data Type(]

| DataSetMetaDataTypel
Endpoint Description[]
SecurtyGroupDataType()
PuibSubKeyPush TargetDataType(]
Ulnt32
| KeyValuePax)
PublishedDataSet DataType(]
PublshedDataSet Data Type
String
Stingl]
| DataSetMetaDataType
Sting
LocalzedText
FieddMetaData]
FieldMetaData
| FieldMetaData
Guid
ConfigurationVersionData Type
Stangl]
Structure Description(]
EnumDescription[]
| Simple Type Description[]
| KeyValuePar]
FublishedData Set Source DataType

Fle:  [C:\Users\Administrator\Deskiop\ TwinCAT Project 1 uabinary

4.9 In-depth

491 Publishing Interval

The Publishinginterval is configured as part of a Publisher configuration. It specifies the time intervall in
which frames should be published and correlates with the BaseTime that has been configured in the

TwinCAT Real-Time settings.

Example: the following screenshot shows a system which has a BaseTime of 1ms configured in its TwinCAT

Real-Time settings.

TF6105
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Settings  Online  Priorties  C++ Debugger

Router Memaory Global Task Config
Configured Size [MB]: |32 = Maximal Stack Size [KE] G4KB ~

Allocated # Available: Ky

Awailable Cores

Shared / lsolated: |1 = |0 = Read from Tanget Set on Tanget
Core FT-Core Baze Time Core Limit
0 [v Default 1 ms *la0% -

When configuring a Publisher, the Publishinglinterval now correlates to this BaseTime. The following
screenshot shows a configured Publishinglnterval of 100ms (100 ticks * 1ms BaseTime).

Publisher Settings
Publishing Interval [Ticks]: 1004 100 ms

4.9.2 KeyFrames, DeltaFrames, KeepAlive

This documentation article explains how KeyFrames, DeltaFrames and KeepAlive correlate with each other
when configured on a publisher or publisher data set.

KeyFrames and DeltaFrames

KeyFrames always contain the full data set whereas DeltaFrames only include incremental updates (fields
that have changed). When configuring a Publisher data set, the KeyFrameCount specifies how often a
KeyFrame should be published related to the publishing interval.

Solution Explorer ARl TwinCAT Project2 & X
BE-|o-a|F E Wiiter Settings  DataSet Fields
Search Solution Explorer (Ctrl+Q) P~ Configuration Message Content Mask
R Solution "TwinCAT Project2' (1 project) Name l DataSet Writer 1| [ Timestamp
4 ] TwinCAT Project2 -
b (@l SYSTEM S O
MOTION WriterGroup 1D 1 = [J Status Code
PLC DctaSet Yter 10 : (] Major Version
; a er 3
E SAFETY (] Minor Version
C++
DsPubVars1
VISION DataSet ubVars [[] Sequence number
(& anaLvTICS
Sett
4 /0 ings Field Content Mask
4 "% Devices KeyFrameCount 1 N [] Status Code
4 %% Device 1 (OPC UART) ] Source Timestamp
N
» Image [] Server Timestamp
4 State i
Inputs [] Source Picoseconds
bl Outputs [] Server Picoseconds
4 Z2 publisher ] Raw Data
b State

b =% DsPubVarsl
ﬁ', Mappings

When set to "1", a KeyFrame is published in every Publisher cycle. When set to a value greater than "1", a
KeyFrame is published every n cycles, otherwise a DeltaFrame is published. Please note that Delta-Frames
are only published if there is a data change, which means that there may be times in which no Frames are
published at all.
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KeepAlive

The KeepAlive time, which is configured on a publisher, is used to send out frames if there are no data
changes (and therefore delta frames) that are send out for a longer period of time. This ensures that any
subscribers still know that the publisher is online. Please note that, when configuring the KeepAlive on a
subscriber, that this also correlates with the MessageReceiveTimeout.

4.9.3 MessageReceiveTimeout

The MessageReceiveTimeout is configured as part of a Subscriber configuration. It specifies the time after
which an incoming message for a subscriber DataSet is to be expected - otherwise a timeout occurs and the
PubSubState process variable goes into an error. The MessageReceiveTimeout may be reset by the

KeepAlive [»_38].
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5 Samples

Sample code and configurations for this product can be obtained from the corresponding repository on

GitHub: https://github.com/Beckhoff/TF6105 Samples. There you have the option to clone the repository or
download a ZIP file containing the sample. The following samples are currently available:

Sample Description

UDP [» 40] Demonstrates how to set up a sample publisher and subscriber based on OPC UA
Pub/Sub UDP.

MQTT [» 41] Demonstrates how to set up a sample publisher and subscriber based on OPC UA
Pub/Sub MQTT.

Publish data from Explains how to set up an EtherCAT Master ADS Symbol Server and configure an

EtherCAT Master OPC UA Publisher to publish its data points. This sample is not available as a
download but all required steps will be explained in this documentation article.

We also recommend to check out our quick start tutorials [»_13], which provide a guided walkthrough of
various configuration use cases.

5.1 UDP

This sample demonstrates how to set up a publisher and subscriber based on OPC UA Pub/Sub UDP. The
sample solution contains a TwinCAT project that includes the following PLC configuration:

» a PLC project that generates random data and links the data with data sets [P 27] on the OPC UA RT
Device’s publishers.

» a PLC project that stores the data received by subscribers on the OPC UA RT Device.

The 1/0 configuration includes an OPC UA RT Device with two publishers and two subscribers:

 a publisher that is configured to include a data set with variables. The variables are linked via the
process image to the output variables of the first PLC project.

* a publisher that is configured to include a data set without variables. The variables are linked internally
via their ADS symbol names to variables in the first PLC project.

 a subscriber that is configured to subscribe to the data published by the first publisher. The input
variables are linked with variables from the second PLC project.

» a subscriber that is configured to subscribe to the data published by the second publisher. The input
variables are linked with variables from the second PLC project.

® Creation of the subscribers

The subscribers have been created automatically based on the Configuration import/export [P 35].
We highly recommend using this exchange format wherever possible.

How to start the sample

Before you activate the sample project, the OPC UA RT device needs to be set up for a network interface

card that has the TwinCAT Realtime-Ethernet Adapter driver installed. This can be done via the OPC UA RT
device settings dialog.
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Solution Explorer ARl TF6105_Opclla_PubSub_Sample & X
Fle| -
@ & | ©-a | >~ |E| GeneraISeﬂings Diagnosis Mamespaces/Data Sources
Search Seolution Explorer (Ctrl+d P~
P - ) (® Network Adapter
fal Solution 'TF&105_OpcUa_PubSub_Udp_Sample' (1 project) @05 (NDIS) OFCI O DPRAM
4 Iﬂa TFE105_OpcUa_Pubbub_Udp_Sample '
bl SYSTEM Description: [Ethemet 3 {Amazon Elastic Network Adapter) |
[z0] .
MOTION Device Name: |'-.DE‘«"ICE'-.{AT"233AD4»2A‘ID~4551—855A-85?EEC4EBDE5) |
4 PLC
4 E Publisher Search...
b el Publisher Project MAC Address:  [0a Bc 03 75 % 51 | || Compatile Devices...
P O} Publisher Instance
4 [ subscriber IP Address: [172.30.4.234 (255.255.255.0) |
b g=] Subscriber Project [ Promiscuous Mode juse with Wireshark only)
b Subscriber Inst
& SN??TY Hasenberinstance [ Virtual Device Names
C
AL;\L‘FI'ICS () Adapter Reference
4 o]
42 Devices
* Device 1 (OPC UA RT) Freerun Cycle (ms): 2 =
W1 VEppmgs
m ) Publisher Instance - Device 1 (OPC UART)
”—-E Subscriber Instance - Device 1 (OPC UART)

Please also make sure that your system meets the system requirements [» 9].

5.2 MQTT

This sample demonstrates how to set up a publisher and subscriber based on OPC UA Pub/Sub MQTT. The
sample solution contains a TwinCAT project that includes the following PLC configuration:

» a PLC project that generates random data and links the data with data sets [ 27] on the OPC UA RT
Device’s publishers.
» a PLC project that stores the data received by subscribers on the OPC UA RT Device.

The 1/0O configuration includes an OPC UA RT Device with two publishers and two subscribers:

« a publisher that is configured to include a data set with variables. The variables are linked via the
process image to the output variables of the first PLC project.

» a publisher that is configured to include a data set without variables. The variables are linked internally
via their ADS symbol names to variables in the first PLC project.

» a subscriber that is configured to subscribe to the data published by the first publisher. The input
variables are linked with variables from the second PLC project.

» a subscriber that is configured to subscribe to the data published by the second publisher. The input
variables are linked with variables from the second PLC project.

® Creation of the subscribers

The subscribers have been created automatically based on the Configuration import/export [P 35].
We highly recommend using this exchange format wherever possible.

How to start the sample

Please make sure that your system meets the system requirements [P 9].

Before you activate the TwinCAT project, please make sure that you have an MQTT Message Broker
running locally on the same system. The message broker should listen on port 1883/tcp without any
encryption or user authentication. Please note that this is only for demonstration purposes! Please adapt this
configuration to your environment. The MQTT settings can be found on the OPC UA RT device.
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TF§105_OpclUla_PubSub_Mqtt_Sample = > [N

Samples

& & '| © >~ a ‘ ’E| General Adapt Diagnosis Namespaces/Data Sources
Se h Solution Expl (Crl+
earch Solution Explorer (Ctrl-() Device Seftings Transport Settings - IP/UDP
R Solution 'TF6105_OpcUa_PubSub_Mgtt_Sample' (1 project) _ "
AmsNetld  (172.30.4.234 2.1
4 ] TF8105 OpeUlz PubSub_ Matt Sample : Hode i ted
b @ SYSTEM Ads Port (] Use relaive Netld SourcelP [172 . 30 . 4 24
4 Version e
Opclla Exdension 1636 Gateway 172 30 4 q
4 g=| Publisher Project
b [ References Drver Version Udp Source Fort 484012
3 DU Orline: Management Udp Transport Unit Size (Mtu) 14725
= E;bs Scan other devices Scan
4 [ POUs -
Tr it Setti -MaTT
B MAIN (PRG) Read online configuration Update L +P
22 VisUs Mods Enable MQTT transport
b G PlcTask (PicTask] Offline: Managemert Hostname  [127.0.0.1
&3 Publishertme Binary corfiguration Impart
b O} Publisher Instance MQTT/TLS Setings
4 Subscriber e B
b g2l Subscriber Project
b OF Subscriber Instance B MquisettingsDislog X
7 SAFETY
[Ed c++ e
ANALYTICS Cliertid Device 1
E TLS Mode No Security >
4 /o
4 "7 Devices Broker
b %% Device 1 (OPC UART) Port 1883 < Last Wil
4 g7 Mappings : - =
4”, Publisher Instance - Device 1 (OPC UA RT) ® Ip Address: . 8.0
#% Subscriber Instance - Device 1 (OPC UA RT) () Hostname:
Usemame: | |
Password [ |
Save Cancel

You can then activate the TwinCAT project and login to the PLC projects to debug the PLC runtime. You
should see that the subscriber PLC project receives data (which is published by the other PLC project).

5.3 EtherCAT Master

You can easily publish data points from an EtherCAT Master image. An intermediate PLC project is not
required but may be added in case you need data conversion or transformation. The following
documentation describes all necessary steps to set this use case up. These steps consist of:

Activate the ADS Symbol Server on the EtherCAT Master

Set up an OPC UA RT Device

Configure a publisher with a data set

Add data points from the EtherCAT Master to the publisher data set
[optional] Set up a TwinCAT subscriber

6. [optional] Set up a generic MQTT client subscriber

o=

This sample demonstrates this setup based on a use case in which 1/0O data points from the EtherCAT
Master should be published to a message broker in the Cloud. A 3"-party application should then connect to
the same broker and subscribe to the data. This sample may be adapted to different variations of this use
case as required by the application.
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OPC UA Pub/Sub
MQTT

Message Broker S @ > 3rd Party

A

OPC UA Pub/Sub
MQTT

TwinCAT
@

TwinCAT EtherCAT Master

. _

110

Activate the ADS Symbol Server on the EtherCAT Master

The TwinCAT EtherCAT Master offers the functionalities of an ADS Symbol Server. All terminals and
variables on the EtherCAT Master are then made available via ADS. ADS Clients can connect to the ADS
Symbol Server in order to browse its namespace and read/write data. You can activate this feature on the
ADS settings page of the EtherCAT Master Image.

Solution Explorer AR TwinCAT Projectd & X
o | To .
'd'-:] © # General Size / Offset Buffered Mapping Input  Output Parameter (Online)

Search Solution Explorer (Ctrl+G) P~

[ Solution "TwinCAT Projectd’ (1 of 1 project) Enable ADS Server Pot:
4 ol winCAT Project4 [ Create symbols
b ﬂ SYSTEM ] Generate tmc file
MOTION Copy tmc file to tanget
:::EETY [[] Generate hierarchical symbol names
C++
VISION
ANALYTICS
4 /0
4 Devices

4 5= Device 1 (EtherCAT)

*8 Image-Info
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Set up an OPC UA RT Device

Set up an OPC UA RT Device as described in our Quick Start [P_13] tutorials. In this sample, the OPC UA RT
Device will be configured for a secure MQTT connection to a remote message broker that runs in the Cloud
but you can also run this sample locally. Please enter the MQTT connection details according to your

environment.

Solution Explorer
£ o-3 &=

Search Selution Explorer (Ctrl+)

F3 Solution ‘TF6105_OpcUa_PubSub_EtherCATMaster_Sample' (1 of 1 project)

4 ] TF6105_OpcUa_PubSub_EtherCATMaster_Sample
b @l SYSTEM
MOTION
@ rc

VISION
& AnALTICS
4« Evo
4 % Devices
b 5 Device 1 (EtherCAT)
Y De OPC UAR

¥ image

b State
Inputs

b Bl Outputs

4 5% Mappings
&° UntitledT Instance - Device 1 (EtherCAT) 1
57 UntitledT Instance - Device 2 (OPC UA RT)

R Bl 176105 OpcUa._aster Sample = X

General Adapter Settings Diagnosis Mamespaces/Data Sources
£ Device Setings Transpert Settings - IP/UDP
AmsNetld  [17217.28.216.3.1 Mode [ Use operating system settings
Ads Port 1] Use relative Netld SorcelP [ 0 0 0 0
Version Subnet 0o . 0 .0 0
Opella Extension 16.115 Gtewsy [ 0 0 0 0
Driver Vi 181110 =
ver fersen Udo Saurce Port 484013
Oniine Management Udo Transport Uk Size (M)
Scan other devices Scan
Transport Settings - MQTT
Read online configuration [ vew | T
Mode [ Enable MQTTtransport
Sl e Hostname  [ba-0b9325h1346322¢3 eucent|
Binary configuration [ mpot |
wartrs
B MqttSettingsDialog ®
s
Clertld I | 7LS Moge: A& Gl Certicate. ~|
Broker
Port 3383 =) | lastWil | CACetficate:  [CTemplinemnediateCApem | =]
O Ip Address: 0.0 .0 .0 CRL: [ 1]
® Hostname:  [ba-0bSh325b 1346322c3 eu-central-1 demo beckh| [ Dont check identiy of broker nsecure)
s ‘ | Client Certificate
posamond ‘ | Certficate: |C\Temp\MyPubSubDevice.pem | ]
Prvate Key: [C:\Temp \MyPubSub Device key | =]
Key Password: | |

Configure a publisher with a data set

Next, you want to create a publisher that includes a data set containing variables that are linked to the data
points of the EtherCAT Master Image. Right-click the OPC UA RT Device and select Add New Item and
then OPC UA Publisher. Then right-click the added publisher and select Add New Item and then
Published DataSet. Note that the data set does not contain any fields yet, as shown in the following

screenshot.

A o-0 4=

Search Solution Explorer (Ctrl+a)

[ Solution 'TF6105_Opcla PubSub_EtherCATMaster_Sample' (1 of 1 project)

4 gl TF6105_OpcUa_PubSub_EtherCATMaster_Sample
> [l sYsTEM
MOTION

> [ PLC

VISION
& anavymcs
4« Evo
4 2 Devices
b = Device 1 (EtherCAT)
4 U Device 2 (OPC UART)
*® Image
3 State
Inputs
b Outputs
4 22 publisher!
b State
4 B DsPubl
4 State
%] PubSubState
4 &% Mappings
57 Untitled1 Instance - Device 1 (EtherCAT) 1
&7 Untitled Instance - Device 2 (OPC UA RT)

You can now add data points from the EtherCAT Master by using the TwinCAT Target Browser.

J 176105 OpcUa..aster Sample & %

Wiriter Settings  DataSet Fields

Nr  FieldName DataType

Target Variable

Add data points from the EtherCAT Master to the publisher data set

Handing

17 figlds

Open the TwinCAT Target Browser and navigate to the ADS Symbol Server of the EtherCAT Master. If this
ADS Server is not shown yet, you can add its port via the ADS Port Selection dialog, as shown in the

following screenshot.

44

Version: 1.1.0

TF6105



BECKHOFF

Samples

Target Browser

L@

Enter Filter...

« W EC2AMAZ-2RRSQS6

[ 350: PicTask
[Z 351: PlcTask1
G 851: Port8s1
) 852: Port852
|&] 27905: AdsPort of Image 1

T Ads Port Selection

[C] 15000 : R3SINECH1
[] 16000 : R3CONTROLNET
[] 17000 : R3OPCSERVER
[] 17500 : R3OPCCLIENT
20100

27905

27906

27907

27908

27909

27910

[] 65535 : USEDEFAULT

X

Add | Reset | Cancel

Ok

The ADS port of the EtherCAT Master Image can be found on the settings page in step 1.

You can now navigate through the namespace of the EtherCAT Master Image and select the data points that
you want to publish. When adding data points you have four options:

1. Select every data point individually and use Drag&Drop to add it to the data set.

2. Select the whole process image and use Drag&Drop to add it to the data set. In this case, every
terminal on the image will be added as a structured data type to the data set.

3. Select the whole process image and use SHIFT + Drag&Drop to add it to the data set. In this case,
only the variables on each terminal will be added to the data set (as simple data types). This option
may be required if the OPC UA Pub/Sub subscriber does not support structured types.

4. Select the terminals and use Drag&Drop to add them to the data set.

The following screenshot shows the result of a Drag&Drop operation as described in option 1 for two
terminals (EL3403 and EL3318).

Solution Explorer

F o-3 /'

Search Solution Explorer (Ctrl+) p- N FieldName DataType

N4 TF6105_OpcUa...aster_Sample & X

Witer Settings  DataSet Fields

TargetVariable Handling

[ Solution 'TF6105_OpcUa_PubSub_EtherCATMaster_Sample’ (1 of 1 praject) 1 | Tem 2 (EL3403).PM Inputs Cha. . | Int32 ns=2;s=Tem 2 (EL3403) PM Inputs Channel 1 Active power
4 |7 TF6105_OpcUa_PubSub_EtherCATMaster_Sample 2 |Tem 2 (EL3403) P Inputs Cha.. 32 ns=2s~Tern 2 (EL3403) PM inputs Channel 1 Curent
& ;V;ED“T\I 3 |Tem 2 (EL3403) PM Inputs Cha... | 32 ns=2s=Tem 2 (EL1403) PM inputs Channel 1 Vohtage
» W e 4 |Tem 2 (EL3403) PM Inputs Cha...| Int32 ns=2s=Tem 2 (EL3403).PM Inputs Channel 2 Active power
ST 5 |Tem 2 (EL3403) PM Inputs Cha_| Int32 ns=2s=Tem 2 (EL3403) PM Inputs Channel 2 Cunent
[~ 6 |Tem 2 (EL3403) PM Inputs Cha_| Int32 ns=2s=Tem 2 (EL3403) PM Inputs Channel 2 Votage
VISION 7 |Tem 2 (EL3403) PM Inputs Cha._| 132 ns=2:s=Tem 2 (EL3403) PM Inputs Channel 3 Active power
&l Anavmcs 8 | Tem 2 (EL3403).PM Inputs Cha... | Int32 ns=Zs=Tem 2 (EL2403).PM Inputs Channel 3 Current
4 @vo 9 [Tem 2 (EL3403)PM Inputs Cha... | Int32 ns=2s=Tem 2 (EL3403}.PM Inputs Channel 3.Voltage
4 % Devices

b = Device 1 (EtherCAT)

U Device 2 (OPC UA RT)

10 | Tem 3 (EL3318). TC Channel 1 Int16

ns=2s=Tem 3 (EL3318) TC Channel 1 Value

11 |Tem 3 (EL3318).TC Channel 2 Int16

ns=2:s=Tem 3 (EL3318) TC Channel 2 Value

8 mage 12 | Tem 3 [EL3318).TC Channel 3.... |Int16 ns=2:a=Tem 3 (EL3318).TC Channel 3.Value
b State 13 | Tem 3 (EL3318).TC Channel 4.... |Int16 ns=2:s=Term 3 (EL3318).TC Channel 4 Value

Inputs 14 | Tem 3 (EL3318).TC Channel 5.... |Int16 ns=2:s=Tem 3 (EL3318).TC Channel 5.Value
b B Outputs 15 | Tem 3 (EL3318).TC Channel 6.... |Int16 ns=2:s=Tem 3 (EL3318).TC Channel 6. Value
9 PAREELE 16 | Tem 3 (EL3318) TC Channel 7.... |Int16 ns=2:=Term 3 (EL3318).TC Channel 7 Value

3 State

4 B DsPubl Term 3 (EL3318).TC Channel &... ns=2:s=Term 3 (EL3318).TC Channel 8.Value

Pl State

#1 PubSubState

4 &% Mappings

The following screenshot shows the result of a Drag&Drop operation as described in option 4 for two

&7 Untitled1 Instance - Device 1 (EtherCAT) 1
g7 Untitled1 Instance - Device 2 (OPC UART)

terminals (EL3403 and EL3318).

17 fields
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£ -0 &= Witer Settings  DataSet Fields
Search Solution Explorer (Ctrl+a) P~ Nr  FieldName DataType TargetVariable Handling
[ Solution 'CX-1D7BIE' (1 of 1 project) 1 |Tem 3(EL3318).TC Channel 1 | TC Channel 1_TYPE ns=2:s=Tem 3 (EL3318).TC Channel 1
4 ) TF6105_OpcUa_PubSub_EtherCATMaster_Sample 2 Tem3(EL3318)TCChannel 2 | TC Channel 1_TYPE ns=2:s=Tem 3 (EL3318) TC Channel 2
b DL 3 Temn 3(EL3318)TC Channel 3 | TC Channel 1_TYPE ns=2:s=Tem 3 (EL3318).TC Channel 3
:,ALC;“ON 4 Tem3(EL3318).TCChannel 4 | TC Channel 1_TYPE ns=2:s=Tem 3 (EL3318).TC Channel 4
T SAFETY 5 | Tem 3(EL3318).7C Channel 5 | TC Channel 1_TYPE ns=2s=Tem 3 (EL3318).TC Channel 5
& c+ 6  Tem 3(EL3318)TCChannel 6 | TC Channel 1_TYPE ns=2s=Tem 3 (EL3318).TC Channel 6
VISION 7 | Temn 3(EL3318)TC Channel 7 | TC Channel 1_TYPE ns=2:s=Tem 3 (EL3318).TC Channel 7
& AnaLvmcs 8 | Tem 3(EL3318).TCChannel8  TCChannel 1_TYPE ns=2:s=Tem 3 (EL3318).TC Channel 8
« @w 9 | Tem 3 (EL3318) WcState.npus... | Boolean ns=2:s=Tem 3 (EL3318) WcState Input Toggle
‘ :% —D:VLI;::ice 1 (EtherCAT) 10 Tem 3 (EL3318).WcState. WcS... | Boolean ns=2:s=Tem 3 (EL3318) WcState WeState
4 % Device 2 (OPC UART) 11 | Tem 2 (EL3403).PM Inputs Cha... | PM Inputs Channel 1_TYPE ns=2:s=Tem 2 (EL3403).PM Inputs Channel 1
*B |mage 12 Tem 2 (EL3403).PM inputs Cha... PM Inputs Channel 1_TYPE ns=2:s=Tem 2 (EL3403) PM Inputs Channel 2
3 State 13 | Tem 2 (EL3403).PM Inputs Cha... | PM Inputs Channel 1_TYPE ns=2:s=Tem 2 (EL3403) PM Inputs Channel 3
Inputs 14 Tem 2 (EL3403)PM Outputs C... |PM Outputs Channel 1_TYPE | ns=2ss=Tem 2 (EL3403).PM Outputs Channel 1
b o‘ Outputs 15 | Tem 2 (EL3403).PM Outputs C... |PM Outputs Channel 1_TYPE  |ns=2s=Tem 2 (EL3403). PM Outputs Channel 2
b f P“bS'Z':” 16 | Tem 2(EL3403)PM Outputs C... | PM Outputs Channel 1_TYPE | ns=2:s=Tem 2 (EL3403).PM Outputs Channel 3
17 | Tem 2 (EL3403).PM Status data | PM Status data_TYPE ns=2;s=Tem 2 (EL3403).PM Status data
b State 18 | Temm 2 (EL3403).WcState Input... Boolean ns=2;s=Tem 2 (EL3403). WcState.Input Toggle
4 &% Mappings 19 | Tem 2 (EL3403) WeState WcS... | Boolean ns=2:s=Tem 2 (EL3403) WcState. WeState
&7 Task 4 - Device 1 (EtherCAT) 1
&7 Task 4 - Device 2 (OPC UA RT)
19fields

[optional] Set up a TwWinCAT subscriber

You can easily set up a subscriber for the published data points by exporting the configuration [P 35] into a
OPC UA Binary exchange file. This file can then be imported on the other side to automatically create a
subscriber that fits the publisher configuration.

To export the configuration, double-click the OPC UA RT Device and select Settings. Click on the button
Export and save the configuration in a file.

TF6105_0OpcUa...aster Sample +

General Adapter| Settings -Diagnusis MNamespaces/Data Sources

Device Settings Transport Settings - IP/UDP
AmsMetld |1?2.1?.23.21'E.3.1 Mode Use operating system settings
Ads Port [ Use relative Netid Suce® [ 0 . 0 . 0 _ 0
Versian Subnet | © 0 0 0
Opclla Bdension 16115 Gateway I 1 0 0 0
Driver Versi 181110 =
Ver HErsen Udp Source Port 434015
Online Management Udp Transport Unit Size (Mtu) 1472 %
Scan other devices Scan

Transport Settings - MGTT
Mode Enable MQTT transport

Fead online corfiguration Wiew

LRl Hostname  [ba-0b%325b1346322¢3 eu-cent|

warims

Binany configuration Import

Viewer Export

Ope Ua Server Corfiguration
[] Enable dynamic creation via server interface

Import this configuration file on the device that should host the subscriber. If the device is also a system that

runs TwinCAT, you can import the file to the corresponding TwinCAT project by using the Import button on
the OPC UA RT Device.
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You can also create a subscriber in the same project that also runs the publisher. The controller will
therefore act as a publisher AND subscriber.

After importing the configuration file, the subscriber will be automatically configured with a data set that
includes the fields from the publisher.

84 Subscriberl

b [ State
4 2. DsPubl
b [} State
4 [ Inputs
4 %1 Term 3 (EL3318)_TC Channel 1
4 ¥l Status
#! Underrange
#! Overrange
#! Error

¥ TPDO State
# ™&PDO Toggle
¥ Value

v vV vV v v vy v

. Term 3 (EL3318)_TC Channel 2
_ Term 3 (EL3318)_TC Channel 3
. Term 3 (EL3318)_TC Channel 4
_ Term 3 (EL3318)_TC Channel 5
. Term 3 (EL3318)_TC Channel 6
. Term 3 (EL3318)_TC Channel 7
. Term 3 (EL3318)_TC Channel &
Term 3 (EL3318)_WcState_InputToggle
Term 3 (EL3318)_WcState_WcState
. Term 2 (EL3403)_PM Inputs Channel 1
. Term 2 (EL3403)_PM Inputs Channel 2
. Term 2 (EL3403)_PM Inputs Channel 3

. Term 2 (EL3403)_PM Qutputs Channel 1
. Term 2 (EL3403)_PM Outputs Channel 2
. Term 2 (EL3403)_PM Outputs Channel 3

¥R W e

_ Term 2 (EL3403)_PM Status data
Term 2 (EL3403)_WcState_InputToggle
Term 2 (EL3403)_WcState_WcState

You can then create a mapping with variables e.g. from a PLC application or generate PLC code
automatically via the Create PLC code button on the data set configuration.

2 o-0 4=
Search Solution Explorer (Ctrl+) P~
[R Solution ‘Cloud’ (1 of 1 project)
4l TF6105_OpcUa_PubSub_EtherCATMaster_Sample
b @l SYSTEM
MOTION
b @l rLc
[ saFeTy
[ -+
@ vision
& anavmes
4 7]
4 %% Devices
4 % Device 1 (OPC UART)
2% Image
b [ State
I Inputs
b 1 Outputs
4 84 Subscriberl
b [ State
b [ State
4 [ Inputs
b # Term 3 (EL3318)_TC Channel 1
b # Term 3 (EL3318)_TC Channel 2
b # Term 3 (EL3318)_TC Channel 3
b #1 Term 3 (EL3318)_TC Channel 4
b # Term 3 (EL3318)_TC Channel 5

R 176105 OpcUa...aster_Sample & X

Reader Settings DataSet Fields

TC. 1_TYPE

1

2 ; _Channel_1_] ns=1 I Inputs Tem 3 (EL3318)_TC ...

3 | Tem 3 (EL3318).TC Channel 3 | TC_Channel_1_TYPE ns=1;3=Subscrber]. DsPub1 Inputs.Temn 3 (EL3318)_TC .

4 Tem 3(EL3318)TCChannel 4  TC_Channel_1_TYPE ns=1s=Subscriber!.DsPub Inputs Tem 3 (EL3318)_TC ... |
5 | Tem 3 (EL3318).TC Channel 5 | TC_Channel_1_TYPE ns=1;3=Subscrber]. DsPub1 Inputs.Tem 3 (EL331)_TC

6 Tem 3(EL3318)TC Channel 6  TC_Channel_1_TYPE ns=1:5=Subscrber] DsPub 1 inputs Tem 3 (EL331)TC .. |
7 | Tem 3 (EL3318).TC Channel 7 | TC_Channel_1_TYPE ns=1:s=Subscrber].DsPub1 Inputs Tem 3 (EL3318)_TC

8 Tem 3(EL3318)TC Channel 8  TC_Channel_1_TYPE ns=1:s=Subscriber] DsPub T Inputs Term 3 (EL3318)TC .. |
9 | Tem 3 (EL3318) WeState Input... Boolean ns=1:s=Subscrber]. DsPub1 Inputs. Tem 3 (EL3318)_ We.

10 | Tem 3 (EL3318) WState WeS... | Bookean ns=1s=Subscriber1.DsPub1 Inputs Tem 3 (EL3318) We... |
11 | Tem 2 (EL3403)PM Inputs Cha...|PM_inputs_Channel_1_TYPE | ns=1.s=Subscriberl.DsPub1.Inputs. e 2 (EL3403)_PM I.
12| Tem 2 EL3403) PM Inputs Cha... PM_inputs_Channel_1_TYPE  ns=1:s=Subscriber.DsPub Inputs Tem 2 (EL3403)_PM I...|
13 | Tem 2 (EL3403)PM Inputs Cha... | PM_inputs_Channel_1_TYPE | ns=1:s=Subscriber].DsPub1.inputs. Temn 2 (EL3403)_PM .

14 | Tem 2 (EL3403).PM Outputs C...
15 | Tem 2 (EL3403)PM Outputs C.

PM_Outputs_Channel_1_TYPE
PM_Outputs_Channel_1_TYPE

ns=1:s=Subscrber] DsPub1 Inputs Tem 2 (EL3403)_PM .. |
ns=1:3=Subscrber! DsPub1.Inputs. Tem 2 (EL3403)_PM

16 | Temn 2 (EL3403).PM Outputs C...

PM_Outputs_Channel_1_TYPE

ns=1:s=Subscriber! DsPub Inputs Tern 2 (EL3403) PM ... |

17 | Tem 2 (EL3403).PM Status data

PM_Status_data_TYPE

ns=1:s=Subscriber1.DsPub 1.Inputs.Tem 2 (EL3403)_PM ...

18 Tem 2 (EL3403) WeState. Input...

Boolean

ns=1:s=Subscriber1.DsPub1.Inputs. Tem 2 (EL3403)_We... |

19 | Tem 2 (EL3403) WcState WcS...

Boolean

ns=1:3=Subscriber1.DsPub1.Inputs Term 2 (EL3403)_Wec..

19fields

MetaData Name:

MetaData Description:

Major Version:

6/12/2024 10:03:00 AM|
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This operation will create a GVL that contains variables that are linked to the process image variables via the
attribute “TcLinkTo”, e.g.:

Subscriber1_DsPub1 & X

B

1| VAR GLOBAL

PubSubState AT $I* : OpcUaPubSubState:

Term 3_TC_Channel_l AT %I* : OpcUa_TC_Channel_l_TYPE:
i Term 3_TC Channel 2 AT $I* : OpcUa IC Channel 1 TYPE:
; Term 3_TC_Channel 3 AT $I* : OpcUa_IC_Channel 1 TYPE;
11 Term 3_TC_Channel 4 AT $I* : OpcUa_IC Channel 1 TYPE;
13 Term_3_TC Channel_5 AT $I* : OpcUa_TC_Channel_1_TYPE;

15 Term 3_TC_Channel 6 AT $I* : OpcUa_TC_Channel 1_TYPE:

[optional] Set up a generic MQTT client subscriber

You can subscribe any MQTT client to the data that is published to the MQTT message broker. In this
example we have used the MQTT/JSON data format which allows an ASCIl-based, easy interpretation of the

data. The following section shows how the resulting JSON format may look like.

{

"DataSetWriterId": 1,
"PublisherId": "1",
"SequenceNumber": 5228,
"MinorVersion": 771501780,

"Timestamp":

"Status": 0,
"Payload": {

"Term 3 (EL3318).TC Channel
"Status": {

"Underrange": false,
"Overrange": false,
"Error": false,

"TxPDO State": false,
"TxPDO Toggle": false

"Value": 233

"Term 3 (EL3318).TC Channel
"Status": {
"Underrange": true,
"Overrange": false,
"Error": false,

"TxPDO State": false,
"TxPDO Toggle": false
}l
"Value": 13720
}I

"2024-06-12T10:14:04.734z",

1": {

48
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6 Tutorials

You can find video tutorials for this product on our website at https://www.beckhoff.com/tutorials. The video
tutorials provide a quick introduction to the product and the individual product facets.

TwinCAT 3 OPC UA

14.03.2024 | Multimedia 12.02.2024 | Multimedia 12.02.2024 | Multimedia

Tutorial: TwinCAT 3 C++ overview Tutorial: Chart synchronization in TwinCAT Tutorial: Getting started with TF6100

Get an overview of the C++ integration into TwinCAT. Scope TwinCAT 3 OPC UA Server

Learn more - ;earn how to dock and synchronize charts in TwinCAT Learn how to configure the TwinCAT OPC UA Server.
cope.

Learn more —>
Learn more >

TF6105 Version: 1.1.0 49
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7 Appendix

7.1 Diagnostics

There are different configuration levels on which you can find diagnostics information. This information is

available in a separate tab page on the corresponding configuration element.

Device

The OPC UA RT device contains the tab Diagnosis, which includes different metrics to find out if and how

many packets are send or received by the underlying IP stack.

Solution Explorer
@E- o p=
Search Solution Explorer (Ctrl+)

2] Solution "TwinCAT Project2' (1 project)
4 ] TwinCAT Project2
> @l SYSTEM
MOTION
b PLC
(43| SAFETY
E Ces
VISION
ANALYTICS
4 170
= Devices
% Device 1 (OPC UART)

b State
Inputs
b Bl Outputs

b &2 Publisherl
2', Mappings

AR I TwinCAT Project2 & X

General Adapter Settings Namespaces/Data Sources

OPC UA Real-Time Device Statistics

Name Value
» EthemetDevice Frames: Recv 0 - Send 3
[#] ethStat (0:3)
[#] txRxEnCnt (0:0)
[=] IpStack Packets: Recv 0 - Send 3
[+ Ip (3:0:0:0)
[+] AmpRequest (0:0:0:0)
AmpReply (0:0:0:0)
EchoRequest (0:0:0:0)
[+] EchoReply (0:0:0:0)
Link StatusChanges 1
nAllocFailCnt 0
nAm Timeout Frames 0
nDroppedFrames 0

Publisher/Subscriber

Each publisher or subscriber contains a Diagnosis tab that includes different metrics for that particular

publisher or subscriber.

Solution Explorer
@E- 0. p=
Search Solution Explorer (Ctrl+ )

fa] Solution ‘TwinCAT Project2' (1 project)
4 ] TWinCAT Project2
> @l SYSTEM
MOTION
b PLC
(43| SAFETY
E Ce+
VISION
ANALYTICS
4 170
4 " Devices
4 UL Device 1 (OPC UART)
*8 Image
b State
Inputs

P £— Publisherl

=1 Mappings

AR Il TwinCAT Project2 & X

Settings Data Sets

OPC UA Real-Time Device Statistics

Name Value

» Network Messages (721:0:0:.0)
[+] DataKeyMessages (721:0:0:0)
[¥] DeltaFrameMessages (0:0:0:0)
EventMessages (0:0:0:0)
KeepAliveMessages (0:0:0:0)
MetadataMessages (0:0.0.0)
[+] EncryptedFrames (0:0:0:0)
[+] SignedFrames (0:0,0,0)
DiscoveryRequests (0:0:0,0)
[+] DiscoveryResponses (0:0:0:0)
[¥] ChunkMessages (0:0:0:0)
[+] Statelnfo {Operational Operational)

TwinCAT Error List

The TwinCAT OPC UA Pub/Sub driver also sends logging information to the TwinCAT Error List window,

which can be accessed from TwinCAT XAE.

50
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Error List

Entire Solution - l@ 878 Errors ] lA 0 Warnings ] © 0of 7TMessages  Clear  Build + IntelliSense -

" Description
© 6/12/2024 10:28:26 AM 501 ms | "TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186
& 6/12/2024 10:28:31 AM 900 ms | 'TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186
& 6/12/2024 10:28:01 AM 305 ms | "TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186
& 6/12/2024 10:28:26 AM 599 ms | "TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186
& 6/12/2024 10:28:32 AM 800 ms | "TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186

Wireshark

Wireshark is a good software tool for advanced debugging and diagnostics. You can also use Wireshark to
diagnose OPC UA Pub/Sub packets.

Example: the following Wireshark trace shows traffic caused by the configured Publisher that sends out
packets every 1000ms (timestamp shown in first column) to the UDP Multicast group 224.0.0.1.

16 2.7486822806 172.17.98.153 224 .8.8.1 OPCUA UADP 52 4548 = 4348 Len=18
28 3.746882280 172.17.98.153 224 .8.8.1 OPCUA UADP 52 4348 = 4348 Len=18
24 4. 7466600606 172.17.98.153 224.8.8.1 OPCUA UADP 52 4548 = 4848 Len=1@
27 5.7468680006 172.17.98.153 224.8.8.1 OPCUA UADP 52 4548 = 4848 Len=1@
38 b6.748600006 172.17.98.153 224.8.8.1 OPCUA UADP 52 4548 = 4848 Len=1@
37 7.748680006 172.17.98.153 224.8.8.1 OPCUA UADP 52 4548 = 4848 Len=1@
46 8. 7486860006 172.17.98.153 224.8.8.1 OPCUA UADP 52 4548 = 4848 Len=1@
49 9.748680000 172.17.98.153 224.8.8.1 OPCUA UADP 52 4548 = 4848 Len=1@
54 16.74e060088 172.17.98.153 224.8.8.1 OPCUA UADP 52 4848 = 4848 Len=1@

Each packet contains the configured DataSet and its (in our case "counter") variable of data type INT (which
equals Int16).

UADP MNetwork Message
MetworkMessage Header
Payload Header
* DataSet Payload
¥ DataSetMessage[@] (Data Key Frame Data)
DataSetFlagsl
¥ Data Key Frame
Field Count: 1
¥ DataSetField[@] (Variant Encoding)
Variant Enceding Mask: 4
¥ Value (Intle)
13889

® Wireshark plugin/dissector

You might require the OPC UA Pub/Sub Wireshark dissector if you want to trace and interpret the
Pub/Sub messages in a readable manner.
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7.2 Troubleshooting
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Behavior

Notes

| cannot receive any data on my subscriber and the
TwinCAT Error List shows multiple errors that say
“Invalid minor version received”.

This error usually occurs whenever the source data
has changed, e.g. when additional fields have been
added to a publisher DataSet. In this case, the
version information inside of the OPC UA Pub/Sub
paket is incremented and it is therefore required to
make the new configuration known to the subscriber.

The easiest way to do that is to export the updated
publisher configuration into a configuration file [P_35]
and import it on the subscriber.

A connection to the message broker can not be
established and the TwinCAT Error List shows
multiple errors that say “Error connecting MQTT client
MQTT_ERR_NOT_FOUND".

Please make sure that you have used the correct
hostname or IP address of your MQTT message
broker.

A connection to the message broker can not be
established and the TwinCAT Error List shows
multiple errors that say “Error connecting MQTT client
MQTT_ERR_CONN_TIMEDOUT".

Please make sure that you have used the correct
hostname or IP address of your MQTT message
broker and that the broker can be reached at that
address. Also make sure that you have specified the
correct TCP/IP port of your message broker, e.g.
1883 or 8883.

A connection to the message broker can not be
established and the TwinCAT Error List shows
multiple errors that say “Error connecting MQTT client
MQTT_ERR_TLS_VERIFY_FAIL".

This error message is usually thrown when the Pub/
Sub driver does not accept the message broker
certificate, which is typically related to using a wrong
CA certificate.

Please make sure that you have specified the correct
CA certificate.

A connection to the message broker can not be
established and the TwinCAT Error List shows
multiple errors that say “Error connecting MQTT client
MQTT_ERR_TLS_HANDSHAKE_FAIL".

This error message is usually thrown when the
message broker does not accept your client
certificate. It may also be thrown if you have specified
no client certificate at all.

Please make sure that you have specified the correct
client certificate and that it is trusted by the message
broker.

A connection to the message broker can not be
established and the TwinCAT Error List shows
multiple errors that say “Error connecting MQTT client
MQTT_ERR_TLS_KEY_NOTFOUND".

This error message is usually thrown when the client
key cannot be found.

Please make sure that the client key exists under the
path that you specified in the MQTT connection
settings.

A connection to the message broker can not be
established and the TwinCAT Error List shows
multiple errors that say “Error connecting MQTT client
MQTT_ERR_TLS_KEY_INVALID".

This error message is usually thrown when the client
key cannot be opened.

Please make sure that you have specified a valid
client key file in the MQTT connection settings and
that you haven’t mixed the client key with the client
certificate.

A connection to the message broker can not be
established and the TwinCAT Error List shows
multiple errors that say “Error connecting MQTT client
MQTT_ERR_TLS_CERT_NOTFOUND".

This error message is usually thrown when the client
certificate cannot be found.

Please make sure that the client certificate exists
under the path that you specified in the MQTT
connection settings.

A connection to the message broker can not be
established and the TwinCAT Error List shows
multiple errors that say “Error connecting MQTT client
MQTT_ERR_TLS_CERT_INVALID”.

This error message is usually thrown when the client
certificate cannot be opened.

Please make sure that you have specified a valid
client certificate file in the MQTT connection settings
and that you haven’t mixed the client certificate with
the client key.

TF6105
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Notes

When | set TwinCAT to Config Mode and then
confirm the Load 1/O Devices dialog, | get the error
message "SAFEOP to OP of ... failed. Invalid

The OPC UA Pub/Sub driver also undergoes a
context change due to the TwinCAT status change.
However, as the PLC stops running due to changing

parameter 0x9811070B." to Config Mode, this error message is displayed. The
same behavior occurs when | click on the Reload
Devices button in the TwinCAT XAE toolbar. This
behavior is by design.
54 Version: 1.1.0
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