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Information on data processing

We hereby inform you about the processing of your personal data and the data protection claims and
rights to which you are entitled. The content and scope of data processing depends largely on the
products and services ordered by you or agreed to with you.

1. Who is responsible for data processing and to whom can you contact?

Beckhoff Automation GmbH & Co. KG (hereinafter "Beckhoff") Huelshorstweg 20, 33415 Verl,
Germany, and the Beckhoff Automation Subsidiaries, as attached hereto, together "We" or
“Beckhoff Automation”, and the Data Protection Officer of Beckhoff
dataprotection@beckhoff.com

2. Which data are processed and from which sources?

We process the personal data that we receive from you as part of the business relationship or for
its establishment. In addition, we process data that we have legitimately received from publicly
accessible sources (e.g. commercial registers, or media) or credit and debtor agencies (e.g. Dun
& Bradstreet, Creditreform, SchuFa) or that is legitimately transmitted to us by other companies
affiliated with Beckhoff. Personal data includes your personal details and contact data (e.g. name,
address, email address, business phone number, nationality) or, if applicable, data on identity
documents (e.g. signature, identification data). In addition, data may include information on
marketing and sales, image and / or sound recordings (e.g. video and photo recordings),
electronic protocol and identification data (apps, cookies, etc.), as well as other data comparable
to the above categories.

3. For what purposes and on what legal basis will the data be processed?

We process your personal data in accordance with the provisions of the European Data Protection
Ordinance (GDPR), the Federal Data Protection Act (BDSG 2018) and the Data Protection Act
(DSG 2018).

o to fulfil contractual obligations (Art. 6 para. 1b GDPR)
The processing of personal data (Art. 4 No. 2 GDPR) takes place
— for the provision and initiation of business and services in Beckhoff Automations
business area,
— for processing your inquiries to sales, support and service,
— for the execution of pre-contractual measures, in particular
— for the execution of your orders to us as well as for the execution of our contracts
with you.
The purposes of data processing depend primarily on the specific product (e.g. component and
system sales, system integration and associated services) and may include consulting, support,
service, training, requirements analysis, project planning and project management as well as the
execution of sales. The specific details for the purpose of data processing can be found in the
respective contractual documents and terms and conditions.

¢ to fulfil legal obligations (Art. 6 Par. 1c GDPR)
The processing of personal data may be necessary for the purpose of fulfilling various legal
obligations and due to regulatory requirements to which Beckhoff Automation as a company e.g.
in the EU is subject. Examples of such cases are:
— notifications to Statistical Offices, customs or the Export Control Authorities in
certain suspicious cases,
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— providing information to e.g. Creditreform , D&B or SchuFa,
— providing information to tax authorities,
— evaluation and management of risks.

e within the scope of your consent (Art. 6 para. 1a GDPR)

In case you have given us your consent to process your personal data for certain purposes (e.g.
for execution of contractual obligations to you or for passing on data to the recipients named in the
consent), processing will only take place in accordance with the purposes and to the extent
agreed in the declaration of consent. A given consent can be revoked with effect for the future at
any time.

o to protect legitimate interests (Art. 6 para. 1f GDPR)

Where necessary, data may be processed for the benefit of Beckhoff Automation or third parties
within the scope of considerations of interests beyond the actual fulfilment of the contract in order
to safeguard justified interests. In the following cases, data will be processed to protect legitimate
interests:

— for processing your inquiries to sales, support, training and service,

— review and optimization of procedures for requirements analysis and direct
customer approach,

— consultation and data exchange with credit agencies (e.g. Creditreform, SchuFa)
to determine creditworthiness and default risks,

— inorder to be able to provide you with targeted information about products, we
use evaluation instruments (these instruments enable demand-oriented
communication and advertising, including market and opinion research, as long as
you have not objected to the use of your data),

— certain telephone records (for quality assurance measures or in the event of
complaints),

— measures for business management and further development of services and
products,

— measures to protect employees and Beckhoff Automation property, including but
not limited to video and audio surveillance,

— in the context of legal prosecution, for asserting legal claims and defence in legal
disputes,

— to warrant IT security and IT operation at Beckhoff Automation.

Who will receive my data?

Within Beckhoff Automation, only those departments or employees receive your data, which
require data to fulfil contractual, legal and/or supervisory obligations and legitimate interests. In
particular, your data relating to your inquiries about products and services in sales, support,
service and training will be exchanged between Beckhoff subsidiaries if necessary in a specific
case. For this purpose, Beckhoff and such subsidiaries have commissioned themselves mutually
to process personal data in accordance with GDPR.

In addition, contractually bound contractors (in particular IT and back-office service providers)
receive your data from us if they require the data to perform their respective services. All
contractors are contractually obliged to treat your data confidentially and to process it only within
the scope of the provision of services. In the event of a legal or regulatory obligation, public
authorities and institutions as well as our auditors may be recipients of your personal data. With
regard to data being passed on to other third parties, we would like to point out that Beckhoff
Automation is committed to secrecy regarding all customer-related information and facts entrusted
or made accessible to us on the basis of the business relationship. We transmit data that we need
to carry out the business relationship with you. Depending on the contract, these recipients may
be, for example, subcontractors or other companies affiliated with Beckhoff. Other recipients of
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data may be those bodies for which you have given us appropriate permission (consent to data
processing).

5. How long will my data be stored?
We process your personal data, if necessary, for the duration of the entire business relationship
(from the initiation, processing up to the termination of a contract), for the duration of our regular
support- and service time periods as well as beyond that in accordance with the legal storage and
documentation obligations, which result among other things from the relevant laws. In addition,
data is stored in special constellations due to the justified interests of Beckhoff Automation or third
parties (e.g. storage of image data due to video surveillance).

6. What data protection rights do | have?
You have the right to information, correction, deletion or restriction of the processing of your stored
data, a right of objection against the processing and a right to data transferability in accordance
with the requirements of data protection law. Complaints may be addressed to the competent data
protection authority.

7. Am | obliged to provide data?
As part of the business relationship, you must provide the personal data required for the
establishment and implementation of the business relationship and which we are legally obliged to
collect. If you do not provide us with this information, we will generally be unable to execute our
business relationship with you or our existing contractual obligations with you and will therefore
have to terminate it. However, you are not obliged to give your consent to the processing of data
that is not relevant to the performance of the contract or is not required by law or regulation.

8. To what extent is there automated decision making?
In principle, we do not use fully automated decision making according to Article 22 GDPR for the
establishment and implementation of the business relationship. Should we use these procedures
in individual cases, we will inform you separately, insofar as this is mandated by law.

Beckhoff Automation Subsidiaries:

Beckhoff Automation Pty. Ltd.
23 Edward Street, Oakleigh, Victoria, 3166, Australia

Beckhoff Automation bvba
Klaverbladstraat 11.2/2, 3560 Lummen, Belgium

Beckhoff Automacgao Industrial Ltda.
Rua Caminho do Pilar, 1362, Vila Gilda, Santo André — SP, CEP: 09190-000, Brazil

Beckhoff Automation (Shanghai) Co., Ltd.
5th Floor, No. 163 Jiang Chang San Road, Shanghai Shibei Industrial New Zone, Shanghai, 200436,
P. R. China

Beckhoff Automation ApS
Birkemose allé 25, 6000 Kolding, Denmark

Beckhoff Automation Oy
P.O. Box 23, Hakakalliontie 2, 05460 Hyvinkaa, Finland

Beckhoff Automation Phone:  +49 5246 963-0 www.beckhoff.com General Manager: Kreissparkasse Wiedenbrtick

GmbH & Co. KG Sales: +49 5246 963 - 1000 info@beckhoff.com Dipl.-Phys. Hans Beckhoff BIC: WELADED1WDB

Huelshorstweg 20 Service:  +49 5246 963 - 460 sales@beckhoff.com IBAN: DE24 4785 3520 0000 0600 04 (EUR)

33415 Verl, Germany Support:  +49 5246 963 - 157 service@beckhoff.com Register court: IBAN: DE02 4785 3520 0000 0600 12 (USD)
support@beckhoff.com Giitersloh HRA 7075 Deutsche Bank (EUR, USD)

PO Box 11 42 Fax Reception: - 149 international-sales@beckhoff.com BIC: DEUTDE3B489

33398 Verl, Germany Fax Sales: -198 engineering@beckhoff.com VAT ID number: DE 815529334 IBAN: DE95 4807 0043 0373 6014 00



New Automation Technology

BECKHOFF

Beckhoff Automation Sarl,
Immeuble "Le Montréal", ZA de Courtaboeuf, 19 bis, avenue du Québec, 91140 Villebon-sur-Yvette,
Cedex, France

Beckhoff Automation Ltd.
The Boathouse, Station Road, Henley-on-Thames, Oxon RG9 1AZ, Great Britain

Beckhoff Automation Pvt. Ltd.
Suite 4, Level 6, Muttha Towers, Don Bosco Marg, Pune — 411006, India

Beckhoff Automation Pte. Ltd.
The Vida Office Tower 3A Floor, Unit #4, JI.Raya Perjuangan No.8, Rt.01/Rw.07, Kebon Jeruk,
Jakarta Barat 11530, Indonesia

Beckhoff Automation Ltd.
Beit Golan, Golan St. (corner of Tavor St.), Airport City, Lod 70151, Israel

Beckhoff Automation S.r.I.
Via Luciano Manara, 2, 20812 Limbiate (MB), Italy

Beckhoff Automation K.K.
Nisseki Yokohama Building, 18th Floor, 1-1-8 Sakuragicho, Naka-ku, Yokohama-shi, Kanagawa-ken
231-0062, Japan

Beckhoff Automation Ltd.
2900 Argentia Road, Suite 7, Mississauga, ON L5N 7X9, Canada

Beckhoff Automation Sdn. Bhd. (889044-H),
Unit 2.1, 2nd. Floor, Surian Tower, No.1 Jalan PJU 7/3, Mutiara Damansara, 47810 Petaling Jaya,
Malaysia

Beckhoff Automation Limited
Unit C2, 59 Apollo Drive, Albany, Auckland 0632, New Zealand

Beckhoff Automation B.V.
Kippersweg 71, 2031 EB Haarlem, Netherlands

Beckhoff Automation AS
Hovedkontor, Stensarmen 16, 3112 Tgnsberg, Norway

Beckhoff Automation GmbH
Hauptstralie 4, 6706 Burs, Austria

Beckhoff Automation Sp. z o.0.
Zabieniec, ul. Ruczajowa 15, 05-500 Piaseczno, Poland

Beckhoff Automation OO0
Staraya Basmannaya 14/2, Str. 2, 105064 Moskau, Russia

Beckhoff Automation AB
Stenaldersgatan 2A, 21376 Malmo, Sweden

Beckhoff Automation AG
Rheinweg 7, 8200 Schaffhausen, Switzerland
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Beckhoff Automation Pte. Ltd.
3 International Business Park, #05-07/08 Nordic European Centre, Singapore 609927, Singapore

Beckhoff Avtomatizacija d.o.o.
Zbiljska cesta 4, SI-1215 Medvode, Slovenia

Beckhoff Automation S.A.
Edificio Testa Sant Cugat, Avda. Alcalde Barnils, 64-68, 08174 Sant Cugat (Barcelona), Spain

Beckhoff Automation (Pty) Ltd
7 Ateljee Street, Randpark Ridge, Randburg, Gauteng, 2169, South Africa

Beckhoff Automation Pte. Ltd.
14th Floor, SJ Infinite One, 349 Vibhavadi Rangsit Road, Chompol, Chatuchak, Bangkok 10900,
Thailand

Beckhoff Ceska republika s.r.o.
Sochorova 23, 616 00 Brno, Czech Republic

Beckhoff Otomasyon Ltd. Sti. .
Gardenya-3 Plaza No:18-19-20, 34758 Atasehir Istanbul, Turkey

Beckhoff Automation LLC
13130 Dakota Avenue, Savage, MN 55378, USA

Beckhoff Automation Kift.
Gubacsi ut 6, 1097 Budapest, Hungary

Beckhoff Automation FZE
C# 608, Dubai Silicon Oasis, P.O. Box 341007, Dubai, United Arab Emirates
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