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BRI W ARAE R, B S B B R AT A S ORI R LA T, TR
— GBI, BAERKLT, S MR EMCINIZT. ¥R MEMER M.

TwinCAT 3 GUHT R KA 2EM A I VP IE R E . BTN X — AT e, TwinCAT 3 RN
eXtended Automation (XA). eXtended Automation HF&Hr 1T FAFERIEHAET B A bI ARG N—1K.
SN T TR T, s TR S 3 se .

TwinCAT 3 43~ eXtended Automation Engineering (XAE) #1 eXtended Automation Runtime (XAR).

eXtended Automation Engineering XAE:

TwinCAT 3 FEHRZ —RFEILHE TR, 5HFAE RS TR, B HAE KR8 A ST R AR
SARTE B3, TwinCAT 3 [MIFF RIS N Microsoft Visual Studio®. JMit# TwinCAT 3 YEAT & RGHERR
F| VisualStudio® H1, AN ML T —A0 9 HARARER F V6.

fif R T SR B AA R T S TR BE AR ST U ML EE N H Lk, BRI TwinCAT Project ffAFIfRR T E
i, B SRIE R AEN TwinCAT RGE LN, B TwinCAT 2 IR PR LUEES 25 5 B ) 2
TwinCAT 3. HEEMR A2 —2H TwinCAT 2 PLC Control #ERZE| TwinCAT RGEEESLH, Kk, FAAR
HBEBE-ANFRTHRHTHOHINHET . XA 2 TARIF A Z R #e, i sk 781,
NPAE R FTFEE)—A T A,

i@ Z R E T RERKRF] Microsoft Visual Studio® .

1. WS PLC FRF MR 23 Microsoft Visual Studio®, TwinCAT 3 23Rk E 52 5 b B i)
Visual Studio® Shell. Ze3%JGEIAM{HH TwinCAT 3 ¥ /EIIGE. FRNRZEIEY R T TwinCAT 2 HIT%0
ThEE. S =R AT R Y A+ IEC 61131-3 ) PLC 4fEiE=. Kk, WA LL4k/& PLC ThAE
B, BT PLC #H, BRLAAIEA T NC. ONC B 224: N FH sk,

2. WRAETHE PC FOZLEAE—NRAMN Microsoft Visual Studio®, {HAZ5EHEENR, M TwinCAT 3
T fE 22 I E R BIINE ) Microsoft M, ThASIEHEISH 1 &0 Ik .

3. W THE PC 223 T Microsoft Visual Studios® 52#4fR, TwinCAT 3 9@ IR I 1)
Visual Studio® Wi, F7T LidESGE PLC ThAEESN , ERTLAXT C. C++ 2K MATLAB®/Simulink® Hf N
T EIT .

4. WRTHE PC 223 TR Microsoft Visual Studios® SE#ELERMG TwinCAT 3, AT LU#FI{&4 PLC
IhEE. MR JER3E523 R Microsoft Visual Studio, WA UAE A IIAE, JOFEEFE C. C++ I
MATLAB®/Simulink®,

TwinCAT Standard TwinCAT Integrated

Programming

Pragramming

Real-time |
d
ions

Man-
real-ime | —
IEC 61131 Object
oriernte
extens

IEC 61131 Ohbject-
ariented
extensions

TwinCAT Transport Layer — ADS

TwinCAT Transport Layer - ADS

KTBNRGER, RARE L TEMFEE, S TwinCAT 3 77 i B .
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eXtended Automation Runtime XAR:

TwinCAT 3 Runtime $2fft 7T —ANSERSIAES, AIDAEILANE . $UTEE B TwinCAT #idk., S/MRHANTSE A
A — A gmikas G, DR nT DA gw FE al bl A A s i sl T RN RRFE. BbAh, Bith@ A& PLC. NC. CNC 5§
C-Code A HIBEHIFAEE,

AR MAE S R . — G4 PC ERTBUSIT 2 AMES . T AFEBSE (PLC. C/C++. MATLAB®)
FIPE TwinCAT 3 Runtime W EATHM, PN FIREF B SR AEAE B2 AT RENE. Ik, W LCRERAT B B I)
REM 2 MARHLA 5 B — N SE BB LS N AR P o AR 55 Hh U AR BR MCRE AN SZ BR o o SRACRS $hAT I [ i
ggn, jﬂ;)ﬂﬂﬁgﬁfﬁ?}ﬁ%ﬁﬁo fE TwinCAT 3 o1, (RS EIREIFE 65000 4>, (HERZHTIEAT I B &I R
— ﬁ“/\o

TwinCAT 3 M — iR X244 CPU. AILALE CPU [IANE A% AR s phff) TwinCAT f£%%. Kk, W
AR T AR E 24 Tl PC Fiik A PC [ITERE.

Fieldbus ]
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KREHAH TwinCAT 3 dr Wb LA TC3 7= ] 73 A RIZE A AR SCRS T BAF 328
« A (v 10]: VEEHATERERTY TwinCAT 3 7= AR
* TC3 Function MyrF=@hZ&5l [P 11]: AKX TwinCAT 3 Function AN[FEZEHIEE
o WECERA] [P 111 TwinCAT 3 7= S ARHE R ZREAFIE AN AR TN S 4R A 6 (R A 44 2 31

wW

3.1 A BEE

HER)ZE T TwinCAT 3 77 andl i B i dn 44 20 € HEAT IR A, L ER ™ i A=A AN ESE )
e TE xxxx—xxxx: TwinCAT 3 XAE (Engineering)
* TC xxxx—-xxxx: TwinCAT 3 XAR (Runtime)
e TF xxxx—xxxx: TwinCAT 3 Function (ZHIfJ “Supplement” F=ih)

5 RERIEA TwinCAT 3 A, DRCXTRUREATIE TwinCAT 3 $EUN /G825 R EE . TwinCAT
3 MR B — MR A

T =TwinCAT X =C (Base) a = Klassifizierung bbb = Spezifizierung pp = Plattform
E (Engineering) 1 = System

F (Function) 2 =HMI

3 = Measurement

4 = Controller

5 = Motion

6 = Connectivity

8 = Industry specific

L s
TX abbb-00pp

W EOIE SR AR SRR AR IR, 2R 4 5 i AR & T R IAR = i . PR RAIHR R T NS
1] :
FH'5iA fiik

T TwinCAT

b A= AT @) TC3 Base System. AIREZKH :
E=EngineeringC=RuntimeF=Function

c RS2 E . R r= )8 T Base-System “Runtime” B{ “Engineering” , W
TR “17 o B EJET TC3 Function, AI7EREAL [»_ 111 T HRFIE % TC3
Function AWM mZnlE 25 5.

nnn i, FFAER R i 25 CAME— 7 AR = 5

rr REHELUEMH, HAfHES “00” .

pp ﬁ%g&%ﬁﬁﬁ%@#%éoﬂﬁﬁﬁ L] TRERTANE TC3 B

bbbb (ATik) RIS, VEAUIIA=SIRA S .

N T IR, NRER T R
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TC1000-0010 TC3 ADS, J&7T Base-System “Runtime” , F#fhZHIN “17 . C3RER
AR 100

TC1000-0020 TC3 ADS, J&T Base-System “Runtime” , P=i2BHIN “17 . C3RER IR
AR 20,

TE1000-0030 TC3 Engineering, J&T Base—System “Engineering” , F=WZHll “1”7 . &
RIS RS AR5 30,

TF6100-0070 TC3 OPC-UA, J&T Base-System “Function” , F=mZHIN “6”7 . BE3REE
BERUS FHREAR25] 70,

TF6310-0020 TC3 TCP/IP, J&T Base-System “Function” , FP*fEHIN “6”7 . CIEE
BERUE FHREAR2] 20,

3.2 TC3 Function MIF= iy
TwinCAT 3 Function 43 RJLAN2E5], 10F TC3 ay &L ATEN “P= 527 o vl 254

Functions

3.3 T2 5]

A TwinCAT 3 7 b BRI I 2 BRI SRR AL o AEAFIUR TR 1E R SEA0 CPU, JFIEI 1D drif. T
WoR T A BTSSRI Beckhof £ BE A7 i -
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TwinCAT 3 - Platforms

Example of a TwinCAT 3
performance class:

6920 | Control cabinet Industrial PC
with Intel® Core™ i3, 2 cores, processor
TwinCAT 3 performance class: (TC3: 60),
corresponds to the TwinCAT 3 platform
P60 Mid Performance

12 FA: 1.3 TwinCAT 3
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TwinCAT 3 Engineering (XAE) F1 TwinCAT 3 Runtime (XAR) EAFMIRFEE R, RE— G N E 2
XAE 1 XAR, W0 250555 /& AN AR 2K o

TwinCAT 3 eXtended Automation Engineering (XAE)
TwinCAT 3 XAE & Visual Studio WJ—A9 J&, KRULWAZHEE Visual Studio HIZEARZEK.,
Frifit Visual Studio 2013 Shell [ RZFGER:

BIERG * Windows 7 Service Pack 1

* Windows 8

* Windows Server 2008 R2 SP1

* Windows Server 2012 (R2)

* Windows 10

A o GOFR BRI AMK T 1.8 GHzy UfE I XUAZ B e B

© TN 2 GB RAM, 21X 4 GB RAM (W RAEREAMHE N Lizdr, W=D 2.5 GB)
o BEALSM: WAR AR ZCRE VS Shell, WERZHANAE 10 GB

o PEAHEE: AUE A E RS AR (SSD) .

o BRYFEIANERZ /K T20p (1208 x 720) . EITEF WXGA (1366 x 768) Y HH =

TwinCAT 3 eXtended Automation Runtime (XAR)
TwinCAT 3 XAR WIRGER, HURTHATET:
BERG * Windows Embedded Standard 2009

e Windows 7

* Windows Embedded Standard 7
* Windows 10

* Windows 10 LTSB

Beckhoff Embedded |¢ Windows Embedded Compact 7 — WEC7
PC with TwinCAT 3
image

ES « 500 MB W FH 1745 1A
« RAM EUH T30 O fic B

Hyper-V ¥4 4%.

o JCVRAE Hyper—V R¥EHH R BhIS AT IR . IXHF A FEEREE Hyper—V HEAHLHIZITH) Hyper—V RN,
W FEHL A AAEE R Hyper-V, WRZFEHL K R A H TSRS (XAE), WiASGEM FHIE 1T 3R
5 (XAR) o B TEFXH RN AR 7 Z258, Hyper-Viev] DUE #E R F- Bt (e D1, EiE T
+. BT 245 s AR Hyper- VAL S S2 .

o TwinCAT BRI Hyper-V M3 SR, BRMEITVRIATUZ@A A B a2, Kk TwinCAT &
VEMIE 100% K,

VT-x—CPU Ihfg:

o EI%F 64 fiRVE RS, VI-x-CPU Zhfg e LAl Y (WAZIFE BIOS g FHFal ) .

iﬂﬂ”ﬁ:

o NTSEHUECE. WTEEMETERERI LR, — AR B ARS (. BIOS. ¥AERSG. WshifF. SERE
FEAE) AT LB DI R N R RS B AL I ] R G SN X R SR, ATEEA
ke SEI PR ME— 73k Beckhoff Tk PC EF%f b H IHEAT 7ML . WA =77 PC _HAd
TwinCAT 3 Runtime (XAT), WJICIEARIE 5S35 A S

AR E R ARG TR

TwinCAT 3 A 1.3 13
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 HIFE TwinCAT ZHAFHIAINL i W] i &5 2 RGEOK .

4.1 SCHRF R P 48 125 1] 2%

UNSRAE ] EtherCAT SESEMF B, T P92 s 5 2] TwinCAT RT BRBIFET .
FVFIEE TwinCAT S2A U il o 45 i

A TR “TeRtelnstall. exe” ZEINENFLT, f7 B C:\TwinCAT\3. 1\System

T AAE R TR B SRR el RS A1 3R . RS Il R R A4 1D RBIE .

SCRFMRIFANER RGERE T SEHEAT . A AEiE i A i 0ROy 5 0 IPC A1 EPC SEBLIX—xi. SRW, X T
A5 P TR]— PR 42 ) 5% ) oA B 4, TEVRDRIERR — 4

ERERE A

FERAR ST 225610 NIC 2 R FIFERF & RT (A SR =07 W& EARRRIRIEARAT & 1t
WA RENR, AAUE R A SR R BRI A Fe VI i SN U TwinCAT runtime 384T

14 fRAs: 1.3 TwinCAT 3
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Vendor ID Device ID Description
0x8086 (Intel) 0x1000 Intel 82542
0x1001 Intel 82543GC
0x1004 Intel 82543GC
0x1008 Intel 82544EI
0x1009 Intel 82544EI
0x100C Intel 82543E1
0x100D Intel 82544GC
0x100E Intel 82540EM
0x100F Intel 82545EM
0x1010 Intel 82546EB
0x1011 Intel 82545EM
0x1012 Intel 82546EB
0x1013 Intel 82541EI
0x1014 Intel 82541ER
0x1015 Intel 82540EM
0x1016 Intel 82540EP
0x1017 Intel 82540EP
0x1018 Intel 82541EI
0x1019 Intel 82547EI
0x101A Intel 82547EI
0x101D Intel 82546EB
0x101E Intel 82540EP
0x1026 Intel 82545GM
0x1027 Intel 82545GM
0x1028 Intel 82545GM
0x1049 Intel 82566MM — ICHS8
0x104A Intel 82566DM — ICHS8
0x104B Intel 82566DC — ICH8
0x104C Intel 82562V - ICHS
0x104D Intel 82566MC — ICHS8
0x105E Intel 82571EB
0x105F Intel 82571EB
0x1060 Intel 82571EB
0x1075 Intel 82547EI
0x1076 Intel 82541GI
0x1077 Intel 82547EI
0x1078 Intel 82541ER
0x1079 Intel 82546EB
0x107A Intel 82546EB
0x107B Intel 82546EB
0x107C Intel 82541PI
0x107D Intel 82572EI
0x107E Intel 82572EI
0x107F Intel 82572EI
0x108A Intel 82546GB
0x108B Intel 82573E
0x108C Intel 82573E

16
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Vendor ID Device ID Description
0x8086 (Intel) 0x1096 Intel 80003ES2LAN
0x1098 Intel 80003ES2LAN
0x1099 Intel 82546GB
0x109A Intel 82573L
0x10A4 Intel 82571EB
0x10A7 Intel 82575
0x10A9 Intel 82575 (serdes)
0x10B5 Intel 82546GB
0x10B9 Intel 82572EI
0x10BA Intel 80003ES2LAN
0x10BB Intel 80003ES2LAN
0x10BC Intel 82571EB
0x10BD Intel 82566DM — ICH9
0x10C4 Intel 82562GT — ICHS8
0x10CH Intel 82562G — ICHS
0x10C9 Intel 82576
0x10D3 Intel 82574L
0x10A9 Intel 82575 (quad copper)
0x10CB Intel 82567V - ICH9
0x10E5 Intel 82567LM-4 — ICH9
0x10EA Intel 82577LM
0x10EB Intel 82577LC
0x10EF Intel 82578DM
0x10F0 Intel 82578DC
0x10F5 Intel 82567LM — ICH9(e.g. Dell E6400 Notebook)
0x1502 Intel 82579LM
0x1503 Intel 82579V
0x150A Intel 82576NS
0x150E Intel 82580
0x1521 Intel 1350
0x1533 Intel 1210
0x157B Intel 1210
0x153A Intel 1217 LM
0x153B Intel 1217 VA
0x1559 Intel 1218 V
0x155A Intel 1218 LM
0x15A0 Intel 1218 LM2
0x15A1 Intel 1218 V
0x15A2 Intel 1218 LM3
0x15A3 Intel 1218 V3
0x156F Intel 1219 LM
0x1570 Intel 1219 V
0x15B7 Intel 1219 LM2
0x15B8 Intel 1219 V2
0x15BB Intel 1219 LM3
0x15D7 Intel 1219 LM
0x15E3 Intel 1219 LM

TwinCAT 3

WA 1.3
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Intel (TcI8255x. inf)

Vendor ID Device ID Description
0x8086 (Intel) 0x1029 Intel 82559

0x1030 Intel 82559

0x1031 82801CAM (PRO/100 VE Network Connection)

0x1032 82801CAM (PRO/100 VE Network Connection)

0x1033 82801CAM (PRO/100 VM Network Connection)

0x1034 82801CAM (PRO/100 VM Network Connection)

0x1038 Intel PRO/100 VM/KM Network Connection

0x1039 Intel 82801CAM (PRO/100 VM Network Connection) ICH2

0x103A Intel 82801DB (LAN Controller with 82562ET/EZ (CNR)
PHY) ICH4

0x103B Intel 82801DB (LAN Controller with 82562EM/EX PHY)

0x103C Intel 82801DB (LAN Controller with 82562EM/EX (CNR)
PHY)

0x103D Intel 82801DB (PRO/100 VE Network Connection)

0x103E Intel 82801DB (PRO/100 VM Network Connection)

0x1050 Intel 82801EB/ER (PRO/100 VE Network Connection)
ICH5

0x1051 Intel 82801EB/ER (PRO/100 VE Network Connection)

0x1052 Intel 82801EB/ER (PRO/100 VM Network Connection)

0x1053 Intel 82801EB/ER (PRO/100 VM Network Connection)

0x1054 Intel 82801EB/ER (PRO/100 VE Network Connection
(mobile))

0x1055 Intel 82801EB/ER (PRO/100 VM Network Connection
(mobile))

0x1056 Intel 82801EB/ER (PRO/100 VM Network Connection
(mobile))

0x1057 Intel 82801EB/ER (PRO/100 VM Network Connection
(mobile))

0x1059 Intel 82551QM PRO/100 M

0x1064 Intel 82801EB/ER (PRO/100 VE Network Connection)
ICH6

0x1065 Intel 82801FB/FR/FW/FRW

0x1067 Intel (R) PRO/100 VE Network Connection

0x1068 Intel (R) PRO/100 VE Network Connection

0x1069 Intel (R) PRO/100 VE Network Connection

0x106A Intel (R) PRO/100 VE Network Connection

0x106B Intel (R) PRO/100 VE Network Connection

0x1092

0x1094

0x1209 Intel 82551ER/IT

0x1229 Intel 82557/8/9/0/1 (EtherExpress PR0/100 (B)
Adapter)

0x2449 82801CAM 1815 Boser (ICH2)

0x2459 Intel (R) PRO/100 VE Network Connection

0x245D Intel (R) PRO/100 VE Network Connection

0x27DC Intel (R) PRO/100 VE Network Connection

18
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Intel (TcIXgbe. INF)

Vendor ID Device ID Description

0x8086 (Intel) 0x1528 Intel X540-AT2 ( X540-T1/X540-T2 )
0x1515 Intel X540 VF
0x1530 Intel X540 VF HV
0x155C Intel X540 VF BYPASS
0x1560 Intel X540T1
0x1563 Intel X550T
0x15D1 Intel X550T1
0x15C2 Intel X550EM A KR
0x15C3 Intel X550EM A KR L
0x15C4 Intel X550EM A SFP N
0x15C6 Intel X550EM A SGMII
0x15C7 Intel X550EM A SGMIT L
0x15C8 Intel X550EM A 10G T
0x15CA Intel X550EM A QSFP
0x15CC Intel X550EM A QSFP_N
0x15CE Intel X550EM A SFP
0x15E4 Intel X550EM A 10G T
0x15E5 Intel X550EM A 1G T
0x15AA Intel X550EM X KX4
0x15AB Intel X550EM X KR
0x15AC Intel X550EM X SFP
0x15AD Intel X550EM X 10 G T
0x15AE Intel X550EM X 1 G T
0x15B0 Intel X550EM X XFI
0x1564 Intel X550 VF HV
0x1565 Intel X550 VF
0x15CH Intel X550EM A VF
0x15B4 Intel X550EM A VF HF
0x15A8 Intel X550EM X VF
0x15A9 Intel X550EM X VF HV

4.9 FEEFREAM (5 TwinCAT HISEEH#AT)
Beckhoff #EUIEATAIZE e R FRET .

AR AT AT B P R BB i, XS R Al A/ N O AT I (R BSR4 B LI | #gFiz
TG L. SR, d AR B RRE, AR B A KT RE B, An B0 R H i e it
Zajaii (GInERIE RS T) BRI g, NIRRT C R M S OR Y. SR B A AT LA 125
B, JFHWRER USRS HAKRIRIZT, RERSMENREREY.

ARTFRE MR R G0 J0E ISR 4 R AL IR L5 BT ] A 75 B0 1 i 4% S H b 22 e AR A P O R AR AL
PRI RAT, MIfifE Beckhoff JEykmts TwinCAT [ BhH LR AR M (S0 o] 5210 75 1

DRy

TR
5 Kaspersky Anti-Virus SDK A3EE

FEHAF Kaspersky Anti-Virus 5 TwinCAT Runtime XAR A3, #F Kaspersky Anti—Virus SDK JFk
=5 TwinCAT Runtime XAR tHAFEZ .

WSS Kaspersky Anti-Virus B%J3&T Kaspersky Anti—Virus SDK M7= 0h, NIATDLAESE IE 5 ff
TwinCAT Engineering XAE, {HJEASHL RUN #RZC 0] G842 Al i ol 45 .

TwinCAT 3 A 1.3 19
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Windows Defender FIHABREHFEFE

Windows Defender #& Windows 10 HiF[HI. #IANANSH =J77 5 —FEIF IR B RE T -

EREGTEEN, X Windows LA HHH Windows Defender FHATH MMIK, LLAK TwinCAT F1 Beckhoff
IPC AT, FHRT NI, Beckhoff —EARKIL TwinCAT FISZINEIIEN. ZLWAHYM A Windows
Defender FI TwinCAT W] PAFRZFFAFIIARE . HAE, ANREHE BL LR UERE R A T8

LIANPE G, =TI RS Windows RGUAFK T AT H. BT i S =7 B = 2 e
%M, Beckhoff iANH CIEFZHATXT TwinCAT (1 SERFPAAT = Az AR R 0 H A5 b 1 75 B

Beckhoff EiFF Windows Defender MEARFBIERF

B;Z}Ekggff VR PR T %, AR UKEEEFR TP, RIS AT HER 1E4% 2 2 5 T-% E i B EA
ZIN N )\ I:] o

X Beckhoff F=iLBIfEFH, Beckhoff < EWIM%& ) #2Mt Beckhoff Industrial PC FIEI &5, Hhas
CiER TwinCAT & %€ 1% 4 F .
G

FELZAL B U A (BAREAR T RGN, 05 WARBAIKENS, Zawh TAAREAPE) J5, Beckhoff
XA BT TwinCAT PATHISEIHPERE, KA A 30 A SEi 2 A ) & PR SR R A A W oas BB 7 (9 ORAEE

TwinCAT #2417 FH TIAESS $UAT I T, @5, 7EEblvhEL L2 BRI G, X SR 2 5 5)
AR RS B A0 BB B 2 58 e B AT MR A A

4.2.1 B B ANEE Windows Defender

tHF Beckhoff Jovkxt Windows Defender fE AT HT & HIAT M AT T M AR E, 10 Bt T4 2 i Hl 8280
EMSASA ST TR B EHT, BT LAZA A8 Beckhoff i G P 1 2 A0 U452 &

1R Windows 10 7E Beckhoff #R#ERZHEIE Windows Defender

1. fEHPETT, [(Windows + R] 77T Windows Run, ZRJGHEIN “gpedit.msc” o #E£ 0K (Fail)
A AT

4 Run >

= Typethe name of a pregram, folder, document er Internet
rescurce, and Windows will open it for you.

gpedit.msc e

¥ This task will be created with administrative privileges.

Open:

QK Cancel Browse...

= IR AR AT T
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2. MHNHESEE “9CH Windows Defender” .

= Local Group Policy Editor O X
File Action View Help
o zE = Hm v
I Locel Computer Policy
w il Computer Configural . Setti Stht c ¢ Path
5 [ Software Settings Turn off Windows Defender ing ate ommen o
» [ Windows Setting i iz| Configure Automatic Updates Disabled Ne “Windo
~ [°] Administrative Te Edit policy sefting Allow Telemetry Enabled Ne “Windo
» [ Control Panel Requirements: Do not show feedback notifications Enabled Mo Windo
» [ Metwork At least Windows Vista Download Mode Enabled Mo “Windo
[ Printers urn off Automatic Download and Update of Map Data Enabled Ne “Windo
[ Server Description: fiTurn nd fender figul
. This policy setting turns off Windows
|1 Start Menu ar| | peender. Do not include drivers with Windows Updates Enabled Ne Windo
» [ System orce a specific default lock screen and logon image Mot configured Ne “Contro
> [[] Windows Cor|| If you enable this policy setting, Prevent changing lock screen and logon image Mot configured No “Contro
Ui All Settings Windows Defender does not run, and P hangi back 4 N : d N \C
ﬁ u “-E : " computers are not scanned for revent changing start menu backgroun ot configure: o ontro
¥ Fer entiguration malware or other potentially Do not display the lock screen Mot configured Mo “WCentro
? : So.ftware Sett\rlgs unwanted software, Prevent enabling lock screen camera Not configured No “Contra
’ ':I WII"Id.O‘.NS Se.ttmg Prevent enabling lock screen slide show Mot configured Mo “Contro
» ] Administrative Te If you disable or do not configure -
this policy setting, by default orce a specific background and accent celor Mot configured Ne “Contro
Windows Defender runs and Force a specific Start background Not configured Mo “Contro
computers are scanned for malware Turn off automatic learning Mot cenfigured Ne “Contro
and other potentially unwanted Allow input persenalization Mot configured Ne “Contro
software. v
Rlarl ~laam_iim ~F imnicad lanaiiane nacke Mt ~anfimnrad R~ A anbra
< > | Extended / Standard /
2265 setting(s)
3. fEEHIIAR 1 E 3 Windows Defender.
] - [- e
J Speech Recognition c:‘% Storage Spaces Sync Center
_ Q System Taskbar and Navigation @ Troubleshooting
% User Accounts Ea Windows Defender f Windows Firewall
= . e 1] .
L Windows Mobility Center - Windows To Go - Work Folders
h W

TwinCAT 3
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4. i Start now QLEPFFER) %4H#E0E Windows Defenders

E Windows Defender — O >
PC status: At risk

Your PC isn't being monitored because the app's service stopped. You Scan options:
should restart it now.

Quick
Full

Custom

€3 Real-time protection: Off

€ Virus and spyware definitions:  Qut of date Scan now

Start now

Scan details
Last scan: Teday at %531 AM (Quick scan)

= Windows Defender LM%

4.2.2 B Windows Defender FHHATHHE

ERAINTHIL N, E3H Windows 10 [ Beckhoff #r##E R4t E, Windows Update HRSSHEZEF . XM A H

B dE TR, M7 X 42 ) 8% 72 A SO s FME— I8k . A T BERSTERT Windows Defender, WAl H i0E

Windows Update AR%%. BT TEHrFEAR SR H T AR T Rizdr, I TwinCAT WE N CONFIG =

Al REA A BN

1. i AREET X [Windows + R] #TJF Windows Run, ZRJGHN “services.msc” . i%&# OK (#AIN) A
X TEAE o

= Run >

=7 Type the name of a program, folder, document or Internet
= rescurce, and Windows will open it for you,

CEMVICES. MSC R

G This task will be created with administrative privileges.

QK Cancel Browse...

= Services (IRZ%) XHGHEFT FF.
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2. Xi; Windows Update RS PAFTFFAHIC U E .

% Services = m} X
File  Action Niew Help
¢ EEBE=z HE »®nw
,.(, Services (Local) .:‘J.‘ Services (Local)
Windows Update Name - Description Status Startup Type Log On As 2
Descrint @;WindowsImageAcquisitio... Provides im... Running  Manual Local Service
escription: Ewn - - -
Enables the detection, download, and ?..,‘,.:?,andowslnyder Service wiswve . Manual Local Syste...
installation of updates for Windows & Windows Installer Adds, modi... Manual Local Syste...
and other programes. If this service is J,:J Windows License Manager ... Providesinf.. Running Manual (Trig.. Local Service
disabled, users ofthils computer will &) Windows Management Inst... Providesa c.. Running  Automatic Local Syste...
not be ableto.useWm_dows Update Windows Media Player Net... Shares Win... Manual Metwork S...
or its automatic updating feature, ™
and programs will not be able to use & Windows Mobile Hotspot S..  Provides th.., Manual (Trig.. Local Service
the Windows Update Agent (WUA) '-E:)Windows Modules Installer  Enables inst... Manual Local Syste...
AP, C:Q,Windows Presentation Fou... Optimizes p.. Running  Manual Local Service
@;Windows Process Activatio.. The Windo.. Running  Manual Local Syste...
'J,Q;Windows Push Notification... This service .. Running  Automatic Local Syste...
'J,';J;Windows Push Notification... This service ... Manual Local Syste...
&) Windows Remote Manage.. Windows R... Manual MNetwork 5.
: Windows Search Provides co.. Running  Automatic (D.. Local Syste...
J,:J Windows Time Maintains d... Manual (Trig... Local Service
Vindows Update Enables the ... Disabled Local Syste...
EWinHTTP Web Proxy Auto-.. WinHTTPi.. Running  Manual Local Service
@.:J_;Wired AutoConfig The Wired ... Manual Local Syste..,
'-C:J;WLAN AutoConfig The WLANS... Manual Local Syste...
C:Q;WMI Perforrmance Adapter  Provides pe.. Manual Local Syste...
'-E:)Work Folders This service ... Manual Local Service y
Extended /(‘Standard/
3. K Windows Update AR%&E N Automatic (B3N, #AJEHd 0K (BN WHIASTIEHE.
Windows Update Properties (Local Computer) >
General logOn Recovery Dependencies
Service name: wuauseny
Display name: Windows Update
Description: Enables the detection, download, and installation of 4
pdates for Windows and other programs. i this o
Path to executable:
Cwindows'system 32 svchost exe 4 netsves
Startup type: Automatic e
Automatic iDelﬁd Starti |
Manual
) Disabled
Service status: SoppeEd
Start Stop Pause Resume
fou can specify the start parameters that apply when you start the service
from here.
Start parameters: |
Cancel Aoply
TwinCAT 3 AR 1.3 23
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4. {F Windows Defender H'4TJf Update (BE#Hr) &LIiiF.

Ea Windows Defender - O *

PC status: Protected

" Update | Settings * Help

Your PC is being monitored and protected. Scan options:

® Real-time protection: On
o Virus and spyware definitions:  Created 675 days ago

Scan details

Last scan: Mo scheduled scan performed

5. il Update definitions (BEFrEN) #41HH Windows Defender.

E Windows Defender — O *

PC status: Protected

Settings » Help

Virus and spyware definitions: Created 675 days ago

Your virus and spyware definitions haven't been updated lately. You should update them now to help protect your PC.

Definitions created on: 2/10/2017 at 8:35 AM
Definitions last updated: 2/10/2017 at 12:37 PM
Virus definition version: 1.235.2528.0

Spyware definition version:  1.235.2528.0

Did you know?

Virus, spyware, and other malware definitions are files that are used to identify malicious or potentially unwanted software
on your PC. These definitions are updated automatically, but you can also click Update to get the latest versions whenever
you want.
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= Windows Defender = .

£l Windows Defender - O x

PC status: Protected

Settings

Virus and spyware definitions: Updating

The latest virus and spyware definitions from Microsoft are being installed.

Searching...
oy Cancel update

You can close or minimize the app window during this update,

Did you know?

Virus, spyware, and other malware definitions are files that are used to identify malicious or potentially unwanted software
on your PC, These definitions are updated automatically, but you can also click Update to get the latest versions whenever
you want.

6. 2] Windows Update FR%%, RN Windows Update FRZSUAFTIFLHE.

% Services

File  Action View Help

f‘w Services (Local)

- ] x
o= D E. HE » oo
Windows Update Name - Description Status Startup Type Log On As ~
@Windows Image Acquisitio..  Provides im... Manual Local Service
Start the service '-:@,Windowslnsider Service wisvie Manual Local Syste...
:F:;},Windows Installer Adds, modi... Manual Local Syste...
Description: '-:@,Windows License Manager ... Providesinf.. Running Manual (Trig.. Local Service
Enables the detection, download, and {4, \Windows Management Inst... Providesac.. Running Automatic Local Syste...
I::;a::r:::np?:gurgf::e;::E:fler::i‘::iss '-:@,Windows Media Player Net...  Shares Win... Manual Metwork 5...
disabled, users of this computer will @‘J,Windows Mobile Hotspot 5. Provides th.. Manual (Trig... Local Service
not be able to use Windows Update @Windows Modules Installer  Enables inst..  Running  Manual Local Syste...
::1:5 ?;t‘:;”r:zi;ﬁlp:;:isg :EIa:i:Jevuse @Windows Presentation Fou.. Optimizes p.. Running  Manual Local Service
the\;in:ows Update Agent (WUA) '-@,Windows Process Activatio.. TheWinde.. Running Manual Local Syste...
AP '-S:J,Windows Push Motification... This service ... Running  Automatic Local Syste...
@Windows Push Notification... This service ... Manual Local Syste...
'-:@,Windows Remote Manage.. Windows R... Manual Metwork 5.
:F:;},Windows Search Provides co.. Running  Automatic (0. Local Syste...
'-:@,Windows Time Maintains d... Manual (Trig...  Local Service
&Windows Update Enables the ... Autornatic (T... Local Syste...
'-:@,WinH'I_I'P Web Proxy Auto-... WinHTTPi.. Running Manual Local Service
'-;S:J,Wired AutoConfig The Wired ... Manual Local Syste..
@WLAN AutoConfig The WLANS... Manual Local Syste..
:FIJ,WMI Performance Adapter  Provides pe... Manual Local Syste...
'-@,Work Folders This service ... Manual Local Service
Ch Workstation Creates and... Running  Automatic MNetwork S... v
Extended /(Standard/

TwinCAT 3
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7. % Windows Update JIRS:i%E N Disabled (ZEH), RJ5Hds 0K (#EIN) HaiAGHEHE.

Windows Update Properties (Local Computer) >
Genera  LogOn Recovery Dependencies

Service name: wuauseny

Digplay name: Windows Update

Description: Eﬂables the detection, download, and installation of A,

pdates for Windows and other programs. if this v

Path to executable:
Cwindows'system 32 svchost exe &k netsves

Startup type: MSytomatic w
Automatic (Delayed Start)
Automatic
. IManual
Sorvice status: BERmET
Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

[ ok ] cCancsl || ooy |

8. f#ifH] Scan now (LBIIFHE) 1%4H/53) Windows Defender FHHHiFEF -

E Windows Defender — O *

PC status: Protected

Settings = Help

Your PC is being monitored and protected. Scan options:

v

——

(® Quick
() Full

(") Custem

® Real-time protection: On

® Virus and spyware definitions:  Up to date |‘ | Scan now | ’

Scan details
Last scan: Today at 3:51 AM (Quick scan)
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= O,

Ea Windows Defender - O *

PC status: Protected

Settings » Help

O\ Your PC is being scanned

This might take some time, depending on the type of scan selected.

| Cancel scan

Scan type: Quick scan

Start time: 2:45PM

Time elapsed:  00:01:17

lterns scanned: 1378

® THBIEHITIEER Windows Defender
1 éﬁ%@%%ﬁ)ﬂﬁ?ﬁiﬂﬁ%ﬁ% Windows Defender (55— Fif%h HRIEINAH ), 1R MSDN A AL

JEHAIE LT R
o SRAT SRR ] /A
© RGN E] /SR

4.2.3 e 1 e 41

L AT LA ST AMIE fE AN SRV AR SRR M TwinCAT HLARHEH &880 S Ur ), DASB D %23 A B AR 1R 41 -
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1. % Windows Defender HJIXE, f#i] Settings (XHE) 4K HATIT.

Ha Windows Defender

PC status: Protected

Your PC is being monitored and protected.

v

———

& Real-time protection: On
& Virus and spyware definitions:  Up to date

Scan details
Last scan: Today at 9:51 AM (Quick scan)

Scan options:

(®) Quick
(O Eull

() Custem

Scan now

28 R :
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2. ffif] Add an exclusion (ESINHERRIR) 240 0T LAYSAIN Windows Defender AN2xF3ifIHERRII .

3ettings

&

Home

Find a setting

Jpdate & security

& Q

—>

By

Windows Update

Windows Defender

Backup

Recovery

Activation

For developers

Windows Insider Program

Real-time protection

This helps find and stop malware from installing or running on
your PC. You can turn this off temporarily, but if it's off for a while
we'll turn it back on automatically.

@ on

Cloud-based Protection

Get Real-time protection when Windows Defender sends info to
Microsoft about potential security threats. This feature works best
with Automatic sample submission enabled.

@D on

Privacy Statement

Automatic sample submission
Allow Windows Defender to send samples of suspicious files to

Microsoft, to help improve malware detection. Turn this off to be
prompted before sending samples to Microsoft.

@D on

Privacy Statement

Exclusions

Windows Defender won't scan excluded files, making your PC more
vulnerable to malware.

Add an exclusion

Enhanced notifications

Windows Defender sends notifications to help ensure you are
informed about the health of your PC. Even if this option is turned
off, you'll still get critical notifications for issues that need

TwinCAT 3

PA: 1.3
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3. ffif] Exclude a folder (HEBRICMHEIE) 4N INHERR H 3.

2 Add an exclusion

Files and folders

Exclude a file
+

Exclude a folder
+

File types

Exclude a file extension
+
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4. WFEHZ C:\TwinCAT BALE TwinCAT 224K H 5.

Select Folder it
T & * This.. » IN-0408-0102 v.20.. » v 0 Search IM-0406-0102 v.2018-3... 0
Organize - Mew folder B=c = 0
I Desktop +n Marme Date modified Type
¥ Downloads  # inetpub 12/11/2018 11:14 ... File folder
Documents o Intel 12/11/201811:02 ... Filefolder
[&] Pictures -+ Perflogs 12/6/2018 4:42 PM File folder
) PostLD 12/11/201810:51 ... Filefolder
3 This PC : i
- Program Files 12/11/201811:29 ... File folder
I Desktop P a :
rograrnData 12/13/201810:36 .. File folder
Documents Tools 12/11/2018 1052 ... Filefolder
* Downloads TwinCAT 12/11/201811:10 ... File folder
J, Music Users 121120018 10:56 ... File folder
=) Pictures Windows 12/13/2018 %32 AM  File folder
B Vvideos
e IN-0406-0102 v.2
- mage (O]
LU 4 >

ESTaET | TwinCAT |

Exclude this folder | | Cancel |

= % H R AR IO HERR I

- Settings - O x

@ Add an exclusion

Files and folders

Exclude a file
_|.

Exclude a folder
+

CATwinCAT

File types

Exclude a file extension
+

IPC 22 AREH gk | TwinCAT A E 2 H 3.
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